IBM Cloud step by step
• comprehensive guide • create an account • work effectively in IBM Cloud
portal • create and deploy a sample application into Kubernetes cluster

Introduction
This guidebook was created to introduce IBM Cloud to a wider audience.
The goal is to make it easier for new usersto start using the platform, as well
as to present a wide range of possible use case scenarios. This guide aims
to show that IBM Cloud can meet the needs of both individuals and large
organizations.

Essential resources:
IBM Cloud				http://cloud.ibm.com
Registration/account 			
https://cloud.ibm.com/registration
Catalogue 				https://cloud.ibm.com/catalog
On-line Documentation		
https://cloud.ibm.com/docs
Status					https://cloud.ibm.com/status
IBM Cloud Support			
https://watson.service-now.com/wcp

Contact persons:
Dávid Pálinkás

		Petr Leština
Cloud Platform Leader		
Cloud Architect & Technical PreSale
IBM Technology Sales, CZ & SK
IBM Technology Sales, CZ & SK
david.palinkas@sk.ibm.com		
petr_lestina@cz.ibm.com

Zuzana Drozdová 			

Cloud Specialist			
IBM Global Markets			
zuzana.drozdova@ibm.com		

Linda Klicperová

UX/UI Designer
IBM Watson iLab
linda.klicperova@ibm.com

Information about IBM Cloud can be found here:
https://www.ibm.com/cloud
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Meeting the IBM Cloud
• IBM Cloud in a nutshell
• IBM Cloud focus
• Unique features
• Security
• Certifications and industry standards

IBM Cloud in a nutshell
IBM Cloud is an open platform for developing, operating, and man
aging a wide range of supported workloads. It is based on open stan
dards and supports popular runtimes such as Java, PHP, NodeJS,
.NET as well as containerized cloud-native applications running in
Docker, Kubernetes, or Red Hat OpenShift.

IBM Cloud is a Public cloud that provides IaaS (infrastructure as
a service) and PaaS (platform as a service) workloads.

It also provides more than 170 cloud services, including data,
analytics, containers, VPC, DevOps, Watson artificial intelligence, IoT,
Blockchain, and also leading-edge Quantum technologies.

Among these services, you will find not only your favorite IBM products, but also a vast number of services from third-party providers
and open-source communities.

All services can be integrated via the internal network (IBM Private
Network), which is available to clients free of charge not only within
a single AZ (Availability Zone), but also within MZR (Multi-Zone Region) and globally.
Tip
Users that create an IBM Cloud account will start being asked to add credit
card information when registering, starting 25 October 2021. Requiring a credit
card is an important step in identity verification and fraud prevention. After you
register, you receive a $200 credit to help get you started. Free and Lite services
remains unaffected., so you can use IBM Cloud freely as before.
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You can run IBM Cloud services in both multi-tenant and sigle-tenant
modes. Alternatively, you can leverage a hybrid model using the IBM
Cloud Satellite service, which allows you to run IBM Cloud services
inside your own datacenter or on infrastructure hosted by third party
providers.

IBM Cloud supports principles like BYOL (Bring Your Own Licence),
BYOIP (Bring Your Own IP), BYOK (Bring Your Own Key), KYOK (Keep
Your Own Key).

You can start using IBM Cloud immediately and free of charge without
time restrictions. Most services are available in Lite tiers or alternatively as a Free service, for which you are not billed at all.

IBM Cloud offers a Subscription (pre-paid) billing model, as well as
Pay-As-You-Go (pay for what you use) accounts. You can also stay
with a free-tier account, within which you can still utilize a vast number of services free of charge.
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IBM Cloud focus
IBM Cloud is not limited to Public Cloud, IaaS and PaaS workloads, but also
uniquely supports the following models:

Hybrid Cloud

Thanks to IBM Cloud, you can connect your existing infrastructure 		
hosted in your own datacenter or by third party providers with your 		
IBM Cloud environment. IBM Cloud Satellite provides a unique ca-		
pability of running IBM Cloud managed services anywhere, independent of environment.

Multicloud

IBM Cloud allows you to run and manage services on multiple cloud
platforms.
From the application standpoint, it is possible to run not only modern
cloud-native applications written specifically for cloud environment, but also
cloud-enabled and legacy applications which can be migrated to cloud via
a lift-and-shift approach.

Cloud Native application - containerized / K8s / RedHat OpenShift
Cloud Enabled application - PHP, Java, NodeJS, .NET
Legacy - VMware, platform-specific (Windows, etc.)
IBM Cloud is an ideal platform for ERP systems such as SAP S/4 HANA including EDW, SAP NetWeaver and SAP AnyDB. IBM Cloud provides certified
configurations for both x86 and Virtual Private Cloud (VPC) servers, as well
as POWER9-as-a-Service configurations.
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Unique features
IBM Cloud offers a wide range of unique features. Undoubtedly, the most
important features include single-tenant and multi-tenant services, a hybrid
model of cloud services, and the internal IBM Cloud datacenter network,
which is free of charge for all clients around the world.
DedicatedHWinfrastructure - x86 servers with Intel and AMO
Dedicated firewalls - Fortigate/Juniper vSRX etc.
IBM POWER-as-a-Service - AIX/Linux, System i
Security technologies - CloudHSM, KeyProtect, Certificate Manager
Databases - IBMD82/Informix
OpenSource - MySQL, Redis, Cloudant, PostgreSQL
The Global internal network - free of charge in IBM Cloud
GPU on servers-Nvidia Tesla - dedicated and virtualized
VMware and related SW technologies - HyTrust, Veeam, Zerto, Caveonix
and another
Object Storage - S3compatible, at unbeatable price OpenShift-managed
by IBM,Masternodes are free of charge
Tip 1
You can bring your own operating system, hypervisor, middleware, and application software licenses (such as SAP) to IBM Cloud.

Tip 2
IBM data centers have a consistent architecture and therefore do not allow
BYOD( bring-your-own-device), but support the ability to bring your own SW
appliance to the cloud (eg. Junipetr vSRX).

Tip 3
If you need to upload large amounts of data to the cloud( even TB data boards),
the Mass Data Migration service is available, which allows you to import/ export
data using 120 TB portable media in RAID 6 and encrypted with AES- 256. More
about the service here: https://cloud.ibm.com/mdms
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Security
IBM Cloud is based on the following security principles:
The client knows where the data is located. To provision any IBM Cloud
service, they are required to choose the location of the datacenter.
Physical location of the IBM Cloud data center is documented and
available to the client.
All client data is exclusive property of the client, and they have full
control over its management.
Any manipulation with client data by IBM is performed solely on the
basis of contractual documentation.
IBM does not provide client data to third parties.
The IBM Privacy guidelines clearly state what data is used for what
purpose (invoicing, etc.).
IBM does not spontaneously manipulate client data, back up, or replicate data between data centers or zones.
The client can bring data to the cloud at any time and remove it at any
time (Exit strategy).
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IBM Cloud provides 2 principles of data encryption and security:
Data-In-Motion
- Protection at the protocol level - TLS/HTTPS
- VPN for environment management, especially for virtual machines, physical
machines or bare metal servers, and their remote administration.
- Peer-to-peer VPN as a secure transmission from the client to the IBM
Cloud data center.
- IBM Direct Link allows you to create a dedicated link between the IBM
Cloud and the customer’s environment.
Data-At-Rest
- All shared storage is encrypted with AES-256 as standard.
- The client has the ability to use a custom encryption algorithm.

Do you know, that...
In the cloud you can have your own fully configured Storage
Server based on OS NEXUS https://cloud.ibm.com/catalog/infrastructure/hardware-security-module
In the cloud, you can have your own fully configured Storage
Server based OS NEXUS https://www.osnexus.com/design-ibm.
Disks, that are defective are shredded by industry standard
by default: DoD 5220.22-M and a protocol is issued to the client
upon request.
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Certifications and industry standards
IBM Cloud meets a number of industry certifications, the current list is available here:
https://www.ibm.com/cloud/compliance

Certifications can be divided into:
Global (ISO 27x, SOC1, 2, 3) industry
Specific (PCI, HIPAA) Regional and national
(GDPR, C5)

IBM Cloud:

IBM Cloud global standards compatibility:

EU and national standards:
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IBM Cloud Cataloque
• Service categories

Service categories
The catalogue is available online here and without logging into IBM Cloud:
https://cloud.ibm.com/catalog#services

Compute

Physical or virtual servers that are offered for hourly or monthly rental.
In addition to the server, it is also possible to use a containerized
serverless solution, which allows you to run code only when needed.

Containers

Deploy containerized applications automatically for high scaling and other
advantages.

Networking

Maintain evenly loaded application containers, create a private cloud,
or connect your data centers to IBM Cloud services.
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Storage

Choose any type of storage you need. The following options are available:
file storage, block storage and object storage. All of these can be configured
to meet the client’s requirements.

AI/Machine Learning

Build your own Watson chatbot, convert speech to text in any language,
or train your own models.

Analytics

The set of services and APIs allows you to store and analyze data in real time.

Blockchain

Integrate your own blockchain into your application.

Databases

Choose from a large number of databases. RDS databases, NoSQL databases, data warehouse, or in-memory databases are available.

Developer Tools

Automate application deployment or provisioning of infrastructure for multiple environments such as test, dev or prod.

Logging and Monitoring

Enable logging and monitoring of individual services and applications
running in IBM Cloud.

Migration Tools

Easily and quickly migrate your applications, databases and microservices
into IBM Cloud.

Integration

Integrate IBM Cloud services together to create a robust solution.
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Internet of Things (IoT)

Any device that can be connected to the network, can be a part of IoT. Examples of these can be sensors, smart devices, and telephones. IBM Cloud
offers a complete platform, that is set up in such a way, that each device
can be connected to IBM Cloud. Data sent to the IBM Cloud can be analyzed
in real time by IoT services.

Security

The offer of security services is intended primarily to secure the application.
For example, it allows you to scan your web or your mobile applications and
assess their vulnerabilities.

Mobile

Along with the rich possibilities of mobile development, we offer a complete platform for the development and operation of mobile applications.
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IBM Cloud support
• Levels of support
• Contact

Levels of support
IBM Cloud offers 3 levels of support:
Basic

Advanced
Basic

Advanced

Premium
Premium

Desrciption

Basic support is
included in your IBM
cloud Pay-As-You-Go
or Subscription
account.

Proritization
of requirements
according to client
needs. Suitable for
supporting the production environment.

The highest level
of support, suitable
for support of critical
applications.

Availability

IBM Cloud support
24/7, through
mobile, chat,
or ticket.

IBM Cloud support
24/7, through
mobile, chat,
or ticket.

IBM Cloud support
24/7, through
mobile, chat,
or ticket.

Time for reaction

No guarantee

Severity 1: Less
than 1 hour
Severity 2: Less
than 2 hours
Severity 3: Less
than 3 hours
Severity 4: Less
Than 4 hours

Severity 1: Less
than 15 minutes
Severity 2: Less
than 1 hour
Severity 3: Less
than 2 hours
Severity 4:
Less than 4 hours

Request
prioritization

No priority

Priority 1-4

Priority 1-4

Additional services

No

No

Assignment of
a support employee
Quarterly analysis
Individual solution
of IBM specialist
client requirements.
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All levels provide non-stop support via live chat, telephone, or ticketing
system.
https://cloud.ibm.com/unifiedsupport/supportcenter

Operator
Telephone support 24/7

Chat
For urgent matters you can
also use chat

Case
You can create a ticket at
IBM Cloud

19

04

Account creation and login
• Types of accounts
• Create an account

Types of accounts
There are 3 types of accounts in IBM Cloud:
A Lite account is useful if you want to get acquainted with IBM Cloud
services, and you can use a large number of services for free in socalled Lite mode. In addition, you get a credit worth 200 USD, thanks
to which you can try out paid services. You do not need a credit card
for this account (as with other types of accounts) and you can up		
grade your account to Pay-as-you-go or Subscription at any time.
Pay-As-You-Go account allows you to use any services and pay for
what you exactly consume in IBM Cloud. The type of Pay-As-YouGo
account is especially useful if it is not easy to find out what services
and what consumption will be necessary.
Subscription is a type of account where you subscribe to services and
prepay a certain amount for a given period of time (6, 12, 36 months).
You can get a significant discount on this type of account, which depends on the amount and time you want to subscribe to IBM Cloud.
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Create an account
If you already have an account, you can skip this chapter:
What will you need?
- Email address
- Name and surname
- Address
- Phone number

Steps:
1. Go on cloud.ibm.com/login and click on Create an account.
2. Fill in the email and password. Then verify your email.
3. After verifying the email, fill in your personal details.
4. Click on Create account.
5. Go on cloud.ibm.com/login and fill in your IBM ID (email) and then verify
your password.

You now have an IBM Cloud account and you can log in.
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Navigation in the IBM Cloud platform
• Basic navigation
• IBM Cloud Catalogue
• Support IBM Cloud

Basic navigation
Management

Manage your account,
billing, access...

Search

Terminal

Access to your IBM
cloud from the command line

Search for the
services you
created or the
services you want
to create

Notification
Documentation

follow
notifications

Documentation,
tutorials, problem
solving.

Menu

Support

If you have any
problems, you can
start a chat,
make a phone call
or create a case

Calculator

Accounts

Calculate, how
much your
ideal solution
would cost.

Swich between IBM
Cloud accounts

Catalogue

You can choose from more
than 170 different services
from the catalogue.
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Profile

Information
about your profile.

IBM Cloud Catalogue

Category

Filtering option

Provider (IBM/Third party)

Name of the service

Short description

Setting of granular
access rights
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Creating your first application
• Deploy your first containerized application into IBM Kubernetes

Creating first application
The purpose of this tutorial is to deploy a Node j.s. application to the Kubernetes Cluster in the IBM Cloud. The following figure outlines 4 key steps:
IBM Cloud

GitHub

Application

Clone
repository

Create docker
image

1

2

Docker Image

3
Add Docker Image to
Container Registry

Container Registry

Kubernetes

4
Deploy the application
to Kubernetes cluster

What you will need
1. IBM Cloud account - Follow the instructions in Chapter 4 to create an IBM
Cloud account.
2. Docker in version at least 19.03.13
For installation, we recommend to visit the official Docker website:
https://www.docker.com/get-started . To verify that you have docker installed,
you can enter $ docker --version
3. IBM Cloud CLI in version at least 2.0.0
Follow the documentation here: https://cloud.ibm.com/docs/cli?topic=cli-getting-started
4. IBM Cloud CLI Kubernetes plugin
Enter the following command (you must have the IBM Cloud CLI installed):
$ ibmcloud plugin install kubernetes-service

5. IBM Cloud CLI Container Registry Plugin
Enter the following command (you must have the IBM Cloud CLI installed):
$ ibmcloud plugin install container-registry
30

The following diagram shows the architecture of this solution,
and the commands that will be used:
Developer

git clone

1

2

GitHub

3
IBM cloud
login

docker build
<my-image>

Application

4

Docker Image

5

IBM cloud
cr login

6

docker push
<my-image>

IBM cloud
ks cluster
context

7
kubecti
apply

IBM Cloud Account
Region
Resource Group
Container Registry

Kubernetes Service

Cluster
Woker node
Namespace
Repository/Image:tag

pulling
image

Node.js Application
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The Kubernetes file contains:
- Dockerfile - file, which creates the Docker image.
- Deployment.yml - file, that defines the Kubernetes deployment.
- App folder, which contains the source code of the application.

Steps
1. Creating a Kubernetes Service in IBM Cloud
Log in to your IBM Cloud account and click on Catalogue in the top bar. In the
catalogue search engine, type Kubernetes Service and click on this service.
In the service configurator, select the free variant in the Pricing plan. You
can change the name Cluster and Resource Group, but we recommend leaving the default names. Click on Create to create a Kubernetes cluster.
2. Creation of Container Registry in the IBM Cloud
In the IBM Cloud web console, click menu in the upper left corner and select
the Container Registry service (located in the middle of the menu). In Container Registry, click on Namespaces and then select the Create namespace. The Name and Resource Group can be set to the default.
3. Open a command line
You will need a command line for most of the following steps. On MacOS,
look for Terminal. On Windows, look for Command Prompt (Command line),
and if you have Linux, you will surely know :)
4. Cloning the repository
Fill in the following command:
$

git clone https://github.com/IBM/CZ-IBM-Cloud-Guide.git

Now go to the repository via the command:
$
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cd Kubernetes 					

			

5. Log in to the IBM Cloud and Container Registry
via the command line. In addition to the user interface, you can work with
IBM Cloud services through the command line. To do this, it is important to
have the IBM Cloud CLI installed. You can log into your IBM Cloud account
via this command:
$ ibmcloud login –sso							

After entering this command, you will be prompted to enter a one- time
password. You can get the password from the URL that the command line
will offer you. If you have multiple IBM Cloud accounts, you will be able to
choose which one you want to log into. After logging into IBM Cloud, log into
the Container Registry:
$ ibmcloud cr login			

				

6. Save the context of your Kubernetes cluster:
In order to be able to deploy an application to your cluster, you need to store
the context of the cluster locally, for which you need to obtain a Cluster ID.
Therefore, go to the Kubernetes Cluster in the user interface in the browser
via the upper left menu, select here Resource list, then click on Clusters and
select your cluster. Here you can see the Cluster ID, which you can copy and
enter the following command at a command line:
$ ibmcloud ks cluster config –cluster <here save your Cluster
ID>

7. Create the docker image
Make sure, you are in the root folder of the cloned repository, where Dockerfile is located. You can do this, for example, with the ls command for MacOs and Linux, or the dir command for Windows. Then create the Docker
Image using the following command:
$ docker build -t <registry>/<my_namespace>/<my_repo>:<my_tag> .

Creating a Docker Image can take several minutes. If it was created correctly,
the tag you selected will be displayed after entering the following command:
$ docker image ls							
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8. Save the Docker Image in the Container Registry
The created Docker Image needs to be pushed to the Container Registry
in order for Kubernetes Service to retrieve this Docker Image. To push the
image to the Container Registry, enter the following command:
$ docker push <registry>/<my_namespace>/<my_repo>:<my_tag>

Your image will now be displayed in the IBM Cloud Container Registry under
Images.
9. Deploy the application to the Kubernetes Cluster
In this step, you will work with the Deployment.yml file. Insert the Docker
Image tag in the Deployment.yml file instead of the little star. After changing and saving the file, run this command:
$ kubectl apply –f deployment.yml					

Verify that you see the NodeJS application in Kubernetes with the following
command: $ kubectl get svc					
10. Make sure the application is deployed
You can now verify that the application is deployed correctly. Switch to your
Kubernetes Service cluster in the IBM Cloud web console and click on
Worker nodes. In this window, copy the public IP address and the port (by
default 30080), that is defined in the Deployment.yml file. Enter the IP and
port in your browser as follows:
http:// <Enter IP Address here> : <Enter port here>

Example: http://127.0.0.1:3000

Congratulations, you have created your first application!
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Index
You will find the following terms not only in this guide, but also on
www.ibm.com/cloud, or in the documentation at https://cloud.ibm.com/docs
or elsewhere.
Softlayer

Company acquired by IBM in 2013 with worldwide net data centers and provides IaaS services.

Bluemix

The IBM platform provided PaaS services. Since 2017 it is a part
of the IBM Cloud.

Single Tenant

The service in the cloud (IaaS or PaaS) is operated exclusively for
a single client. There HW and SW resources are not shared with
other clients.

Multi-tenant

Service in cloud (IaaS or PaaS) is run on a shared hardware and
operating system. Example: In this model, Database-as-a-Service
is deployed on hardware, where runs the same service for other
clients as well. Separation from other clients is performed by
software.

SW Appliance

IT device operated as a software application. In the cloud, only
hardware is needed for its operation. An example could be firewall, load balancer, etc.

IoT

Internet of Things. IoT,sensors, smart devices, which are interconnected. IBM Cloud is able to process, visualize and store data.

AZ

Availability Zone. It is an independent data center with one or
more POD (Point Of Delivery). Each POD consists of servers, network elements, data storage and resources to ensure continuous
operation (electric generators, cooling, etc.)

SZR

Single Zone Region within one datacenter. SLA (Service Level
Agreement) for the operation of the cloud service is 99.9%

MZR

Multi Zone Region. It consists of 3 zones within a datacenter,
which are independent of each other, interconnected at least by
1 Gbps and latency is less than 2 milliseconds. SLA for cloud
service operation in MZR is 99.99%.

BYOL

Bring Your Own License. Possibility to bring your own purchased
license to the cloud. Applies to the operating system, hypervisor,
as well as databases and application software.

BYOK a KYOK

- Bring Your Own Key. Possibility to transfer your own key encryption to IBM Cloud.
- Keep Your Own Key. Possibility to manage the key and control
their entire life cycle (including issuing of new keys)

Subscription

Subscription to cloud services. The subscription allows you to pay
in advance for the drawdown in the form of a credit, from which
the costs for the drawn cloud services IaaS and PaaS are paid.

Pay-As-You-Go

Payment for the use of cloud services during a specified period,
usually 1month. The drawdown of cloud services is accumulated
and after a month a client is issued a summary invoice for the
drawdown of all services for a given period.

VPC

Virtual Private Cloud. Possibility to create a Private Cloud
in the IBM Public Cloud. VPC resources are network-separated
and operated for clients separately.

Cloud-native

Application developed and operated exclusively in the cloud and use
the principles of containerization and micro-service architecture.

Cloud-enabled

Applications programmed in such a way that they are operated
outside the cloud, at least with little or no modification, it is possible to transfer them to the cloud.
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