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https://www.bankinfosecurity.com/top-ransomware-attack-vectors-rdp-drive-by-phishing-a-14353
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https://www.cyber.gov.au/acsc/view-all-content/publications/microsoft-office-macro-security#%3A~%3Atext%3DMicrosoft%20Office%20applications%20allow%20developers%2Cmacro%20has%20not%20been%20altered
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https://www.ibm.com/security/services/managed-detection-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/managed-detection-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831791(v%3Dws.11)
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https://www.hcltechsw.com/products/bigfix/home
https://www.hcltechsw.com/products/bigfix/home
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https://en.wikipedia.org/wiki/DNS_sinkhole
https://en.wikipedia.org/wiki/DNS_sinkhole
https://www.quad9.net/
https://www.quad9.net/
https://www.quad9.net/
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https://www.ibm.com/security/intelligent-orchestration/resilient?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/intelligent-orchestration/resilient?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://www.ibm.com/security/intelligent-orchestration/resilient?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://www.sans.org/
https://www.sans.org/reading-room/whitepapers/incident/paper/33901
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https://www.ibm.com/security/data-breach?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/data-breach?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/managed-security-services/security-operations-centers?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/managed-security-services/security-operations-centers?cm_sp=CTO-_-en_US-_-EV6NAQR4
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| File Edit Format View Help |

Gentlemen!

Your business is at serious risk.

There is a significant hole in the security system of your company.

we've easily penetrated your network.

You should thank the Lord for being hacked by serious people not some stupid schoolboys or dangerous punks.
They can damage all your important data just for fun

Now your files are crypted with the strongest millitary algorithms RSA4096 and AES-256.
No one can help you to restore files without our special decoder.

Photorec, RannohDecryptor etc. repair tools
are useless and can destroy your files irreversibly.

If you want to restore your files write to emails (contacts are at the bottom of the sheet)
and attach 2-3 encrypted files

(Less than 5 mb each, non-archived and your files should not contain valuable information
(patabases, backups, large excel sheets, etc.)).

You will receive decrypted samples and our conditions how to get the decoder.

Please don't forget to write the name of your company in the subject of your e-mail.

You have to pay for decryption in Bitcoins.

The final price depends on how fast you write to us.
every day of delay will cost you additional +0.5 BTC
Nothing personal just business

As s00n as we $et bitcoins you'11 get all your decryﬁted data back.

Moreover you will get instructions how to close the hole in security

and how to avoid such problems in the future

+ we will recommend you special software that makes the most problems to hackers.

Attention! Oone more time

Do not rename encrypted files.
Do not try to decrypt your data using third party software.

P.S. Remember, we are not scammers.

we don't need your files and your information

But after 2 weeks all your files and keys will be deleted automatically.
Just send a request immediately after infection.

A1l data will be restored absolutely.

Your warranty - decrypted samples.

contact emails

or
@protonmail. com

BTC wallet:

Ryuk
No system is safe
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https://securityboulevard.com/2020/05/increase-in-ransomware-demand-amounts-driven-by-ryuk-sodinokibi/
https://securityboulevard.com/2020/05/increase-in-ransomware-demand-amounts-driven-by-ryuk-sodinokibi/
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https://www.cio.com/article/2448967/6-ways-to-defend-against-drive-by-downloads.html
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https://www.ibm.com/security/services/ibm-x-force-incident-response-and-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
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https://www.ibm.com/security/services/managed-detection-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/ibm-x-force-incident-response-and-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/ibm-x-force-incident-response-and-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4

z|3o] oFl £t — W2 AW 32

ARI0] 2Ol EH U YSSt TRAAC| AEFHO| 3 HOIE|R| QHECHH, H5o)
YOS T ZQE Qm2tol MElR THS0] HIXL|A0 Ciet 1Y U WS F|siots
742 TE{oHOF FLICH

Tj MHE R WL XD TIY ZQ0| iyt 22 BE 2R SRsHoF LItk
2R MRISPILL, UIEYIT EE SAE JJ8t Wah ACLS Soll Mgtsts S| WHo|
QALICL W2 Mete o 2 IR0l QU THUo| Chet ASHS HITE 2L HSHR|
QRELICH THY 47t BIORY MBS st HEJL YT ol B AlZt0| 2 £ 9B, 3
Afolol] b st T2N|AT AL 247} LTt

Microsoft CIFS(Common Internet File System) =2 EZ/SMB(Server Message
Block) Z2EZ& UNIX, Linux S CtE 229G H|A|0f|M AFESt QICHH, O|F A|ARI0)
CHSHM = 25 Z=X|E HOF ELICH 01213t .2 S Soll HIERIZ SR7t Y=etE TtsdS
3N Y £ AELICL 2!MMRI07t o] ZREEZ AE5I0] Y ERIE SOICIL|HA

ot&ste GlO|E{7t = RS SO THs 0| 7| R YULICH.

*H

=
%
%
>
£

R



At o 3: &2

*z|(Eradication) THA|OIA = AtLHS| ZHHE AIARIOIA IS FIHELICE
Heloll k2, O] ZHUo| B2 Al2H0] Z2| 1 AFE AL CIHIO| A THOfL |2} B B2 34 Al

U MHIAT Y E 25 YALICL

e

X-Forcei= 4010l 2HE 2O HQIE AARIS| HQ HIEA| H2|
HZ2I, QNG| HBHE A ALSSI0 CHAl IS S 212 HFBILICY,

Or23| 22 QU EM(RCA)OIM 017t O|H|Y EE= J|Et K| FHL|E S Soll AEHSS
SHOISHCI, 017]0f| 25t C}2 AFRAFE RALGHOF BHLICE.

- RCAZ Sofl 7(0f o4 2T} ol HiAIRIE Sof QUE HO=
SHOIE|H, OF| B XEHA0] Tf7] 591 BE HIAIKIS EASHD IS
RIHeHOF SHLICE OIS 2 AISALE IS et AIARE, 0f7]A Ao}
MREIR| 942 S HOIT LRI H2ld Wet GLIC

- RCA ZZ, Mot ¢ B2t YAB20I2 Sof QUE HOE
LEEFLFRA S} AOIES RHEHSHD BLIE|SHOF SILICE 31 Tk
H2H9%| 74248 AHIO0|ESPHLE A HRAE ufxsiof gLIC

- 3A2 Y U2 ZE AMERH= ofIY =X XHI0|| M HIUHS E HIYOF
Lok ol ZX|= SARH F2AUHE SHLY2I|X| =S AIF5H,
HEFHO 2 TIAMSHOF FILIC AR M2 AAZE 2 MEE EREt
BL, 7| ¥20| LR2| HRE[H 0|2{8H A HASZE YR E 0| 85101
I 2% (pivoting) SHS A= = AFLICH

IBM Security

38



At i Z: B4t

AARA0IS AHISHT 2ol 2 YIS FYHUCHH, BT (Recovery) EDHIES Al ) 2
7HR| ;242 ARl QUGLICH,

572 AP0l UM AR IS §ESHT LYl 22 YIS M Mol o)
seuL

Flopd |

22 9ol BA Za, Flofet A0 32| W0|S MBHUCHH, T FHol IS
5 8510] ZZ2| At WXISHOF FLICE. THX| X 0| I, ol AIARIS Halstn
22t SR RIS O1I0H0] IOl et =B S HlAstRLICt

12 12{517(0fl QM) LAIEO 2, LS ue] ol ZatE ARSI ER2]
ABILICE 247] IsHM = ST HIOIE{oll ChEH i T2 A AT} of]

0| 5t 212 AR
&EeEHouMH HIE O QEHAO] BSH BAME Soff HIO|E{Q| S 20| IHsES
£40If{of LIC}

LS 27 Aol WRlo| MElS HZSH: 20| FRULICL BARPE 47 HEE
HIET0IM SSHUD W THUE ATSISIICIH, AL AS5I0] AAHS BT
20| GAROR EohsE 4 YaLict
H‘llj\ E AAR A2 S Q5 HIAE ZME|A 5 6t
£ AMARo)| Chsh Ho|He 2 fE5HH
i cH El AN Y85t 3 Ao HEHS El| 2 EsHOf &
— ﬂ — _
7|2 HESZACHE 2ol HFotLL, &
Y ASH BO{SIYA|2. 2ZEHQI #iQf0
HIZIGHA| T, HIE & 2/ 250 IS + U

IBM Security

39



<
oY ol
&N
i<}
)
M
n
o
=2
H'|
n
>
=d=|
on
N
(1]

| EE HIAE THE|AS TH2 e 2|3 OHst Q] TR H|AS OR25HS 20| FSLICH
O|ZH|H ZZojl MG HHEH wat ofL|a} O|SAl O|C|Of(EO|Z, BL|AI, O|EA] StE
ClA3 5) Y 229.C 7|4t 2| A A0 Of5to|EHLCE.

2% C|A3 o[n|x|, 2|, J|Et 2 YEYI W
QUALICE OIS Al MO0l Qo UTBHE THs A

Z0f| o] HAEIUCHH LIF SLELE A8 &

o2k SEMCPL JHE 2 &
2
=

£$© O 12
30
K
e
ox
)
2
M
_E_I
ne

=3t £l=2)01?

HUNM DU S 25| SHGHA| 2 2 YASLICL 22 M= S WX 1 Y=3E
SHZEE SHS ZAMoHoF & ZAULICE ofMH ZHE AARIOM SiE J|1E 3ot
UELICt = Ot 7Hs S GHOIR|T, ES 7582 i SELItt

AARA0| 2ol HF U HHS UOMHH, HAMS 5 ol 30| F £ YBLIC 0f
HEOt 27 COIOIME S85HH MQULIC BT WA U 2t wio] ZS BEISHS o
HEY £ YL

2
L]
N
Ra
mjo
>.
mjo
om XA
1=
e
=
>
s
4>
39
rr
wn
=
m
mju
o
Q
>
)
=)
ke
r

IBM Security

40


https://www.ibm.com/cloud/backup?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://securityintelligence.com/posts/x-force-iris-overcomes-broken-decryption-mechanism-in-jest-ransomware/
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https://www.ibm.com/security/intelligent-orchestration/resilient/privacy-breach-preparation-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
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https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
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https://www.ibm.com/security/services/threat-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/incident-response-services?cm_sp=CTO-_-en_US-_-EV6NAQR4
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