Data Privacy from IBM Z
to Hybrid Cloud
Protecting customer data and privacy can help build digital trust and grow
business. For many enterprises, much of that data may be hosted on IBM®
Z®, and developers, executives, customers, and partners need access to it.
At the same time, cybercriminals are deploying new attacks to bolster old
methods. A modern, multi-dimensional security posture can help liberate
data without jeopardizing security and privacy.

Adopting a multi-dimensional approach
to extend mainframe security
Applying well-established practices throughout the data
life cycle can help establish a data privacy, control and
protection program.

Extensive use of
encryption reduced
the cost of a data
breach for those
surveyed by an
average of
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Exploit IBM Z
Encryption everywhere can help you get the
security and privacy you need for cloud.

Pervasive
encryption

Data-centric crossplatform privacy

Cryptographic
hardware

Cloud-ready
secure containers

Discover and Classify
What do I have? What do I need to secure?

Sensitive,
regulated data

User IDs and
access

Apps and APIs

Harden
What can I ﬁx? Where can I minimize?

Obsolete data
and apps

Conﬁg, comms
vulnerabilities

Excessive, over-credentialed
users; weak passwords

Encrypt and Protect
Data-centric security and privacy on IBM Z and beyond.
Pervasive
Encryption
Bulk encryption on
IBM Z encrypts
everything by default

Guardium
Add granular
encryption,
monitoring and
blocking of sensitive
data on IBM Db2® for
z/OS™ and IBM IMS™

Data Privacy
Passports
Encryption and
privacy controls for
data objects that are
shared beyond IBM Z
and your data center

Stronger identity protection.
Multifactor Authentication (MFA) and
Identity Governance

Phishing accounted for nearly

Integrate MFA native to IBM Z with distributed
and cloud systems to help build digital trust,
curb insider threats, and improve access and
user experience.

of attacks tracked by IBM X-Force® 2

Continuously optimize
Once all of those measures are in place, establish an ongoing
cycle of compliance, threat management, and efﬁcient operations.
Continuously monitor, audit and report
Automated, comprehensive, and faster proof of compliance

Protect against threats
Security intelligence built on information from sources throughout the
life cycle and enterprise

Automate, simplify administration, and integrate
Help maximize precious security skills, reduce errors, and get the
most out of your IBM Z security investments

Privacy and security. Everywhere.
IBM offers a portfolio of leading mainframe security solutions
for IBM Z that helps you perform critical data protection and
privacy functions. Leverage multi-dimensional protection for
the life of your data.
Pervasive encryption on IBM Z

IBM Data Privacy Passports

IBM Fibre Channel Endpoint Security

IBM Security Guardium® Data Encryption for Z

IBM Secure Service Containers

IBM Security Guardium® Data Protection for z/OS

IBM Security zSecure™ suite

IBM Z Multi-Factor Authentication (MFA)

IBM Security Guardium® for z/OS

IBM Security QRadar® Security Information and
Event Management

Learn more

1. Cost of Data Breach Report 2019, study conducted by the Ponemon Institute; results sponsored, analyzed and reported by IBM Security.
2. X-Force Threat Intelligence Index Report 2019, https://www.ibm.com/downloads/cas/ZGB3ERYD

