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Each year IBM Watson Health® identifies and releases
a set of key fraud-fighting algorithms that should be
implemented and monitored due to coding changes,
emerging schemes, etc. or that have yielded positive
results for our customers.
The COVID-19 public health emergency introduced many new challenges
in 2020 and opportunities for fraud, so we’ve updated our algorithm
recommendations to include some data mining techniques and analytics
to help our customers protect public resources throughout the pandemic
in addition to other key areas of vulnerability.
Collated and prepared by our program integrity analysts, Accredited Health Care
Fraud investigators and subject matter experts, this resource is your opportunity
to discover effective ways to find and recover program dollars.

One of your primary goals as a government agency is to fight fraud,
waste and abuse at each stage — from prevention to detection to
recovery. And IBM Watson Health can help.
Our robust library of hundreds of algorithms can help strengthen your
payment integrity program while supporting valuable discoveries along
the way.
Please use this guide book as a reference for your organization,
and don’t hesitate to contact us for further assistance.
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Meal Delivery in Excess of Days of the Month

Category
Waste

Did you know?
Some state Medicaid programs have expanded
benefits for home delivered meals for members
who are impacted by the COVID-19 pandemic.

Seniors and individuals with disabilities may be eligible for home delivered meals
that are reimbursed through Home and Community Based Care Services (HCBS)
waivers. The purpose of this algorithm is to identify cases where a provider is billing
for Healthcare Common Procedure Coding System (HCPCS) code S5170 (home
delivered meals, including preparation; per meal) more days than there
are days in a month.

Effort
Low

31

Recommended frequency
Annually

Codes or data needed
HCPCS code S5170, policy to support
the algorithm

Navigation points
Limiting the algorithm by month
may help prevent false positives
in the results
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Hospital Transfers Billed as Discharge

Category
Abuse

This algorithm examines instances where a hospital bills for a patient as a
discharge, but the patient was actually transferred to another facility. This may
be demonstrated by a claim where the discharge status code was listed as home
or custodial care, but there was a corresponding claim for post-acute care within
the applicable time frame. Discharges are paid at a higher rate than transfers,
resulting in a higher reimbursement for the hospital.

Effort
Medium/High

31

Did you know?
According to Medicare, hospitals are responsible for
coding the discharge bill based on the discharge plan
for the patient, and if the hospital subsequently learns
that post-acute care was provided, the hospital should
submit an adjustment bill to correct the discharge
status code.1

Recommended frequency
Annually

Codes or data needed
Claims and encounters, discharge
status codes, DRG codes

Navigation points
Requires repricing of inpatient
claims and encounters
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COVID-19 Testing with Additional Same-day Lab Testing

Category
Abuse

The purpose of this algorithm is to monitor what add-on laboratory services
are being billed on the same date of service as COVID-19 viral and antibody
testing. Add-on laboratory tests can help confirm or rule out other diagnoses
for symptomatic individuals. The Office of Inspector General (OIG) has issued
guidance to monitor add-on laboratory testing due to concern that “relaxation
of the physician ordering/NPP rules could allow unscrupulous actors more
leeway for fraudulent billing of unnecessary add-on testing.”2

Effort
Medium

31

Recommended frequency
Monthly monitoring for up to
one year after the pandemic

Did you know?
The HHS-OIG has “program integrity concerns related
to add-on tests in conjunction with COVID-19 testing,
particularly related to potentially fraudulent billing
for associated respiratory pathogen panel (RPP)
tests, allergy tests, or genetic tests. The Centers
for Medicare & Medicaid Services has relaxed rules
related to COVID-19 testing and other associated
diagnostic laboratory testing to no longer require
an order from the treating physician or nonphysician
practitioner (NPP) during the COVID-19 public
health emergency.”4

Codes or data needed
Professional or outpatient hospital
lab claims and encounters only.
COVID-19 CPT and HCPCS Codes:
86328, 86408-86409, 86413, 86769,
87635, U0001-U0004, 0202U and
0223U-0226U3

Navigation points
The medical necessity and
appropriateness would need to
be investigated for these claims
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E/M Upcoding and Modifications to Guidelines for
Billing E/M Services

Category
Improper Billing

Regular monitoring of the billing of evaluation and management (E/M) services
by providers is important and allows for the identification of providers who may
be intentionally upcoding.

Effort
Medium

The guidelines for billing evaluation and management codes 99201-99215 will
be modified in 2021.
Previously, time could only be used for selecting the level of the E/M services when
counseling and/or coordination of care dominated the service. The new guidelines
allow for the appropriate level of E/M services to be based on the following:
1. The level of the medical decision making as defined for each service
Or
2. The total time for E/M services performed on the date of the encounter

31

Did you know?
The HHS-OIG noted that 42 percent of claims for
Evaluation and Management (E/M) services in 2010
were incorrectly coded, which included both upcoding
and downcoding (i.e., billing at levels higher and lower
than warranted, respectively), and 19 percent were
lacking documentation. Many providers submitted
claims coded at a higher or lower level than the medical
record documentation supported.5

Recommended frequency
Quarterly

Codes or data needed
Medical claims and E/M
procedure codes

Navigation points
The 2021 CPT code set will not include
new patient level 1 code 99201
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Critical Care No Admission

Category
Improper Billing

Did you know?
The following elements are required in order to assign
a critical care code:

Evaluation and management of critically ill or critically injured patients should be
documented using specific CPT codes. These services are reimbursed at a higher
rate than a regular evaluation and management code.

Effort
Medium

To identify possible upcoding by providers, identify paid claims for professional
critical care services that do not coincide with an inpatient admission on the same
day or the following day.

31

Recommended frequency
Quarterly

– Patient must be critically ill or injured
– One or more vital organ systems must be acutely
impaired with high probability of imminent or lifethreatening deterioration
– Prevention of further life-threatening deterioration
must be done

Codes or data needed
Medical claims data

Navigation points
The outpatient time-based critical care
procedure codes are 99291-99292. The
inpatient neonatal and pediatric daily
critical care codes are 99468-99469
and 99471-99574
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Inappropriate Dental Billing

Category
Unbundling

The American Dental Association provides coding
education resources (e.g., videos, webinars,
documents) on their website.

There are some dental codes that cannot reasonably be billed together or that
may have multiple codes that describe individual steps of a procedure (component)
rather than an appropriate single code that describes all steps of the comprehensive
procedure performed (global).
Dental codes billed together that are not reasonable or component and global
codes billed together may be used in order to increase reimbursements. Examples
of billing scenarios that may require further investigation:
1. Prophylaxis on the same date as full-mouth debridement
or periodontal scaling/root planing.
2. Bitewing radiographs (component) on the same date of service as a full-mouth
radiograph series (global).
3. Sutures (component) on the same date of service and same tooth number as a
tooth extraction (global).

Did you know?

Effort
Medium

31

Recommended frequency
Quarterly

Codes or data needed
Dental claims data

Navigation points
The COVID-19 pandemic has
significantly impacted the U.S. dental
care sector. According to the ADA
Health Policy Institute, modeling
predicts that U.S. dental care spending
could decline by up to 66 percent in
2020 and 32 percent in 2021 due to
the ongoing pandemic
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Modifiers 76 and 77

Category
Overutilization

Modifier 76 is used to bill for a repeat procedure or service by the same physician,
and modifier 77 is used to bill a repeat procedure or service by a different physician.
A high frequency of modifiers 76 or 77, when compared to peers, may indicate
potential billing errors.
Review providers who appear to be billing a high percentage of claims with
either procedure code modifier 76 or 77 to identify outlier providers. Trend
outliers over time.

Effort
Low

31

Recommended frequency
Annually

Did you know?
State A
Identified a spike starting in CY2018 of 5 providers
billing 35-50% of claims with the modifiers, eventually
reaching 25 providers billing 40-55% of claims with
the modifiers.
State B
Identified a spike in billing starting in CY2019.
Modifier usage began in April 2019 but increased
exponentially in July 2019 through the end of the
calendar year.

Codes or data needed
Professional claims data

Navigation points
Review claims for any recent spikes
in billing of modifier 76 and 77 on
non-emergency transportation claims
specifically. Modifiers 76 and 77 are
not to be used with Evaluation and
Management services.
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Routine Monitoring of Providers to Ensure Eligibility

Category
Provider Enrollment
and Eligibility

Leverage external data sources to ensure that providers enrolled in your program/
plan are eligible to provide services to members.
Effort
High

Match providers to individuals on sanction lists using algorithms that match beyond
just a national provider identifier or ID. Look to identify matches or partial matches
based on different personal information or identifiers, such as name or date of birth.

31

Did you know?
A study recently published revealed that the number
of physicians excluded from Medicare, Medicaid, and
other public healthcare programs increased by about
200 percent from 2007 to 2017. The physicians had
to exit the programs because of healthcare fraud
schemes, health crimes, or unlawful prescribing of
controlled substances.6

Recommended frequency
Monthly

Codes or data needed
Provider file. External data sources
include: DEX files, state licensure
information, incarceration files and
other sources

Navigation points
Under the SSA 1135 waiver, Medicare
and Medicaid agencies were able to
allow for screening requirements to be
waived (such as criminal background
checks) to offer flexibility with provider
enrollment to support the COVID-19
national public health emergency
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Telehealth

Category
Improper Billing

As states expand on their telehealth services during the COVID-19 pandemic, it is
important to monitor and review services provided via telehealth or telemedicine to
determine if services are being billed according to the state’s published telehealth/
telemedicine policy.

Effort
Medium

Many states are moving to allow telehealth services to be provided for all Medicaidcovered benefits, including mental and behavioral health benefits, if provision of
the services via telehealth is feasible and appropriate and it is in the providers’
scope of work.

Recommended frequency
Monthly

31

Did you know?
The CDC released guidance for providers on how
to effectively provide telehealth services during
the COVID-19 pandemic including strategies
and safeguards for providers rendering services
in this manner.7

Codes or data needed
Medical claims data. State policy telemedicine and telehealth billing

Navigation points
Identify outlier providers who have
higher utilization patterns for telehealth
by identifying providers that are billing a
Place of Service 02 (telehealth) and not
billing a state-specific procedure code
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How can we help you?
Watson Health has more than 40 years of experience serving payers across the
healthcare spectrum with:
–
–
–
–

Independent, objective analysis
Decision support and data warehousing
Robust program integrity solutions
Clinical data solutions

Algorithms are just one element of our payment integrity programs. We also provide
a comprehensive, versatile suite of analytics, tools and services to help you fight
fraud, waste and abuse at each stage.
With 7,000+ global employees and access to 210 million clinical and data
claims records, we serve 10,000+ clients in 94 countries across value-based
care, government, consumer, imaging, life sciences, oncology and genomics
Our clients include:
– Over half of state Medicaid agencies
– Federal healthcare agencies, including the Centers for Medicare & Medicaid
Services (CMS), National Institutes of Health (NIH), Agency for Healthcare
Research and Quality (AHRQ), US Food & Drug Administration (FDA), Centers
for Disease Control and Prevention (CDC) and Substance Abuse and Mental
Health Services Administration (SAMHSA)
– Over 100 US health plans, including the nation’s largest
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Footnotes
1. https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNMattersArticles/downloads/SE1411.pdf

© Copyright IBM Watson Health 2021

2. https://oig.hhs.gov/reports-and-publications/workplan/summary/wp-summary-0000489.asp
3. The codes used for COVID related testing, treatment, etc. is continuously evolving and this is a sample of codes to be considered
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for this type of analysis
4. https://oig.hhs.gov/reports-and-publications/workplan/summary/wp-summary-0000489.asp
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5. https://oig.hhs.gov/oei/reports/oei-04-10-00181.pdf
6. https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2718092
7. https://www.cdc.gov/coronavirus/2019-ncov/hcp/telehealth.html
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For more information:

The information in this document is provided “as is” without any warranty, express or
implied, including without any warranties of merchantability, fitness for a particular
purpose and any warranty or condition of non-infringement. IBM products are warranted
according to the terms and conditions of the agreements under which they are provided.

Schedule a consultation to learn more about our capabilities and how
you can use key fraud-fighting algorithms to combat fraud, waste, and
abuse. Watch this webinar to hear from our payment integrity experts
as they review key algorithms that can help strengthen your program,
protect public resources throughout the COVID-19 pandemic and
support valuable discoveries along the way.

The client is responsible for ensuring compliance with all applicable laws and regulations
applicable to it.
IBM does not provide legal advice or represent or warrant that its services or products
will ensure that the client is in compliance with any law or regulation.
The performance data and client examples cited are presented for illustrative purposes
only. Actual performance results may vary depending on the specific configurations and
operating conditions. It is the user’s responsibility to evaluate and verify the operation of
any other products or programs with IBM product and programs.
Statement of Good Security Practices: IT system security involves protecting systems
and information through prevention, detection and response to improper access from

Explore our solutions:
ibm.com/watson-health/solutions/health-human-services-analytics

within and outside your enterprise. Improper access can result in information being
altered, destroyed, misappropriated or misused or can result in damage to or misuse of
your systems, including for use in attacks on others. No IT system or product should be
considered completely secure and no single product, service or security measure can be
completely effective in preventing improper use or access. IBM systems, products and
services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM does not warrant that any systems, product
or services are immune from, or will make your enterprise immune from, the malicious or
illegal conduct of any party.

IBM Watson Health Key Algorithms for Payment Integrity

