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IBM Secure Execution for Linux
What is Secure Execution?
Secure Execution is an IBM LinuxONE and Linux® on Z exclusive Trusted Execution Environment
(TEE) technology that helps protect data in use.
It is a hardware-based security technology that is built into the IBM z15 and LinuxONE III
generation systems. It is designed to protect workloads from insider threats and external
attacks to help prevent security breaches.
Use Secure Execution to provide scalable isolation for individual workloads to help protect from
not only external attacks, but also insider threats. IBM Secure Execution can help protect and
isolate workloads on-premises, or IBM LinuxONE and IBM Z® hybrid cloud environments.

What is a Trusted Execution Environment (TEE)?
TEEs enable sensitive workloads to be able to run securely on untrusted or compromised
infrastructure.
TEEs protect data in use by enabling hosted workloads to process unencrypted memory
securely without exposing it to the host or any other workloads in the same environment. They
provide secure computation capability through special-purpose hardware in modern processors.
In general, the special-purpose hardware provides a mechanism by which a process can run
without its memory or execution state being visible to any other process on the processor, even
the operating system or other privileged code. In other words, it creates an “environment for
executing code, in which those executing the code can have high levels of trust in that
surrounding environment, because it can ignore threats from the rest of the device” (Trustonic
2019).
Computation in a TEE is not performed on data while it remains encrypted. Instead, the
execution environment is made secure by the special hardware provided. TEEs provide a higher
level of trust in the validity, isolation, and access control over sensitive workloads compared to
general purpose software environments.

What is a Zero Trust?
“Zero Trust is the security concept centered on the belief that organizations should not
automatically trust anything inside or outside its perimeters and instead must verify anything
and everything trying to connect to its systems before granting access” (CSO 2018).
Zero Trust security enables the right user to have the right access to the right data under the
right conditions. Hardware enabled protections such as Secure Execution can move clients
closer to realizing a Zero Trust ecosystem through workload isolation and hardened access
restrictions over their data assets.

2

Why should we protect data in use?
Protect data in use to help eliminate the window of vulnerability that is inherent to current
approaches in protecting data. Current security architectures for protecting data address data in
rest and data in transit, few secure data in use. Secure Execution will protect data in use.
Data in use is the more volatile form of data because, typically, to be able to modify data, the
data would need to be decrypted. Anytime you have decrypted data out in the open during
transit, it is vulnerable. This creates the window of vulnerability that malicious entities can
exploit and gain access to sensitive workloads. Confidential computing is meant to ensure that
data is protected even when it is being processed. “The basic premise of confidential computing
lies within the mechanism of a TEE” (SCmagazine 2020).
The Confidential Computing Consortium was established in 2019 and its participants include
many of the top players in the technology industry. The consortium seeks to use technology to
address data in use and accelerate the adoption of confidential computing. Secure Execution
furthers the confidential computing agenda through the implementation of a hardware-based
TEE on the IBM Z and LinuxONE platforms.

Does Secure Execution encrypt data in use?
Secure Execution does not encrypt data in use, but rather protects it.
Computation in a TEE is not performed on data while it is encrypted. Instead, Secure Execution
provides a hardware-based technology (TEE) that enables hosted workloads to process
unencrypted memory securely without exposing it to the host or any other workloads in the
same environment.

Do I have to change my VM or container images?
The applications and the workload code do not require any changes. Steps are necessary to
encrypt images in a specific way so that they are capable of running in a Secure Execution
environment.
For more information, please read Chapter 5 of the Overview on Knowledge Center.

Does Secure Execution work with containers?
Secure Execution currently works with KVM, but the future intent is to be able to run through
container-based environments like Kubernetes.

Does Secure Execution work with OpenShift?
Not currently. OpenShift will be available on the z15 T02 and LinuxONE III models but does not
currently support Secure Execution technology.
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What are the system requirements?
Hardware Requirements:
•

IBM z15™, IBM z15 T02, IBM LinuxONE III or IBM LinuxONE III LT2

IBM Secure Execution for Linux requires support in the KVM host and the KVM guest. The
following Linux distributions are currently supported:
Guest:
•

RHEL 7.8, RHEL 8.1, Ubuntu 19.10, Ubuntu 20.04, SLES 12 SP5

•

IBM is working with its Linux distribution partners to provide support in future
distribution releases

Host:
•

Ubuntu 20.04

•

IBM is working with its Linux distribution partners to provide support in future
distribution releases

Why does Secure Execution require Host and Guest support?
Secure Execution requires both guest and host support from a Linux distribution provider for full
functionality. This is due to requirements for both the host (hypervisor) and guest (VM workload)
to be supported in order for the full solution to be functional. IBM is with working with its Linux
distribution partners to ensure support for both host and guest in upcoming distribution
releases.

Is Secure Execution for Linux the same as SELinux? (Security Enhanced Linux)
No. SELinux is a set of security functions embedded in the Linux kernel. SELinux implements an
access control on the operating system/process level whereas Secure Execution is a hardware
based trusted security isolation between Host and Guest and access control.

Can customers run Secure Execution in the cloud?
Yes, utilize Secure Execution to help ensure the confidentiality and integrity of each application
and its data when running sensitive workloads on cloud vendor environments.

What are the pricing options?
This feature is a no cost offering. It is included in the hardware of LinuxONE III and z15 system
offerings and enabled by ordering the feature code 115.

How do customers order this?
Contact your IBM sales representative for additional information on IBM Secure Execution for
Linux.
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Where can I find more information?
Evaluate the full IBM security portfolio to create a layered security defense by visiting these
websites:
•
•
•
•

IBM Z: ibm.com/it-infrastructure/z
IBM Z Enterprise Security: ibm.com/it-infrastructure/z/capabilities/enterprise-security
IBM LinuxONE: ibm.com/it-infrastructure/linuxone
IBM Security Solutions: ibm.com/security/solutions

Sources
https://www.trustonic.com/news/technology/what-is-a-trusted-execution-environment-tee/
https://www.csoonline.com/article/3247848/what-is-zero-trust-a-model-for-more-effectivesecurity.html
https://www.scmagazine.com/home/opinion/executive-insight/confidential-computing-theconfidentiality-of-data-in-business-is-at-peak-recognition/
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