CLTECRMNIA DEPARTMENT OF
i P e K 8 NS PR . —_ ’ |
SJENERNMAL DERKVILED Governor Edmund G. Brown Jr.

June 13, 2016

Mr. Eric Rice

IBM Corporation

7100 Highlands Parkway
Smyrna, GA 30082

Subject: IBM Corporation’s California Multiple Award Schedule (CMAS)

CMAS Contract No.: 3-16-70-0032H
CMAS Contract Term: June 13, 2016 through March 31, 2021
Base GSA Schedule No.: GS-35F-110DA

The State of California is pleased to accept your firm's offer to establish a California Multiple Award
Schedule (CMAS) contract, which we have assigned the CMAS contract number and term identified
above. - This contract number must be shown on each invoice rendered. Additionally, this letter shall not
be construed as a commitment to purchase any or all of the State's requirements from your firm. Prior
approval is required from the State for all news releases regarding this contract.

It is your firm's responsibility to furriish, upon request, a copy of this CMAS contract to State and local
government agencies. A complete CMAS contract includes the following: 1) this acceptance letter,

2) CMAS cover pages (which includes the signature page, ordering instructions and special provisions,
and any attachments or exhibits as prepared by the CMAS Unit), 3) CMAS terms and conditions,

4) Federal GSA terms and conditions, and 5) product/service listing and prices. The CMAS Unit strongly
recommends that government agencies place orders with Contractors who provide ALL of the contract
elements described above.

To manage this contract, Contractors are directed to the "CMAS Contract Management and Information
Guide", which can be accessed at www.dgs.ca.qgov/pd/programs/leveraged/cmas.aspx, then select the
‘For Suppliers/Contractors” link. ~ This guide covers topics such as CMAS Quarterly Reports,
amendments, extensions, renewals, Contractor's change of address or contact person, company name
change requests, and marketing your CMAS contract.

It is the Contractor’'s responsibility to submit on a timely basis detailed CMAS Quarterly Reports (along
with any applicable incentive fees).

THE NEXT QUARTERLY REPORT DUE FOR THIS CONTRACT IS Q2-2016 (APR-JUN)
DUE BY JUL 15, 2016.

The "Approved CMAS Contractor" logo is only available to CMAS contract holders for display at
conferences or on other marketing material. A login and password is required to download the logo. Go
to http:.//www.dgs.ca.gov/pd/Resources/FormsResourcesLibrary.aspx , then select “Reference Material™
click on “CMAS Logos” under the heading "Marketing Tools". At the prompt, enter the login:
“cmassupplier” and the password: “cmas010194”.

Should you have any questions regarding this contract, please contact me at 916/441-9619. Thank you
fo/rgzr continued cooperation and support of the CMAS Program.

[

MICHAEL WONG, Program Analyst
California Multiple Award Schedules Unit

PROCUREMENT DIVISION | Stafe of California | Government Operations Agency
707 Third Streef, 2nd Floor | West Sacramento, CA 95605 | 1 916.375.434657916.375.4643
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State of California

MULTIPLE AWARD SCHEDULE

International Business Machines
(IBM) Corporation

CONTRACT NUMBER: | 3-16-70-0032H
CMAS CONTRACT TERM: | 06/13/2016 through 03/31/2021

CONTRACT CATEGORY: Information Technology Goods &

Services
APPLICABLE
TERMS & CONDITIONs; | September 8, 2014
MAXIMUM ORDER LIMIT: $500,000
FOR USE BY: State & Local Government Agencies
|BASE GSA SCHEDULE NO.: | GS-35F-110DA

BASE SCHEDULE HOLDER: Internathna! Business Machines
Corporation

This contract provides for the purchase and warranty of hardware and
software, installation, maintenance, software maintenance, repair, and
Information Technology (IT) Consulting Services including integrated
services. (See page 2 for the specific restrictions applicable to this
contract.)

NOTICE: Products and/or services on this CMAS may be available on a Mandatory Statewide Contracts.
If this is the case, the use of this CMAS is restricted unless the State agency has an approved exemption
as explained in the Statewide Contract User Instructions. Information regarding Statewide Contracts can
be obtained at the website: http://www.documents.dgs.ca.gov/pd/contracts/contractindexlisting.htm. This
requirement is not applicable to local government entities.

The most current Ordering Instructions and Special Provisions and CMAS Terms and Conditions,
products and/or services and pricing are included herein. All purchase orders issued under this contract
incarporate the following Ordering Instructions and Special Provisions and CMAS Terms and Conditions
dated September 8, 2014.

Agency non-compliance with the requirements of this contract may result in the loss of delegated
authority to use the CMAS program.

//( Z/\ f> Effective Date: 06/13/2016

MICHAEL WONG, Program Ar;alyst, California Multiple Award Schedules Unit
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Contractor non-compliance with the requirements of this

contract may result in contract termination.

CMAS PRODUCT & SERVICE CODES

The CMAS Product & Service Codes listed below are
for marketing purposes only. Review this CMAS
contract and the base contract identified below for the
products and/or setvices available on this contract.

Brand-IBM

Disk-Subsystem
Hardware-Computer
Mainframe-New Equipment
Software

IT Consult-Strategic Planning
IT Consult-System Analysis
IT Consult-System Design

IT Consult-System Implement
IT Consult-System Security
Service-Equipment Maintenance
Service-Equipment Repair

AVAILABLE PRODUCTS AND/QR SERVICES

The ordering agency must verify all products andfor
services are currently available on the base GSA
schedule at the GSA elibrary. Access the GSA

elLibrary at www.gsaelibrary.gsa.gov.

All of the job titles in the base GSA contract identified
below are available within the scope of this contract.

You may verify the following current information about
the job titles available on this CMAS contract at the GSA
eLibrary (using the base GSA contract number identified
below):

s Description of the functional requirements
s  Minimum education and experience requirements
¢ Maximum pricing allowed (lower pricing acceptable)

Access the GSA eLibrary at www.gsaelibrary.gsa.gov.

SPECIAL CONTRACT FROVISION

ALL IBM CORPORATION TERMS & CONDITIONS OR
OTHER PROVISIONS, WITH THE EXCEPTION OF
LICENSE INFORMATION, SHOWN IN THE BASE GSA
SCHEDULE NO. GS-35F-110DA AS A LINK BUT NOT
SPECIFICALLY PRINTED IN THE PUBLISHED GSA
SCHEDULE AS AVAILABLE AT THE GSA elLIBRARY
ARE NOT APPLICABLE TO THIS CMAS CONTRACT.

EXCLUDED PRODUCTS AND/CR SERVICES

ITEMS THAT ARE PRICED AS “CALL” ARE NOT
CONSIDERED CMAS CONTRACT ITEMS.

Ordering Instructions and Special Provisions

Infrastructure as a Service (1aaS) and Platform as a -
Service (Paa8) cloud products and related services, and
products andfor services under Special Item Numbers
{SINs) 132-52 and 132-82 are not available under this
contract.

CMAS BASE CONTRACT

This CMAS contract is based on some or ail of the
products andlor services and prices from GSA
Schedule No. GS-35F-110DA (INTERNATIONAL
BUSINESS MACHINES CORPORATION) with a GSA
term of 12/21/2015 through 12/20/2020. The term of
this CMAS contract incorporates an extension of
three months beyond the expiration of the base
GSA contract, and is shown in the “CMAS Term
Dates” on page 1.

ISSUE PURCHASE ORDER TO

Agency purchase orders must be mailed to the following
address, or faxed to (770) 863-1396:

IBM Corporation

7100 Hightands Parkway
Smyrna, GA 30082

Attn: Eric Rice

Agencies with questions regarding products andfor
services may contact the contractor as follows:

Phone: {770) 8631572
E-mail: erice2@us.ibm.com

CALIFORNIA SELLER’S PERMIT

IBM Corporation's California Seller's Permit No. Is
98006714, Prior to placing an order with this company,
agencies should verlty that this permit is still valid at the
following website: www.boe.ca.gov.

CONTRACT PRICES

The maximum prices allowed for the products and/or
services available in this CMAS contract are those set
forth in the base contract identified on page 2 of this
contract.

The ordering agency Is encouraged to seek prices lower
than those on this CMAS contract. When responding to
an agency's Request for Offer {RFO), the contractor can
offer lower prices to be competitive.
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AMERICAN RECOVERY AND REINVESTMENT ACT
(ARRA) ‘

Ordering departments executing purchases using ARRA
funding must attach the ARRA Supplemental Terms and
Conditions document to their individual RFOs and
purchase documents. Departments are reminded that
these terms and conditions supplement, but do not
replace, standard State terms and conditions associated
with this CMAS coniract. The ARRA Supplemental
Terms and Conditions can be accessed at
www.documents.dgs.ca.gov/pd/poliproc/ARRATand%20

C0810089final.pdf.
WARRANTY

For warranties, see the federal GSA schedule and the
CMAS Terms and Conditions, General Provisions,
CMAS Warranty.

Contractor personnel shall have the experience,
education and expertise as delineated. in the CMAS
contract.

DELIVERY

30 days after receipt of order, or as negotiated between
agency and contractor and included in the purchase
order, or as otherwise stipulated in the contract.

SHIPPING INSTRUCTIONS

F.O.B. (Free On Board) Destination. Seller pays the
freight charges. ]

PURCHASING AUTHORITY DOLLAR THRESHOLD

No CMAS order may be executed by a State agency
that exceeds that agency's CMAS purchasing authority
threshold or the CMAS maximum order limit, whichever
isless.

HOW TO USE CMAS CONTRACTS

Agencies must adhere to the detailed requirements in
the State Contracting Manual {SCM) when using CMAS
contracts. The requirements for the following bullets are
in the SCM, Volume 2, Chapter 8 {for non-IT) and the
SCM, Volume 3, Chapter 8 (for IT):

*« Develop a Reguest for Offer, which includes a
Scope ‘of Work (SOW), and Bidder Declaration
form. For information on the Bidder Declaration
requirements, see the SCM, Volume 2, Secticn
3.6.7 and Volume 3, Section 3.4.7.

s Search for potentiall CMAS contractors at
www.dgs.ca.gov/pd/Programs/Leveraged/CMAS. aspx,
select “Find a CMAS Contract”.

« Solicit offers from a minimum of 3 CMAS
contractors including one small business andfor
DVBE, if available, who are authorized to sell the
products and/or services nesded

Ordering Instructions and Special Provisions

¢ If soliciting offers from a certified DVBE, include the
Disabled Veteran Business Enterprise Declarations
form (Std. 843) in the Request for Offer. This
declaration must be complsted and returned by the
DVBE prime contractor and/or any DVBE
subcontractors. {See the SCM Volumes 2 and 3,
Chapter 3)

e This is not a bid transaction, so the small business
preference, DVBE participation goals, protest
language, intents to award, evaluation criteria,
advertising, etc., are not applicable.

e |f less than 3 offers are received, State agencies
must document their file with the reasons why the
other suppliers solicited did not respond with an
offer.

» Asgess the offers received using best value
methodology, with cost as one of the criteria,

Issue a Purchase Order to the selected contractor,
For CMAS transactions under $5,000 only one offer
is required if the State agency can establish and
document that the price is fair and reasonable.

Local governments set their own order limits, and are
not bound by the order limits on the cover page of this
contract.

SPLITTING ORDERS

Splitting orders to avoid any monetary ‘limitations is
prohibited.

Do. not circumvent normal procurement methods by
splitting purchases into a series of delegated purchase’
orders (PCC § 10329).

Splitting a project into small projects to avoid either
fiscal or procedural controls is prohibited (SAM
4819.24). '

MINIMUM ORDER LIMITATIGN

There is no minimum dollar value limitation on orders
placed under this contract.

MANDATORY REQUIREMENT FOR COMMERCIAL
OFF-THE-SHELF (COTS) TECHNICAL SERVICES

Agencies requesting technical services must require
a minimum of 3 references from the contractor for
work performed within the last 2 years. The
reference narrative must explicitly demonstrate the
expertise being offered on the COTS products and
correlate with the description of services/skills in the
referenced CMAS contract and in the agency
Statement of Work,
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ORDERING PROCEDURES

Order Form

State agencies shall use a Contract/Delegation
Purchase Order (Std. 65) for purchases and
services.

Local governments shall, in lisu of the State's
Purchase Order {Std. 85), use their own purchase
order document.

Electronic copies of the State Standard Forms can
be found at the Office of State Publishing website.
The site provides information on the various forms
and use with the Adobe Acrobat Reader. Beyond
the Reader capabilities, Adobe Acrobat advanced
features may be utilized if you have Adobe
Business Tools or Adche Acrobat 4.0 installed on
your computer. Direct link to the Standard Form
65;
http:/fwww.dgs.ca.gov/dgs/ProgramsServices/Form
s/FMC/Search.aspx

Purchase Orders

State and Local Government agencies are required
to send a copy of each CMAS purchase order to:

Department of General Services

Procurement Division, Data Management Unit
PO Box 989052, MS #2-203

West Sacramente, CA 95798-9052

{or via Interagency Mail Service #7-1)

The agency is required to complete and distribute
the order form, For services, the agency shall
modify the information contained on the order to
include the service period (start and end date), and
the monthly cost (or other intermittent cost), and
any other information pertinent to the services
being provided. The cost for each line item should
be included in the order, not just system totals.

The contractor must immediately reject orders that
are not accurate. Discrepancies are to be
negotiated and incorporated into the order prior to
the products and services being delivered.

Service and Delivery after Contract Expiration

The purchase order must be issued before the
CMAS contract end term expires.  However,
delivery of the products or completion of the
services.may be after the contract end term expires
{unless otherwise specifically stated in the
contract), but must be as, provided for in the

. contract and as specified in the purchase order.

Ordering Instructions and Special Provisions

* 4. Multiple Contracts on STD. 65 Order Form

Agencies may include multiple CMAS contracts
from the same contractor on a single Std. 68
Contract/Delegation  Purchase  Order. For
guidelines, see the SCM, Volumes 2 & 3, Chapter
6.B4.1. '

5. Amendments to Agency's Purchase Orders

Agency purchase orders cannot be amended if the
CMAS contract has expired.

The SCM, Volumes 2 & 3, Chapter 6.A5.0 provides
the following direction regarding amendments to all
types of CMAS purchase orders:

Original orders, which include options for
changes (e.g., gquantity or time), that were
evaluated and considered in the selection for
award during the RFO process, may be
amended consistent with the terms of the original
order, provided that the original order allowed for
amendments, If the original order did not
evaluate options, then amendments are not
allowed unless an NCB is apptoved for those
amendments.

Amendments unigue to non-IT services are covered
in the SCM, Volume 2, Chapter 68.B2.9 as follows:

If the original contract permitted amendments,
but did not specify the changes (e.g., quantity or
time), it may be amended. This only applies to
the first amendment. The time shall not exceed
one year, or add not more than 30% of the
original order value and may not exceed
$250,000. If the original contract did not have
language permitting amendments, the NCB
process must be followed.

Also, see the SCM, Volﬁmes 2 & 3, Chapter 8,
Topic 6, for more Information on amending
purchase orders.

CONTRACTOR OWNERSHIP INFORMATION

IBM Corporation is a large business enterprise.
SMALL BUSINESS MUST BE CONSIDERED

Prior to placing orders under the CMAS program, State
agencies shait whenever practicable first consider offers
from small businesses that have established CMAS
contracts [GC Section 14846(b)]. NOTE: The
Department of General Setvices auditors will request
substantiation of compliance with this requirement when
agency files are reviewed.

The foliowing website lists CMAS Small Business and
Disabled Veteran Parthers:

www.dgs.ca.gov/pd/Programs/l gveraged/CMAS.aspx
then select “Find a CMAS Contractor”.
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In responserto our commitment to increase participation
by small businesses, the Department of General
Services waives the administrative fee (a fee
currently charged to customer agencies to support
the CMAS program) for orders fo certified small
business enterprises.

See the current fees in the DGS Price Book at:

http://iwww.dgs.ca.gov/ofs/Pricebook.aspx
SMALL BUSINESS/DVBE - TRACKING

State agenc?es are able to claim subcontracting dollars
towards their small business or DVBE goals whenever
the Contractor subcontracts a commercially useful
function to a certified small business or DVBE. The
Contractor will provide the ordering agency with the
name of the small business or DVBE used and the
dollar amount the ordering agency can apply towards its
small business or DVBE goal.

SMALL BUSINESS/DVBE - SUBCONTRACTING

1. The amount an ordering agency can claim towards
achieving its small business or DVBE goals is the
dollar amount of the subcontract award made by
the Contractor to each small business or DVBE.

2. The Contractor will provide an ordering agency with
the following information at the time the order is
quoted:

a. The Contractor will state that, as the prime
Contractor, it shall be responsible for the
overall execution of the fulfillment of the order.

b. The Contractor will indicate to the ordering
agency how the order meets the small
business or DVBE goal, as follows:

o List the name of each company that is
certified by the Office of Small Business
and DVBE Certification that it intends to
subcontract a commercially useful function
to; and

¢ Include the small business or DVBE
certification number of sach company
listed, and attach a copy of each
certification; and

* Indicate the dollar amount of each
subcontract with a small business or DVBE
that may be claimed by the ordering agency
towards the small business or DVBE goal;
and

¢ ‘Indicate what commercially useful function
the small business or DVBE subcontractor
will be providing towards fulfillment of the
order.

3. The ordering agency's purchase order must be
addressed to the prime Contractor, and the
purchase order must reference the information
provided by the prime Contractor as outlined above.

'

Ordering Instructions and Special Provisions

NEW EQUIPMENT REQUIRED

The State will procure new equipment. All equipment
must be new (or warranted as newly manufactured) and
the latest model in current production. Used, shopworn,
demonstrator, prototype, or discontinued models are not
acceptable,

Where Federal Energy Management Program (FEMP)
standards are available, all State agencies shali
purchase only those products that meet the
recommended standards. All products displaying the
Energy Star label meet the FEMP standards.

SPECIAL MANUFACTURED GOODS

Any contract for goods to be manufactured by the
contractor specifically for the State and not suitable for
sale to others may require progress payments,

PRODUCT INSTALLATION

The contractor is fully responsible for all installation
services performed under the CMAS contract. Product
installations must he performed by manufacturer
authorized personnel and meet manufacturer
documented specifications,

The prime contractor, as well as any subcentractors,
must hold any certifications and/or licenses required for
the project, .

INTEGRATED SERVICES

Agencies are prohibited from using CMAS andior
Masters for large-scale information technology system
integration projects except when specifically approved
by the California Department of Technology.

ELECTRONIC WASTE RECYCLING

The Electronic Waste Recycling Act of 2003 requires
retailers to collect a recycling fee from consumers on
covered electronic devices starling January 1, 2005,
California Public Resources Code, Section 42463(f)
defines a “"covered electronic device” as a video display
device containing a screen greater than four inches
measured diagonally. See the code identified above for
more information and exceptions to this definition.

The Integrated Waste Management Board s
implementing this new legislation, and the Beard of
Equalization is responsible for collecting these recycling
fees from retailers. See the following two websites for
more information on this topic:

www.ciwmb.ca.gov/Electronics/Act2003/

www.boe.ca.gov/sptaxprog/ewaste.him

The electronic waste recycling fee must be shown as a
line item on the agency purchase order before the
Contractor can include it on their invoice.
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CONSULTING OR PERSONAL SERVICES

To ensure sufficient expertise for all consulting or
personal .services contracts, prior to issuing an order,
the agency is required to review the resumes of all
personnel the contractor intends to use to fulfill the
order. Each agency is responsible for verifying that
contractor personnel meet any education or experience
requirements listed in the CMAS confract.

Each order should contain, as a minimum, a description
of the task, a statement of the contractor's
responsibilities, completion criteria, a list of dellverable
items (if any), the estimated starting date, the scheduled
completion date, and a fixed cost for each task.

The aggregate of the fixed costs for all tasks constitutes
the fixed price ceiling for all tasks described.

1. Progress Payments

For IT service contracts, see the CMAS contract IT
Terms and Conditions, Provision #71, CMAS
Progress Payments & Risk Assessment.

2. Outsourcing Services

Careful analysis must be given by State agencies to
using contracted personnel rather than using civil
service positions within State government.

Government Code 19130(c) requires that all
persons who provide services to the State under
conditions that consfitute an employment
relationship shall, unless exempted by Article VI
{Section 4) of the California Constitution, be
* retained under an appropriate civil service
appointment.
Issuing a CMAS purchase order for services to an
independent contractor is permissible when any of
the following conditions set forth in Government
Code Section 18130(b) can be met:

Exempt under Constitution

New State function and legislative authority

Service not availabie; highly specialized or

Technical

Incidental to the purchase or lease

Conflict of interest; need unbiased findings

Emergency appointment

Private counsel, with Attorney General {(AG)

approval and Governor's Office, if applicable

« Contractor will provide deliverables that are not
feasible for the State to provide

¢ . Training when civil service is not available

¢ Urgent, temporary, or occasional services

when civil service delay would frustrate the

purpose {see Option 2 below)

Ordering Instructions and Special Provisions

When justified as outlined above, perscnal services
must fall under one of the two following options:

Option 1. CMAS orders for personal services such as
project management, Independent verification and
validation, -sysiems analysis and design, and
miscellaneous services are not limited to the numbeér of
hours or months per year that a consultant can work if
the services contracted for are not available within civil
service, cannot be performed satisfactorily by civil
service employees, or are of such a highly specialized
or technical nature that the necessary expert
knowledge, experience, and ability are not available
through the civil service system (Government Code
19130.b (3)).

Option 2. CMAS personal  services orders for
programmers, systems analysts, and technical
specialists which are of an urgent, temporary, or
occasional nature, such that hiring additional civil
service positions is not feasible, are limited to nine
manths (1548 hours) per consultant within a twelve
consecutive month period (Government Code 19130.b
(10)California State Constitution, Article VI, Section &),

This provision is per agency and is inclusive of orders
issued on your behalf by another agency. Contractors
must wait three (3) months from CMAS order
terminationfexpiration before submitting the candidate’s
resume for work at the same agency/department.

For both options above, the contractor may conduct
training courses for which appropriately qualified civil
service instructors are not available, provided that
permanent instructor positions in academies or similar
settings shall be filled through civil service appointment
(Government Code 19130.b (9)).

For each order, the agency must prepare and retain
in their file a written justification that includes
specific and detailed factual -information that .
demonstrates that the contract meets one or more
of the conditions set forth in Government Code
19130(b}.

W

3. State Personnel Board Requirements

State Personnel Board (SPB) approval is required
for a purchase order based on cost savings to the
State as justification for not using civil service
perscnnel.

4, Statement of Work

A Statement of Work (SOW) must be prepared as
applicable for each Purchase Order. Information
regarding the preparation of a SOW is available at
www.dgs.ca.gov/pd/Programs/Leveraged/CMAS. aspx,
then select “For State Agencies”. Agencies are
‘strongly encouraged to use this information when
developing SOW requirements that will accompany
the Request for Offer and the resulting Purchase
Order,
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8. Follow-on Contracts are Prohibited

No person, firm, or subsidiary thereof who has been
awarded a purchase order for consulting services,
or a purchase order that includes a consulting
component, may be awarded a purchase order for
the provision of services, delivery of goods or
supplies, or any other related action which is
required, suggested, or otherwise deemed
appropriate as an end product of the purchase
order (Public Contract Code 10365.5).

Therefore, any consultant who develops a program
study or provides formal recommendations is
precluded from providing any work recommended
in the program study or the formal
recommendation.

PRODUCTIVE USE REQUIRE‘MENTS

The customer In-use requirement applies to all
procurements of information technology equipment and
software, per the SCM, Volume 3, Chapter 2, Section
2.B6.2,

Each equipment or software component must be in
current operation for a paying customer and the paying
customer must be external to the contractors
organization (not owned by the contractor and not
owning the contractor).

To substantiate compliance with the Productive Use
Requirements, the contractor must provide upon
request the name and address of a customer installation
and the name and telephone number of a contact
person, ’

The elapsed time such equipment or software must
have been in operation is based upon the importance of
the equipment or software for system operation and its
cost. The following designates product categories and
the required period of time for equipment or software
operation prior to approval of the replacement item on
CMAS.,

Category 1. - Gritical Software: Critical software is
software that is required to control the overall operation
of a computer system or peripheral equipment.
Inclucted in this category are operating systems, data
base management systems, language interpreters,
assemblers and compilers, communications software,
and other essential system software.

Cost Prior Operation
More than $100,000 8 months
$10,000 up to $100,000 4 months
Lessthan $10,000 1 month

OCrdering Instructions and Special Provisions

Category 2 - All Information Technology Equipment
and Non-Critical Software: Information technology
equipment is defined in SAM Section 4819.2,

Cost Prior Operation
More than $100,000 8 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month

OPEN MARKET/INCIDENTAL, NON-SCHEDULE
ITEMS

The only time that open market/incidental, non-schedule
items may be included in a CMAS order is when they
fall under the paramsters of the Not Specifically Priced
(NSP) ltems provision. If the NSP' provision is not
included in the schedule, or the products andior
services required do not qualify under the parameters of
the NSP provision, the products and/or services must be
procured separate from CMAS.

NOT SPECIFICALLY PRICED (NSP} ITEMS

Contractors must be authorized providers of the
hardware, software and/or services they offer under the
Not Specifically Priced (NSP) ltems provision,

Agency and contractor use of the NSP provision is
subject to the following requirements:

1. Purchase orders containing only NSP items are
prohibited.

2. A purchase order containing NSP items may be
issued only if it results in the lowest overall
alternative to the State.

3. NSP items shall be clearly identified in the order.
Any product or service already specifically priced
and included in the contract may not be identified
as an NSP item.

4. Maximum Order Limitation: For orders $250,000,
or less, the total dollar value of all NSP items
included in a purchase order shall not exceed
$5,000. For orders exceeding $250,000, and at the
option of the contractor, the total dollar value of all
NSP items in a purchase order shall not exceed 5%
of the total cost of the arder, or $25,000 whichever
is lower,

5. An NSP item included in an order issued against a
contract is subject to all of the terms and conditions
set forth in the contract.

6. Trade-ins, upgrades, involving the swapping of
boards, are permissible, where the contract makes
specific provisions for this action. In those
instances where it is permitted, the purchase order
must include the replacement item and a notation

. that the purchase involves the swapping of a board,
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The following NSP items ARE SPECIFICALLY
EXCLUDED from any order issued under this contract:

1. Iltems not intended for use in directly supporting the
priced items included in the same order. An NSP
item must be subordinate to the specifically priced
item that it is supporting, For example, a cable,
which is not otherwise specifically priced in the
contract, is subordinate to a specifically priced
printer or facsimile machine, and is eligible to be an
NSP item subject to that cable meeting the
remaining NSP requirements. However, a printer
or facsimile machine, which is not otherwise
specifically priced in the contract, is not subordinate
to a specifically priced cable, and is not eligible to
be an NSP item.

2. Supply type items, except for the minimum amount
necessary to provide initial support to the priced
items included in the same order.

3. ltems that do not meet the Productive Use
Requirements for information technology products,
per the SCM, Volume 3, Chapter 2, Sectlion 2.86.2.

4. Any other item or class of items specifically
excluded from the scope of this contract.

8. Public Works components NOT incidental to the
total purchase order amount.

6. Products or services the contractor is NOT factory
authorized or otherwise cerlified or frained to
provide.

7. Follow-on consultant services that were previously
recommended or suggested by the same
contractor.

The contractor is required to reject purchase orders
containing NSP items that do not conform to the above
requirements. The contractor will promptly notify the
agency issuing the non-conforming order of its non-
acceptance and the reasons for its non-acceptance.

STATE AND LOCAL GOVERNMENTS CAN USE
CMAS

State and local government agency use of CMAS
contracts Is optional, A local government is any city,
county, city and county, district, or other local
governmentai bady or corporation, including UC, CSU,
K-12 schools and community colleges empowered to
expend public funds. While the State makes this
confract available, each local government agency
should make its own determination whether the CMAS
program is consistent with their procurement policies
and regulations.

Ordering Instructions and Speclal Provisions

UPDATES AND/OR CHANGES

. A CMAS amend'ment is not required for updates and/or

changes once the update andfor change becomes
effective for the federal GSA schedule, except as
follows:

+ A CMAS amendment is required when the contract
is based on products and/or services from another
contractor's multiple award contract and the
contractor wants to add a new manufacturer's
products and/or services. ]

e A CMAS amendment is required for new federal
contract terms and conditions that constitute a
material difference from existing contract terms and
conditions. A material change has a potentially
significant effect on the delivery, quantity or quality
of items provided, the amount paid to the contractor
or on the cost to the State.

¢« A CMAS amendment is required for changes to
contracts that require California Prison Industry
Authority (CALPIA) approval. '

A CMAS amendment is required to update and/or
change terms and conditions andfor products and
services based on a non-federal GSA multiple award
contract,

SELF-DELETING FEDERAL GSA TERMS AND
CONDITIONS

Instructions, or terms and conditions that appear in the
Special ltems or other provisions of the federal GSA and
apply to the purchase, license, or rental {as applicable)
of products or services by the U.S. Government in the
United States, and/or to any overseas location shall be
self-deleting. (Example: "Examinations of Records"
provision).

Federal regulations and standards, such as Federal
Acquisition Regulation (FAR), Federal Information
Resources Management Reguiation (FIRMR), Federal
Information Processing Standards (FIFS), General
Services Administration Regulation (GSAR), or Federal
Instaliment Paymant Agreement (FIPA) shall be self-
deleting. Federal blanket orders and small order
procedures are not applicable.

ORDER OF PRECEDENCE

The CMAS Terms and Conditions shall prevail if there is
a conflict between the terms and conditions of the
contractor's federal GSA, {(or other multiple award
contract), packaging, invoices, catalogs, brochures,
technical data sheets or other documents (see CMAS
Terms and Conditions, CONFLICT OF TERMS).
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APPLICABLE CODES, POLICIES AND GUIDELINES

All California codes, policies, and guidelines are
applicable. THE USE OF CMAS DOES NOT REDUCE
OR RELIEVE STATE AGENCIES OF THEIR
RESPONSIBILITY TO MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOODS OR SERVICES.
Most procurement and contract codes, policies, and
guidelines are incorporated into CMAS contracts.
Nonetheless, there is no guarantee that every possible
requirement that pertains to all the different and unique
State processes has been included, :

STATEWIDE PROCUREMENT REQUIREMENTS

Agencies must carefully review and -adhere to all
statewide procurement requirements in the SCM,
Volumes 2 and 3, such as:

+ Automated Accounting System requirements of

62

* Productive Use Requirements, per the SCM,
Volume 3, Chapter 2, Section 2.B6.2,

+ SAM Sections 4819.41 and 4832 certifications for
information  technology  procurements  and
compliance with policies.

Services may hot be paid for in advance.

Agencies are required to file with the Department of |

Fair Employment and Housing (DFEH) a Contract
Award Report Std. 16 for each order over $8,000
within 10 days of award, including supplements that
exceed $5,000.

* Pursuant to Public Contract Code Section 10359
State agencies are to report all Consulting Services
Conftract activity for the preceding fiscal year to
DGS and the six legislative commitiees and
individuals that are listed on the annual
memorandum from DGS.

e Pursuant to Unemployment Insurance Code
Section 10888, State and local government
agencies must report fo the Employment
Development Department (EDD) all payments for
services that equal $60C or more to independent
sole proprietor contractors. See the Contractor's
Std. 204, Payee Data Record, to determine sole
" proprietorship. For inquiries regarding this subject,
contact EDD at (916) B851-6945 for technical
questions or (888) 745-3886 for information and
forms. .

« Annual small - business and disabled veteran
reports,

+ Post evaluation reports. Public Contract Code
10369 requires State agencies to prepare post
evaluations on form Std. 4 for all completed non-IT
consulting services contracts of more than $5,000.
Coples " of negative evaluations for non-IT
consulting services oniy must be sent to the DGS,
Office of Legal Services. The Bureau of State
Audits requires State agencies annually to certify
compliance with these requirements.

Ordering Instructions and Special Provisions

State Administrative Manual (SAM) Section 7260-

CMAS NO. 3-16-70-0032H

ETHNICITY/RACE/GENDER REPORTING
REQUIREMENT '

Effective January 1, 2007, in accordance with Public
Contract Code 10111, State agencies are to capture
information on ethnicity, race, and gender of business
owners (not subcontractors) for all awarded contracts,
including CAL-Card transactions. Each department is
required to independently report this information to the
Governor and the Legislature on an annual basis.

Agencies are responsible for developing their own
guidelines and forms for collecting and reporting this
information,

Contractor participation is voluntary.

PAYMENTS AND INVOICES

1. Payment Terms

Payment terms for this contract are 1%-25 days,
net 45 days.

Payment will be made in accordance with the
provisions of the California Prompt Payment Act,
Government Code Section 927 et. seq. Unless
expressly exempted by statute, the Act requires
State agencies to pay properly submitted,
undisputed involces not more than 45 days after (i)
the date of acceptance of goods or performance of
services; or (i) receipt of an undisputed invoice,
whichever is later.

2, Payee Data Record (Std. 204)

Each State accounting office must have a copy of
the Contractor's Payee Data Record (Std. 204) in
order to process payment of invoices. Contractors
are required to provide a copy of their Std. 204
upon reguest from an agency customer. Agencies
should forward a copy of the Std. 204 to their
accounting office. Without the Std. 204, payment
may be unnecessarily delayed.

3. DGS Administrative and Incentive Fees

Orders from State Agencies:

The Department of General Services (DGS) will bill
each State agency directly an administrative fee for
use of CMAS contracts. The administrative fee
should NOT be included in the order total, nar
remitted before an invoice is received from DGS.
This administrative fee is walved for CMAS
purchase orders issued to California certified small
businesses.

See the current administrative fees in the DGS
Price Book at:
http://www.dgs . .ca.goviofs/Pricebook.aspx.
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QOrders from Local Government Agencies:

Effective for CMAS orders dated 1/1/2010 or later,

- CMAS contractors, who are not California certified
small businesses, are required to remit to the DGS
an incentive fee equal to 1% of the total of all local
government agency orders {(excluding sales tax and
freight) placed against their CMAS contract(s). This
incentive fee is in lieu of local government agencies
being billed the above referenced DGS
administrative fee.

This incentive fee is waived for CMAS purchase
orders issued to California certified small
businesses.

The check cavering this fee shall be made payable
to the Department of General Services, CMAS Unit,
and mailed to the CMAS Unit along with the
applicable Quarterly Report. See the provision in
this contract entitled “Contractor Quarterly Report
Process" for information on when and where to
send these checks and reports.

Contractor Invoices

Unless otherwise stipulated, the contractor must
send their invoices to the agency address set forth
in the purchase order. Invoices shall be submitted
in triplicate and shall include the following:

Contract number

Agency purchase arder number
Agency Bill Code

Line item number

Unit price

Extended line item price
Invoice total

State sales tax and/or use tax shall be itemized
separately and added to each invoice as applicable.

The company name on the CMAS contract,
purchase order and invoice must match or the State
Controller's Office will not approve payment.

Advance Payments

Advance payment is allowed for services only
under limited, narrowly defined circumstances, e.g.,
between specific departments and certain types of
non-profit organizations, or when paying another
government agency (GC 11256 - 11283 and
11018).

It Is NOT acceptable to pay in advance, except
software maintenance and license fees, which are
considered a subscription, may be paid in advance
if a provision addressing payment in advance is
included in the purchase order.

Ordering Instructions and Special Provisions
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Warranty upgrades and extensions may also be
paid for in advance, one time.

Credit Card

IBM Corporation accepts-the State. of California
credit card {CAL-Card). .

A Purchasing Authority Purchase Crder (Std. 65) is
required even when the ordering department
chooses to pay the contractor via the CAL-Card.
Also, the DGS administrative fee is applicable for all
CMAS orders to suppliers not California cettified as
a small business.

Lease/Purchase Analysis

State agencies must complete a LeaselPurchase
Analysis (LPA) to determine best value when
contemplating a lease/rental, and retain a copy for
future audlt purposes (SAM 3700). Approval by the
Department of General Services is not required.

Leasing

Except for Federal Lease to Own Purchase {(LTOP)
and hardware rental provisions with no residual
value owed at end term ($1 residual value is
acceptable), Federal GSA Lease provisions are

"NOT available through CMAS because the rates

and confract terms and conditions are not
acceptable or applicable to the State.

SEAT Management financing options are NOT
available through this contract.

As an alternative, agencies may consider financing
through the State's financial marketplace GS
$Mart™.  All terms and conditions and lenders are
pre-approved for easy financing. The GS $Mart“"
Internet address is
www.dgs.ca.qovipd/programs/statefinancialmarkelplace.a

SpX. Buyers may contact the GS $Mart™
Administrator, Patrick Mullen by phone at (916)
375-4617 or via e-mail at
patrick.mullen@@dgs.ca gov for further information.

Maintenance Tax

The Board of Equalization has ruled that In
accordance with Section 1656 of the Sales and Use
Tax Regulations of the Business Taxes Law Guide,
that whenever optional maintenance contracts
include consumable supplies, such supplies are
subject to sales tax.

Generally, the State has two options:

1. For contracts that provide for maintenance
services (i.e., the fumishing of labor and paris
necessary to maintain equipment), the
charges. for the provision of maintenance
services are not taxable.
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2. For contracts that provide for maintenance
services and consumable supply items (e.g.,
toner, developer, and staples), the provision
of the consumable supplies is considered a
taxable sale of tangible personal property,
Therefore, State agencles awarding optional
maintenance contracts are responsible for
paying the applicable sales tax on the
consumable supplies utllized during the
performance period of the maintenance
coniract.

The contractor will be required to itemize the
taxed consumables for State accounting
purposes. ' '

CONTRACTOR QUARTERLY REPORT PROCESS

Contractors are reguired to submit a detailed CMAS
Business Activity Report on a quarterly basis to the
CMAS Unit. See Attachment B for a copy of this form
and instructions.

This report shall be mailed to:

Department of General Services
Procurement Division — CMAS Unit
Attention: Quarterly Report Processing
PO Box 988052, MS #2-202

West Sacramento, CA 95798-9052

Reports that include checks for incentive fees or that
exceed a total of 5 pages must be mailed and shall not
be faxed or e-mailed. All other reports may be faxed or
e-mailed to the attention of Quarterly Report Processing
as follows:

-CMAS Unit Fax Number: {916} 375-4663
CMAS Unit E-Mail: cmas@dgs.ca.gov

For the full instructions on completing and submitting
CMAS Quarterly Business Activity Reports, and a soft
copy of a blank quarterly report form, go to
www.dgs.ca.gov/pd/Programs/Leveraged/CMAS.aspx,
and then select "For Suppliers/Contractors”.

Important  things to remember regarding CMAS
Quarterly Business Activity Reports (referred to as
“reports” below):

s A report is required for each CMAS contract each
guarter, even when no new purchase orders are
received in the quarter,

» A separate report is required for each CMAS
contract.

» Each purchase order must be reported only once in
the quarter identified by the purchase order date,
regardless of when the services were performed,
the products were delivered, the invoice was sent,
or the payment was recelved

+ Purchase orders from State and local government
agencies must be separated on the report, as
shown in the instructions. .

Ordering Inétructions and Special Provisions
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» Contractors must report the sales activity for all
resellers listed on their CMAS contract.

+ Any report that does not follow the required format
or excludes required information will be deemed
incomplete and returned to the contractor for
corrections.

» Taxes and freight must not be included in the
report.

s For CMAS orders dated 1/1/2010 or later,
contractors are no longer required to attach copies
of purchase orders to their reports. This changed
requirement will begin on Q1-2010 reports, which
are due 4/15/2010, '

= For CMAS orders dated 1/1/2010 or later,
contractors who are not California certified small
businesses must attach to their quarterly report a
check covering the required incentive fee for all
CMAS sales to local government agencies (see
more information below). This new requirement will
start on Q1-2010 reports, which are due 4/15/2010.

"« New contracts, contract renewals or extensions,

and contract' modifications will be approved only if
the contractor has submitted all required quarterly
reports and incentive fees,

CMAS Quarterly Business Activity Reports are due in
the CMAS Unit within two weeks after the end of each
quarter as shown below:

Quarter 1 Jan 1 to Mar 31 Due Apr 15
Quarter 2 “Apr 1 to Jun 30 Due Jul 15
Quarter 3 Jul 1 to Sep 30 Due Qct 15
Quarter 4 Oct 1 to Dec 31 Due Jan 15

CONTRACTOR QUARTERLY INCENTIVE FEES

CMAS contractors who are not California certified small
businesses must remit to the DGS an incentive fee
equal to 1% of the total of all local government agency
orders (excluding sales tax and freight) placed against
their CMAS contract(s). This incentive fee is in lieu of
local govermment agencies being billed the above
referenced DGS administrative fee.

CMAS contractors cannot charge local government
agencies an additional 1% charge on a separate line
item to cover the incenfive fee. The contractor must
include the 1% incentive fee in the price of the products
or services offered, and the line item prices must not
exceed the applicable GSA prices.

A |ocal government agency is any city, county, district,
or other local governmental body, including the
California  State University {CSU)} and University * of
California (UC) systems, K-12 public schools and
community colleges empowered to expend public funds,

This incentive fee is waived for CMAS purchase orders
issued to Califomia certified small businesses.
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~ The check covering this fee shall be made payable to

the Department of General Services, CMAS Unit, and
mailed to the CMAS Unit along with the applicable
Quarterly Report. See the provision in this contract
entitted “Contractor Quarterly Report Process” for
information an when and where to send these checks
and reports.

CONTRACTOR PROVIDES COPY OF THE
CONTRACT AND SUPPLEMENTS

CMAS contractors are required to provide the entire
contract that consists of the following:

+ Cover pages with DGS logo and CMAS analyst's
signature, and Ordering Instructions and Special
Provisions.

California CMAS Terms and Conditions.
Federal GSA Terms and Conditions (unless
otherwise stipulated in the CMAS contract).

¢ Federal GSA products, services, and price list
{untess otherwise stipulated in the CMAS contract).

«  Supplements, if applicable.

It is important for the agency to confirm that the required
products, setvices, and prices are included in the
contract and are at or below contract rates. To

streamline substantiation that the needed items are in

the contract, the agencies should ask the contractor to
identify the specific pages from the contract that include
the required products, services, and prices. Agencies
should save these pages for their file documentation.

CONTRACTORS ACTING AS FISCAL AGENTS ARE
PROHIBITED

When a subcontractor ultimately provides all of the
products or performs all of the services that a contractor
has agreed to provide, and the prime contractor only
handles the invoicing of expenditures, then the prime
contractor's role becomes that of a fiscal agent because
it is merely administrative in nature, and does not
provide a Commercially Useful Function (CUF). It is
unacceptable to use fiscal agents in this manner
because the agency is paying unnhecessary
administrative costs.

AGENCY RESPONSIBILITY

Agencies must contact contractors to obtain copies of
the contracts and compare them for a best value
purchasing decision.

Each agency is responsible for its own contracting

pragram and purchasing decisions, including use of the
CMAS program and associated outcomes.

Qrdering Instructions and Special Provisions

This responsibility includes, but is not necessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with laws and policies,
preparing the purchase order in a manner that
safeguards the State’s interests, obtaining required
approvals, and documenting compliance with
Government Code 19130.b (3} for outsourcing services.

It is the responsibllity of each agenhcy to consult as
applicable with their legal staff and contracting offices
for advice depending upon the scope or complexity of
the purchase order.

if you do not have legal services available to you within
your agency, the DGS Office of Legal Services is
available to provide services on a contractual basis.

CONFLICT OF INTEREST

Agencies must evaluate the proposed purchase order to
determine if there are any potential conflict of interest
issues. See the altached CMAS Terms and Conditions,
Conflict of Interest, for more information.

FEDERAL DEBARMENT

When federal funds are being expended, the agency is
required to obtain (retain in file) a signed "Federal
Debarment” cetlification from the contractor before the
purchase order is issued.

This certification is required by the regulations
implementing Executive Order 12549, Debarment and
Suspension, 28 CFR Part 98, Section '98.510,
Participants; responstbilites. The regulations were
published as Part VIl of the May 26, 1988 Federal
Register (pages 19160-19211).

CONTRACTOR TRAVEL

The provision for travel expense reimbursement is
included in this contract.

It is important the agency and contractor ,discuss
necessary travel requirements prior to issuing the
purchase order because the detail and cost (only as
allowed for in the contract) must be included in the
agency purchase order to be payable.

State agencies may only reimburse travel and per diem
expenses according to State fravel time and per diem
rules for State employees. ~ All travel and per diem
expenses must be within the contract parameters,
incorporated into the purchase order, and supported by
receipts.  For the current travei and per diem
reimbursement rates, go to the Department of
Personnel Administration’s websiie at:
http://www.dpa.ca.gov/personnel-
policies/travel/main.htm
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Notwithstanding the contract provisions, the State will
not be responsible for the cost of travel to bring
contractor personnel from out-of-stale to the job site
(unless specifically arranged by agency in advance). If
requested by the agency, the Slate will be responsible
for reimbursement of ftravel expenses from one
California agency site to ancther.

State agencies should refer to SAM Section 0774
“Travel and Related Reimbursement of Persons Not

State Employees®, when transportation and per diem

costs are to be reimbursed by the State,

Local government agencies will pay travel and per diem
expenses according to their statutory requirements.

LIQUIDATED DAMAGES FOR LATE DELIVERY

The value of the liguidated damages cannot be a
penalty, must be mutually agreed upon by agency and
contractor and included in the purchase order to be
applicable.

ACCEPTANCE TESTING CRITERIA

If the agency wants to include acceptance testing for all
newly installed technology systems, and individual
equipment, and machines which are added or field
modified (modification of 2 machine from one model to
another) after a successful performance period, the test
criteria must be included in the purchase order 1o be
applicable, -

Ordering Instructions and Special Provisions
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AMERICANS WITH DISABILITY ACT {ADA}

Section 504 of the Rehabilitation Act of 1973 as
amended; Title VI and V1| of the Civil Rights Act of 1964
as amended; Americans with Disabilities Act, 42 USC
12101; California Code of Regulations, Title 2, Title 22;
California Government Code, Sections 11135, et seq.;
and other federal and State laws, and Executive Orders
prohibit  discrimination, All" pregrams, activities,
employment opportunities, and services must be made
available to all persons, including persons with
disabilities, See Atftachment A for Procurement
Division's ADA Compliance Policy of Nondiscrimination
on the Basis of Disability.

Individual government agencies are responsible for self-
compliance with ADA regulations.

Contractor sponsored avents must provide reasonable
accommodations for persons with disabilities.

PGS PROCUREMENT DIVISION CONTACT AND
PHONE NUMBER

Department of General Services
Procurement Division, CMAS Unit
707 Third Street, 2™ Floor, MS 202
West Sacramento, CA 95605-2811

Phone # (916) 375-4363
Fex#  (916) 375-4663
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ATTACHMENT A
ADA NOTICE

Procurement Division (State Department of General Services)
AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements of
the Americans With Disabilities Act (ADA), it is the policy of the Procurement
Division (within the State Department of General Services) to make every
effort to ensure that its programs, activities, and services are available to all
persons, including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, or for persons having questions
regarding reasonable accommodations for the Procurement process, please
contact the Procurement Division at (916) 375-4400 (main office), the
Procurement Division TTY/TDD (telephone device for the deaf) or California
Relay Service numbers which are listed below. You may also contact directly
the Procurement Division contact person who is handling this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS
BEST THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING
DAYS BEFORE THE SCHEDULED EVENT (i.e.,, MEETING,
CONFERENCE, WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR
PROCUREMENT DOCUMENTS.

The Procurement Division TTY telephone numbers are:

Sacramento Office: (916) 376-1891
Fullerton Office: (714) 773-2093

The California Relay Service Telephone Numbers are:
Voice : 1-800-735-2922 or 1-888-877-5379
TTY: 1-800-735-2929 or 1-888-877-5378
Speech-to-Speech: 1-800-854-7784

Ordering Instructions and Special Provisions 14
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ATTACHMENT B
CMAS QUARTERLY BUSINESS ACTIVITY REPORT

M

Instructions for completing the CMAS Quarterly Business Activity Report

1. Complete the top of the form with the appropriate information for your company.
Agency Name - Identify the State agency or Local Government agency that issued the order.

Purchase Order Number - Identify the purchase order number (and amendment number if
applicable) on the order form. This is not your invoice number. This is the number the State agency
_or Local Government agency assigns to the order.

4. Purchase Order Date - Identify the date the purchase order was issued, as shown on the order
This is not the date you received, accepted, or invoiced the order.

5. Agency Billing Code - |dentify the State agency billing code. This is a five-digit number identified on
the upper right hand corner of the Std. 65 purchase order form. You must identify this number on all
purchases made by State of California agencies. Biling codes are not applicable to . Local
Government agencies.

6. Total Dollars Per PO - {dentify the total dollars of the order excluding tax and freight. Tax must NOT
be included in the quarterly report, even if the agency inciudes tax on the purchase order. The total
dollars per order should indicate the entire purchase order amount {less tax and freight) regardless of
when you invoice order, perform setvices, deliver product, or receive payment.

Agency Contact - [dentify the ordering agency’s contact person oh the purchase order.
Agency Address - Identify the ordering agency’s address on the purchase order.
Phone Number - Identify the phone number for the ordering agency's contact person.

10. Total State Sales 8 Total Local Sales - Separately identify the total State dollars and/or Local
Government agency dollars (pre-tax) for ali orders placed in quarter.

11, 1% Remitted to DGS - Identify 1% of the total Local Government agency dollars reported for the
quarter. This is the amount to be remitted to DGS by contractors who are not California certified
small businesses.

12. Grand Total - Identify the total of all State-and Local Government agency dollars reported for the
gquarter.

Notes:
e Areportis required for each CMAS contract, each quarter even when there are no new orders for the

quarter.
e Quarterly reports are due two weeks after the end of the quarter.

Ordering Instructions and Special Provisions 18
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1.

DEFINITIONS: Unless otherwise specified it the Statement
af Work the following terms shall be given the mesaning
shown, uniess contaxt requires ctherwise.

a)

<}

d)

e)

a)

“Agceptance Tests" means these tests performed
during the Peformance Period which are Intendsd to
determine compliance of Equipmant and Software with
the specifications and all ether Aftachments Incorperated
harein by reference and to determine the reliability of the
Equipment.

“Application Program™ means a computer program
which is intended to be executed for the purpose of
parforming useful work for the user of the information
belng processed. Application programs are developed
ar otherwise acquired by the user of the
Hardware/Software system, but they may. be supplied by
the Coentractor,

“Attachment” means a mechanlcal, electrcal, or
eleclronic interconnection to the Confracter-supplied
Machine or System of Equipment, manufactured by
other than the original Equipment manufacturer, that s
not connected: by the Contracter,

"“Business entity” means any individual, business,
partnership, jeint venture, corporation, S-corparation,

limited liability e.eén:pany, sale preprietorship, jeint stock

company, consortium, ar other private legal entity
recognized by statute.

“Buyer” means the State’s autherizad contraciing
afficial, )

“Gommerclal Hardware” means Hardware developed
or regularly used that: (I} has heen sold, leased, or
licensed to the general public; (i} bas been offered for
sale, lease, or licanse to the generak publie; (il) has not
been offerad, sold, leased, or licansed to. the public but
will be avallable for commerclal sale, laase, ar ficense In
tima te satlsfy the delivery requirements of this Contract;
or (iv) satisfies criterion expressed in (i}, i}, or (i} above
and would require enly minor madifications o meet the
requlrements of this Contraet.

“Commercial Seftware” means Software develeped gr
regularty used that: () has been sold, leased. or licensad:
to the general public; (I} has heen offered for sale,
lease, or license to: the general publie; {[i)) has not bgan
offered, sold, leased, ar licansad to the public but wil: be
avallable for commerclal sale, leass, or license in time to
salisfy the delivery requirements of this Contract; or (iv)
salisfies a eriteron expressed in (), {il), or {ily above and
would require enly minor modifications. to meet the
requirements of this Contract.

“Contract" means this Contract or agreement (including
any purchase order), by whatever name known er in
whatever format used.

“Custom Seftware” means Software that doas not
meet the definition of Commerclal Software,

K)

m)

n

P)

a)

“Gontracter’ means the Business Entity with whom the
State enters Into this Contract. Contractor shall be
synonymous with “supplier”, “vendor” or other similar
term.

"Data Processing Subsystem” means a complament
of Contractor-furnished individual Maehines, including
the necessary contreling elements (or the functional
efuivalent), Operating Software and Software, If any,
which are acquired to operate as an integrated group,
and which are interconnected enlirely by Contractor-
supplied power andfor signal cables; e.g., direct access
controlier and drives, a cluster of terminals with their
controller, etc,

"Data Processing System (System)" means the total
eomplament of Contractor-furnished Machings, including
one or more central processors f{or Instryetion
precessorsy, QOperating Software which are acquired to
operate as an integrated group.

“Deliverables” means Goods, Software, Information
Technology, telecommunications technelogy, Hardware,
and other items (e.g. reports) to be delivered pursuant to
this Centract, including any such items furnished incident
o the provision of services.

"Resignated CPU{s)" means for each product, if
applieable, the central precessing urilt of the computers
ar the server unlt, including any asseciated peripheral
units. i no specific *Designated CPU(sY' are specified
on the Contract, the term shall mean any and ali CPUs
located at the site specified thereln.

"Dogumentation™ means manuals and other printed
materials necessary or useful to the State In its use or
maintenance of the Equipment or Softwars provided
hereunder.  Manuals and other printed malerlals
customized for the State hereunder constitute Werk
Product if such materials are required by the Statemant
of Werk,

"Equipment™ is an all-Inclusive term which refers either
to individual Machinas or to & complete Data Processing
System or subsystem, including its Hardware and

" Operating Software (if any}.,

“Equipment Failure™ Is a malfunetion in the Equipment,
excluding all external factors, which prevents the
accomplishmant of the Equipment’s intended function(s).
H microcods or Qperating Software residing in the
Equipment is necessary for the proper operation of the
Equipment, a failure of such microcode er Operating
Software which prevenis the accomplishment of the
Equipment's intended functions shall be deemed to be
an Equipment Fallure,

"Facility Readiness Date"” means the date specified In
the Statement of Work by which the State must have the
slte prepared and avaliable for Eguipment delivery and
installation.
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8)

L)

v)

w)

X)

y)

z)

aa)

bh)

cc)

dd)

“Goods” means ali types of tangible personal praperty,
Including but not limited to matedals, supplies, and
Equipment (including computer and telecommunications.
Equipment).

"Hardware" usually refers to computer Equipment and is
gontrasted with Software. See alse Equipment,
“Installatlon Date™ means the date specified in the
Statament of Wark by which the Contractor must have
the ardered Equipmant ready (cerifled) for use by the
Stafe.

"tnformation Technology” includes, but ls aot limitgd
to, all electronle technology systems and services,
autemated information handlng, Systerm deslgn and
analysls, conversion of data, computer programming,
Information storage and retdleval, telecommunications
which include volce, video, and data communications,
requisite  Systern  controls, simulation, elecironic
commerce, and all related Interactions between people
and Machines. .

“Machine” means an individual unit of a Data
Pracessing System or subsystem, separately identified
by a type and/or model number, comprised of but not
limited to mechanical, slectro-mecharical, and slacteonlc
paris, microcode, and special features Installed thergon
and Including any necessary Seoftware, o.g., cenival
proceseing unit, memory module, tape unit, card reader,

‘at.

"Maghine Alteration” means any change to a
Confractor-supplied Machine which is not made by the
Contractor, and which results in the Maghine deviating
from its physical, mechanigal, slectical, or electranle
(including micracode) design, whether or not additlonal
devices or parts are employed In making such change.
“Maintenance Dlagnostic Routines” means the
dlagnostic pragrams customarly used by the Contractor
to test Equipment for praper funetioning and reliablifty.
“Manufacturing Materlais” means paris, loals, dies,
Jigs, fixtures, ptans, drawings, and liformation produced:
oF acquired, or rights acquired, specifically to fylfill
ohligations set forth herein.

“Mean Time Between Faliure (MTBF)" means the
average expected or observed time batwean
consecutive fallures in a System or component.

“Mean Time to Repalr (MTTR)" reans the average
expected or abserved time raquired (o repair a System.
or campenant and raturn it to. nornal operation.
"Operating Software® means those routines, whether
or not identified as Program Products, that reside in the
Equipment and are requirad for the Equipment to
perforen. s lntended functionds), and which interface the
operatar, ather Contractor-supplled programs, and user

_pragrams to the Equipmant.

“Gpotatlonal Use Tlme" means for performance
maasurement purpeses, that time "during which

ee)

ag)

hh)

Ii)

i

kk)

Il

Equipment ls i actual aperalion by the State. For
malntenanca Oparational Use Time purposes, that time
during which Equipmant is in actual eperation and is not
synonymaous with power on time,

"Perlad of Maintenance Covarage" means tha perod
of time, as selacted hy the State, durng which
malitenance services are provided by the Contraclor for
a fixed monthly charge, as apposed: to an houtly charge
for servicas. rendered. The Pered of Maintenance
Coverage conslsts of the Prlnelpal Period of
Malntenance and any additional hours of coverage per
day, andlor Inoreased eoverage for weekends and
halidays.

“Preventive Maintenance" means that maintenance,
perfacmed on a scheduled basis by the Confraetor,
which (s designed to keep tha Equipmant In proper
aperating conditlon.

*Brincipal Perlod of Malntenance™ meanhs any nine
consecutive hours per day (usually betwean the heurs of
700 am, ang 6:00 p.m.) as selected by the State,
including an official meal period not to exceed ona hour,
Monday through Friday, excluding holidays obsaerved at
the ingtallation.

“Programming - Alds® means Contractor-suppliad
programs ang routings executable on the Centractar’s
Equipraent which assists a programmer In the
davelepeaent of - applicatiens  including  language
processars, sois, communications medules, data hase
management systems, and uliiity routines, ftape-to-disk
routines, disk-to-print routines, ete.). .
“Program  Produsi® means progeams,  roulines,
subrautines, and related items which are proptietary to
the Contractor and which are licensed to the State for its
use, usually on the basis of saparately stated eharges
and appropriate contragtual provisions.

*Ramedial Maintenance” means that maintenance
performad by the Ceoniractor which results fram
Equipment (including Operating Software) failure, and
which g petformed as requived, Le., on an unscheduled.
hasis.

“Softwara” means an all-lnclusive term whick: refers to
any compuler programg, routings, ar subroulings
supplied by the Coenbractor, Including Operating
Sofiware, Programining Alds, Application Programs, and
Program. Froducts.

“Software Failure” means a malfunction In the
Contraciar-suppliad  Software, other than Operating
Software, which prevents the accomplishment of work,
even though the Equipment {insluding its Oparating
Software) may stilt be capable of aperating praperly. For
Operating Software failure, see definifon of Equipment
Fallura, ’

mm) "State” means the goverament of the Slate of

Callfarnia, its employees and autherzed rapresentatives,
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including witheut limitation any department, agency, or
other unit of the govermmant of the State of California.

nn) “"System” means the complete collection of Hardware,
Software and services as described in this Contract,
intagrated and functloning tegether, and performing in
accordance with this Contract.

00) “ULS, Inteliectual Property Rights" means intellectual
préperty rights enforceable in the United: States of
America, ineluding without limitation rights In trade

- secrets, copyrights, and LLS. patents.

CONTRACT FORMATION: If this Contract results from a
Letter of Offer, then Contractor's offer i3 deemed a firm offer
and this Contract document |s the State's acceptance of that
offer,

COMPLETE INTEGRATION: This Caontragt Including any
doguments Incorporated hereln by express reference, is
intended to be a complete integration and: there are no prior
or contemporangous different or additionel agreements
pertaining te the subject matter of the Ceontract.

SEVERABILITY: The Contractor and the State agrea that If
any provision of this Contract is found fo be ilfegal or
unenforceable, such term or provision shall be desmed:
stricken ane the remainder of the Cantragt shall remain in fuil
force and effect. Elther party having knowledge of such temn
or prevision shall promptly inform the. othar of the presumed
non-applicability of such provision,

INDEPENDENT CONTRACTOR; Contractar and the agents
and employees of Contracter, In the performance of thls
Contract, shall act in: an independent capacity and not as
officers or amployees or agents of the State.

APPLICABLE LAW: This Contract shalt be govered by and
shall be inlerpreted in accordance with the laws of the Stale
of California; venue of any action brought with regard to this
Centeact shall be in Sacramento Counly, Sacramento,
Californla.  The United Nations Convention: on: Gontracts. for
the Intemational Sale of Goods shall not apply o this
. Contract,

COMPUIANCE WITH STATUTES AND REGULATIONS:

a} The State and the Contracior warrants and cerlifies that
in the performance of this Contract, it will comply with all
appilcable statutes, rufes, reguations and erders of the
United States and the State of California. The
Contractor agrees o indempify the State against any
legs, cost, damage er liability by reasen of the
Contractor's violatien of this provislon,

b} The State will notify Centracter of any such claim in
writing and tender the defense thereof within a
reasonable time; and

¢) The Contractor will have sole control of the defensa of
any action on such claim and all negefiations for its
seftlement or compromise; provided that () when
substantial principles of government or public law are
invelved, when [itigation might create precedent affecting
future State eperations or lability, or when involvemant
of the Stale is otherwise mandated by law, the Siate
may participate In such aclion at its own expense with
respect to attorneys' feas and costs (but not liabilityy; (i)
where a settiement would Impose lighilty on the State,
affect principles of California government or public law,
or Impact the autherity of the State, the Depariment of
General Services. will have the right to approve or
disapprove any seltiement or compromise, which
approval will not unreasonably be withheld or delayed;
and (lil} the State will reasonably cooperate in the
dafense and In any related settlement negollations.

d) Hthis Contract Is In excess of $564,000, It Is subject to
the requirements of the World Trade Organization
(WTO) Government Procurement Agraement (GPA).

a} To the extant that this Contract falls within the scope of
Government Code Section 11135, Contractor hereby
agreaes to respond lo. and resalve any complaint braught
to its attentien, ragarding accessibllity of its products or
services. i

CONTRACTOR'S POWER AND AUTHORITY: The
Gentractor warrants that it has full power and auwthority to
grant the rights hereln pranted and will hold the State
hammless from and against any loss, cost, labilty, and
expense (including reasonable altorney fees) arising out of
any breach of this warranty. Further, Contractor avers that it
will not enter Into any arrangement with any third party which
might abridge any rights of the State under this Contract. -

a) The Stale will notify Contractor of any such claim in
wriing and tender the defense thereof within a
reasonable time; and

by The Contractor will have sole control of the dafense of
any acllon on such claim and all negetiatlons for Its
setiement or compromise; provided thal (i) when
substantial principles of gevernment or public lew are
involved, when litlgation might create precedent affecting
future State operations or liability, or when Involvement
of the State Is otherwisa mandated by law, the State
may participate in such action at ts ewn expanse with
respect to attorneys’ fees and costs (but not liability); (i)
where a settlement would impose liahility on the Siate,
affect principles of Califernia government or public law,
or impact the autherity of the State, the Department of
General Services will have the right to approve or
disapprove any settlememt or compromise, which
approval will not unreasonably be withheld or delayed;
and () the State will reasonably cooperate In the
defense and in any retated seftlement negotiations.
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9. CMAS ~ ASSIGNMENT:

ay This Centragt shall not be assignable by the Contractar
i whole of in part without the witten consant of the
State. The State’s consent shall not be unreasonably
withhald or delayed. Far the purpese of this paragraph,
State will not unreasenably prohibit Centractor from
fresly assigning its dght to payment, provided that
Condractor remains responsible for s  obligations
haraunder.,

by Should the State desire financing of the assets provided
hereunder through GS$Mar, the State’'s financial
marketplace, the Contractor agrees o assigh to a State-
designated lender its right to receive payment from: the:
State for the assets In exchange for payment by the
lender of the cash purchase price for the assets. Upen
notice to do so from the State-designaled lender at any
time prier to payment by the State for the assets, the
Contractor will execute and deliver to the Slate-
dasignated: tender an assignment agreement and any
additional documents necessary for the State selected
financing plan. The State-designated lender will pay the.
Contracior according to the terms of the Conltracter's
invoice upen acceptance of the assets by the Slate.

10. WAIVER OF RIGHTS: Any actlon or inaclion by the State ar

11.

the failure of the State on any oceaslon, to enforce any right
or provision of the Coniract, shall not be construed te ba a
walver by the State of its righls heteunder and shall not
pravent the State from enforcing such provision or rght on
any future aceasion.  The rights and remedles of the State
heteln are cumulative and are In addlion ta any other righls
or remedies that the State reay have at law: or in; equity.

CMAS -- ORDER OF PRECEDENCE: In the event of any
ncensistency  hetween the  adticles,  altachreents,
specifications or provisions which constitute this Cantract, the
following order of pracadence shalt apply:

a} These Ganeral Provisions - Information Technology (in.

the Instances provided herein where the paragraph
begins: “Unless otherwise spacified In the Statement of
Work™ provisions apecified in the Statement of Work
replacing thase paragraphs shall take precedence over
the paragraph refarenced in these General Proviaions);

b} Contract form, Le., Purchase Qeder STE: 85, Standard
Agreement STD 213, efe., and any amendmants: therete;

¢) Other Special Provisions;

d)} Federal GSA (or other multipte award) terms and
conditions;

e} Statement of work, including any specifications
incorporated by reference herein; and

12,

13.

PACKING AND SHIPMENT:

a} Al Goods are o be packed in sultable containers for
protection In. shipment and storage, and In accordance
with applicable specifications. Each contalner of a
multiple eontainer shipiment shall be identfied to:

) show the number of the contalner and the tetal
nuriber of eontaines in the shipment; and ‘

il the mmnbar of tha container in which the packirg
sheet has heen enclosed.

b} All shipments by Contractor or its subconlractors must
include packing sheets identifying: the State's- Contract
number; fem aumber; quantity and unit of measure; pat
number and description of the Goods shipped; and
appropriate quidence of inspection, if required. Goods
for different Coniraots shall be listed on geparate
packing sheets.

6] Shipments must ba made aa specified ln this Contract,
as it may be amended, or otherwise directed in writing
by the State's Transportation Management Unit within
the Department of General Services, Procuremant
Division.

TRANSPORTATION COSTS AND OTHER FEES OR

EXPENSES: Na charge for delivery, drayage, express,

parcel post, packlng, ocarage, Insurance, license fees,

permits, cost of bonds, or for any othar purpose. will be paid
by tha State unless expressly included and ltemized in the

Contract. .

a) The Contractor rmust strictly follow  Contract
requiremants regarding Frea on Board {F@B) freight
terms and rauting instructlons. The State may permit
use of an allernste eareier at no additional cost to the
State with advance weitten authorlzation of the Buyer.

h) If "prepay and add” is selected, supporting freight bills
are required when over $80, unless an exact fraight
charge Is approved by the Transportation Managerent
tnit within the Deparihent of Genheral Setvices
Procurament Divislon and a walver is granted.

¢} On "F.O.B. Shipping Peidt" transactions, should: aty
shipments. under the Contract be racelved by the State
in: & daraged candition and any refatad fraight foss and:
damage claims filed against the carmler or cariers be
whelly or parially declined by the: carrier or carriers. with
the infererce that damage weas the result of the: act of
the: shipper such as inadeguate packaging ar loading or
sorne inharent defect in the: Equipment andior matetlal,
Contractor, on request of the State, shall at Contractor's
own: expense assist the State in esiablishing earrer
llability by supplying evidence that the: Equiprhent and/or
material was properly eonstructed, manufactured,

i All other attachments Incorparated in ihe Gondract by packaged, and secured (o withstand " normal
refarance. transportatian: eonditions.,
REVISED AND EFFEGTIVE SEPTEMBER 8, 2014 PAGE 4 OF 23



GSPD-401IT-CMAS

CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)

GENERAL PROVISIONS - INFORMATION TECHNOLOGY

14,

15,

186,

DELIVERY: The Contractor shall strictly adhere ta the
delivary and completion schedulas specified i this. Contract.
Time, If stated as & number of days, shali mean calendar
days unless otherwise specified. The quantiies spacified
hereln ‘are the only guantities required. ¥ the Contractor
delivers In excess of the quantities specified herein, the State
shall not be required to. make any paymant for the excess
Dellverables, and may returm them te Coniractor at
Gontracter's expense or utllize any other rights avallable te
the State at law or In equity.

SUBSTITUTIONS: Substitution of Deliverables may not be
tendered without advance written congent of the Buyer.
Contraclor shall pot use any specification In lisu of those
contained in the Contract without -written consent of the
Buyer, .

INSPECTION, ACCEPTANCE AND REJECTION: Unless

otherwise specified in. the Staterment of Work:

a)  When acqulring Commercial Hardware or Commercial
Software, the State shall raly on Gentractor's existing
quality assurance system as a substitute for State
inepsction and testing. For all other acquisitions,
Contracter and it subcontractors will provide and
malntain a quality essurance system acceptable to the
State covering Deliverables and services under this
Contract and will tender to the State esly those
Deliverables that have been inspected and found to
conform to this Contract's requirements. The Centractor
will keep records evidencing inspections and their esult,
and will make these recards avallabla to the State during
Contract performance and for three years after final
peyment. The Contractor shall permit the State te
review procedures, practices, processes, and related
documents to determine the aceeptability of Centractors
guality assurance System or other similar business
practices related to perfermance of the Contract,

k) All Deliverables may be subject to inspaction and tesi by
the State or its authorizad representatives,

ey The Coniractor and its subcontracters shall provide all
reasonable facllittes for the safety and convenience of
ingpectors. at no additional cost to the State. The
Centractor shall fumish to Inspectors all infermation and:
daia as may be reasonably required to perform thelr
inspection,

d} Subject to subsection 16 (a) above, all Deliverables may
bg subfect to final Inspection, test and acceptance by the
State at destination, notwithstanding any payment or
inspection at source.

e} The State shall give written notice of rejection of
Deliverables delivered or services perfermed hareunder
within & reasonable ime after receipt of such
Delivarablos or performance of such services. Such
notice of rejection will stata the respects In which the

17.

18.

Delivarables do. not substantially conform o their
specifications. |If the State does not provide such notice
of rejection within fifteen (15) days of deilvery for
purchases of Commerclal Hardware or Commercial
Software or thily (30) days of delivery for all other
purchases, such Deliverables and services will be
deemed to have been accepled. Acceptance by the
State will be final and irreversible, except as it relates to

- latent defects, fraud, and gross mistakes amounting to
fraud, Acceptance shall not be construed te waive any
wareanty rights that the State wight have at law er by
express rasarvation in: this Contract with respect to any
noncenformity.

SAMPLES:

a} Samples. of lems may be reguired by the Slate for
inspection and specification testing and must be
furnished free of expense to the Stale. The samples
furnished must be Identical in all respects to the products
offered and/or specified in the Contract.

b} Samples, if not destroyed by tests, may, upon request
made at the time. the sample Is furnished, be returnad at
Centractor's expense.

CMAS -- WARRANTY: The following warranty language s In
addition to the-warranty language provided in the faderal GSA
Multiple Award Schedule or other base Contragt used to
establish this CMAS Contract. When there Is a conflict
between Ihe language, the following warranty languag
overrides. :
a) Unless otharwise specified In the Statement of Work, the.
warranties in this subsection a} begin upon delivery of
the goods or services In question and end one (1) year
thereafter. The Contractor warrants that (i) Deliverables
and services furished hersunder will substantlally
conform te the requirements of this Contract (Including
withaut limitation all descriptions, speelfiestions, and
drawings Identified in the Statement of Work), and (ii) the
Deliverables will be—free from material defacts in
materials and workmanship. Where the parties have
agreed fo design speecifications (such as a Detalled
Design  Document) and incorporaled the same or
equivalent In the Slatement of Work directly or by
referance, the Contracter will wamant that its
Deliverablas provide all material functionallty required
thereby. In addition to the ether warranties sat forth
herein, where the Contract calls for delivery of
Commercial Software, the Gontrastor warrants that such
Software will perform in accordance with its license and
agcompanying Documentation. The State’s approval of
designs or specifications furnished by Contracior shall
not relieve the Contractor of its obligations under this
warranty.
b} The Contractor warrants that Deliverables furnished
hereunder {i} will ba fres, at the time of delivery, of
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€}

dk

e}

_BUCCeSSOrs,

harmful cade (i.e. computer viruses, worms, trap doers,

fime bombs, disabling code, ar any similar maliclous

mechanism designed to interfere with the Intended
operation of, or cause damage to, computers, data, or

Software), and (i) will net infringa or viclate any U.S.

intellectual Properly Right.  Without limiting the

generality of the foregoing, if the State belleves that
harmful code may he present In any Commarclal

Software delivered hereunder, the Contractor will, upon

the State’s request, provide. a new or clean Install of the

Software, ’

Unless otherwise spacified in the Statemeni of Wark:

(it The Centracior deas not warrant that any Software.
provided hereunder is error-free. or that it will run
without irnmaterial inferruption.

(il The Centractor does not warrant and will have ne
raspanstbllity for a claim to the extent that it arises
diractly fram (A) a modification made by the State,
unless such madification s approved or directed by
the Contractor, (B) use of Software In combination
with or on products other than as specified by
Caontractor, or (C) misuse by the State,

() ‘Where the Conlracter rasells Gommaersiak
Hardware of Commercial Software it purchased
fram a thiret party, Contractor, to the extent it is
lagally able to do so, will pass through an such third:
patly warranties to. the Slate and will reasonably
cooperate in enforcing them. Such wartanty pass-
trough will not relieve the GCentractor from
Contractor's wareanty obligations set forth above.

All warranties, Including speclal warranties specified

elsswhare haersln, shal inure to the State, its

assigns, customer agencles, and
gevernmental users of tha Deliverables or services.

Excapt as may be specifically provided: In the Statement

of Wark or elsewheare in this Contract, for any breach of

the warranties provided in this Sectlon, the State's
axclusive remedy and Contractor's sole obligation will be
limited to:

iy re-performance, repalr, or replacement of the
nonconforming  Delivesable  (ncluding  without
limitation ant infriinging Deliverable) or service; ar

i should the State In its sole discretion consent,
refund of all amounts pald by the Stata for the
nongonforming Deliverable or sarvice and payment
to the State of apy additional amounts necessary to

equal the State’s Cost to Gover. “Cost to Cover” .

means the cost, properly mitigated, of procuring
Dativerables or services of aquivalent capability,
function, and petformance. The payment obligation
in subsection e){il} above will not exceed: the limits.
on Contractor's liabllity set forth in the Section
antitled “Limitation of Liability."

18.

20.

21,

fi EXCERT FOR THE EXPRESS WARRANTIES
SPECIFIED (N THIS SECTION, CONTRACTOR
MAKES NO WARRANTIES EITHER EXPRESS OR
IMPLIED, INCLUDING WITHOUT LIMITATION ANY
IMPLIED WARRANTIES OF MERCHANTABILITY OR
EITNESS FOR A PARTIGULAR RURPOSE.

SAFETY AND ACCIDENT PREVENTION: In parfoeming
work under this Contract on Stale premises, the Contractor
shall conform to any specific safety requiraments contained in
the Ceniract or as required by law or regulation. The
Contractor shiall take any additional precautions as the State
may reasonably require for safety and accident pyevention
purposes, Ahy violation of such rules ard requirerhents,
unleas promptly eerrected, shall be grounds for termination. of
this Contract in accardance with the default provisions hereef.

INSURANCE: The Gontracter shalt maintain all coramarcial
general liabillty insurance, workers' compensation insurance
and any ather insurange required under the Contract. The
Gontractor shali fumish insurance ecertificate(s) evidencing
required insurance coverage acceptable lo the State,
ineluding endeorsaments showing the State as an “additlonal
Insurad” f required under Contract, Any - requirad
endorsements requested by the State must be separately
provided: emeraly referding to such coverage on the
certificates(s) 18 insufficlent for thls purpose.  When
performing weork on state owned at controllad propery,
Gontracter shall provide a walver of subrogatior: i faver of
the State for its workers’ compensatlan pelicy.

TERMINATION FOR NON-APPROPRIATION OF FUNDS:

a) if the term of this Contract extends into figcal years
subsaquent to that in whieh it Is approved, such.
continuation of the Contract is contingent on the
appropriation of funds for such purpose by the
Legislature, If funds to affect such contlnued payment
are nat approptiated, the Gontractor agrees to take back
any affected Deliverables furnished under this Contract,
terminate any servicas supplled to the State under this
Contract, and: ralieve the State of any futher obligation,
tharefar.

by The State agreas that If it appears likaly that subsection
a) above will be Invoked, the State and Contractor shall
ageee to take all reasonable steps to prieritize work and
Deliverables and rinimize the ineureence of edsts prior
to the explration of funding for this Centract,

¢) THE STATE AGREES THAT IF PARAGRAPH a)
ABOVE 18 (INVOKED, COMMERCIAL HARDWARE
AND SOFTWARE THAT HAS NOT BEEN PAID FOR
SHALL BE RETURNED TQ THE CONTRACTOR IN
SUBSTANTIALLY THE SAME GONDITION (N WHICH
DELIVERED TO THE STATE, SUBJEGT TO NORMAL,
WEAR AND TEAR. THE STATE FURTHER AGREES
TO PAY FOR PACKING, CRATING,
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TRANSRORTATION TO CONTRACTOR'S NEAREST
FACILITY AND FOR REIMBURSEMENT TO THE

‘CONTRACTOR FOR EXPENSES INCURRED FOR

THEIR ASSISTANCE

IN SUCH PACKING AND
CRATING, :

22. TERMINATION FOR THE CONVENIENCE OF THE STATE:

a

b}

c}

d

e}

The State may temainate performance of weark under this
Conlract for ita convenlence In whole or, fram time to
time, In: part, if the Department of General Services,
Deputy Director Procurement Divislon, or desigree,
determines that a termination is in the State's interest.
The Department of General Services, Deputy Director,
Procurement Division, or designee, shall terminate by
delivering to the Contractor a Notice of Tesmination
spacifying the extent of termination and the effective
date thereof, ,
After recelpt of & Netice of Terminatien, and except as
diracted by the State, the Centracter shall immediately
proceed with the following cbligations, as applicable,
regardless of any delay in determining or adjusting any
amounts due under this clause, The Contractor shall;
()} Stop work as specifiec in the Notice of Termination.
(i) Place ne further subcontracts for materlals,
services, or facilities, except as recessary to
complete the continuing portion of the Centraet,
(it} Terminate all subcantracts to the extent they relate
to the work terminated: ’
fivy Seitle all outstanding Habllities and termination
sattlement praposals arising from the termination of
. subeontracts;
After termination, the Contractor shall submit a final
tarmination seitlement preposal te the Stale in the form
and with the information prescribed by the State. The
Contractor shall submit the proposal promptly, but fe
later than 90 days after the sffective date of termination,
unless a .different time is provided in tha Statement of
Work or in: the Notice of Termination.

‘The Contracter and the. State may agree upon the whola

or any part of the amount to be paid as requestad under
subsaction (c) abeve.
tnless otherwise set forth In the Statement of Work, if
the Contractor and the State fall to agree on the amount
to be pald because of the termination for convenience,
the State will pay the Confractor the following ameunts,
provided that in ne event will total payments exceed the
amount payable to the Contractor if the Centract had
been fully performed:

(I The Cantragl price for Daliverables or services
accepted or retalned by the State and not
praviously paid for, adjusted for any savings on
frelght and other charges; and

(i} The total of:

A  The reasonable costs meurred in the
performance of the work temninated,
Including: initial costs and preparatory
expenses allocable thereto, but excluding
any cost aftributable to Deliverables or
services paid or to be paid;

B}  The reasonable cost of selting and paying
termination  setflement propesals under
ferminated subgontracts that are proporly
chargaable to the terminated portion of the
Contract; and

C} © Reasenable: storage, transportation,
demobifization, unamoriized overhead and
capitat costs, and: ether costs reasonably
ingurred by the Confractor in winding down
and terminating its work.

The Contractor will use generally accepted accounting
principles, or accounting principles otherwise agraed to
in writing by the parties, and sound business practices In
determining all costs claimed, agreed to, or determined

. under this clause,

23. TERMINATION FOR DEFAULT:

a)

b}

c)

d}

The State may, subject to the clause titled “Force

Majeure” and to sub-gection d) below, by written notice

of default to the Centractor, terminate this Contract In

whote or In part if the Contractor fails to:

i Deliver the Deliverables or perform the services
within the time specified in the Contract er any
amendment thereto;

i Make progress, se that the lack of pragress
endangers performance of this Contract; or

fity Parform any of the other provisions ef this Gontract.

The State’s right to terminate this Contract under sub-

seclion a) above, may be exercised only if the failure

constitutes a materlal breach of this Contract and if the

Contractor does not cure such fallure within the time

frame stated in the State's cure notice, which in no event

will be less than fiteen (15) days, unless the Statement
of Waork calls for a different perlod,

if the State terminates this Contract in wheole or In part

pursuant to this Section, It may acquire, under terms and

in the manner the Buyer censiders approprlate,

Deliverables or servicas similar to those terminated, and

the Contractor will be liable to the State for any excess

costs for those Deliverables and services, including
without limitation costs third party vendors charge for

Manufacturing Materials (but subject to the clause

entitled “Limitation of Liabllity”}, However, the Contractor

shall continue the work net terminated.

If the Contract is terminated for default, the State may

requlre tha Contractor to transfer title, or in the casa of

licensed Software, llcense, and dellver to the State, as
directed by the Buyer, any:
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24,

(i completed Detlverables,

(i) partially completed Deliverables, and,

(i} subject to provisiens of sub-section @) below,
Manufacturing Matarials related to the terminated
portion of this: Contract. Nothing In this sub-section
d} will be construed to. grant the State rghts to.
Deliverables that & would not have received had
this. Contraet been fully performed. Upon direction
of the Buyer, the Contractor shalt alse protect and
preserve propetty In its possession in which the
State has an intarast.

e} The Siale shall pay Centract price for cempleted
Dellverables deliverad and aceepted and ltems the State
raquires the Contractor te transfer under seclien {d)
abave, Unless the Statement of Wark calls for different
procedures or requires ne-charge dalivery of materials,
the Contractor and Buyer shall attempt to agree on the
amount of payment for Manufacturing Materials and
other matarials dailvered and accepted by the State for
the protestion and preservetion of the property; provided
that where the Contractor has billed the State for any
such materiats, na additional charge will apply. Failure
to agree wil constitute a dispute under the Disputes
clausa, The State may withhold from these amounts any
sum i determines te be necessary to profect the Stae
agalnst loss because of outstanding llens or claims of
farmer lan halders.

fi i, after tarmination, & ls delermined by a final decislon
that the Contractor was not in default, the rights and
obligations of the partles shall be the same as if the
termination had been issued. for the convenience of the
State.

g} Bath partias, State and Contractor, upen any termination
for default, have & duty to mitigate the damages suffered
by it,

h)  The dghts and remedies of the State In this clause are lin
addition to any other rights and remedies provided by
law or under this Contract, and are subject to the clause
titled "Limitation of Liability.”

FORCE MAJEURE: Excapt for defaults of subsontractars at
any tler, the Contractor shall net he Habla for any excess
costs If the failure o periorm. the Contract arises from causes
heyond the control and: without the fault er negligence of the:
Coniractor. Examples of such causes include, but are not
limited to:

a}  Acts of God or of the public enamy, and

b} Acts of the federal er State govermnment in either its

soveralgn or eantractual capaeity.

If the fallwre to perform is caused by the default of a
subcontractor at any tier, and if the cause of the default is
beyond the aontrol of hath the Gontracter and subcontractor,
and withaut the fault er negligance of either, the Centractor
shall not be liable for any excess costs for fallure to perform.,

26.

26,

’

RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

ay In the event any Beliverables furnished or services
provided: by the Contractar In- the performance of the
Conttact should fail to conform to the regulrements
herain, ar to the: sample submittad: by the Contractor, the
State may reject the same, and it shall become the duly
af the Contractor fo reclaim. and remove the item
promptly of to correct the performance of services,
without expense to the State, and immediately replace
all sush: rejecied tems with others cenforming to the
Contract. ’

b} In addition: to any other rights and remedles the State
may have, the State may tequire the Conteactor, at
Contracior's expensa, to ship: Deliverables via: air freight
ar expadited reuting to aveld ef minimize actwal or
potential delay if the detay Is the faulf of the Contractor.

o} In the event of the tarmination of the Contracl, either in
whale or in part, by reason of default ot breach by the
Contractor, any loss or damage susialhad by the State in

“procuring any ltems which the Cantracter agreed to
supply shall ba barne and paid for by the Confractor (but
subject to the clause entitled “Limitation of Liabiiity”).

dy The State reserves the right to offset the reasonable eost

of all damages caused to the State against any
outstanding invoices or amounts owed ta Contractor or
to make a clalm against the Centractor tharafore.

LIMITATION OF LIABILITY:

a)} Except as may be otherwise approvad by the
Department of Generat Serdges Deputy Director,
Procurement Divislon or their designee, Contractor's
liabliily for damages to the State for any cause
whatsoever, and ragardiess of the form ef actiom,
whether In Contract or In tort, shall be iimited to the
Purchase Price. Fer pwpeses of thls sub-gectien a)
"Purchase Price” wilt mean the aggregate Contract price;
except that, with respact to & Contract under which
multipls purchase orders will be lssued fe.g., a Master
Agreement er Multiple Aware Schedule Contract),
‘Purchase Price” wili mean the total price of the
purchase order for the Deliverable(s) or sarvlcals) that
gave dae to the lose, such that Contractor will have a
separate imitation of lability for gach purchase order.

by The foregoing Hemitation of liability shall not apply (i} to
any liabilty under the General Provisions enfitled
"Compliance with. Statutes and Regulations™ (i) to

- liabllity uader the General Provisions entitled “Patent,
Capyright, and Trade Secret Indermnity” of te any other
liabilty (including witheut limitation indemnification
obtigations) for Infringement of third parly intelisctual
proparty rights: (i} to ctalms arising under provisions
hereln calling for Indernification. for third party claims
against the State for death, bodily injury to persons or
damage fo real er tangible personal property caused by
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27.

28.

Cantractor's negligence or wiliful miscenduct; or (i} fo
costs or attomey's faes. that the State becomes entitled
to. recaver as a prevalling party in-any actien,

€} The State’s liablity for damages for any cause
whatsoever, and regardiess of the forn of action,
whether. In Coentract er in tert, shall be Hmited to the
Purchase Price, as that term is defiaed in subsection a)
above. Nothing herein shall be construed to walve or
limit the State's soverelgn lmmunity or any other
imemunity from suit provided by law.

d} In.no event will either the Centractor or the Stata ba
liable for consequential, Incldental, indirect, special, or
punitive damages, even if notification has been given as
to the pessibility of such damages, except (i} to the
extent that Contracter's liability for such damages Is
specifically set forth in the Statement of Wark aor {iI} to
the extent that Contractor's liability for such damages
arises out of sub-section b)(i3, b)Y, ar bV} shove.

CONTRACTOR’S LIABILITY FOR INJURY TO PERSONS

OR DAMAGE TO PROPERTY:

&) The Contracter shall be liable for damages arlsing out of
injury to the parson andior damage to the praperty of the,
State, employees of the Stete, persons designated by
the State for training, or any other person(s} other than:
agents or employees of the Contracior, designated by
the State for any purpose, prior to, during, or subsequent
o delivery, installaticn, aceeptance, and use eof the
Deliverables either at the Contraclor's sile or at the
State's place of business, provided that the Injury or
damage was causad by the fault or negligence of the
Contractor.

b} The Contractor shall not be llable for damages arising
aut of or caused by an alteration or an Attacheent not
made or installed by the Contractor, or fer damage te
allerations or Aftachments that may result from the:
normal operation and malntenance of the Deliverables.
provided by the Gontractor during the Contrag,

INDEMNIFICATION: The Contracter agrees te indemnify,
defend and save harmless the State, its officers, agents andl
employees from any and all third party clalms, costs
{imcluding without limitation reasonable attorneys' fees), and
losses due to the Injury or death of any individual, or the loss
or damage fo any real or tangible personal property, resutting
from the willful miseonduct er negligent acts or omigsions of
the Contractor or any of its affillates, agents, subcontractors,
employees, suppliers, or laborers fumishing or supplying
werk, services, materials, or supplies in connection with: the
perormance of this Gontract, Such defense and payment will
be conditional upon the following;
a) The State will netify the Coniractar of any such ¢lalm in
writing and tender the defense thersof within a
reasonable time; and

29,

30

31.

32,

33.

34,

b} The Contractor will have sole control of the defense of
any action on such claim and all negotiations for its
settlement or compromise; provided that (I} when
substantial principles of government or public law are
invelved, when litigation might create precedent affecting
future State operations or liability, or when involvement
of the State Is ctherwise mandated by law, the State
may participate in. such actien at i own expense with
respect to attorneys’ feas and costs (but not lability); (b
where & setiement weuld impose liabilty on the State,
affect principles of Californla government or public law,
or impact the authority of the State, the Department of
General Services will have the right to approve of
disapprove any seftlement or compromise, which
approval will not unreasenably be withheld or delayed;
and (i} the State will reasonably cooperate In the
defense and In: any refated settiement negotiations.

INVOICES: Unless otherwise specified, involces shall be
sent to the address set forth herein. Invoices shell be
submitted In triplicate and shall inglude the Contract number,;
release. order number (If applicable); item number; unit price, -
extended item price and involee total amount. State sales tax
andfor use tax shall be itemized separately and added to.
each invoioe as applieable.

REQUIRED PAYMENT DATE: Payment will be made in
accordance with the provisiens of the Californla Prompt
Fayment Act, Government Code Section 927 e, seq. Unless
expressly exempted by statute, the Act requires Siate
agencles to pay properly submitted, undisputed invoices not
more than 45 days after (I} the date of acceplance of
Delivergbles or perfarmance of serviees; or (i} receipt of an
undisputed invelce, whichever Is later.

TAXES: Unless otherwise required by law, the Siate of
California is. exempt from: Federal exclse taxes. The State wil
only pay for any State or local sales or use taxes oh the
sarvices rendered of Goods supplied to the State pursuant to
this Contract,

NEWLY MANUFACTURED GOODS: Al Geods furnished
under this Centract shall be newly manufactured Goods or
certifled as new and warranted as new by the manufacturer;
used or reconditioned Goods are prohiblted, unless otherwise
specified.

CONTRACT MORIFICATION: No amendment or variation of
the terms of this Coniract shall be valid unless made In
writing, slgned by the parties and approved as required. No
oral understanding or agreement not Incorporated in the
Contract is binding on any of the parties.

CONFIDENTIALITY OF DATA: AIE fingneial, statistical,
persenal, technical and other data and information refating to.
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35,

36.

the State's operation which are designated confidential by the
State and. made available to the Contractor in order 1o cary
out this Cantract, or which become available to the Gontractor
in caerylng out this Contract, shall be protected by the
Cantractor from unauthorized use and disclosure through the:
chservance of the same or more effective procedurak
requirements as are applicable to. the Stale.  The
identification: of alk such: confidential data and Information: as
welt as the State's pracedural requirements for protection of
such data and Information from unauthorized use and
disciosure shail be provided by the Stats in writing to the
Contractor. If the methods and procadures employed by the
Contractor for the protection of the Contractor's data and
Information are deemed by the State ta be adequate for the
protection of ihe State's confidentlal Information, such
methads and procedures fmay be used, with the written
congent of the State, to carry out the Intent of this. paragraph.
The Contractor shalt not be required under the pravisions of
this paragraph to keep confidentiat any date or information
which is or becomes publicly available, is already rightiully: n;
the Contractor's possession without obligation of
confidentiality, is independently developed: by the Contractor
outside the scope of this Genteact, or Is rightfully obtalned:
from thirc parties.

NEWS RELEASES: Unless otherwise exempted, news
ralsases, endorsements, advedising, and soclal media
content pertalning to this Cantract shall not be mede without
priar written. approval of the Depariment of General Services,

DOGUMENTATION

a) The Contractor agrees to provide to the Stale, at no.
charge, all Docurmentation as described within the
Statemant of Wark, and updated verslons theteef, which
arg necessary or useful to tha State in s use of the
Bquipment or Software provided hereunder. The
Contractor agrees to provide additional Documentation
at pricas net In excess of charges made by the
Contractor to s other customers for similar
Dacumentation,

b} If the Contractor iz unable to perform maintenance or the
State desires to perform lts own malntenance on
Equlpment purchased under this Contract then upon
wrltien notlce by the State the Contractor will pravide at
Gontractor's then ourrent rates and fees adequate and
reasanable asslstance ingluding ralevant Decumentation
{o allow the State to malntain the Equipment based on
Contractor's methodology. The Contractor agraes that
the State may reproduce such Documentatian far its own
use In maintaining the Equipment. |f the Conlractor I8
unable to perform malntenance, the Contractor agrees fo
license any other Contractor that the State may have
hired to malntain the Equipment fo use the above noted
Documentation.  The State agrees to lhclyde the

Contractor's  copyright noticse on  any  such
Documentation reproduced, In  accordahce  with
copyright Instruetions to be provided by the Contractor,

37. RIGHTS IN WORK PRODUCT:

a)y Al inventions. discoveries, Intellactual property,
technlcal communieations and records originatad or
prapareet by the Gontractor pursuant to this Gontract
Including papers, repoits, charls, computar programs,
and other Documaentation or impravemants thersto, and
Including Centractor's administrative communications
and records ratating to this Gonirast (collectively, the
“Wark Product’), shali be Contractor's exclusive
praperty. The provisions of this sub-section: a) may be
revised in a Staternent of Wark.

b  Software and other materials developed: or ciheiwise
obtained by or for Ceniractor eor Its affilates
indepandently of this Contract or applicable purchase
order ("Pre-Existing Matarials”) do net constitute Work
Produet. I the Contractor creates derivative works of
Pre-Existing Materials, the elaments of stich derivative
works created puesuant to. this Gontract constitute Werk
Produet, but ether elements do net. - Nathing In: this
Section 37 wil be construed to intorfere with
Contrastor's of its affiliates’ ownership: of Pre-Existing
Materials.

¢} The State will have Goverament Purposa Rights to- the,
Work Product as Deliverable or delivered to the State
heraunder. “"Gaveraraent Purpose Rights” are the
unlimited, irrevocable, worldwide, perpetual, royalty-
free, non-exclusive rights and licensas to use, modify,
repreduce, perform, release, display, create davivative
works from, and disclese the Work Peoduct.
“Governeent Purpose Rights" also Includa the right to
release ar disciese the Work Product outslde the State
far any State government purpose and to authotlze
reciplents to use, modify, repreduce, perform, release,
display, create derivativa works from, and disclose the
Work Product for any State governmant purpose. Such
reciplants of the Wetk Product may holude, without
limitation, State  Contractors, California  local
governments, the U.8. federal government, and the.
State and local governments of other states.
“Government Purpase Righls” do nat include any tights
to use, modify, reproduce, perform, release, display,
create detvative works from, or disciose the Work
Praduct for ahy cemmargial purpose.

d) The ldeas, concepts, know-how, or tachnlquas relating
to data. processing, developed during the course of this
Gontract by the Contractor or Jointly by the Contracter
and the State may be used by either party without
obligation of notice or accaunting.

&) This Contract shali not preclude the Contractor from
daveloping malerlals outsida this Contract that are
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competitive, irrespactive of thelr similarity to materials
which might be delivered te the Slate pursuant to this
Contract. : )

38, SOFTWARE LICENSE: Unless otherwiso spacified i the

39,

Statement of Werk, the Cantractor hereby grants o the State

and the Stala accepts from the Contractor, subject te the

terms and conditions of this Contact & perpelual,

irravocable, royalty-free, nor-exclusive, lleense o use the

Software Products in this Contract (hereinafler referred to as

“Software Products").

a) The State may use the Softwara Products in the conduct
of its.own buslness, and any divislor: thereof

by The license granted above suthorized the State to use

" the Scftware Preduets in maching-readable ferm on the

Computer System located at the sitel(s) specified In the
Statement of Weork, Sald Computer System and Hs
assoclated units (collectivaly referred to as CRU) are as
designaled in the Statement of Work. If the designated:
CPLU is inoperative due to malfunctien, the license harein
granted shalt be temporarily extended to authotize the
State to use the Sefiware Produels, in machined-
reacdable forr, on amy other State CPU uniil the
designated GPU is returned to operation.

¢} By prior witten notige, the State may redesignate the
CPU in which the Seftware Products gre to be used
provided thal the redesignated GPU ia substantially
similar in size and scale at no additional cest. The
redesignation shall net be limited to the griginal site and
will be effective upon the date specified in the notice of
redesignation,

d} Acceplance of Commercial Seftware ({Including third
party Software) and Custom Software will be governad
by the terms and conditlona of this Gontract.

PROTECTION OF PROPRIETARY SOFTWARE AND
OTHER PROPRIETARY DATA: The State agrees that all
malaerial appropriately marked eor Identified In writihg as
proprietary, and fumished hereunder ate provided: for Stale's
exclusive use for the purpeses of this: Contract enly, All stch
proprietary data shall remain the preperty of the Contractor,
The State agrees to take all reasonable steps to insure that
such proprietary data are not disclosed to. others, without prior
written consent of the Contractor, subject to. the California
Fublic Records Act. The State will insure, prior to disposing
of any media, that any licensed materlals contained thereon
have been erased or otherwise destroyed. The Stale agrees
that it wift take appropriate action: by instruction, agresment or
otherwise with its employees or other persens permitted
access to licensad software and other proprietary data to
satisfy its obligations under this Contract with respeet to use,
copying, modiflcation, protection and security of proprietary
software and other proprietary data.

40,

41,

42.

RIGHT TO COPY OR MODIFY;

@) Any Software Product-provided by the Centragter in
machine-readable form may be copled, In whole or in
part, In printed or maehine-readable form for use by the
Slate with the designated CPU, to perform one-time
benchmark tests, fer archival or emergency restart
purposes, to replace a wom copy, te understand the
contents of such machine-readable material, or to medify
the Software Product as provided below; provided,
however, that ne mere than the number of printed coples
and machine-readable coples as specified In the
Statement of Work will be in exlistenca under this
Contract at eny time without prior consent of the
Contractor. Such consent shall not be unreasonably
withheld by the Contraclor. The eriginal, and any coples
of the Software Product, in whele or in part, which are
made hersunder shall ba the preperty of the Contractor.

b}  The State may modlfy any nen-persenal computer
Software Producl, In machine-readable form, for its own
use and merge it into other program material  Any
pertion of the Sofiware Produst included In any merged
program material shall be used only on the designated
CPUs and shall be sublect to the terms and cenditiens of
the Gentract.

FUTURE RELEASES: Unless otherwise specifically

provided in the Contract, or the Statement of Work, if

improved versions, e.g.. paiches, bug fikes, updates or
releases, of any Sofiware Product are developed by the
contractor, and are made avaifable te other licensess, they
whi be: rade available to the State at no additional cost only i
sueh gre made avallable to ether licensees af no additional
cost. M the Contrastor offers new versions er upgrades to the
Sofiware Product, they shall be made available to the State at
the State's optien at a price not greater than the Contract
price plus & price Increase proportionate to- the increase fram
the list price of the original version te that of the mew version,
if any. W the Software Product has ne list price, sugh price
Increase wilt be properionate to the inerease in average price
from the original te- the: new: version, If any, as estimatad by
the Contractor In good faith.

ENCRYPTION/CPU ID AUTHORIZATION CODES:

8) Whern Encryption/CPU Identification (D) authorization
codes are requirad fo operate the Software Products, the
Contractor will provide all codes to the State with
delivery of the Software.

b} In case of an Inoperative CPI, the Contractor will provide
& termparary encryption/CPU: I aathorization code fo the
State for use on a temporarily authorized CPU until the
designated CPU s retwrned to operation,

¢} When changes in designated CPUs ocew, the State will
notify the Contracter via telephone and/er facsimiese-
mail of such change, Upon receipt of such: netice, the:
Contracfor will Issue via telephone: and/or facsimilefe-
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rhail to-the State within. 24 hours, a temporary: ensryptian:
ID autharization: coda: for use on the newly: designated
GPL untlksuch time as: permanent code: is assignad.

43, PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a}

b)

Centractor will inderanify, dafend, and save. harmiess the
Siate, its officers, agents, and employees, from any and
all thire party claims, eosts (including without linnitation
reaschable attomeys’ fees), snd losses for infrngerent
or violation of any U1.S. Intellectual Property Right by any
product or senvice provided hersunder. With respect to
claims arsing from computer Hardware or Soflware
manufactured by a third party and sald by Geontraclor as
a reseller, Contractar will pass through to the State sueh
indemnity rights as It recalvas fram. such third parly
(“Third Party Obligation”) and will coeperate in enforeing
them; provided that if the third party manufacturer falls to
honer the Third Party Obligation, Contractor will provide
the State wih Indemnity peotection equal to that called
for by the Third Party Obligation, but in no event greater
than that salled for in the first sentenge of this Section.
The provisions of the preceding sentence apply only to
third party computer Hardware or Seftware seld as a
distinet unit and accepted by the State.
Unless a Third Party Obligation provides otharwise, the
dafanse and payient obligations set forth in this Sectien
will be cenditionak upan the following:
iy The State will notify the Centractor of any such claim
0. writing and tender the defense thereaf within a
reasenable time; and
iy The Contractor will have sole control of the defense.
of any action. on such: clalr and: all negotiations for
its setllement or compromise; pravided that {a) when
substantial principtes of government or public law are
involvad, wihen litigation might create precedent
affecting future State eperations ar liabllity, or whan
involvement of the State is. othetwise mandated by
law, the State may particlpate it such actier at ifs
oWn expense with respect to alterneys’ fees and
costs {but not liabliity}; (b) where a settlament would
impose labilty on the State, affect principles of
Catlfornia government or public lew, or impact the
autharity of the State, the Deparment of Genaral
Services will have tha right to. approve or disapprove
any settlement or compromise, which appreval will
rot unraascnably be withheld or delayed; and (¢} the
State will reasenably cocperate in the defense and in
any related settlement negotiations.
Shauld the Deliverables, or the operation thereof,
hecome, or In the Contractor's opinioh ate lkely to
became, the subject of a claim of infriingement or
violatlon of a U.S. intellectual Property Right, the State
shall permit the Contractor at its option and expense
gither to. procure for the State the tght to continue using

c)

d)

the Deliverables, or lo repltace or modify the same sa

that they bedome non-infringlag. If none of thase

options can reasonably be takan, ar if the use of such

Daliverables by the State shal be prevented by

injunetion, ihe ‘Contractor agress to take back such

Beliverables and make every reasoliable effort to assist

the State in procuring substitute Deliverables. I, in: the

sale opinion of the State, the raturn of such: infeinglag:

Deliverablos makes the relention of other Deliverables

acquirad from the Qontracior uynder thls Centract

impractical, the State shall then have the oplion of
ietminating such Gontracts, or applicable pertlons
thereof, without pedalty or terminatien charge. The

Contractor agrees 10 take bagk such Deliverables and

eafund any sums the Stata has pald Gontractor less any

reasonable amout for use or damage. ‘

Tha Gontractor shall have no liablity to the State under

any provision of this clause with: respect te any claim of

patent, copyright or trade secret infringement which is
based upon: :

{h The combination er wutlizalion of Dellverables
furnished hereunder with Equipment, Software or
davices not made or furnished by the Contractor;
or, .

{l) The operatioh of Equipment furnished by the
Contragtor under the control of any Operating
Software other than, or In addition to, the current
version of Gantractar-supplied Operating Software;
ar .

(i) The modification Initiated by the State, or a third
party al the State’s direction, of any Deliverable
furnished hergunder; or

{iv} The sombination or utllization of Software furnlshed
hereundgr with non-Centractar supplied Software.

The Cantractor cerdifies that It has appropriate systems

and contrals in place to ensure that State funds will not

he used in the performance of this Centract for the
acquisitioh, aperation or maintenance of computer

Seftware in vialation of copyght laws.

44. DISPUTES:

ay The partles shall deal in geod faith and attempl to

resalve potential disputes informally, If the dispute
persists, the. Contractor shall submit to the Departrent
Directar or designea a written demand for a final
decision regarding the disposition of any dispute
between the partles arising under, telatad to or'lonolving:
this Cantract, Contractor's written demand shall be fully
supported by factual infortatioh, and if such demand
invalves @ cost adjustment to the Contract, Gentractor
shall Include with the demand a wrilten statethent signed
by ah authotized person iadicating that the demand is
made in good faith, that the supporting data are accurate
and camplate and that tha amount requested acourately
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b}

d)

reflects the Coniract adjustment for which Cantractor
believes the State Is liable. The gontraciing Pepartment
Directar or designee shall have 30 days after recelpt of
Contractor's wrillen demand invoking this Sectlon
‘Disputes” to render a writlen decision. If a written
decision is net renderect within 30 days after receipt of
contractors demand, K shall be deemed a decision
adverse to the Confraeior's contention. If the Centractor
ls not satisfied with the decision of the Depariment
Director or designes, the Contractor may appeal the
decision, in writing, within: 15 days of its issuance (or the
explration of the 30 day period In the event ne deeisien
Is rendered by the coniragting department), to the
Department of General Services, Deputy Direclor,
Procurement Divislon, whe shall have 45 days te render
a final decisien. If the Contractor does nat appeal the
decislon of the contracting Department Divector or
designee, the degision shall be conelusive and binding
regarding: the dispute and the Contracior shall be barrad
from commencing an action in court, ar with the Victims
Compensation Govermnment Ctaims Board, for failure to
exhaust Contraclor's administrative remeadias.

- Pending the final resolution of any dispute arising under,

related to. or involving this Centract, Contractor agrees to
diligently peoceed with the. parformance of this Contract,
ineluding the dellvery of Geoeds or providing of services
in accordance with the State’s Instructions regarding this
Contract. Contractors fallure to ditigently proceed In
accordance with the State's instructions regarding this
Confract shall be considered a materal breach of this
Contract.

Any final docision of the Stale shalf be expressly
identified as such, shall ba in writing, and shall be sighed
by the Deputy Direetor, Procurement Division § an
appeal was made, If the Depuly Direcler, Procurement
Division fails to render a final declsion within 45 days
after recelpt of Contractor's demand, it shall be deemed
a final deciston adverse to Contractor's contentions. The
State’s final decision shall be conclusive and binding,
regarding the dispute unless Contracter commences an
action in a court of competent Jurisdiction to centest such
decision within 90 days following the date of the final
decision or one (1) year followlng the accrual of the
cause of action, whichever s later.

For disputes [(rvolving purchagses made by the
Department of General Services, Procuremant Divisian,
the Contractar shalt submii 1o the Department Director or
designee a wrliten demand for a final declsion, which
shall be fully supperted in the manner described in the
subsection a above, Tha Deparment Diresctor or
dasignee shall have 30 days fo render a final decisian, If
a final declslon is net rendered within 30 deys after
recelpl of the Contractor's demand., it shall be deemed a
final decision adverse to. the Contracter's contentien.

The final decision shall be conclusive and binding
regarding the. dispute unless the Contractor commences
an action in 8 court of competent jurisdiction to. contest
such decislon within 80 days following the date of the
final declslon: or one (1) year following the accrual of the
cause of actlon, whichever is later. The dates of
decislon and appeal in this section may be modifiad by
mulual consent, as applicable, excepting the time ta
commence an action in a court of competent jurisdiction.

46, STOP WORK:

&)

b)

¢

The State may, at any time, by written Stop Work Order
to the Centractor, require the Gentractor to stop all, or
any part, of the work called for by this. Contract for a
peried up to 45 days after the Slep Work Order Is
delivered to the Contractor, and for any further paried fo
which the parties may agree. Tha Stop Work Order shall
be specifically identified as such and shall indicate It Is
lssued under this clause. Upon receipt of the Stop Work
Order, the Contractor shall immediately comply with its
ferms and take all reasonable steps to minlmize: the
Incurrance of costs allocable te. the work covered by the
Slop Work Order during the period of work stoppage.
Within a period of 45 days afler a Stop Work Qrder is
delivered to the Contractor, or within any extension of
that period to which the parties shall have agreed, the
State shall aither:

{iy Cancel the Stop Work Order; or

“{il) Terminate the work covered by the Stop Work

QOrder as provided for In the termination. for defauit
or the termination for convenlence clause of this
Confract.
If a Step Work Order issued under this clause is
canceled or the period of the Stop Work Order or any
extension thereof expires, the Contractor shall resume
work, The State shall make an equitable adjustment in
the dalivery scheduls, the Contract priee, or beth, and
the Contract shall ba modifiad, In writing, accerdingly, If:
(} The 3top Work Qrder results in en increase In the
ime required for, or in the Contractors cost
properly allogable o the performance of any part of
this Contract; and
() The Contractor asserts its right to an equitable
adjustment within 60 days after the end of the
perlod of work stoppage; provided, that If the State
decides the facts Justify the action, the Slate may
raceive and act upon a proposal submitted at ary
time before final payment under this Contract,
if a Stop Work Order Is not canceled and the work
covered by the Stop Work Order Is terminated in
accordance with the provision enfitted Termination for
the Convenlence of the State, the State shall allow
reasonable costs resulting from the Stop Werk Order in
arriving at the termination seftlement,
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46,

47.

d)} The State shall not ba liable to the Gontractor for loss of
profits because of a Slop Werk Qrder issued undar this
clause.

EXAMINATION AND AUDIT: Contractor agress that the
Stata, ot its designaled representative shall have the right to
review and copy any records and suppetting documentation
pertaining to. performance of this Cenlract. The Centractor
agrees to maintain such racords for possible audit for a
minimum of theee (3} years after final payment, unless &
longer period of records retention Is stipulated. The
Caontracter agrees to allow the audites(s) access te such
racords during natnal business heurs and In such a manner
30 as o not Interfere uhreasonably with normal business
activities and to aliow terviews of any employees or othars
who might reasonably have Information related to such
racoeds. Further, Contractor agrees to nclude a simlitar right
of the State to sudit records and interview stafl in any
subcontract refated to performance of this Contract.  The
State shall provide reasonable advance written notlce of suek
audit(s) te. the Contractor. '

FOLLOW-ON CONTRACTS:

a) |If the Contractor or its affilales provides Technlgal
Consulting and ODirection {as deflned below), the
Contractor and iis affiliates: .

( wlli not be awarded a subsequent Contract to
supply the sewige or system, or any significant
component thereof, that is used for or in conrpection
with. any subject of such. Technical Censulting ang
Direction; and

)} will net ast as consultant to any persen or entity
that does receive a Cohtract described in sub-
section (f). This prahibltion will eentinug for ane (1)
year after termination: of this Contract or complation

"of the Technical Consuiting and Direction,
whichever comes later.

b} ‘“Technicat Cansulting and Direction” means servicas for
which the Gentractor received compensation from the
State and Includes:

{i) development of or assistance In the development of
work statements, specifications, sellcitations, or
feasibility studies;

{iy developtment or design of tast requiremants;

{Iiy evaluation of test data;

{iv} direction of or evaluation of anather Contractor;

(v) provision of farmal recommendations regarding the
acquisition of Information Technology products or
servicas, or :

(vi} provisions of formal recommendations regarding
any of the ahove. For purposes of this Section,
"affiliates” are employeas, dirsclors, pattners, joint
vanture  particlpants, patent  cerporations,
subsidiaries, or any other entity controlled by,
contraliing, or under common control with the

48,

49,

§0.
. &) Budag the performance of this Contract, the Contracter

'PRIORITY HIRING CONSIDERATIONS:

Gantractor. Contrel exists when an antity owns or
directs miore than fifty percent (80%) of the
cutstanding shares or securities eepresenting the
right to vate for the election of directars or other
tanaging authority.
¢} TFo the exiént permissihie by law, the Ditector of the
Department of General Serviges, or designee, may
walve the restrictions set forth in this, Section by written
aotice to the Contractor if tha Ditector determines thelr
application would not be in the Stata's best interest.
Except as probibitedt by law, the resirictions of this
Saection wilt nat apply:
iy to follow-on advice given by vendars of commarcial
off-the-shell products, - ingluding, Seftware and
Hardware, on the operation, integration, repalr, or
maintenatee of such products after sale; or
(i) where the State has entered into a master
agreement for Software er sefvices and the scope
of work at the time of Contract exscution expressly
calls for fulure recommaendations among the
Contractor's own products.
d) The restrictions set forth I this Sectlon are in additlon: to
cenflict of interest restriclons imposed an public
- Contractors by Calfornia law {'Conflict Laws”). [n the
avant of any inconsisiency, such Conflict Laws override
the provisions of this Sectioh. even if enacied after
axacution of this Contract.

If this Contract
Includes satvices in excess af $200,000, the Contractor shall
glve priority consideration In filing vacancles In positions
funded by the Gontract te qualified recipients of ald under
Welfara and institutions Code Section. 11204 In aceordance
with PCC Section 10383,

COVENANT AGAINST GRATUITIES: Tha Contractor
wartants that ha gratulties (in tha form of entertalnment, gifts,
or otherwlse) were. offered or given by the Centractor, or any
agent or representative of the Contractor, to any officer or
afmployee of the State with- a view toward securing the
Contract or securing favorable treatment with respact to any
determlnations congerming the performance af the Contract.
For breach or viglation of this warranfy, the State shall have
the right to terminate the Contract, either in whole or in part,
and any loss or damage sustainad by the Stale In procurng
on the open market any items which Contractor agreed to
supply shatl be borne and paid for by the Centractor. The
rights and remedies of the State provided in this clause shalt
nat be exclysive and are in addition to any other rights and
ramedias provided by law ar [n aguily.

NONDISCRIMINATION CLAUSE:

and His subcontractors shalt not unlawfully discriminate,
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81.

62.

harass or allow harassment, against any employea or
applicant for employment because of sex, sexual
orlentatlon, race, celor, ancestry, religlous ecreed,
national origin, disablliity (including HNV and AIDS),
medieal conditlon (cancer), age, martal status, and

denlal of family care leave. The Contractor and

subcontractors shall lnswre that the evaluation and
treatment of thelr employees and applicants for
employment are free from such discrimination and
harassment. The Centractor and subcontractors shall
comply with: the provisiens of the Fair Employment and:
Housing Act (Government Code, Section 12990 et saq.)
and the applicable regulations promulgated thereunder
{California Code of Regulations, Fitle 2, Section 7285.0
et seq.)
Employment and Housing Commisstan Implementing
Governmenl Code Section 12990 {(a-f), set forth In
Chapter 5 of Division 4 of Title 2 of the Catifornia Code
of Regulations are incorparated Into this Contract by
reference angd maede a part hereof as if set forth in full,
The Contractor gnd its subcontraclors shall give written
notice of their obligations under this clavse to. labor
organizations with which they have a collective
bargaining or other agreement, -

b} The Contractor shall include the nondiscrimination and
compliance provisions of this clause Ir all subcontracts
to perform work under the Cantract,

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
The Contractor swears under penaity of perjury that no more
than one final, unappestable finding of contempt of court by a
federal court has been issued against the Centractor within
the immediately precading two-year periad because of the
Contractor's fallure to comply with an erder of the National
Labor Relations Board. This provisien s reatired by, and
shall be construed in accerdance with, PCC Section 106296,

ASSIGNMENT OF ANTITRUST ACTIONS: Pursuant to
Government Code Saclions 4852, 4553, and 4554, the

" following provisions are incerporated herein:

a}  In submitting an offer to the State, tha supplier offers and
agrees that if the offer is aceepted, it will assign fo the
State alt righls, title, and interest in and to all causes of
action it may have under Seclion 4 of the Clayton Act
(15 W.S.C. 15 or under the Cartwright Act (Chapler 2,
commencing with Section 16700, of Part 2 of Divisien 7
of the Business and Professions Cede), adsing from

. purchases of Goods, materlal ar other ltems, or services
by the supplier for sale to the State pursuant to the
solicitation.  Such assignment shali be made and
become effectlve at the time the Siate tenders flnal
payment to the supplier.

k) |f the State receives, either through judgment or
satflement, a monelary racovery for & cause of action

The applicable regulations of the Fair

63.

54,

assigned under this chapter, the assignor shall be
entitled to receive reimbursement for actual legal costs
ineurred and may, upon demand, recover from the State
any portion of the recevery, including treble damages,
attributable to overcharges that were paid by the
assignor but were not paid by the State as part of the
offer price, less the expenses incuresd in obtaining that
portion of the recovary,

c} Upen demand in writing by the assigner, the assignee
shall, within one year from such demand, reassign the
cause of action assigned under this part If the assignor
has been or may have been injured by the violation of
taw for which the cause of action arose and
(I} the assignee has not been injured thereby, or
(il the asslgnes declings o file a court action for the

cause of action.

DRUG-FREE WORKPLACE CERTIFICATION: The
Contractor certifies under penalty of perury under the laws of
the State of Galifornia that the Contractor will cemply: with the
requirements of the Drug-Fres Workplace Aet of 1990

(Government Code Sectien B350 et seq.) and will provide a

drug-free warkplace by taking the followdng actions:

a} Publish a statement nollfying employees that untawful
manufacture, distribution, dispensation, possassion, or
use of a controlled substance is prehibited and
specifying actions to be taken against employees for
viglalions, as regulred by Government Code Sestion
8355(a).

b} Establish a Drug-Free Awaraness Program as raquired
by Govermment Code Section 8385th) teo inform
employees about all of the following:

{} the dangers of drug abuse In the workplace;

(B the persen’s or organization's poliey of maimaining
a drug-free workplace; .

(itiy any avallable counseling, rehablitation and
employee assistance programs; and,

{(iv) penalties that may be imposed upon employees for
drug abuse vielations.

c} Provide, as required by Government Code Section
8356(c), that every employee who works on ihe
propesed: or resulting Contract:

() wil receive a copy of the company's. drug-free
policy statement; and,

(i} will agree te abide by the terms of the company’s
statement as a condltion of employment on the
Contract,

FOUR-DIGIT DATE COMPLIANCE:; Contractor warrants
that It will provide only Four-Digit Date Compliant (as defined
below) Deliverables andfor services lo the State, “Four Digit
Date Compliant’ Deliverables and services can accurately
process, calculate, compare, and sequence date daia,
including without limitation date data arising out of or relating

REVISED AND EFFECTIVE SEPTEMBER 8, 2014

PAGE 15 OF 23




GSPD-4011T-CMAS

CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY

58,

66.

87.

to leap years and changes In centuries. This warranty and
representation 5 subjeet to the wawanty terms and
cenditions of this Contract and does not limit the generality
of warranty obligations sel forth elsewhere herein.

SWEATFREE CODE OF GONDUCT:
a) Conlractor declares uader penalty of perjury that no.
equipment, materials, or supplies furnished to the State
- pursuant to the Contract have been produced in whole
or In part by sweatshop lahor, forcad labor, convict laber,
indentured labor under penal sanetion, abusive forms of
child tabor or expleltation of children in sweatshaop labor,
or with the benefit of sweatshop labor, forced lahor,
convict labae, indentured labor under penal sanction,
. abusive forms of ehild labor or exploltation: of children in.
sweatshop labor. Contractor further declares under
penalty of perury that they adhere to the Sweatfres
Code of Conduct as set forth -on the Californta
Department of Industrial Relations webslte located at
www. dir.ca.gov, and Public Contract Gode Section 8108,
b) Contracior agrees te cooperate fully In providing
_reasonable access to its racords, decuments, agents or
amployees, or premises if reasonably required by
aythorized officials of the State, the Depariment of
Industrial Relations, or the Department of [usilee to
datermineg  Contraclor's  compliance  with  the
requirements under paragraph (a). '

RECYCLED CONTENT REQUIREMENTS: The Centractor
shall certify In writing under penalty of perjury, the mirtimue, if
rot exact, percentage of pestconsumar matedal as defined in
the Public Contract Code (PCGC) Section 12200-12209, In
products, materials, goods, or supples offered or sold to the
State that fall under any of the statulory categeries ragardiess
of whetier the product meets the requirements of Section:
12209, The cedification shall be provided by the contractor,
avan If the product or geod contains ne posteonsumer
recycled materal, and even if the pestconsumar centant is
unknows.  With respect o printer or duplication cattridges
that comply with the requirements of Section: 12156(e), the
certification required by this subdivision shall specify that the
cartridges se comply {PCC 12205 (b2} A stale agency
contracting officer may waive the certification. requiraments if
the percentage of postconsumer material in the produets,
materials, goods, or supplies can be verfied in a written
advertisement, including, but not limited to, & preduct label, a
catalog, or a manufacturer or vender Internet web slte.
Gentractors are to usa, to the maximum exient econemically
feasible in the performance of the contract wark, recyeled
content praducts (PGC 12203¢d)).

CHILD SUPPORT COMPLIANCE ACT: For any Contract in
excess of $100.000, the Contractor acknowledges in
accordange with PCC Sectlon 7110, that:

58.

§9.

60.

61.

62,

63.

4) The Contractor recognizes the importance of child and
famlly support obligations and shall fully comply with all
applicable State and federal laws relating to child and
family suppert enforcement, including, but aot limited to,
disclasure of information and compliance with sarnings
assignment  owrdars, as  provided in Chapter 8
{commencing with Section 5200} of Part § of Divislon &
of the Farally Gode; and

h) The Contractor, to the best of lts knowledge is fully
complying with the earings assigament ardars of all
employees and is providing the names of all new
employees te the New Hire Registry maintained by the
Callfornia Employment Development Department.

AMERICAN WITH DISABILITIES. ACT: The Contractor
assures the State that the Gontraclor cemplies with the
Amarigans with Disabilitles Act of 1890 (42 U.5.C. 12101 et
S&0.).

ELECTRONIC WASTE RECYCLING ACT OF 2003: The
Contractor certifies that it complles with the applicable
raquirements of the Electronic Waste Recyeling Act of 2003,
Chaptar 8.5, Part 3 of Division 30, eormensing with Saction
42460 of the Puplic Resourcas Code. The Contractar shall
maintain decumentation and provide reasonable aceess lo its
records and doguments that evidence compliance.

USE TAX COLLECTION: In accordance with PGC Saetion
10205.1, the Cantractor ceriifies that it complies with. the
raguirements of Sectiot 7101 of the Revetue and Taxation
Coda. Conteaclor further cerifles that it will amediately
advise the State of any change In its retailer's seller's permit
or cedification of registration or applicable affilate’s seller's
permit or certificate of registratioh as described in subdivision
{a) of PCC Section 10285.1.

EXPATRIATE CORPORATIONS: Genteagtor  hereby
declares that it Is not an expatriate carmporation or subsidiary:
of an expatiate corporation within the meaning of PCC
Sections 10288 and 10286.1, and Is eligible to Contract with
the State. ,
DOMESTIC PARTNERS: For Coniracts over $100,000
exacuted or amended after January 1, 2007, the Contractor
cartifles (hat the Coniractor is In compliance with Public
Centract Gade Section 10208.3.

SMALL BUSINESS PARTICIPATICN AND DVBE

PARTICIPATION REPORTING REQUIREMENTS:

a) |f for this Contract tha Contractor made a commitment o
achieve small business paricipallon, then Cantractor
must within 60 days of recelving final payment under this
Contract {or within such ather time period as may be
specified elsewhare in this CGontract) report to the
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awarding department the actual percentage of small
husiness. participation that was achleved. {(Govt, Code §
14841.)

b}y If for this Centract Contractor made a commitment to
achieve disabled veteran business entarprise (DVBE)

participation, then Contrastor must within 60 days ef

recelving final payment urder this Coentract (ar within
such other lime pered as may be specified elsewhere in
this Contract) certify in & report to the awarding
department: {1} the total amount the prime Contractor
received under the Contract; {2) the name and adedress
of the DVRE(s) that participated In the performanee of
the Contract; {3} the amount each DVBE raceived from
the prime Contractor; {4) that all paymenis under the
Contract have been made to the DVBE; and (5} the

" melual percentage of DVRE paricipation that was
achleved. A person or entity that knowlngly provides
false information shall be subject te a chvll penalty for
aeach vielation. (Mil. & Vets. Code § 999.5(d);
Govt. Code § 14841.)

64. LOSS LEADER: I Is unlawlut for any parsen engaged in

husiness within this state to sell er use any article: or product
as a "loss leader” as defined In Saction 17030 of the Business
and Professlons Code. (PCC 12104.5¢b).).

ADDITIONAL CMAS TERMS AND CONDITIONS

86. CMAS - CONTRAGTOR’S LICENSE REQUIREMENTS:

66.

Contracts that Include Installation or the wording “Fumish and:
Install” require at the time of Centract award that Centracters
possess a valid California State Centractor's License, I sub-
Confractors are used, they must also posseds a valid
Callfernia State Contractor's License, All businessas which
construct er alter any bullding, highway, read, parking, facility,
ralvoad, excavation, er other structure in California must be
licensed by the Califoria State License Beard (CSLE) If the:
total cdst (labor and materlals) of the: project s $500.60 or
more. Fallure to be licensed or to keep the license current
and in good slanding shall be greunds for Contract
revocation.

CMAS -- PUBLIC WORKS REQUIREMENTS

{LABOR/INSTALLATION}:

a) Prior to the commencement of performance, the
Contracter must obtain and provide to the State, a
payment hond, on Standard Form: 807, when the
Contract Invelves a public werks expenditure
{laborinstallation costs) in excess of $5,000. Such bond
shall be In a sum not less than one hundred percent
(100%} of the Centract price.

b} In accerdance with the pravisions of Section 1773 of the
California L.abor Code, the Contractor shall, conform and
stipulates to the general prevalling rate of wages,
inclugding employer benefits. as defined in Section 17731

c}

d9)

of the Callfornia Laber Code, applicable to the classes of
labor to be used for public works such as at the delivery
site for the assembly and installation of the equipment or
materfals undar the purchase order. Pursuant to Section
1770 of the Calfifernia Labor Cods, the Department of
incustrial Relations has ascedained the general
prevailing rate of wages in the ceunty in which the wark
Is to be done, fo be as listed In the booklet entitied
Genergl Prevalling Wage Rates. The booklet is
compiled monthly and copies of the same are available

" from the Depariment of Industrial Relations, Prevaiting

Wage Unit at www.dirca.goy (select Statistcs &

‘Research) or (415} 703-4774. Tha booklet s required to

he posted at the |ob site,

The Contractor hereby certifies by signing this Contract

that:

it Contraclor has met or will comply with the
standards of affirmative compllance with the Nen-
Discrimination  Clause Regquirements  included
herein;

il Centraclor is aware of the provisions of Section
3700 of the Leabor Code that require every
employer to be insured agalnst lability for
workmen's compensation or to underiake self-
Insurance in accordance with the provislans of that .
Code, and Contracter will comply with such
provisions before commencing the performance of
the werk of the purchase order.

Laws to be Observed

iy Labor

Pursiant to Section 1775 of the California Labor
Cade the Contractor shall, as a penally to the State
or Politieal subdivision on whose behalf the purchase
order is made or awarded, forfeilt not more than fifty
($50.00} for each calendar day, or partions thereof,
for each worker paid by him or subcontracior under
him, less than the prevailing wage so stipulated; and
in addition, the Contractor further agrees to pay te
each workman the difference between the actual
amount pald for each calendar day, or postions
thereof, and the stipulated prevailing wage rate for
the same, This prevision shall net apply to properly
indentured apprantices.

Pursuant to Seclions 1810-1815 of the Californla
Labor Code, inclusive, it is further agreed that the
maximum hours a worker is to be employed is limited
to eight hours a day and forty hours a week and the
Contractor shall forfeit, as a penally to the State,
twenly-five ($25) for each worker employed In the
axecution of the purchase order for each calendar
day during which a workman is raquired o permitted
to labor mare than eight hours b any calendar day or
more than forty hours In any calendar week, in
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67.

68.

viglation of California Labor Gode Sections 1810-
1818, inclusive.

ity Worker's Gompansation [nsurance
The GConfracter will be required to secure the
payment of compensatien to s employees In
accordance with the provisions . of Labor Code
Saction 3700.

ity Travet and Subsistence Payments
Travel and subsistence payments shall be paid to
sach worker needed to exscule the work, as such
travel and subsistence payments are defined In: the
applicable cellective bargalning agreements filed: in
accordanse with Labor Gode Seetion 1773.8.

v} Apprentices
Specigl attention s directed to Seeliony t777.5,
1777.6, and 1777.7 of the Callfornia Labor Code and
Title 8, California Administeative Code Section. 200 et
se¢. Each Confractor andfor subcentracter must,
prer to commencement of the public works

Contract/purchase osder, cantagt the Division of

Apprenficeship  Standards, 528 Golden Gate
Avenue, San Franclsco, CA, or ong of its branch
offlees to insure complianee and complels
understanding of the law regarding apprentices and
specifically the required ratio  thereunder,
Responsibility for compliange with: this section lies:
with the prime Contractor.
vl Payrolt
The Contractar shall keap an aceyrate payroll recard

showing the nama, social secwrity account, and work

classification specific and siralght time and evertine

hours wotked: by each employee. A cerdified copy of

- the empioyee’s payrell record shall be avallahle for

- Ingpection. as specified in. Secton 1776 of the
Gallfarnia Laber Code. :

CMAS -- TERMINATION OF CMAS CONTRACT:

a) The Siate may terminate this CMAS Contract at any time
upen 30 days prier witten natice.

b} If the Conlractor's GSA Multiple Award Schedule is.
terminated within the temn of the CMAS Contract, the
CMAS Cantract shall alse be considered lerminated on
the sama date.

¢} Prior to the expiration of this CMAS Caontract, this
Contract may be terminated for the conveniance of both
parties by mutual consent.

d) This provislon shall not relleve the Contractor of the
ohligation to. perform under any purchase order ar other
sinllar ordering document executed prlor to the
tarinatien becoming effective.

CMAS -- CONTRACT AMOUNT: There is no guaranies of
mirimum purchasea of Contractor's progucts or services by the
State. i

69.

70.

71.

CMAS -- Debarment Certlfication (Federaily Funded
Contracts): Whan Federal funds are bsing expended, the
prospective recipient of Fadsral assistance funds s required
te certify to the Buyer, that nelther It nor its prinsipals are
presanily debarred, suspendsed, preposed for debarment,
declared ineligible, or valuntadly excluded fram pariicipation
in this teangaction by any: Federal depariment ar aganey.

CMAS -- PURCHASE ORDERS FUNDED IN WHOLE OR
PART BY THE FEDERAL GOVERNMENT: All Contracis
(neluding individual orders), except for State construction
projects, which are funded in whole ar in part by the fedearal
government may be canceled with 30 day notice, and are
subject to the following: _

a) |t s mutually understood between the parties that this
Contract {order} may have heen written hefore
ascertaining  the avallability of cengresslonal

- appropriation of funds, for the mutuat benefit of hoth
pattles, In order to avoid program and flacal delays
whigh woeuld eccur if the Contract forder) were
axaculed after that determination was made. '

b) This Contract (order) is valid and enforceable anly if
sufficlant funds are tnade available te the State by the
Uniied States Government for the fiscal year during
which. the order was generated for the purposes of this
program. In. addition, this Gontract (order) is subject to
any astditlonal restrictions, limitations, or ecenditions
enacted by the Congress ot any statute enacted: by the
Congress that may affect tha provislons, terms or
funding of this Cantract (erder) in-any manner.

c) W Is mutually agreed that if the Gongrass dees not
appropriate sufficient funds for the program, this
Contract (order) shall be amended to. reflact any
reductlon Iy funds. The departmant has the optios to
void the Contract (order) under the 30-day canceliation
clause or to: armend the Gontract ta reflect any reduction
of funds. ’

CMAS -- CONFLICT OF INTEREST: .
a} Current Slate Employees (Publle Contract Code Section
10410):
i} No offlber or employee shall engage In any
employment, activity or enterpdse from which the
officer or employee recelves compensation or has a
fingncial interast and which is sponsered or funded:
by any State egency, untess the employment, activity
or enterprise I8 required as a condition of ragular
State employment.
f} Ne officer or empieyea shall Gontract on his ar her
own hehalf as an independant Contractor with any
State agency to provide Goods er services.

b} Former Stata Employees (Publie Cantract Code Section
10411}

B For the two-year petiod from the date he or she left

State aemploymant, no formar State officer or
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employee may enter into a Contract In. which he or

she engaged in any of the nagotiations, transactions,

plarning, arrangements ai any part of the dacision-
making precess relevent to the Contract while
employed in any capacity by any State agency.

i} For the twelve-month perded fram the data he or she
loft State employment, o former State officer or
employee may enter Into a Contract with. any State
ageney i he or she was employed by that State
agency i a policy-making posliten in the same
general subject ares as the propesed Contract within
the twelve-month periad prior to his or her leaving
Slate service.

72. CMAS -- SUBCONTRACTING REQUIREMENTS;:

73.

74.

75.

Any suboonteactor that the CMAS supplier chooses o use in
fulfilling the requirements of this Contract (order), and which
is expacted to recelve more than ten (10) percent of valua of
the Gontract/purchase arder, myst also meet all Contractual,
administrative, and technical requirements of the Contract
(ordar), as applicable.

CMAS ~ RENTAL AGREEMENTS:

Tha State does not agree to:

+«  Indemnify a Contractor;

+  Assume responsibility for matters beyond-its control;

+«  Agreeto make payments in advance; :

«  Accept any olhar pravision creating a contingant liability
.against the State; or

+  Agree to oblain insurance to protest the Centractor.

The State's rasponsibility far repairs: and abllity for damage

or l0ss. Ig restricted to that made necessary by or resulting

from the negligent act or omisslon of the State or its afficers,

employeas, or agents,

it the Contractor maintaine the equipment, the Contractor

must keep the equipment in good warking arder andg make al
necessary repalrs and adjustments: without qualification. The
State may terminate for default or cease paying rent should
the Contractor fall to maintain the equipment properly.

Parsonal property taxes ara not generally reimbursed when
leasing equipmeant (SAN B736).

CMAS -- LEASE {Lease $Mart ™}: If an agency desires to
lease through Lease $Mart ™, the Centractor agraes to sell to
lessar the assets at the same prce as they agree to sell to
the State,

CMAS - PROGRESS PAYMENTS & RISK ASSESSMENT:
In accordance with PCG 12112 agencies are required to
withhold nol less than 1@ pareant of the Contract price until
final delivery and acceptance of the Goods or services, for
any Contract that provides for progress payments n a

76.

77.

Contract for IT Goods er services to be manufactured or
performed by a Contractor especlally for the State and net
suitable: for sele to cthers In the ordinary course of the
Contractor's business.

Interim Risk Assessment guidelines and financial prolection
measures are detalled in PCG 12112 for agencies to use o
determine their applicability to ageney projects.

CMAS - QUARTERLY REPORTS: Contractors are required
to submit quarterly business activity reports, as specified i
thig Contracl, even when there is no aclivity. A separate
report Is required for each Contract, as differentiated by alpha
suffix,

CMAS = CONTRACTOR EVALUATION: In accordance with
PCC 10367 and 10389, performance of tha Contractor under
orders Issued agalnet this Contract will be evaluated, The
erdering agency shall complete a written evaluation, and if the
Contracter did not satisfactorlly perform: the werk specifiad, a
copy of the evaluation will be sent to the DGS, Office of Legal
Services.
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THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FQR SOFTWARE AS A SERVICE (Saa$), AS DEFINED BELOW. THESE
SPECIAL PROVISIONS ARE TO BE ATTACHED TQ THE GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY AND ACCOMPANIED
BY, AT MINIMIEM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA). STATE AGENCIES MUST FIRST:

A
B.

b

€

¢

&)

gt

gl

ay

b
o)

d)

al
b}

CLASSIFY THEIR DATA PURSUANT TO: THE GALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5306.8;

CONSIDER THE FAGTORS TG BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR TECHNOLOGICAL
APPROAGH, IN ACGORDANGE WETH SANM 4981.1, 4083 AND 4983.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW ANDIOR SL.A TQ MEET THE NEEDS OF EACH ACQUISITION,

Definitions .

“Cloud Software as a Service (SaaS)" - The capabliity provided to the consumer Is to use applicatlens made available by the
provider ruaning on a cloud: infrastructure. The applications are accessible from various client devices through a thin elient-interface
such as & web browser (e.g., web-based emall). The consumer does not manage o¢ control the underlying cloud Infrasteucture
including. network, sarvers, operating systems, storage, or even individual application capablliies, with the posslhle excaplion of
limited user-specific application canfiguration settings.

“Cloud Platform as a Service (PaaS)” - The capability provided to the consumet is to daploy anto the cloud Infrastruciure eansumar-
created or acquired applications craated using pregramralng languages and teols supported by the provider. The consumer dees. not
manage er control the undarlying claud Infrastracture inaluding netwerk, servats, operating systems, ar storage, but has contral over
the deployed applications and possibly application hosting environment canfigurations.

“Gloud Infrastructure as a Service (laaS)" - The capability provided to the consumer is to provision processing, storage, networks,
and other fundamental camputing resources where the consumaer is able to deploy and run asbitrary software, which can in¢lude

- operatlng systems and applications. The consumer dees net manage or canteol the underlylng eloud: Infrastucture but has eantrol

over aperating systems; storage, deployed appllcations, and possibly imied control of selost netwerking components €é.gv. host
firawalls}.

“Data” - means any information, formulae, algorithms, or other content that the State, the State's employees, agents and end users
upload, craata or madify using the SaaS pursuant to this Contract. Data also Ineludes user identification Information and metadata
which may contain Data or from which the Stale’s Data may be ascertainable.

‘Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthoerized patky or that is
in violation of Contract terms and/or applicable state or federal law.

“Recovery Point Ohjective (RPQ)” - maans the point i tims to which Data gan be recoverad: andfor systems restored whan seiles
ls restored after an interruption. The Recovery Pelnt Objective is expressed as. a langth: of time betwsen the interuption and the most
proximate hackup of Data immediately preceding the interuption. The RPQO is daetalled in the SLA

“Recovery Time Ohjective (RTO)” - means the period of time within which information technalogy services, systems, applications
and functlons must be recovered follawing an unplaaned interruption. The RTO is detailed in.the SLA.

Terms

SaaS AVAILABILITY: Unless athetwise stated In the Statement of Werk,

The Saa$s shall be avaitable twenty-four (24) hours per day, 365 days per year {axcluding agraed-upoh maintenance downtima.

if $aa$ monthly availabllity averages less than 99.9%, (excluding agreed-upan malntenance downtime), the State shall be entidled to
racover damages, apply credits or use other contractual remedies as set fosth In. the Statement of Wark.

if Saa$ monthly availability averages less than 99.9%. {exeluding agread-upon maintenance dewntime), for three (3} or more manths
in a rolling twelve-month period, the State may terminate the contract for materal braach n accardance with. the Termination for
Dafault provision in the Genaral Pravisians. - Information Technology.

Contractor shall provide advance written notice to the State in the manner set forth in the Staiement of Work of any. major upgrades.or
changes that will affect the SaaS availability.

DATA AVAILABILITY: Unless othetwise stated In the Statement of Wark,
The Data shall be avallable twenty-four {24) hours per day, 365 days per year (axcluding agreed-upon maintenanse downtime).
if Data monthly: availabiity averages less than 98.9% (excluding agreed-upon maintenance downtiing), the Siate shall be entilled to
recover damages, apply credits or use other contractual remedies as set forth ln the Stalement of Work if the State: ls: unable to
acgess the Data as a rasult oft

1)  Acts or omission of Gontractor;

2)  Acts or omissions of third parties working on behatf of Gontractar,
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a)

b}

&)

6)

N

3} Network compromise, network intrusion, hacks, intraduction of viruses, disabling devices, mahvare and: other forms of attack
that can disrupt access to Contractor's server, to the éextent such attack would have baen prevented by Contractar taking
reasonable industry standard precautions;

4} Powar outages or other telecommunications or Internet failures, to the extent such outages wers within Contracter's direct
or express eontrol.

If Date: monthly availabllity averages less than 99.9%. {excluding agreed-upon maintenance downtime}, for three {3} or more months in-
a rolling twelve-month perlod, the State may tenninate the contract for material breach in. accordance with: the. Termination for Defauit
provision in the General Previsions — Information Technalogy.,

SaaS and DATA SECURITY:
In addition to the Compliance with Statutes and Regulatiana provision set forth in. the General meslons Infermatien Technelogy,
Gontractor shall certify to the State:
1} The sufficiency of its seourity standards, tools, tacknalogies and procedures in providing: SaaS under this Contract:
2} Compliance with the foliowing:
i. The California Information Practices Act (GMI Code Sectlons 1798 et seq.);
i Security provisions of the California State Administrative Manual (Chapters 5106 and 5300): and the Callfomia: Statewide
information. Management Manual (Sections 58C, 58D, 685, 5305A, 53104 and B, 5325A and B, 53304, B and ©, 53404,
B and. €, 5360B);
i, Undergo an annuat Statement on Standards for Altestation Engagements (SSAE)Y No, 18 Service Qrganization Control
(SOC) 2 Type I audit, Audit results and Contractor's plan to correct any negative findings shall be made available to the
State upon request; and
iv. Privagy provisions of the Federal Privacy At of 1974;
3) Compliance with applicable industry standards and guldelines, including but net limited te: relevant securlty provigions. of the
Payment Card Inclustry (PEL Data Security Standard (PCIDSS) including the PCIDSS Cloud Computing Guidelinas.
Centractor shall Implement and maintain all appropriate administrative, physical, technical and: precedural safeguards In aceardance
with sectlon aj above at all times during the term of this Cantract {o secure such Data from Data Breach, protect the Data and the
Sans from: hacks, intreduction of viruses, disabling devices, malware and pther forms of maliclous ec inadvertent acts that can disrupt
the State’s access te-its Data.
Centractor shall allow the: Slate reasenable access to Saal security logs, lateney statistics, and other relaled SaaS security data that
affect this Contract and the State's Data, at no cost to the State.
Contractor agsumes responsibllity for the security and confidentiality of the Bata under its control.
No Data shall be copied, modified, destroyed or deleted by Contractor other than for normal aperation oF maintenance of Saa$ during
the Centract period witheut prior written notice to. and written approval by the State.
Remote aceass to Data from oulside the continental United States, including remote access. to. Data: by authorized: Saa$ support staff
In dentified: support centers, |s prohibited unless approved In advance by the State Chief Information Security Officer.

ENCRYPTION: Confidential, sensitive or personal Information shall be encrypted in accordance with California: State Administratlve
Manual 5§350.1 and Califernla Statewide Information Managemant Manual 5305-A,

DATA LOCATION: Unless otherwise stated in the Statement of Werk and: approved: e advance: by the State Chief Information:
Security Officer, the physleal lecation of Contracior's data center where the Data is stored shall be within the continental Urited
States.

RIGHTS TO DATA: The pasties agree that as between them, all rights, including all intellectual property. rights, in and to Data: shail
ramain the exelusive property of the State, and Coniracter has a limited, non-exclusive license to access and use fhe Data as
provided to Conlragtor selely for perferming is ablgations under the Contract. Nothing. herein shall be construed to cenfer any license
ar right to the Data, Including user tracking and exception Dala within: the system, by implication, estoppel or otherwise, under
copyright or other intellectual property rights, 1o any third party. Enautherized use of Data by Contracter or thirg parties is prohibited.
For the purposes of this requirement. the phrase “unauthorized use” means the data mining er processing of data, stered or
transmitted by the service, for unrelated commercial purpeses, advertising or advertising-related purposes, or for any othsr purpase
other than security or service delivery analysis that is not explicitly authorized.
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8)
a)

b}
€}
i3}

o)
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a)

b}
c)
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10}
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TRANSITION PERIQOD:

For ainaty (80) days prier ta the expiration date of this Conteast, aF upon notice of tetmination; of this Contract, Gontractar shall assist
the Stata In extracting andfor transitiening all Data (o the format determined by the State (“Transition Peried"),

The Transition Period may be modified in the SOW or as agreed upon it welting: by the parties if a conteact amendmant.

During the Transition Perlod, Saas and Data aceess shal continue to be made avallable to the State without alteration.

Cantractor agress to compensate the State for damages or losses the State incurs as a esult of Contracter's faikure: to comply with
this section in accordance with the Limitation of Liability provislon set forth In the General Pravisions - Information Techriology.

Unless otherwise stated in the SOW, the Gontractor shall permananily destroy aor render inacecessible any partion: of the Data: in
Contractor's andsar subcontractor’s possession or cantral follewing the expiration of all obligations in this seetlan. Within thirty (30)
days, Conteactor shall issue a wrltten statement to the State conflieming the destruction or Inaccessibllity of the State’s Data, +

The State at ils optian, may purchase additional transitian services as agreed upan in the SOW.

DATA BREACH: Unless otherwise stated in the Statement of Wotk,
Upon discovery or reasonahle belief of any Data Breach, Conteactor shall netify the State by the fastest imeans avallable and: also In
writlag, with additional notification provided to the Chisf Informaltion Sacurily Offlcer or designaa of the coniracting ageney. Contractar
shall provide such notification within forty-eight (48) hours after Contracior reasonably belleves there has been s,uqh @ Data, Breach.
Contraeter's notifleation shall identify:

1} The nature of the Data Breach;

2} The Daia accessed, used or disclossd;

3  ‘The parson{s) who accessed, used, disclosed and/ar recelved Data (f known);:

4}  What Contractor has done or wilt do to quarantine and mitigate the Data Breach; and

5}  What corrective action Contractor has taken or will take to: prevent future: Data Breaches.
Contractor will provide daily updatas, or more fraquently if required by the State. regarding findings and actions parformed by
Contractor until the Data Braach has been effectively resolved to. the State's satisfaction.
Contractos shall quarantine the Data Breach, ensure secure access to. Data, and repair SaaS as needed in accordance with: the: SLA.
Fatlure to do so may result n the State exercising ts optians for agsessing damages cr other remedies under this Contract.
Notwithstanding anything to the contrary In the General Provisions - (nformation Technolegy, in performing sarviees under this
Cantract, and to. the extent authorized by the State In the Statement of Werk, Coniractor may be permitted by the State lo use
systems, or may be gramted access to the State systems, which store, transmit or process State owned, licensed: or maintained
computerized Data consisting af personat information, as defined by Civlk Code Section 1798.29 (g). If the Contractor causes or
knowingly experiences a breach of the security of such Data, Gontractor shalk lmmediately report any breach of securty of syeh
system to the State following discovery or notiflcation of the breach in the security of suich Data. The State's Chief Information.
Security Officer, or deslgnee, shall determine whether notification to the individuals whose Data bas been lost ar breashed is
appropriate. | persopal information of any rvesldent of Callfarnia was, or Is reasonably believed to have been acquired by an
unauthorized person ag & result of a security breach of such systam and Data that |s not due to the fault of the State or any person or
entity undar the ¢ontrol of the State, Contractor shall bear any and all costs associated with the State's netification obligations. and
other abligations. get farth [n Clvil Cede Section 1798.29 (d) as well as the eest of eredit moniforing, subjeet to: the: dallar lmltation, I
any, agreed to by the State and Gontractor In the applicable Statemant of Work. These costs may inglude, but are not limited: to staff
time, materlat costs, postage, media announcements, and other [dentifiable costs. assaciated with the breach: of the security @f such
personal information.
Contractor shalf conduct an investigation of the Data Breach and shalk share the repart of the: Investigation with the: State. The: State:
andfore lts authorized agents shall have the rght to lead (if required by law) ar parliclpate ln the tnuestigation. Contraetor shall
cooperate fully with the State, s agents and law enforcement.

DISASTER RECOVERY/BUSINESS CONTINUITY: Uniess otherwlse stated [n the Staterment of Work,
in the event of disaster or calastrophic fallure that results in significant Bata loss ar extended loss of acgess to Data, Cantractor shall
notlfy the State by the fastest means availabla and alse i weiting, with: additional notification: pravided: te: the. Ghief Information Securlty
Offlcer or designee of the contracting agenecy. Contractor shall provide such notification within twanty-four (24) hours after Centractar
raasonably believas there has been such a disaster or catastraphic fallure. In the notification, Contactor shall lafore the State of:

1} Thae seale and quantity of the Data loss; )

2y What Contractor has dona or will do to recaver the Data and mitigate any deleterious effect of the Data loss; and:

3 What corrective action Contractor has taken or will take to prevent future Data loss.

4} If Contracter falls to responed imrmediataly and ramedy; the faiture, the State may exerclse its optlons for assessing damages

or other remedies undar this Confract.
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b} Gontractor shall restore continuity of Saa%, restore Data in accordance with: the: RPO and RTQ as set forth: in the SLA, restore
accessibillty of Data, and repair Saa$ as needed to meet the performance requirements stated in the SLA, Failure to. do so may resull
in the State exercising its oplions for assessing damages or other remedies: under this. Contragt,

¢y Centracter shall conduct an investigation of the disaster er catastrophle failure and shall share the report of the investigation with the
State. The State and/or lis autherized agents shalt have the right to lead {If required by law) or participate In: the: Investigation,
Contracter shall coaperate fully with the State, its agents and law enforcement.

11) EXAMINATION AND AUDIT: In addition to the Examination and Audit pravislon: sef forth: in the Ganeral Provisions - information
Technology, unless otherwiso stated In the Statement of Wark: )
a) Upon advance written raquest Contractor agreea that the State or its destgnatad reprasenlaiive shall have access to Contraciors

State
b} Ths enline inspaction shalt allow the State, its authorized agents, or a mutually acceptable third party to test that controls. are in. place
and working as intended. Tests may include, but not be limited to, the fallowing:
1} Operating systermMetwark vuinerability seans,
2} Web applicatien vulnerability seans, .
%) Database appileation vulnerability scans, and
4} Any other scans te be perfarmed by thie State or representatives on behalf of the State.
¢}  After any significant Data loss or Data Breach or as a result of any disaster or calastrephic failure, Contracter will at its expense have
an Independent, Indusiry-recognized, State-approved third party perorm an Information securlty audit, The audit resulls shall be
shared with the State within seven (7) days of Gonteactor's recalpt of sych resylts. Upon Conteactar receiving the resuits of the audit,
Contractor will provide the State with writter: evidence of planned remediatian within thity (30) days and pmmptly modify its sacurity
measures in order to meet its obligations under this Gontract.

12) DISCOVERY: Confracior shall promptiy netify the State upen: receipt of any requests whick in any way might reasenably require
access to the Data of the Stale or the State's use of the Saa®. Conbacter shall natify the State by the: fastest means available and
also In wiiting, with: adelitional notification provided te the Chief Informatien. Security Offieer or designee of the cantracting agency,
unless. prohibited by law from. providing such nefification. Contractor shall provide such nefification within: forty-eight (48} hours after
Contraclor receives the raquest. Contractor shall not respond to subpoenas, service of process, Public Records. Act requasts, and
other legal requests directed at Contractor regarding this Contract without first notifylng: the State unless prohlbited by law: from
providing such notification. Contractor agrees to provide Its Intended responses to the State with adequate time for the State to
review, revise and, If necessary, seek & protective arder in & court of competent Jurisdiclion. Contractor shall not respond te legal
requests direclad at the State unless authorized In writing te do s¢ by the State,
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