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Big tech’s
privacy crisis:
Five crucial
questions
for 2019
and beyond
What every business needs
to know now about trust,
data security, and the
regulatory environment.

By Brian O’Keefe

Talking points
Consumer concern
People are growing uneasy about trusting
organizations with their personal information. According to new research, 81 percent
of consumers globally said that in the past
year they have become more concerned with
how companies are using their data. And 75
percent said they had become less likely to
trust companies with their personal data.
Rising regulation
New privacy laws are appearing around the
world and multiple privacy bills are being
discussed or considered in the US Congress.
Among consumers, 87 percent polled
globally said that in the past year they had
come to believe that companies that are
custodians of data need to be more
regulated. And 93 percent of global
executives agreed that governments will
enact more legislation on data transparency.

It’s hard to pinpoint the precise moment that apathy
turned to alarm. It might have been March 2018 when
it was reported that a British consulting firm called
Cambridge Analytica had obtained and parsed the
personal data of 87 million Facebook users, and then sold
the insights gained.1 Or it could have been in June when it
emerged that a marketing company called Exactis had
left the personal data of 230 million Americans on a
publicly accessible server.2 Or in October, when Google
revealed that the personal information of 52 million
Google+ users had been exposed.3
But there is no question that, as 2019 unfolds, data security
and privacy have become central themes for all
companies—whether in tech or not—and for watchdogs
from media to government.
Recent months have seen a rising wave of discomfort and
controversy, as consumers have finally begun to grapple
with the trade-off at the heart of many of the wondrous
services that technology has spawned—that in exchange
for using them, you may not always be turning over money,
but you are turning over data. Your own personal data.
What you search for. What you buy. Even, oftentimes, your
physical location at every moment. And that information is
being analyzed, packaged, and sold.

AI raises the stakes
People want assurance that artificial
intelligence will be developed responsibly.
Globally, 78 percent of consumers said they
generally trust companies to be responsible
and ethical in developing new technologies
such as AI. But 88 percent agreed that
technologies such as AI increase the need
for clear policies governing how businesses
use personal data.
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Today’s fast-shifting technology and regulatory
landscape brings uncertainty for big corporations,
small companies, governments, and non-profits.
The rules of responsible behavior are changing
rapidly, especially with the arrival of emerging
technologies such as AI.

In fact, according to fresh research by the IBM Institute
for Business Value (IBV), 81 percent of surveyed
consumers globally say that in the past year they have
become more concerned with how companies are using
their data. And 89 percent agree that technology
companies need to be more transparent about their
products (see Figure 1).

At the same time, a wave of regulatory engagement has
sprung up around the globe. In May 2018, the European
Union’s (EU) General Data Protection Regulation (GDPR),
a law designed to give individuals control over their private
data, went into effect.6 In June, the California Consumer
Privacy Act of 2018 was passed and signed into law in
Silicon Valley’s home state—an act that could have a
regulatory ripple effect (more on that below).7 Brazil passed
a data protection bill as well last year, and India released a
first draft of its own personal data protection law.8

The new level of skepticism about what technology
has wrought has taken hold just as society’s appetite for
privacy risk is being tested in more extreme ways. Tens of
millions of consumers have installed voice-enabled digital
assistants in their homes—welcoming in listening devices
connected to the cloud.4 Millions more have turned over
their DNA information to private companies at the same
time that scientists are experimenting with technology
like CRISPR to edit genes.5 Facial recognition technology
is growing more sophisticated by the day and its
implementation is spreading almost as fast. The rapid
development of self-driving cars and digital medical
implants is creating new types of systems that could
potentially be hacked. And artificial intelligence (AI)
is being developed with data-hungry algorithms.

What this fast-shifting landscape means is a new level of
uncertainty for every type of organization—big
corporations, small companies, governments, non-profits.
The rules and standards for responsible behavior are
changing rapidly, especially with emerging technologies
such as AI arriving. “Paradoxically, we are surrounded by
information and paralyzed by it,” says Amy Webb, the
founder of strategy firm the Future Today Institute and the
author of a new book called The Big Nine: How the Tech
Titans and Their Thinking Machines Could Warp
Humanity. “We are facing deep uncertainties of a scope
and scale that modern humanity hasn’t had to grapple
with before.”

Figure 1
Consumers are increasingly concerned about what personal data companies are using and how they use it
I have become more concerned about companies’ use of personal data in the past year

r,

50%

31%

19%

The technology industry needs to be more transparent about how its products work

61%
Source: 2018 IBV Consumer Trust and Data Survey.
Q. To what extent do you agree with the above statements?
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28%

11%

Greater extent Moderate extent None or lesser extent

Consumers, meanwhile, are still struggling to process just
how visible their private lives have become in the digital
age. For example, according to new IBV research, just 30
percent of consumers reported that they shared personal
information with social networks and a mere 32 percent
said they share personal data with retailers—suggesting
that many people remain in the dark about what and how
much companies know about them (see Figure 2). Growing
awareness is likely to lead to even more pushback.
To better understand how attitudes toward privacy and
transparency are evolving, the IBV conducted a two-part
global study in late 2018. In our AI Ethics Survey, we asked
1,250 executives in 40-plus countries around the world
how they expect the debate over privacy and trust to impact

their businesses in coming years. Separately, in our
Consumer Trust and Data Survey, we polled more than
5,000 consumers in 25 countries to get their opinions on
data, transparency, and the technology industry. For
context, we interviewed privacy experts and technology
industry observers, meshing their insights with our
proprietary survey results.
What emerged from this extensive research is a clear
message that the conversation about privacy will not be
quieting down anytime soon. Below is a framework for
understanding how the data challenges will unfold,
organized by five essential questions that will shape the
debate about technology, trust, and transparency in
2019 and beyond.

Figure 2
Consumers report that they are more likely to share personal information with banks and financial services firms than other
types of organizations
Banking and financial services companies

68%

Insurers

46%

Telecom/ISPs

43%

Travel and transportation providers

41%

Streaming entertainment providers

39%

Healthcare providers

37%

Your employer(s)

36%

Government organizations

36%

Utility companies

32%

Retail merchants

32%

Social media companies

30%

Educational institutions

28%

Online storage service providers

22%

News and current affairs organizations

11%

Source: 2018 IBV Consumer Trust and Data Survey.
Q. With which types of organizations do you share your personal data?
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Question No. 1: Will the public
maintain its trust in tech?
Despite the public outcry and painful headlines about
tech-led assault on privacy in recent months, some
business leaders might be tempted to try riding out the
storm. They might assess the current brouhaha over
privacy as something that can be managed away. And if
they choose that strategy, they will have one powerful
truth on their side: People want to have faith in the system.
They tend to give organizations—even the big tech
platforms—the benefit of the doubt.
Consider that in the Consumer Trust and Data Survey,
75 percent of global consumers said they agreed that
companies generally do their best to be transparent about
how they are using personal information (see Figure 3).
Our respondents were similarly generous when we asked
if they agreed that companies had done a good job in the
past year communicating how they would protect their
data: 40 percent strongly agreed and another 39 percent
moderately assented.

People also tended to be trusting when we asked about
the different organizations that handle their data. A mere
8 percent said they trust their employers “to a lesser or no
extent” to safeguard their data. Just 9 percent chose the
same level of trust to describe their trust in their banks to
protect their personal information. Perhaps influenced by
headlines about recent data breaches, 15 percent of
consumers had lower trust in travel and transportation
companies and 22 percent had lower trust in retailers.
Social media companies fared worst of all in our study with
32 percent of respondents reporting low trust in them.
But it would be a mistake for executives to hunker down
and assume that a business-as-usual strategy will see
them through. There is mounting evidence to suggest that
the natural trust consumers have in institutions is in
danger of eroding. In our global survey, 75 percent of
consumers said that in the past year they had become
less likely to trust companies with their personal data
(see Figure 3).

Figure 3
A majority of consumers agree that companies are trying to be transparent, but they are still growing more concerned
about the use of their data
I generally trust companies are doing their best to be transparent in how they use my personal information

r,
35%

40%

25%

In the past year I have become less likely to trust companies with my personal data

39%

36%

25%

In the past year companies I interact with have done a good job communicating with me how they will protect my personal data

40%
Source: 2018 IBV Consumer Trust and Data Survey.
Q. To what extent do you agree with the above statements?
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39%

21%

Greater extent Moderate extent None or lesser extent

“Over the long-term, companies are
going to have to develop more fully
fleshed out data policies, even
when they’re not required to
by law.”
Lucie Greene, Worldwide Director of the Innovation Group
Wunderman Thompson

Figure 4
A vast majority of global executives acknowledge that companies will need to become more transparent, and virtually all
agree that customers will demand that transparency
Customers will demand more transparency and privacy in exchange for their data and feedback

76%

Companies will be more transparent in the future

Source: 2018 IBV AI Ethics Survey.
Q. To what extent do you agree with the above statements?

That reality appears not to be lost on executives. In our
global survey, 97 percent of respondents agreed when
asked if they expect that their customers will demand
more transparency and privacy in exchange for their data
in the future. And 87 percent agreed that companies will
need to be more transparent with customers about their
use of data in the future (see Figure 4).
The pressure on all organizations to respond is likely to
increase, especially considering that there is a surprisingly
large group of consumers globally who don’t seem fully
clued-in to how vulnerable their data is. Three out of 10
people we polled said they were unaware of massive data
breaches that have occurred around the world (see Figure
5). Every time a new hack or data-handling scandal makes
the news, the risk rises that public opinion will turn.
“Collectively, all these incidents raise more awareness
among consumers of the downside [of technology], even if
they still want to use the products,” says Lucie Greene, the
worldwide director of the Innovation Group at Wunderman
Thompson and the author of Silicon States: The Power and
Politics of Big Tech and What It Means for Our Future.
“Over the long-term, companies are going to have to
develop more fully fleshed out data policies, even when
they’re not required to by law.”
The most obvious cautionary tale is, of course, Facebook.
The social network’s annus horribilis included the
Cambridge Analytica scandal, founder and CEO Mark
Zuckerberg’s being summoned before Congress in a
televised hearing, the news that the data of 29 million
Facebook users had been hacked, growing evidence that

61%

21% 3%

26%

13%

Large extent Moderate extent None or minimal extent

Figure 5

Despite high awareness of breaches, most consumers
take little to no consequential action
Actions taken in response

31%

Not
aware

Aware

69%

Updated privacy settings

45%

Impacted but trust the
organization to prevent in future

24%

Deleted one or more social
media accounts

18%

Stopped conducting business
with one or more entities

16%

Closed one or more accounts
with financial institution

13%

Impacted but not worried

12%

Source: 2018 IBV Consumer Trust and Data Survey.
Q. Are you aware of data breaches or misuse/mishandling of consumer
data by organizations? Actions taken in response?

the platform had been exploited by Russian trolls intending
to interfere in US elections, and software snafus such as
one that exposed photos of 6.8 million users.9 Facebook
suffered very real consequences at least in part as a result
of the mounting scandals.
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To keep their customers’ trust,
companies need to think differently
about how they communicate
with users.

From its high in July to the end of 2018, Facebook’s
market value fell by some USD 250 billion.10 In late
December, Pew Research reported that 44 percent of
Facebook users it had polled between ages 18-29 had
deleted the app from their phones in the past year.11 And
the same month, the Federal Trade Commission said it
would examine how Facebook guards the private data of
its users.12
It’s one thing to learn that your data might have been
hacked. But it’s another to perceive that you are under
surveillance. A lot of smartphone users are feeling the
latter thanks to a New York Times investigation, published
in December, of the fast-growing location-tracking
industry, which generated an estimated USD 21 billion in
targeted advertising in 2018.13 The Times examination
found that dozens of companies were able to track and
market the precise location of people using apps for
weather and other local news functions thanks to the
GPS technology on their phones.14

Business leaders can expect to see additional
repercussions from these types of revelations in the near
future. Given the rapid rate at which companies are
developing innovative new digital products and
businesses, it is a challenge to bring consumers’
understanding along at the same pace—even when
organizations are trying their best to be transparent.
Here’s some good news: Based on the IBV survey of global
executives, leaders of large organizations are well aware
of the rising concern and demands for accountability by
consumers. According to our research, 97 percent of
executives agreed—and 76 percent of them strongly
agreed—that over the next three years customers will
demand more transparency and privacy in exchange for
their data and feedback (see Figure 6). In addition,
96 percent agreed that having trusted data will be
important to their organizations. And 87 percent
concurred with the idea that companies will be more
transparent in the future. To keep their customers’ trust,
companies need to think differently about how they
communicate with users.

Figure 6
Executives worldwide agree on the need for trusted data and the need for transparency in the future
Having trusted data is important to our organization

r,
79%

17%

4%

Customers will demand more transparency and privacy in exchange for their data and feedback

76%

21% 3%

Companies will be more transparent in the future

60%
Source: 2018 IBV AI Ethics Survey.
Q. To what extent do you agree about the state of AI ethics
in the next 3 years?
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Large extent Moderate extent None to minimal extent

Question No. 2: Will the US pass
a federal digital privacy law?
Guarding personal privacy on tech devices isn’t easy.
Given all the websites and apps that we use, and how
much time it takes to master and manage privacy settings
for each one—and to keep up with all the constant updates
and changes—most people capitulate. “It’s the privacy
paradox,” says Bob Gellman, a Washington D.C. privacy
consultant and former longtime Congressional staffer.
“People say they care. But for most people, most of the
time, convenience trumps privacy.”
That’s where regulators—according to more and
more consumers—need to step in. The numbers are
overwhelmingly clear: In our consumer survey, 87 percent of
the people we polled globally said that in the past year they
had come to believe that companies that are custodians of
data and personal information need to be more regulated
(see Figure 7). That desire for more regulation is matched by
a belief among executives that increased oversight is coming:
93 percent of executives surveyed agreed that governments
will enact increased legislation related to data transparency
in coming years.
In fact, the move towards increased regulation on privacy
took a couple of big steps forward in 2018—one development
that was expected, and a second that surprised many in the
tech industry and could have far-reaching consequences in
the US. The legal milestone that everyone saw coming was

GDPR, the EU law that went into effect in May 2018.15
Intended to give European citizens more privacy protection
and control over their personal information, it effectively
established a new baseline for global privacy because all
large companies operating in Europe were forced to comply
with the EU’s standards, or face potential penalties.
The US tech industry had just begun to live with GDPR when,
in June, the California Consumer Privacy Act was passed—a
landmark piece of legislation scheduled to go into effect on
Jan. 1, 2020.16 The law was written and passed quickly to
preempt a proposed ballot initiative with similar provisions
that was facing strong opposition from the technology
industry.17 It has been criticized by some legal experts for
being sloppily-constructed, and others for being miscalibrated and therefore onerous to small businesses.18
Some privacy advocates bemoan that the legislation leaves
out essential protections.19 Many in Silicon Valley see it as
costly and troublesome—a glitch that must be fixed.20
But there is no disagreement that the law is groundbreaking:
It gives residents of California a range of new rights, including
the ability to request that their personal information be
deleted and not be sold, and to request an accounting of what
data is being compiled about them.21 In practice, the privacy
act could have a huge impact on the business of companies
that sell targeted advertising, those that collect and sell data
to third parties, and any company that advertises on digital
platforms. Enforcement is to be overseen by the California
attorney general (AG)—giving the state AG formidable power
over any business that has a digital footprint in California.22

Figure 7
In the past year, consumers say they have come to believe that data custodians need to be more regulated—and
executives are expecting increased regulation
Consumers: I have come to believe companies that are custodians of consumer info and data need to be more regulated

r,
57%

30%

13%

Executives: Governments will enact more legislation on data transparency in the next 3 years

72%
1. Source: 2018 IBV Consumer Trust and Data Survey.
Q. To what extent do you agree with the statement?
2. Source: 2018 IBV AI Ethics Survey.
Q. To what extent do you agree with the statement?

21%

7%

Large extent Moderate extent None to minimal extent
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“It’s very difficult to write a law for
an entire section of the economy
even if everyone agrees on the
goals—and they don’t.”
Peter Swire, Senior counsel, Alston & Bird

Given that California would be the world’s fifth biggest
economy if it stood alone from the US, that’s a lot of
influence.23 While there is a chance the legislation could be
amended before it takes effect, most experts don’t expect
significant changes.24
Yet this is only the beginning. The next big regulatory battle
will be in Washington, D.C., where efforts are underway to
pass a US federal privacy law.25 While Silicon Valley tends to
be reflexively anti-regulation, it now finds itself leaning into
the D.C. regulatory process out of necessity. In fact, some are
even hopeful that a federal law might preempt the California
legislation, as well as other state laws that could be passed in
coming months. “The big tech companies don’t want more
law, they want one law,” says Eric Goldman, a law professor
and co-director of the High Tech Law Institute at the Santa
Clara University School of Law. Adds Goldman: “So much of
the discussion is being driven by anger towards Facebook.
Regulating angry is not a good solution.”
Privacy regulation has been tried at the federal level and
failed before, points out Dipayan Ghosh, formerly privacy
and public policy advisor for Facebook and currently the
Pozen fellow at the Shorenstein Center at Harvard’s
Kennedy School where he co-directs the new “platform
accountability” initiative. As a technology and economic
policy advisor in the White House during the Obama
administration, Ghosh worked on the Consumer Privacy Bill
of Rights Act that was put forward in 2015 but never
passed. “What is different now, though, is that the industry,
and especially the companies that will be most affected by
privacy regulation, realizes that if it doesn’t support
legislation, tech companies will be juicy targets for
regulators around the world,” says Ghosh.
That reality plus the litany of privacy scandals in 2018,
combined with the political shift after the midterm
elections, means that there is more talk in Washington
about a federal privacy bill than there has been in years.
In December, for example, US Senator Brian Schatz, a
Democrat from Hawaii, introduced a piece of legislation
called the Data Care Act, that would require online service
providers to ensure consumers a range of rights.26 And in
January, Republican Senator Marco Rubio of Florida floated
his own bill, called the American Data Dissemination Act,
that would let the Federal Trade Commission make
recommendations to Congress about what the rules
should be for commercial services.27
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Despite all that momentum, though, legal experts and
Washington insiders say there are still a multitude of
obstacles that will make it challenging to get a universal
privacy bill passed by Congress and signed into law.
“Privacy covers the entire information economy,” says
Peter Swire, senior counsel with the law firm of Alston &
Bird, and a leading privacy and cyber-law scholar and
practitioner. “It’s very difficult to write a law for an entire
section of the economy even if everyone agrees on the
goals—and they don’t.”
Swire and other experts point out that there is already a
complex mosaic of privacy regulation in the US: hundreds of
state privacy laws, in addition to the many pieces of federal
legislation passed over the decades, including the Fair
Credit Reporting Act, the Privacy Act of 1974, the Health
Insurance Portability and Accountability Act (HIPAA), the
Family Educational Rights and Privacy Act (FERPA), and
even a Video Privacy Protection Act governing video rental
outlets. All of these laws apply different standards that
would have to be justified.
No one in Washington has answers for how to reconcile a new
law with the jumble of existing laws. Not to mention how to
address the innumerable questions that will inevitably arise in
the crafting of a new piece of legislation. “I don’t think
anybody has grappled with the actual complexity of privacy
law,” says Swire. “Congress certainly hasn’t grappled with it.”
In any federal bill, privacy advocates will drive a long list of
demands—meaningful opt-in consent, greater transparency
of data use, the so-called right to be forgotten, and stronger
security standards, to name a few. Silicon Valley’s
representatives will likely push back hard on most. “In the
tech industry there is so much potential for growth that it’s
often unclear how new forms of regulation would harm the
long-term viability and value of the business model, so
they’re likely to try to water down everything that comes
forward in new privacy bills,” says Ghosh.
Finally, there’s the political reality: How long will the issue
remain at the top of the agenda for Congress? It may take
years before a federal bill can pass, especially given all of the
partisan battles going on in D.C. Will the already-looming
2020 presidential election delay action further, or provide
impetus to act now? What’s clear is that privacy issues have
broken into broad cultural and political dialogue, and that
seems likely only to intensify. Thanks to initiatives like the
California law, the mostly unfettered landscape that the tech
giants have enjoyed is shifting. And more is on the horizon.

Question No. 3: What’s the next
move for regulators worldwide?
The United States, sometimes referred to in the past as
“the world’s policeman,” may not end up the ultimate
arbiter of tech regulation. Global forces are gathering to
fill the void—a situation that encourages some and
dismays others.28
With the passage of GDPR, the EU sent notice that it was
asserting its authority.29 The primary targets of the law
were generally seen as the global technology platforms
and social media companies. Yet it’s unclear how
aggressive the EU will be in applying GDPR. It has certainly
rallied action, with more than 95,000 complaints filed to
date. But so far there haven’t been many large-scale
enforcement actions.30 Last July, the national privacy
regulator in Portugal fined a hospital outside Lisbon
EUR 400,000 for allowing too many staff members to
have access to patients’ records.31 In January, a more
high-profile judgement was meted out when France’s
data protection regulator said it was fining Google EUR 50
million for not properly disclosing to users how their data
was being collected and used.32
The incidents underscore a hard truth about the brave
new world of privacy regulation: Every company and
organization must reassess how it operates and what its
standards are. Because the bulls-eye may land where
we least expect it.

Meanwhile, European regulators are revving up for more
action, with the EU and individual countries weighing new
permutations for governing behavior in the digital realm.
Among the initiatives adopted by the EU institutions is the
Platform-to-Business Regulation, designed to bolster
the rights of smaller operators reliant on big digital
platforms, and end “unfair contractual clauses and trading
practices.”33 Another new law, the Directive on Copyright
in the Digital Single Market, makes web platforms
increasingly liable for copyright material
made available online.34
There is also a push for increased taxation on global
Internet giants—not just from the European Commission
(which spent much of 2018 debating the terms of a
potential new digital services tax, which would have taxed
3 percent of revenue of digital operators).35 In fact, several
countries, including France, Italy, and Spain, have decided
to move forward with their own taxation plans.36
As for GDPR, it will only have a greater impact moving
forward, asserts Santa Clara University’s Goldman,
echoing the sentiment of others in the privacy and legal
community that more high-profile enforcement is coming
in 2019. “The enforcers have been tolerant so far,” says
Goldman, as companies adjust to the new law. But that
patience won’t last: “That’s their job—to go crack skulls.
They’ll be cracking skulls soon.”
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As our consumer survey reveals,
the expectation of good behavior
by institutions varied widely, and
often unpredictably in different
countries.

If you expand the purview wider, the privacy landscape
gets even more complex. As our consumer survey reveals,
the expectation of good behavior by institutions varied
widely, and often unpredictably in different countries.
When asked if they generally trusted organizations with
their personal information, consumers with the highest
levels of trust were in India (64 percent) and Israel
(60 percent). Levels of trust then gradually declined
among countries, with South Korea (27 percent) and
Japan (25 percent) reporting the lowest levels (see
Figure 8).
On the surface, China would appear to be on the opposite
end of the privacy spectrum from Europe. Whereas EU
officials talk about data privacy as a constitutional right,
the Chinese government has a centralized approach to
collecting and analyzing data of its citizens. Since 2014,

China has been developing a “social credit” system to rank
the trustworthiness of people not just on traditional
metrics like loan repayment, but also on the basis of
online activity and behavior in their everyday lives.37 The
system, planned to launch in 2020, has engendered much
debate. But China also has passed an Internet Security
Law, modeled on GDPR, that imposes strict privacy rules
on China’s internet companies.38
The upshot is that digital companies should expect new
and shifting privacy standards no matter where they
operate. Regulators from Japan to India to Brazil are
becoming more assertive.39 Achieving a global standard
for privacy guidelines will be at least as tricky as pushing
through a unifying federal law in the US.

Figure 8
Average level of trust in organizations to protect personal information, by country
64%

60% 59% 59%
58% 57% 57%

56% 55%

53% 53% 53% 53% 52%
50%

48%

46%

43% 42%

38% 37%
36% 36%

Source: 2018 IBV Consumer Trust and Data Survey.
Average extent of trust across types of organizations within each country.
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Question No. 4: What’s the best
way to make data privacy and
AI compatible?
In December 2018, the European Commission’s expert
group on AI released a draft version of its ethics guidelines
for creating “trustworthy AI,” the final version of which
will be published in April. Among the fundamental
requirements was data governance, including the
preservation of privacy. “Artificial intelligence is one of the
most transformative forces of our time,” reads the report,
“and is bound to alter the fabric of society.”40
Data is crucial in the development of AI. Gobs of it.
Creating sophisticated, effective artificial intelligence
requires training the underlying algorithms on massive
amounts of information—authentic, real-world data.

And that puts privacy on yet another collision course
with policy.
Consumers are hungry for reassurance and visibility when
it comes to AI. As with tech more broadly, people are
inclined to trust organizations: In our survey of global
consumers, 78 percent of respondents said they generally
trust companies to be responsible and ethical in
developing and implementing new technologies such as
AI. However, they want greater clarity on how data is being
used in the creation of these systems. Asked if they felt
that the emergence of technologies like AI increased the
need for clear policies about the use of personal data,
88 percent of people agreed—and 57 percent strongly
agreed (see Figure 9).

Figure 9
A strong majority of consumers trust companies to be responsible in developing new technologies like AI, but they also
want to see clear policies articulated
I generally trust companies to be responsible and ethical in developing and implementing new technologies such as AI

r,
40%

38%

22%

I believe emerging technologies such as AI increase the need for clear policies about the use of personal data

57%
Source: 2018 IBV Consumer Trust and Data Survey.
Q. To what extent do you agree with the above statements?

31%

12%

Greater extent Moderate extent None or lesser extent
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Safeguarding data is a core
competency for getting
AI right—and executives that
we surveyed made that clear.

Here’s one thing we know: AI development will almost
certainly speed ahead regardless. The pressure to find
competitive advantage will push companies forward in
building the technology, with regulation playing catch-up.
That raises the importance of getting the right government
policies in place now, not later. AI has the potential to
make companies run more efficiently and to help us take
on societal challenges, such as global health care and
climate change. “Business has to make smarter
decisions,” says Webb, the strategist and author of
The Big Nine. “Any effort to advance that is in the service
of humanity.”
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Safeguarding data is a core competency for getting AI
right—and executives that we surveyed made that clear.
We asked leaders in our AI Ethics Survey to rate the
relative importance of a range of factors for developing
ethical AI, including value alignment, algorithmic
accountability, and inclusion. The criterion they ranked
No. 1 in importance: “data responsibility.”
The vast majority of corporate leaders appear to be
expecting societal pressure around AI. In our survey,
92 percent of global executives agreed that their
customers will demand more transparency into how the
technology that powers AI works. And almost the same
portion—91 percent—said that they expect more
regulation on AI ethics. More and more companies will
be pressed to turn those expectations into action.

Question No. 5: How much
privacy risk will consumers
tolerate?
The way Bruce Schneier sees it, the trade-off between
privacy and functionality is fast becoming a life or death
issue. The security guru and Special Advisor to IBM
Security points out that computers are controlling
everything from self-driving cars to implantable medical
devices, and that raises the stakes on keeping systems
safe. “Privacy is now a matter of public safety,” says
Schneier, the author of more than a dozen books, including
Click Here to Kill Everybody: Security and Survival in a
Hyper-Connected World. “It used to be that your data got
hacked and you lost some money. Now, you could have
your car get hacked and lose your life.”
It’s an extreme way of framing an essential question:
In today’s ever-more-digital world, how much risk are
people willing to tolerate in the name of new and
improving technologies? And then there’s the flipside:
What are we willing to give up in order to limit unintended
consequences? If, for example, security is of paramount
importance, then the resources to support security must
increase—even if that strains the bottom line.

Based on our survey research, people have mixed feelings
about the tech trade-off. On balance, we asked, are the
benefits derived from new technology worth sacrificing
some privacy? The responses were hardly definitive:
65 percent of respondents agreed with the statement,
but only 30 percent strongly agreed. And 35 percent
disagreed. In other words, nearly a third of people aren’t
comfortable with the bargain they’re getting from
technology.
When we asked if they back up their beliefs with actions,
the result was a bit clearer: 84 percent of the respondents
said that they actively support companies that are
transparent about how they use their data and that they
avoid doing business with companies that don’t (see
Figure 10).
It is only going to get harder for consumers to separate
their private behavior from the connected world. As Lucie
Greene of Wunderman Thompson points out, voiceactivated digital assistants or responsive visual
recognition technology are changing the way that we react
to the Internet, making it more like the air around us. “It’s
really cool, but I think it removes a layer of mindfulness,”
says Greene. “The whole human experience is becoming a
commodity, something that can be sold and analyzed. The
convenience is just too seductive for consumers to reject.”

Figure 10
Consumers tend to support companies that are more open and transparent about personal data use, despite being
mixed about the trade-offs with benefits from new technology
I actively support companies that are open and transparent about how they use my data and avoid doing business with those that aren’t

r,
53%

31%

16%

On balance, I believe that the benefits we get from new technology are worth sacrificing some privacy

30%
Source: 2018 IBV Consumer Trust and Data Survey.
Q. To what extent do you agree with the above statements?

35%

35%

Greater extent Moderate extent None or lesser extent
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Companies that make it easier
for consumers to take control of
and maintain their privacy while
engaging in the digital world could
gain a competitive advantage
going forward.

Younger consumers appear to be less concerned about
the trade-off. In the Consumer Trust and Data Survey, we
asked respondents who should have responsibility for
protecting personal information—organizations that
collect and use the data, tech companies that make
products for them, government, or the individuals
themselves. Consumers of all ages put the most
responsibility on the organizations collecting the data and
the least on themselves as individuals. But the younger
the demographic, the less they pinned culpability on
anyone. Just 52 percent of members of Generation Z, for
example, say that government should be responsible for
protecting personal data versus 64 percent of Millennials
and 68 percent of Generation X (see Figure 11).

That’s because the current privacy framework puts the
bulk of the decisions and responsibility on consumers.
“There’s this fiction that assumes that you can take
control over all of your data,” says King. “But you’re not
given a real choice. It’s take the terms or leave them—no
negotiation. You cannot expect human beings to manage
these things. Even if you did, you’re not giving them a
manageable way to do it.”

Any way you cut it, the status quo is not sustainable,
argues Jennifer King, director for consumer privacy at the
Stanford Law School’s Center for Internet and Society.

One thing is for sure: Those organizations that get in front
of trust and privacy challenges will be better positioned to
master them and come out ahead, with governments,
regulators, consumers, and business partners.

In that sense, privacy is a tremendous opportunity.
Companies that make it easier for consumers to take
control of and maintain their privacy while engaging in the
digital world could gain a competitive advantage going
forward. “I’d like to see us turn that corner,” says King.

Figure 11
Younger consumers are less concerned about organizations taking responsibility for protection of personal data
81% 81%
73% 74%

75%

64%

62%
52%

67%

54% 55%

64% 65%

68%

72%

52%

76%

75%

72%
63%

65% 66%

51%

42%

Organizations that collect
and use your data

Individuals

Government

Tech companies

Generation (age ranges): Gen Z (18-21) Millennials (22-37) All respondents Gen X (38-55) Boomers (56-70) Silent/greatest (71+)
Source: 2018 IBV Consumer Trust and Data Survey.
Q. Who should have responsibility for protecting personal information?
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