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Is how much Global 500 companies will spend on GDPR compliance
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Purpose of the new Regulation*
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Per the stated goals from the European Parliament
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GDPR £0{ 0|3}
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Guide to the General Data Protection Regulation (GDPR) by ICO

https://lico.org.uk/for-organisations/guide-to-the-general-data-protection-requlation-gdpr/introduction/

Preparing for the General Data Protection Q...

You should review how you seek, record and manage
consent and whether you need to make any changes.
Refresh existing consents now if they don’t meet the
GDPR standard.

6Children

You should start thinking now about whether you
7 need to put systems in place to verify individuals’
Awareness

ages and to obtain parental or guardian consent for
You should make sure that decision makers and key any data processing activity.
people in your organisation are aware that the law is

changing to the GDPR. They need to appreciate the 9
Data breaches

impact this is likely to have.

You should make sure you have the right procedures
in place to detect, report and investigate a personal
data breach.

11BN (€040 12 steps to take now

Information you hold

You should document what personal data you hold,
where it came from and who you share it with. You
may need to organise an information audit.

O

Data Protection by Design and Data
Protection Impact Assessments

You should familiarise yourself now with the ICO’s
code of practice on Privacy Impact Assessments as
well as the latest guidance from the Article 29
Working Party, and work out how and when to
implement them in your organisation.

©

Communicating privacy information
You should review your current privacy notices and
put a plan in place for making any necessary
changes in time for GDPR implementation.

Individuals’ rights QDa‘[a Protection Officers

You should check your procedures to ensure they
cover all the rights individuals have, including how
you would delete personal data or provide data
electronically and in a commonly used format.

You should designate someone to take responsibility

for data protection compliance and assess where this
Subjec’[ access requests role will sit within your organisation’s structure and

governance arrangements. You should consider
whether you are required to formally designate a
Data Protection Officer.

You should update your procedures and plan how you
will handle requests within the new timescales and
provide any additional information.

6 @ International

Lawful basis for processing personal data o .
If your organisation operates in more than one EU

You should identify the lawful basis for your member state (ie you carry out cross-border
processing activity in the GDPR, document it and @ie v o

o dat N e ain it processing), you should determine your lead data
l 0 update your privacy notice to expiain It. protection supervisory authority. Article 29 Working
c o

. Party guidelines will help you do this.
ico.org.uk

Information Commissioner's Office
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Privacy vs. security: What's the difference?
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GDPR is all About the EU data subject...
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What is GDPR?

The GDPR rules are designed to bring
existing data protection laws into the
21st century. They give individuals the
right to see what information companies
hold about them, oblige business to
handle data more responsibly, and put a

new set of fines and regulations in place.

IBM Security
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FROM IDG

A APPLE HOLIC

)
iq
] By Jonny Evans, Computerworld

FEATURE

Everything you need to know about Apple's GDPR privacy upgrade

Included in Apple's update to comply with the EU's GDPR, customers will be able to
download all the information Apple keeps about them.

GDPR also means Apple will give you more control
Apple also intends to make it much easier for its
customers to control their data. That means we'll be
able to:

*Get a copy of our data

*Correct our data

*Temporarily deactivate our accounts

*Delete our entire Apple ID
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IBM GDPR Framework

Phase Transform Operate Conform

- el HH, « AHEA s, « AXh Z2 M2 8 « BE 23AH=LA * GDPR BF &=
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Hob Mutol| A « Hot Bl Jjol HE
. GDPR 7} 234 - JHol M 23S, .- GDPR 18 X & AR DL E
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+ GDPR =H| 2L Hob #he| & * Privacy by Design, « OO F=H AMA
THe A Security by Design, ol Zo| st 2tg|
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/ LHZH =t
Outcome
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GDPR C{ &2 #let IBM Security &M

« GDPR Assessment: GDPR Readiness Assessment

« 2|23 CA|E E: Critical Data Protection Program + Data Risk
Manager

- 74Q! H|O|E{ ZAM / 25: Guardium with GDPR Accelerator, Data
Risk Manager

- OO|E B3 FgF "W, WM A B|AF: Guardium Vulnerability
Assessment, AppScan Application Security, Identity Governance
and Intelligence

o A FH, Ho|H FH| Het =X 51 Md: Guardium w/ GDPR
Accelerator

« 233} Guardium Data Encryption, Guardium Multicloud
Encryption, IBM Security Key Lifecycle Management

o At O, §|8F EX|: Resilient Incident Response Platform
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GDPR &1 CHA| O 2 IBM Security &M

« GDPR §|O| HAAM 8l 2= - Guardium GDPR Accelerator
o AWM 2|A3 AE - Identity Governance and Intelligence

27 M . mot A oplEN 43

HO|E& 2tO|ZALO|E EHE|

HOlH =X =2 2

g A d = 2

- ?leg 538 8 Ax Z2
Guardium Data Protection, Identity
Governance, Guardium Data
Encryption

Govern

comerm © JHl HE =S 3t SX| 1

Guardium Data Encryption
« HOF EX| #+& Guardium Data

Transform

GDPR CJ|O|E| M|~ 0|2 7|2

Operate

HOIe Z2MA / HEZEHY \ Protection, Identity Governance
HeEHA A —
Guardium GDPR Accelerator . JHol H[O[E] WM~ 2 L|E 2

ol tis 5 e

Resilient Incident Response

HO|E M= 22| 8 IS
HIO|E AFLL CHS SL A}

?le ZUHE, §A s & 2t
Guardium GDPR Accelerator, Identity Governance and
Intelligence, QRadar, Resilient Incident Response
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GDPRO| H|ZL|A0| OjX|= Y&S O{BH SHEL|N}?

SOLUTION GDPR Readiness Assessment Maturity Model

GDPR Readiness
Assessment = BOlsi0l, Z2AA HE0 58S SU

Level 4 — Managed RMOELIC &8 T2 HAIA#E D ASLICH
Level 3 — Defined HC| ASLICEH B3 ALE U S AISLICHL
D ASLICH S 20l HSELICH

X &0 ASLICH

P

Bh

Level 2 — Repeatable

= E
T8 E%

(5]

General Provisions
General Principles
Consent

Special categories
Transparency

Access

ASSESS DESIGN
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Wl HIOIHE H10 AML Hots X0t OEA gLat?

=
SOLUTION GDPR EH o|E Attt 23 &l 0|2 ™Mol =l XAl Zlst

(BM Security :
Guardium® GDPR -

<«
Accelerators X

Accelerator

H Welcome
fﬁ Setup > Overview
ol 0 | 0 W B B > Plan & Organize
° Jiel M| o|Eof CHSH G| O] E =l .
HI_ 1' | -IO" HI_ -” | -I = T OO  Discover » GDPR Security of Processing
< EﬂOlE-I —7|<—X1| _Q_Io'l 94 7HO|_| EﬂOlE-I OﬁHA‘”ﬁ% @ Harden >2;:§Sa§:t8ecurity\mpact
Zotot GDPR 71 QI H|O[E{o| ZEAL & S
= i GDPR Data S ity C li
* GDPR 7HQl GIO|E{Z e AP Ho| & HA 8 Protect
Bl=
Comply
© LALAL 94'5%31 2 H|oJH EEPOIhH/\I
”M “Ekﬂﬁ £l
Reports

® Guardium Data Protection X|£9| &2 "
£§5|0'| Xﬂ%% @ Dgshboards

ASSESS OPERATE CONFORM
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SOLUTION OS2l #H 0|8 HM= S IHOl FE0f Chot A2 2lHS
AlHSED 2totetL|CH M| A S ID 20| ZAIO[E Z2M|A
ts2t

IBM Security

Identity Governance
and Intelligence

* AIE|Z2L0|x 9 SR E ofZ2|3 0| Mo
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- g 50 2 o

N 9 2jA3 2300
X3
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GDPR Zt& EX| Y EIME XIS

OPERATE
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GDPR H| 32 0| Ot H2| $HS o{EH| FHEL|}?

SOLUTION On-prem, tHe SERE, HE| F2tRE, 510|EZ|E 2t
: & OO0 2| 2 |01I ZA o, It 3 =& =23 7|52
IBM Multi-Cloud E310] Q202 HE HO|E HE

Data Encryption

— 4 —
= ﬁ'ﬁ == Azure -# S private 'ﬁx =-rs Google %g a,_ﬁ: ﬁﬁ Cloud

=rs AWS '&k‘. Encryption

- Agents -

Encryption Encryption
Agents Agents

On-Prem
*AHMA HOE SX|SIHAM e 5 & [0l Flexibly supports cloud Policy, Provisioning,
ot s = g o scenarios and improves and Management i
223 Ats HA Failover X| & manageability (PPM) TRt
Optional SKLM
o T ° . Extornal K
Z 23} REST API X| & Storage (KMIP)
¢ 4t Yoot 2HF0A E2H0] HotEl 7| 2|
7|52 M| &5l= IBM Security Key Lifecycle
Manager S&tot XM=

TRANSFORM
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72 A|Zt O[LY 9|8t EX| 7 A2 OfEA &

SOLUTION

IBM Resilient®
Incident Response

Platform
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* GDPR Preparatory Guide

2 8ol EXMztE
ZZMAE E3l GDPR FH|

LR
GDPR Simulation

2ot 512 GDPRO [2
A0 TS 51| 2fsf 3=
x[ofof o xX|S 22 E 4

Ag Lt

* GDPR-Enhanced Privacy
Module

HOotE 2 GDPR 2HE X|H &
IRPOf| Zotzl &0 2ot
L0l E &l G| O] & 1| O] 20f

BM A o = ASLIC

OPERATE CONFORM
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II. ~ Personal Data Mapping & Discovery

III. Build a Remediation Plan
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G IBM Security

Interactive assessment tool: ibm.biz/GDPR-Ready

Is your business ready for GDPR?

The EU General Data Protection Regulation (GDPR) has a tremendous impact on the way
organizations handle data. Use our Guide to GDPR Readiness to determine the steps

your company can take surrounding GDPR.

I'm ready to get started!

About GDPR

GDPR aims to harmonize data protection across all 28
EU member states and businesses within the regions.
If your organization is active across the EU,
understanding and activating initiatives related to
GDPR is necessary in order to continue conducting
business.

IBM Security

Share «

Request a Consultation

1BM is positioned to help you develop strategies to
address all the challenges surrounding GDPR.
Request a consultation with IBM to learn more about
our phased program engagement points and cognitiv
capabilities to help accelerate your GDPR journey.
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THANK YOU

FOLLOW US ON:
ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

QB8

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2016. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products

and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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