
1 

 



https://www.ibm.com/security/covid-19


– 

– 

– 



 

 

 

 





 

    

 

 

  

 

https://en.wikipedia.org/wiki/OODA_loop


– 

– 

– 

– 

– 

– 

 



 

 

  

   

 

 

 

 
  

 

 

 

 

  



– 

– 

– 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



mailto:wwhitmor@us.ibm.com
https://www.linkedin.com/in/wendiwhitmore2/
https://twitter.com/wendiwhitmore
mailto:gparham@us.ibm.com
https://www.linkedin.com/in/gerryparham/


 

 

mailto:iibv@us.ibm.com
https://twitter.com/IBMIBV
https://ibm.co/covid-19-action-guide
https://ibm.co/covid-19-action-guide
https://ibm.co/cio-guide-challenges
https://ibm.co/cio-guide-challenges
https://www.ibm.com/thought-leadership/institute-business-value/report/ciso-strategic-partnership
https://www.ibm.com/thought-leadership/institute-business-value/report/ciso-strategic-partnership
https://www.ibm.com/thought-leadership/institute-business-value/report/ciso-strategic-partnership


 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV
https://exchange.xforce.ibmcloud.com/collection/Threat-Actors-Capitalizing-on-COVID-19-f812020e3eddbd09a0294969721643fe
https://exchange.xforce.ibmcloud.com/collection/Threat-Actors-Capitalizing-on-COVID-19-f812020e3eddbd09a0294969721643fe
https://exchange.xforce.ibmcloud.com/collection/Threat-Actors-Capitalizing-on-COVID-19-f812020e3eddbd09a0294969721643fe
https://exchange.xforce.ibmcloud.com/collection/Threat-Actors-Capitalizing-on-COVID-19-f812020e3eddbd09a0294969721643fe
https://exchange.xforce.ibmcloud.com/collection/Threat-Actors-Capitalizing-on-COVID-19-f812020e3eddbd09a0294969721643fe
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/ZBZLY7KL
https://www.ibm.com/downloads/cas/ZBZLY7KL
https://www.techrepublic.com/article/cybercriminals-exploiting-coronavirus-outbreak-with-virus-themed-sales-on-the-dark-web/
https://www.techrepublic.com/article/cybercriminals-exploiting-coronavirus-outbreak-with-virus-themed-sales-on-the-dark-web/
https://www.techrepublic.com/article/cybercriminals-exploiting-coronavirus-outbreak-with-virus-themed-sales-on-the-dark-web/
https://www.techrepublic.com/article/cybercriminals-exploiting-coronavirus-outbreak-with-virus-themed-sales-on-the-dark-web/
https://www.techrepublic.com/article/cybercriminals-exploiting-coronavirus-outbreak-with-virus-themed-sales-on-the-dark-web/
https://www.techrepublic.com/article/cybercriminals-exploiting-coronavirus-outbreak-with-virus-themed-sales-on-the-dark-web/
https://www.techrepublic.com/article/cybercriminals-exploiting-coronavirus-outbreak-with-virus-themed-sales-on-the-dark-web/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://exchange.xforce.ibmcloud.com/collection/Small-Businesses-Seeking-Disaster-Assistance-Targeted-By-Remcos-Infostealer-e8b9f4f5e9d8c98f51e2ee09ac632ef8
https://exchange.xforce.ibmcloud.com/collection/Small-Businesses-Seeking-Disaster-Assistance-Targeted-By-Remcos-Infostealer-e8b9f4f5e9d8c98f51e2ee09ac632ef8
https://exchange.xforce.ibmcloud.com/collection/Small-Businesses-Seeking-Disaster-Assistance-Targeted-By-Remcos-Infostealer-e8b9f4f5e9d8c98f51e2ee09ac632ef8
https://exchange.xforce.ibmcloud.com/collection/Small-Businesses-Seeking-Disaster-Assistance-Targeted-By-Remcos-Infostealer-e8b9f4f5e9d8c98f51e2ee09ac632ef8
https://exchange.xforce.ibmcloud.com/collection/Small-Businesses-Seeking-Disaster-Assistance-Targeted-By-Remcos-Infostealer-e8b9f4f5e9d8c98f51e2ee09ac632ef8
https://exchange.xforce.ibmcloud.com/collection/Small-Businesses-Seeking-Disaster-Assistance-Targeted-By-Remcos-Infostealer-e8b9f4f5e9d8c98f51e2ee09ac632ef8
https://exchange.xforce.ibmcloud.com/collection/Small-Businesses-Seeking-Disaster-Assistance-Targeted-By-Remcos-Infostealer-e8b9f4f5e9d8c98f51e2ee09ac632ef8
https://exchange.xforce.ibmcloud.com/collection/Holding-Your-Health-For-Ransom-Extortions-On-The-Rise-1fc43fac1cf1b72a4245f0107da283e3
https://exchange.xforce.ibmcloud.com/collection/Holding-Your-Health-For-Ransom-Extortions-On-The-Rise-1fc43fac1cf1b72a4245f0107da283e3
https://exchange.xforce.ibmcloud.com/collection/Holding-Your-Health-For-Ransom-Extortions-On-The-Rise-1fc43fac1cf1b72a4245f0107da283e3
https://exchange.xforce.ibmcloud.com/collection/Holding-Your-Health-For-Ransom-Extortions-On-The-Rise-1fc43fac1cf1b72a4245f0107da283e3
https://exchange.xforce.ibmcloud.com/collection/Holding-Your-Health-For-Ransom-Extortions-On-The-Rise-1fc43fac1cf1b72a4245f0107da283e3
https://exchange.xforce.ibmcloud.com/collection/Holding-Your-Health-For-Ransom-Extortions-On-The-Rise-1fc43fac1cf1b72a4245f0107da283e3
https://exchange.xforce.ibmcloud.com/collection/Holding-Your-Health-For-Ransom-Extortions-On-The-Rise-1fc43fac1cf1b72a4245f0107da283e3
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://exchange.xforce.ibmcloud.com/collection/Covid-19-Drug-Advice-From-The-WHO-Disguised-As-HawkEye-Info-Stealer-2f9a23ad901ad94a8668731932ab5826
https://www.kaspersky.com/blog/coronavirus-phishing/32395/
https://www.kaspersky.com/blog/coronavirus-phishing/32395/
https://www.kaspersky.com/blog/coronavirus-phishing/32395/
https://securityintelligence.com/posts/ibm-x-force-threat-intelligence-cybersecurity-brief-novel-cor
https://securityintelligence.com/posts/ibm-x-force-threat-intelligence-cybersecurity-brief-novel-cor
https://securityintelligence.com/posts/ibm-x-force-threat-intelligence-cybersecurity-brief-novel-cor
https://securityintelligence.com/posts/ibm-x-force-threat-intelligence-cybersecurity-brief-novel-cor
https://securityintelligence.com/posts/ibm-x-force-threat-intelligence-cybersecurity-brief-novel-cor
https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://thehill.com/policy/cybersecurity/487756-top-us-health-agency-suffers-cyberattack-report
https://thehill.com/policy/cybersecurity/487756-top-us-health-agency-suffers-cyberattack-report
https://thehill.com/policy/cybersecurity/487756-top-us-health-agency-suffers-cyberattack-report
https://thehill.com/policy/cybersecurity/487756-top-us-health-agency-suffers-cyberattack-report
https://thehill.com/policy/cybersecurity/487756-top-us-health-agency-suffers-cyberattack-report
https://www.weforum.org/agenda/2020/03/coronavirus-pandemic-cybersecurity/
https://www.weforum.org/agenda/2020/03/coronavirus-pandemic-cybersecurity/
https://www.weforum.org/agenda/2020/03/coronavirus-pandemic-cybersecurity/
https://www.weforum.org/agenda/2020/03/coronavirus-pandemic-cybersecurity/
https://www.cisa.gov/insights


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.nytimes.com/interactive/2020/us/coronavirus-stay-at-home-order.html
https://www.nytimes.com/interactive/2020/us/coronavirus-stay-at-home-order.html
https://www.nytimes.com/interactive/2020/us/coronavirus-stay-at-home-order.html
https://www.nytimes.com/interactive/2020/us/coronavirus-stay-at-home-order.html
https://www.nytimes.com/interactive/2020/us/coronavirus-stay-at-home-order.html
https://www.nytimes.com/2020/03/24/world/asia/india-coronavirus-lockdown.html
https://www.nytimes.com/2020/03/24/world/asia/india-coronavirus-lockdown.html
https://www.nytimes.com/2020/03/24/world/asia/india-coronavirus-lockdown.html
https://www.nytimes.com/2020/03/24/world/asia/india-coronavirus-lockdown.html
https://www.nytimes.com/2020/03/24/world/asia/india-coronavirus-lockdown.html
https://thehill.com/policy/cybersecurity/490685-zoom-vulnerabilities-exposed-as-meetings-move-online
https://thehill.com/policy/cybersecurity/490685-zoom-vulnerabilities-exposed-as-meetings-move-online
https://thehill.com/policy/cybersecurity/490685-zoom-vulnerabilities-exposed-as-meetings-move-online
https://thehill.com/policy/cybersecurity/490685-zoom-vulnerabilities-exposed-as-meetings-move-online
https://thehill.com/policy/cybersecurity/490685-zoom-vulnerabilities-exposed-as-meetings-move-online
https://threatpost.com/coronavirus-poll-cyberattacks-work-from-home/153958
https://threatpost.com/coronavirus-poll-cyberattacks-work-from-home/153958
https://threatpost.com/coronavirus-poll-cyberattacks-work-from-home/153958
https://en.wikipedia.org/wiki/OODA_loop
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.threatanalysis.com/2010/05/03/threat-vulnerability-risk-commonly-mixed-up-terms/
https://www.threatanalysis.com/2010/05/03/threat-vulnerability-risk-commonly-mixed-up-terms/
https://www.threatanalysis.com/2010/05/03/threat-vulnerability-risk-commonly-mixed-up-terms/
https://www.threatanalysis.com/2010/05/03/threat-vulnerability-risk-commonly-mixed-up-terms/
https://www.fifthdomain.com/opinion/2020/03/23/what-covid-19-can-teach-us-about-cyber-resilience/
https://www.fifthdomain.com/opinion/2020/03/23/what-covid-19-can-teach-us-about-cyber-resilience/
https://www.fifthdomain.com/opinion/2020/03/23/what-covid-19-can-teach-us-about-cyber-resilience/
https://www.fifthdomain.com/opinion/2020/03/23/what-covid-19-can-teach-us-about-cyber-resilience/
https://www.fifthdomain.com/opinion/2020/03/23/what-covid-19-can-teach-us-about-cyber-resilience/
https://thehill.com/opinion/cybersecurity/485391-cyber-planners-should-be-carefully-watching-the-coronavirus
https://thehill.com/opinion/cybersecurity/485391-cyber-planners-should-be-carefully-watching-the-coronavirus
https://thehill.com/opinion/cybersecurity/485391-cyber-planners-should-be-carefully-watching-the-coronavirus
https://thehill.com/opinion/cybersecurity/485391-cyber-planners-should-be-carefully-watching-the-coronavirus
https://thehill.com/opinion/cybersecurity/485391-cyber-planners-should-be-carefully-watching-the-coronavirus
https://thehill.com/opinion/cybersecurity/485391-cyber-planners-should-be-carefully-watching-the-coronavirus
https://www.bankinfosecurity.com/coronavirus-hits-wall-street-cyber-survive-slide-a-13913
https://www.bankinfosecurity.com/coronavirus-hits-wall-street-cyber-survive-slide-a-13913
https://www.bankinfosecurity.com/coronavirus-hits-wall-street-cyber-survive-slide-a-13913
https://www.bankinfosecurity.com/coronavirus-hits-wall-street-cyber-survive-slide-a-13913
https://www.ibm.com/downloads/cas/ZBZLY7KL
https://www.ibm.com/downloads/cas/ZBZLY7KL
https://www.ibm.com/security/data-breach/threat-intelligence
https://www.ibm.com/security/data-breach/threat-intelligence
https://www.ibm.com/security/data-breach/threat-intelligence
https://www.ibm.com/downloads/cas/X47BR759
https://www.ibm.com/downloads/cas/X47BR759
https://www.ibm.com/downloads/cas/X47BR759
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV
https://www.ibm.com/downloads/cas/GAVGOVNV




mailto:iibv@us.ibm.com
https://www.ibm.com/legal/kr/ko/



