THE BOOM
A critical incident strikes and your security is compromised.
Malicious hackers infected systems with malware and are holding your
organization hostage with a ransomware attack.
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51% of organizations surveyed have experienced at least
one known security breach in the last 12 months
Forrester Global Business Technographics® Security Survey, 2019

RESPOND
You’ve detected the breach.
Now it’s time to activate your incident response plan to contain the threat.
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DEALING WITH RANSOMWARE
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To pay or not to pay?
Ultimately, it is a business decision based on several factors.
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In some cases, paying the ransom may be the best, or only option
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There are risks when paying the ransom: the attackers may not honor the deal, faulty
ransomware encryption can destroy data and malware may remain hidden on systems
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Recovering from backups means you don’t have to pay, but backups can be infected too, if
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taken after the attackers had already gained a foothold in your network
20

20

Whether you pay or not, incident recovery professionals can help you restore systems
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RANSOMWARE PLAYBOOK
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RECOVER
Restore normal operations and review your incident response to
identify and fix gaps in your plans and playbooks.

Restore data from backups,

Assess what went wrong,

Update your incident response

eliminate latent threats and

discover lessons learned and

plans to correct issues

rebuild systems

refine your strategy

ENHANCE CYBER RESILIENCE

OPTIMIZE
Continue to upgrade your security and prepare your team to minimize the
effects of future incidents

Test backups and use offensive

Build your security culture
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your incident response through
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PROTECT DATA AND USERS

TRAIN YOUR TEAM

OPTIMIZE YOUR SECURITY
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Simulated conversations in the Terminal Chat tool were powered by IBM Watson chatbot
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IT system security involves protecting systems and information through prevention, detection and response to
improper access from within and outside your enterprise. Improper access can result in information being altered,
destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in
attacks on others. No IT system or product should be considered completely secure and no single product, service
or security measure can be completely effective in preventing improper use or access. IBM systems, products and
services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve
additional operational procedures, and may require other systems, products or services to be most effective. IBM
DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR
ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

