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In the future of operations, enterprises must increase efficiency while extending their
capabilities to be more resilient. To balance these requirements, organizations must
focus on autonomous and rapid data-driven decision making through the use of artificial
intelligence (AI), edge computing, and analytics.
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Introduction
Digital transformation (DX) has been the focus of companies large and
small throughout the past decade. But now the twin goals of increasing
efficiency and reducing waste, which have shaped industries across the
globe for years, are giving way to a new objective: resilient operations and
decision making. As this change takes hold, resilient decision making is
emerging as the foundation of operational excellence. In resilient decision
making, data is leveraged to develop real-time insights and automation is
used to present a decision framework for executives.

AT A GLANCE
KEY STATS
Operational data generation will increase
2x–3x over the next five years.

KEY TAKEAWAYS
Foundational technologies such as AI, IoT,
edge computing, analytics, and cloud will
define the infrastructure of the resilient
organization.

Companies are redefining their measures of success based on their ability to
react to market disruptions using resilient decision making. They are embracing ongoing efficiency measures and extending
these efforts with DX and a new focus on providing decision makers with near-real-time insights. These insights focus on
performance and artificial intelligence (AI)–supported predictive capabilities that link the operation of production assets more
directly to markets and customers. The potential benefits of resilient decision making include greater market anticipation,
more flexible business processes, and direct connections between products, customers, ecosystems, and operations. These
benefits can lead to greater revenue, faster growth, avoidance of disruptions, and overall better operational performance.
An example of a company moving down the path to resilient decision making and operational transformation is a large
paper manufacturing company, which has begun moving from a siloed asset management strategy to a collaborative
asset management center. The center is made up of repositioned engineers, IT staff, and equipment suppliers.
By establishing that center, connecting assets, applying advanced analytics, and developing AI models, the company is
increasing yields, reducing downtime, and lowering maintenance costs. These outcomes are the result of much faster
decision making that provides greater visibility into a broader operational field of view.
The Future of Operations Is Resilient Decision Making
Customer and market expectations for more personalized products, deliveries, and services — as well as unanticipated
events and sudden demand shocks — are driving change and creating opportunities for a company to transform how its
operation stays aligned with its markets. Lean and other types of continuous improvement philosophies used by operations
teams in factories, utilities, refineries, and government agencies will always be important. These methods have benefited
companies as they pushed for operational excellence. However, to achieve the balance between efficiency and resiliency
while remaining competitive, leading organizations are now becoming more connected. They are creating, gathering, and
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analyzing critical data throughout their operations and product engineering processes to increase awareness of market
changes and automate decision making. The act of connecting and synchronizing pertinent data across upstream and
downstream roles is referred to as building a digital thread. Connecting business processes to eliminate siloed data and
apply analytics to newly expanded and contextualized data removes bottlenecks and empowers workers to make rapid and
confident decisions. Applying analytical models, digital threads, and real-time Internet of Things (IoT) data in a digital twin
framework supports resilient decision making from the large data sets created in operations.
Companies are operationalizing these new concepts of resiliency by building new hybrid IT/OT organizations to combine
subject matter expertise with digital expertise to stand up new technologies rapidly at scale. IDC refers to that process as
"digital engineering." The digital engineering organization takes responsibility for orchestrating operational data,
managing advanced analytical models, and developing the framework for using AI in autonomous operations.
The digital engineering organization is built from existing engineers, operations staff, IT staff, and even OEMs and service
providers. For example, a very large chemical company is using an IT leader with a deep connection to operations as an OT lead.
The team under that lead includes process engineers, IT service staff, and several production managers. The goal is to lead
technology projects in operations with the eventual goal of extending AI and advanced analytics to operational decision making.
Traditional concerns around inventories, productivity, and process times will remain, but they will become secondary to
the rising priority around flexibility and resiliency (see Table 1).

TABLE 1: Change in Motivation for IT/OT Convergence: 2020 Versus 2018
% Change
(2020 Versus 2018)

Attribute
Safety: Enhanced personnel and public safety in operations

+32.3%

Sustainability: More efficient and clean operations or energy/resource management

+15.1%

Improved product/service quality: Responding more quickly to product/service issues, predicting issues

+14.1%

Agility: Improved flexibility in adjusting production/operations according to demand requests

+10.5%

Security: More comprehensive security coverage

-8.0%

Reduced cost: Ability to share resources across IT/OT

-8.6%

Customer service: Improving service performance to customers (on-time and/or in-full deliveries)

-11.7%

Source: IDC's IT/OT Convergence Surveys, June 2018 and June 2020

As Table 1 shows, improved response to product/service issues and improved operational agility are two of the four
increasing motivations for manufacturing IT and business executives, according to a comparison of responses from
IDC's 2018 and 2020 IT/OT Convergence Surveys. Responsiveness and agility are two core components of a resilient
operation. This shift in motivation suggests that all aspects of operations (e.g., physical asset management, engineering,
design, facilities, services, production) need to access transformation concepts and technologies that provide
autonomous operations, remote working, and resilient decision making. While measures of operational health such as
cost, productivity, and waste remain key performance indicators, managing to the market and customer experience will
become easier as operational data is more accessible and contextualized.
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Business Strategies Must Be Transformed Through Resilient Decision Making
A company's existing business strategies will not go away, but they will be transformed based on the following factors:

» Having autonomous AI-driven decision making and control. One of the most important parts of supporting
continuity and resiliency is having assets and processes that run autonomously through AI-driven decision making
and control. A core part of resilient decision making is the use of advanced analytics and AI to drive a form of
hyperautomation that can do more than near-term focus on automated maintenance. Hyperautomation gives
workers the ability to shift their focus to higher-order tasks. It must also provide a decision support structure for
decision makers to start to automate repetitive and mundane decisions. That structure will empower the key
decision makers with the timely and contextualized information they need to make rapid and effective decisions.

» Extending asset life and uptime through predictive analytics. Having a resilient organization that can adjust to and
potentially predict disruptions and events that threaten business operations is one of the most critical
requirements of the future of operations. The development of a digital thread that connects all aspects of the
organization and broader ecosystem is the goal. Connecting business, operations, product, customer, supplier, and
other service providers with a digital thread that accesses all data in the ecosystem will provide a foundation for
resilient decision making that minimizes information lag.

» Seamlessly integrating engineering data into maintenance. This new hybrid IT and OT
organization must possess talent that has domain expertise in the business and the
digital skills that are fundamental for scaling digital initiatives. Companies cannot
succeed with isolated and siloed digital projects that never gain critical operational
mass. Digital engineering is the key to lifting those digital initiatives up to the enterprise
DX strategy and then maintaining that transformation for operations.

» Becoming market driven through a hyperconnected product. The real-time link to

Companies cannot
succeed with
isolated and siloed
digital projects that
never gain critical
operational mass.

product and service performance is a critical aspect of becoming a market-driven organization in the future of
operations. The hyperconnected product means that real-time performance insights will be available by creating a
digital thread that connects these insights not only to product engineers but also to all parts of the broader
ecosystem, including marketing and sales, operations, suppliers, partners, and service. Each role in the organization
can develop a digital twin with these real-time insights to support decision making. For example, in a
manufacturing organization, product engineers can adjust product parameters to optimize field performance
based on actual use, manufacturing engineers can adjust production processes to improve quality, and service
providers can adjust field service delivery to improve the customer experience.

» Achieving resiliency through ecosystems. A market-driven operation must develop an ecosystem approach to
manage the supplies and services needed to keep a market-driven operation optimized. The shift from a strictly
cost- and time-based consideration for ecosystem decisions to a capacity- and capabilities-based approach will be
accomplished through the hyperconnected ecosystem. Also, partners that support operations and assets must be
able to digitally share and use all the information on the process or asset, especially the history of how an asset has
been maintained. These new ecosystems will operate like interchangeable pieces orchestrated by AI-driven
decision making with transparency into a supplier's operations.
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Technology Strategies Will Define Business Capabilities
Companies must have a well-defined plan and a digital foundation that encompasses all aspects of the business and
ecosystem. A resiliency strategy must include a data-centric foundation that utilizes a digital thread to synchronize a
single source of truth across all an organization's business strategies. This approach ensures each initiative can advance
independently while the projects are all moving toward the same overall goal defined by the resiliency strategy.
Once the business strategies and plan have been defined, companies must look at the digital strategies and the technology
needed to support the business strategy. The core technology strategies involve using Internet of Things (IoT) to connect
products and processes, cloud to provide accessibility and share siloed information, edge computing to enable real-time
decision making, and AI to drive autonomous operations. However, these technologies alone will not transform a business
into a resilient organization.
Digital Engineering Is the Core of the Resilient Organization
Digital engineering is squarely focused on enabling organization and process change within operations. As Figure 1
shows, IT will continue to support business and market capabilities. But digital engineering will focus on bringing digital
technologies to operations and supporting resilient decision making.

FIGURE 1: Digital Engineering in a Resilient Operation
Resilient
Decision
Making

Information
Technology

Digital
Engineering

(Business)

(Operations)

Market and
Customer

Source: Digital Engineering and the Future of Operations (IDC #US46217020, April 2020)
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Digital engineering has a basic mission of supporting the business transformation strategies listed previously. Starting out,
digital engineering will be done by domain experts and IT staff working collaboratively to build the digital framework and
support specific digital initiatives. The process will leverage both operational knowledge and technology skills to manage
the industrial digital framework for ingesting operational data, providing analytical insights to operations, supporting
resilient decision making, and delivering automation for resilient decision making in the market-driven operation.

Key Business Priorities
Even with a strong digital plan in place, organizations face significant external and internal challenges to becoming
resilient. Perhaps one of the most important aspects of the entire transformation is setting priorities for digital initiatives.
IDC is seeing many industries set digital priorities in one or more of the following functional areas:

» Asset monitoring and asset management. Asset management transformation is a core aspect of operations in
asset-intensive industries such as oil and gas, utilities, and process manufacturing, but it is also a critical factor in
other sectors. Beyond basic asset downtime, asset performance management (APM) supports more directly
connecting an asset's performance to product performance in the field. Investments in digitizing, connecting, and
analyzing operational assets provide companies with the ability to remotely monitor and diagnose assets and
equipment. With proper data and AI frameworks such as digital twins in place, digital transformation in asset
management can also lead to control and autonomous operations that support resilient decision making.

» Facilities management and connected buildings. Almost every industry has buildings and campus assets.
Developing a unified strategy for optimizing space utilization, occupancy, energy management, safety, access, and
security is thus a high priority. Companies need to have the digital support for making rapid and effective decisions
around employee and location safety.

» Connected products and services. Embedding digital technology in products and service processes is a high priority
for any market-driven operation. Embedded technology allows operations to have a real-time view of product and
market performance. Having access to that information gives operations the ability to make immediate
adjustments to optimize product, service, and delivery. Companies need to invest in a development platform to
manage the life cycle of the technology in the product, not just in its electronics and software.
These digital priorities are set based on an organization's internal digital skills, the impact of a given priority on
performance, availability of the appropriate technology, and access to necessary services. IDC wants to reinforce that
an organization is not required to have all the digital skills immediately. Working with service partners that have
deep expertise in operations and digital capabilities is critical to success. The digital engineering organization not only
will be made up of domain experts, engineers, and IT staff but also will most likely include resources from the digital
service provider.
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Considerations
Digital transformation, which involves building operational resiliency, is an organizationwide exercise in change
management, and companies inevitably hit some bumps on the road as they work through this process. The most
common challenges encountered are around managing digital projects across an organization's silos, building the right
organizational structure, and developing the necessary digital capabilities and skills. Automation implementations can
come with additional challenges, such as concerns about cost, security, and technology stability.
Many facilities are decades old and require investment to keep up with the pace of digital operations. Any company looking
to transform must be aware of all the risks associated and have a plan in place to address them. Digital transformation is a
journey, so industrial organizations starting out should conduct a realistic assessment of their current digital capabilities and
build out a road map that will help them progress them down the path toward resiliency over time.

Takeaways
The starting point in most organizations will be asset management. Assets are being connected at an incredible rate.
Technology is available to establish monitoring and diagnostics (M&D) centers. Numerous companies are already
establishing and running these centralized M&D operations for their assets. Organizations that start by focusing on
centralizing asset management — whether the asset is a lathe, a building, or an oil well — are building the foundation for
transformation while addressing key performance goals.
Foundational technologies such as AI, IoT, edge computing, analytics, and cloud will define the infrastructure of the
resilient organization, but the digital engineering organization is the new team that will build resiliency and maintain it.
With that in mind, manufacturers looking to become more resilient should:

» Establish a digital road map to get started by identifying high-value areas that could benefit from resiliency.
» Begin to build digital engineering competence that leverages IT, subject matter experts, and digital-capable
business leaders.

» Establish a digital foundation with partners that support the ability to refocus digital capabilities and applications.
» Implement data governance across all business silos as the first step to building an AI and autonomous operations
capability.

» Develop a long-term autonomous operations road map built on smaller, more discrete components that lead to a
final resilient future of operations.
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MESSAGE FROM THE SPONSOR
IBM can support resilient decision making by helping you bridge IT and operational technology (OT) through securely
designed end-to-end digitization. Together, we can help:

» Ensure efficient and reliable equipment operations.
» Utilize space and reduce costs through intelligent facilities operations.
» Streamline product development through engineering operations.
» Improve product quality and yield with intelligent, secure, and adaptable manufacturing operations.
Learn more at ibm.com/business-operations
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