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"The challenges from an increasingly hostile thr

eat landscape, combined with a lack of people,

expertise and budget are driving organizations
toward SOAR technologies”

— Innovation Insight for Security Orchestration, Autom
ation and Response
November 30, 2017
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< C @ File | C/Users/tomas/Desktop/102658-readme.html r O
\
AV "\
RANSOMWARE

All your documents, photos, databases and other important files have been encrypted and you are not able
to decrypt it by yourself. But don't worry, we can help you to restore all your files!

The only way to restore your files is to buy our special software - Avaddon General Decryptor. Only we can
give you this software and only we can restore your files!

You can get more information on our page, which is located in a Tor hidden network.
How to get to our page

» Download Tor browser - hitps://www.torproject.org/

* Install Tor browser

e Open link in Tor browser - avaddonbotrxmuyl.onion

* Follow the instructions on this page
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Zoom Installer Infected with WebMonitor RAT

Description
No description.

DEENS Tasks Notes Members News Feed

I

RS ET

Name ©
Description @

Incident Type ©

NIST Attack Vectors ©
Incident Disposition ©
Phase ©

Resolution @
Resolution Summary ©@

Owner

Created By

Date and Location

Attachments Stats Timeline Artifacts

Zoom Installer Infected with WebMonitor RAT

Malware

Web
Unconfirmed
Engage

& manager

& manager

07/01/2020 09:17

07/01/2020 09:17:18

IBM Security / © 2021 IBM Corporation

Summary

ID

Phase

“_v‘/-"l".

Date Created
Date Occurred
Date Discovered

Was personal
information or
personal data

involved?

Incident Type

People

Created By
Owner

Members

2097

Engage

Low

07/01/2020 09:17
07/01/2020 09:17

Unknown

Malware

& manager
& manager

There are no members

Related Incidents
No related incidents.

Attachments

There are no attachments

Newsfeed

managder created the Artifart dahmasterwmi tn

manager cre:

e Artifact
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Report 1ype Threat Activity

I it type Malware, AFT

Created by Megan Reddie

Last update Fet 2B, 2020, 3:42 PM

Overview Indicators (119} @

Complete analysis

FireEye published research on a new Chinese, state-sponsored espionage group they are tracking, dubbed "APT41", that also performs

financially motivated attacks. As with many Chinese state-sponsored actors, this group follows China's five-year plan and attempts to *
astablish and maintain strategic access to healthcare, high-tech, and telecommunications crganizations. Unlike other Chinese stata-sponsor <
actors, APTA1 appears to work for their own financial gain either outside of or alongside their esplonage campaigns. The espionage

campaigns are aiso involved in the exfiltration of victims' files via RAR archives. For th activities, they target the video game industry. They .

compromise and establish hackd access to video game companies’ netwo one of saveral goals
¥ may insert malicious code into legitimate video game files in order to distribute maltware. They often also steal digital signing
certificates from the compramised game studios to sign their malware. For financlal gain, they manipulate and steal virtual currency, Likely to

ilable, APT41

a variety of tachniques including

ks and then use the access 1o carry o

1 on the black marke where virtual currencies were not ay

vert into real maney, In ¢ suld perform a

ransamwane attack against the victim. In tarms of thair TTPs, initial compromises were performad vi

spear-phishing, moving laterally from trusted third parties, leveraging stolen credentials, using the CHINACHOP web shell, and accassing

victim organizations using remote desktop sharing software. Once Inside a network, the rest of the kill chain involves the use of multiple
8 -

s o the BARIUM and Winnti

sblic tools. The researchers nete that

peonrietary 1

slong with som¢

their analysis

2 connec

groups, such e malware, For the full technic

Additional

FireEye report

tinacliente

ac

ye has recently published a bl

post p

Recommendation

Targeted industries (3)

Printing and reproduction of recarded media
Residential care activities

Unknown

- pfo )31 41002

IBM Security / © 2021 IBM Corporation

Indicators found!

119 2

The scan results are based on the indicators that are supported and
fourd in your connected data sources.

All data sources v

Case history Q)
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£ Return o [BM Threat Intelligence Insights | APT41 Dual Espionage an...

IBM Cloud Pak for Securlty

| [filechashes, 'HDS' = '"846cdb921841ac671¢86350d494ab1ge START t'2020-07-03T17:31:00.900Z" STOP t'2020-07-06T17:31:00.000Z |

Results over time

P o) 530/1012 iw B GF (e [ [0
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€ Return 1o [BM Threat Intelligence Insights | APT41 Dual Espronage an...

[BM Cloud Pak for Securlty

Data sources

D QRadar 14)

Observed data

v lile:hashes.N

filezname

v ipvd-addrivalue

v network-traffic:dst_port

v network-traffic:dst_ref.re.
network-traffic:dst_ref.va

~ 1\1'._""‘,""‘5:' rotoc

network-trathicisre

Pl ¢

IBM Security / © 2021 IBM Corporation

7:02/10:12

D&Ls source! AWS  Last cbsarvad! Jan 20, 2020 11:42 AM

network-traffic src_port

gst_port 0 protocols[0] resarved ipvd-addr A value mac-addr value 00:00:00:00:00:00 ipvd-addr A value

mac-addr value 00:00:00:00:00:00 user-account dJser Id  Danieldones fite fame CustomerDataCctober domain Path s3.amaz

artifact

intlch 911534260404 accessKevld:ASIASIOSNACZOIBXQANY userName: Danieldones, sessionContext:(attributas:imfaAuthenticated; false,creationDate:2018-09- 28

payload_bin localhostaccou

Object Downleaded category_name.  AWS ClopdTrall Messags log_source_name  AWS ClowdTrai

x_com_lbm_ariel fQid_name

ast observed: Jan 3, 2020 653 PM %

protocals[0

> Data source: QRaca

network-traffic src_port 0 dst_port 0 resarved ipva-addr A value mac-addr value 00:00:00:00:00:00 ipva-addr A value

mac-addr value 00:00:00:00:00:00 user-account user_id  WinSarveriadmin

artifact

payload_bin smon/Operational PluginVer

process (ame 64 exe command Lin

file 1ashes.'SHA-1 ashas.MDS ® hashes'SHA-256

directory

Source=Micre

13:40:25 nvokedBy:Danial}eve

1-Windows-Sysmaon

HD
wo

n D ra




Pl o) 814/1012
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Add artifact to case

Nams

Exfiltration Data Occured

criptian (Optional

Arzifact summary
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QObject Downloaced
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= 18M Cloud Pak for Security

Na descripton

= Details Tasks Notes

Type: All o

Related Incidents Type

Members

Date Created: All ~

News Feed

o

Attachments

Stats Timeline Artifacts

Has Attachment: All o

Created By

Created

Taldn

Description

More...

Graph

Actions

Malware MD5 Hash

IP Address

managar

'||'d'|'dgL'l E

06/29/2020 10:21

06/29/2020 10:21

s

Observed Data

IP Address

manager via Data ExplorarAWS, QRadar,

R unx

manager via Data ExplorerAWS, COVID,
COVID ZOOM, QRadar, Splunk, AWS STIX

06/29/2020 10:46

7/01/2020 09:51

Daniel Jones AWS
Customer data

Adding Lecal User
IP

Malware MDS Hash

IP Address

manager

manager

07/05/2020 15:53

07/05/2020 15:53

Observed Data

Pl o) 901/1012

IBM Security / © 2021 IBM Corporation

manager via Data Exg

07/06/2020 1

This is bad

(3] 2096
Phasa Engage

anty Law

Date Created 06/29/2020 10:21
Date Occurred

06/29/2020 20:21

Unknown
informaton of
cnal data

Incident Type Malware

People

Created By & manager
Owner & manager
Maembers There are no members

Related Incidents

No related incidents.

Attachments

There are no atrachments.

Newsfeed

manager created the Artitact 67.229.97.229

created the Artifact Exfiltration Data
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Homepage ¢ Casas |

= Zoom Installer Infected with WebMonitor RAT actons v
Description Summary
Mo description o 2087
P g Engaga
) _ i Savarity Law
Dot ls Tasks Moles Marmbers Mews Fead Attachments Slats rline Artifacts
 — [ate Created 07/0L/2020 0917
. ) Date Gecurmad —
17 Complete Filter: Aclive - Ade Task
Date Deecoverad 075042020 09:17
Task Name Owimer Due Date Flags Actions e Unknown
mformatian ar
onal data
Engage hed?
[ncidaent Type Mialware
O @ initiattriage , Unassigned = © No due date . W i
7] (7) “ntendew-hoyindividusis Unassigned = @ Mo due date . % : Creatad By & manager
Cramer & manager
il Mutily internal managerment ,
! chain (preliminary) Unassigned - @ Mo due date L T i Marnbess T o e e T )
rcn Detarmmine if inappropriate .
Unassigned - D Np due date | 1
= internal involvement 4 ! Related Incidents
o relotad incidants.
Detect/Analyza
Attachments
Thiere ane na affochments
) Discannect or isolate malware i " QIR B,
; Unassigned = @ No due dafe - :
infected systems
| | | Newsfeed
£ Ltalyze malwane-inforior e e -
. e
nanagar created tha Artifact dabmastarwmbl.io
'!l'I'I!EI T s i i .

pl W) OETTI002
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MRESIlient oashboards +  Inbox Incidents  Create  +

74 Andrew Wadsworth
Qe M Resibont

Edit
) - 3 Phishing
Malware SHA-1 Hash € 5a1bbef937d4i 01/23/202011:41 As specified in the artfact type sett § 20 3
Malware MDS Hash 65e9aefad6710aad51e78 01/23/202011:41 As specified in the artifact type sett $ om 8 y & System User
I PHISH] - Frob Ack- Now Owner & Andrew Wadsworth
Malware Sample KME )1711164243¢ 01/23/202011:41 As s Members & ACTIONS INTEGRATION
Related Artifacts. W Tier 1 Analysts
System Name dadd 01/23/202011:41 Ass Type value Original Owner =
Malware SHA-256 Hash  2961,81de7f6ac88201432de...  Workspace Default workspace
1P Address 103.1 2 01/23/2020 11:41 Ass
Malware SHA-1 Hash £1962157855a1bbef937d4b. Last Modified By  Andrew Wadsworth
1P Address. 4 01/23/2020 11:41 Ass 0789eb1 10aa. ed 01/23/2020
Malware Sample SKMBT_C20171116424367.
1P Address A 01/23/2020 11:41 Ass
System Name win-c34ad485-ACL Related Incidents
58 |POTENTIAL PHISH)] - Completely_F..
Email Rocipiont i 1 #3659 d
— Li/adjzuzaeat ASS 1P Address 103.15.233.228 QRadar ID 4445, Malicious URL -
[POTENTIAL PHISH] - Potential Ph,
Email Sender dmin@wat . 01/23/2020 11:41 P 192.168.254.3
1P Address 54,71.108.255 Attachments
Email Subject Requ 01/23/2020 11:41 Ass D Completely_Free_Act_Nc
Email Sender admin@wahshingref.com
URL t ’ y rypt/in - 01/23/202011:41 Ass  Email Subject Request For Quotation Newsfeed
URL hitp://wahshingref.com/imag
URL ot tobuy.net 01/23/2020 11:41 Ass Andrew Wadsworth wrote a note on the Incident
. __ EmailAttachment Name Completely_Free_Act_Now.eml 36 mnutesago
URL ttp://wa f.comyimay 01/23/202011:41 Ass Andrew Wadsworth reassigne g iy tes
HH : 1 Aleksandra Popova
MRESIliENt  oshooucs - tncidents  Create Qe o
X Privacy
Manage The following includes statutes (laws passed by a legislature and signed into law), regulations (laws made by agencies), trade organization bulletins, and guidance
documents, including penalties where applicable.
Resource Library v Three asterisks (***) or an ellipsis (...} indicate that irrelevant text has been removed from a section. Brackets ([]) indicate text that was added or changed in this
product for editorial reasons, such as clarification. This editing is done to make the statute or regulation more easily readable. For complete versions of the
Privacy statutes or regulation, hyperlinks are provided to the latest version of each law freely available on the Internet.
Security IR

Custom Wiki Page U.S. States & Territories

Canadian Provinces
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Nare TECH: Analyze eml File
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Object Type

Creator
Last Modified
Last Modified By
Associated Rules

Qe

& Andrew Wadsworth
11/21/2019 10:22

& Andrew Wadsworth
TECH: Analyze .emi File
TECH: Analyze eml (AUG)

Andrew Wadsworth _
18M Resiliont

t4

o

®

Close Task

® (&)

— Task =y Utiitios: Email _p, 4 By =
© Close Task el s o Close Task _’.{3 .

P
L Close Task /[

Validate system
s infected

@ O

Ultas:Basedt . Ciogg Task

906G

-060®

Displaying 1-130f13

Close

Close Task
iNoT
Attachment
nRresilient  osshbo: Inbox Incidents ~Create = Q s’ Ao Aot
(PO~ i
Workflow Status 3
Des
A show 20 % Search
; Workflow Name Viorkflow Start . Status / End Time Object / Object Deta... Action
TECH: Suspend User Account 01 8:58:39 [ZTITTTN 01 Data Table | dap_query_results b
Isolate Host 01/24/2020 08:58:31  [EIFINEN] 01/24/2020 08:58:52  Data Table | infected_systems
TECH: Search SIEM for proxy logs 01/24/202007:31:00 ([ 01/24/202007:31:08  Incident | [POTENTIAL PHISH] - Completely Free Act Now!
TECH: Search EDR for attachment hash 01/24/202007:30:45 [ENNIED 01/24/2020 07308 Task| Search EDR for attachment hash I o
Task  TECH: Submit attachments to Sandbox 01/24/2020 07:30:40 ([ZEENE 01/24/2020 07:30:53  Incident | [POTENTIAL PHISH] - Completely Free Act Now!
_ TECH: Ban fle hash 01/24/202007:30:30 ([REIIE] 01/24/2020 07:30:56  Artifact | 0789eb1365e9aefad6710aad51e782a5
S p—— 01/24/202007:29:45 [N 01/24/202007:30:27  Artifact | wadand@us.ibm.com
[ TECH: LDAP Search Person 01/24/202007:29:44 (RPN 01/24/202007:30:33  Artifact | wadand@us.ibm.com
TECH: Gather threat intelligence for IPs 01/24/202007:29:23 ([ZEIE 01/24/2020 07:29:53 Task | Gather threat intelligence for IPs
TECH: Identify and gather additional email recipients 01/24/202007:29:23 01/24/2020 07:29:55 Task | Identify and gather additional email recipients
1% TecH: Gather threat inteligence for URLs 01/24/202007:29:22 ([RIRRIEE] 01/24/2020 07:29:35 Task | Gather threat intelligence for URLs
——  TECH: Analyze emi File 01/24/202007:29:10 (RN 01/24/2020 07:30:45  Attachment | Completely_Free_Act_Now.eml
SOP: Phishing Malware 01/24/2020 07:29:10 Incident | [POTENTIAL PHISH] - Completely Free Act Now! [
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MRESIlient  oashboards +  Inbox Incidents  Create =

Edit

87% Complete Filtor: Active  ~ Add Task
Task Name Owner Due Date Flags Actions
Discovery and Identification -
@ )" AttachEML-Sample ACTIONSINT... ~ © 01/23/2020 . H
)@ - Exract unts rom EMi-Body ACTIONSINT... ©01/23/2020 [ I H
B Rt heanes HHadseesses ACTIONS INT. - © 01/23/2020 L IAY H

from £44L
()@ - Extract sender and Receiver ACTIONSINT... ~ ©01/23/2020 [ IR H

fron £344

»

)+ xtract any attachment from Unassigned ~ ©01/23/2020 » % H

EML
Enrichment and Validation -
G U Gather theeat mtetigence foo ACTIONS INT... ~ @ 01/23/2020 [ IR H

[
f]  Gathertheeattetgencefor ACTIONS INT... ~ © 01/23/2020 IR0 H

i85
@ @ ddentify-and-gather additionat ACTIONS INT... ~ ©01/23/2020 LAY i

emaitrecipients
B Perform LDAP Search on user ACTIONSINT... ~ © No due date » ¥ H

MRESIlient ovashboards »  Inbox Incidents  Create  ~

IESS Details Artifacts Data Compromise Notes & Attachments Stats & Timeline Users & Systems Email MITRE

Drag file here Uit
Maximum file size: 25 MB
Show Task Attachments Uploaded By: 0 selected Date Created: All =
Type Name UploadedBy Date Added size Actons
(] C Free_Act System User 01/23/2020 12K8 3
Displaying1-10f1
SansSerif ¢ Nomals B I U S E == AKX B W~

&
Show TaskNotes [l Didest Notes First

EIACTIONS INTEGRATION added a note to the Task Gather threat intelligence fc

All Threat Intelligence results can be seen on the Artifacts tab.

& ACTIONS INTEGRATION added a note to the Task

ccount wadand@us.ibm.com

Created By: 0 selected

JRLs 01/23/202011:41

Date Created: All -

01/23/202011:41

oW 4 el
01/23/2020
01/23/2020
01/23/2020
actions@ibmresilient.com

01/23/2020

Unknown

Phishing

& System User

& Andrew Wadsworth

& ACTIONS INTEGRATION

Default workspace

ACTIONS INTEGRATION

01/23/2020

Related Incidents
QRadar 1D 4445, Malicious URL -..

Attachments

56 Andrew Wadsworth
Qe 18M Resiient ~

Medium

Created 01/23/2020
Date Occurred 01/23/2020
01/23/2020
actions@ibmresilient.com

01/23/2020

Unknown

Phishing

& System User
& Andrew Wadsworth

& ACTIONS INTEGRATION

Default workspace

ACTIONS INTEGRATION

01/23/2020
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Modernize your security with IBM Cloud Pak f07 Security
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