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2Dimensional Research Global PAM Survey 2017
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Threat Category Severity Observations Source Assigned

S Insider Threat: Possibh Low High volume of data extraction by privileged DB user er: 9.32.164.142 2019-06-06, No
° E S E O tabase: DB2INST1 09:00:00 AV

DB Use

SQL Injection Evidence of allempls o access unauthorised tables or stored procedures, Server: 9 20190
Tables that contain information about the database structure were accessed Datab: 07:15:00 AM
Evidence of altempts (o identfy the structure of a dynamic SQL query DB User: DB2_2VTH

\ to Actions>Full report 1o check if there are more observation this ca:

- FEiG

SQL Injection Evidence of attempts to access unautherised tables or stored procedures. Server: 9.32.164.142 2019-06-06,
Tables that contain inform b i e DBZINST1 02:15:00 AM
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Outliers
Violations

Vulnerability

Sensitive
objects

Off-work
activity

DDL queries

DML queries

Administrative
queries

Select queries

High volume
activity
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The number and severity of anomalies related to the user.

The number of high and medium severity violations
related to the user.

The number of failed vulnerability assessments for a user.
The number of queries on sensitive data related to the

user.

Activity related to the user that occurred in non-work
hours.

The relative amount of DDL queries related to the user,
out of the total activity.

The relative amount of DML queries related to the user,
out of the total activity.

The relative number of administrative queries related to
the user, out of the total activity.

The relative number of select queries related to the user,
out of the total activity.

High volume activities as compared to the average
activities of users.

Risk details

Risk indicators
Outliers
Violations
Vulnerability

Sensitive objects

Administrative queries

DDL queries
DML queries
Select queries
High volume actiy

Off-work activity

Off-work activity: 1.22




View continuous analysis results

Time frame: Last 30 Minutes c

% hit among transactions for each rule Top 5 rules (fire count)

1 4 5 1 12 13 14 15 16 17

|
2 3

Rule number
Details for all policy rules

Download as CSV Filter

Number Rule Action Fire count % hit among % hit among Policy
transactions rules

Failed Login - GDPR Personal Data - LOG ONLY 0 Smart Assistant GDPR
Log Violation by Admin Users

Failed Login - GDPR Personal Data - ALERT PER MATCH Smart Assistant GDPR
Alert if repeated

SQL Error - GDPR Personal Data - ALERT PER MATCH Smart Assistant GDPR
Alert on Risk Indicative errors

REVOKE Commands, GDPR Personal ALERT PER MATCH,LOG FULL DETAILS Smart Assistant GDPR
Data Sensitive Objects - Log full details
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Guardium Data Protection + QRadar
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