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Using IBM Spectrum Scale with Veritas NetBackup

Abstract
This white paper is a brief overview of the functional and performance proof of concept using Veritas
NetBackup with IBM Elastic Storage Server (ESS) GL4 enabled by IBM Spectrum Scale formerly
known as General Parallel File System (GPFS). The intended audience of this paper is technical but
the paper also contains high-level non-technical content. This paper describes and documents some
of the NetBackup disk target configuration steps as part of the functional testing performed. The
paper also reports and analyzes the PoC performance results.

Executive summary
IBM® software defined storage, and specifically IBM Spectrum Scale™, can vastly improve the way in
which clients deal with long backup windows for ever-expanding oceans of data. Through the use of
Veritas NetBackup and IBM Spectrum Scale running on an IBM Elastic Storage Server GL4, this paper
describes how clients can perform high performance enterprise back ups. Veritas NetBackup is now called
Symantec NetBackup, but is referred to as Veritas NetBackup throughout this white paper.
The performance tests presented in this white paper demonstrate throughput up to 4.6 GBps for backup
operations and up to 4.2 GBps for restore operations using a basic Veritas NetBackup configuration with
12 clients, a single NetBackup master server, and a single IBM Elastic Storage Server GL4 (5146 Model
GL4) with four expansion drawers (1818-80E) and a total of 232 3.5 inch nearline serial-attached SCSI
(SAS) 2 TB hard disk drives (HDDs).
The IBM Elastic Storage Server GL4 provides a shared IBM Spectrum Scale file system (IBM Spectrum
Scale, formerly known as IBM General Parallel File System or IBM GPFS™) to the NetBackup master
server in both the functional and performance test configurations. Initial performance tests indicate that
even higher data rates are expected to be achievable with more NetBackup clients and additional
NetBackup media servers (storage server).

Introduction
IT Departments are challenged by the exponential growth and volume of data that needs to be stored and
used. Often they are required by government regulations to retain more data for longer periods of time so
they are seeking ways to be more competitive through efficient methods to economically manage data.
One key challenge when managing data at scale is completing backup operations within established
backup windows. As data grows so does the operational and business risk due to increased recovery time
required when something goes wrong.
Veritas and IBM have partnered to provide a solution to address the demands of organizations data
backup and recovery needs. Veritas NetBackup is enterprise-class data protection and management
software. IBM Elastic Storage Server (ESS), leveraging IBM Spectrum Scale, is an optimized storage
solution bundled with IBM hardware and IBM Spectrum Scale software. IBM Spectrum Scale provides
exceptional performance and ease of management. Elastic Storage Server (ESS) provides unsurpassed
end-to-end data availability, reliability, and integrity with unique technologies with IBM Spectrum Scale
Native RAID.
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This document describes the results of a proof of concept (POC), which was conducted to demonstrate
the interoperability and performance of a Veritas NetBackup server and IBM Spectrum Scale Native RAID
(GNR) using Ethernet connections. For the performance tests FDR InfiniBand® connections were used
between the Veritas NetBackup master server and the IBM ESS GL4 to better utilize the available
bandwidth of the IBM ESS GL4. Similar results can be achieved by using a separate fast Ethernet network
between the NetBackup Server and the IBM ESS GL4, but were not tested as part of this POC. All data
traffic between the Veritas NetBackup master server and the Veritas NetBackup client systems was using
an Ethernet network.

IBM Elastic Storage Server
The IBM Elastic Storage Server is a modern implementation of software defined storage that combines
IBM Spectrum Scale Native RAID technology with IBM servers, storage enclosures, and disks. Refer to
ibm.com/systems/platformcomputing/products/gpfs/ for additional information regarding the IBM Spectrum
Scale product offering.
ESS combines the processor and I/O capability of the IBM POWER8™ architecture and matches it with
2U and 4U storage enclosures. This architecture permits IBM Spectrum Scale Native RAID to actively
manage all Redundant Array of Independent Disks (RAID) functionality, formerly accomplished by a
hardware controller while RAID rebuild times are reduced to a fraction of the time needed with hardware
RAID.
With IBM Spectrum Scale native RAID you can:


Deploy petascale class, high-speed storage quickly with preassembled and optimized servers,
storage, and software



Experience higher performance scalability with lower cost



Rebuild failed disks faster with IBM developed declustered RAID technology

Veritas NetBackup
Veritas NetBackup is an established and trusted backup and recovery software solution built to protect
very large and most demanding data center environments. Engineered with Veritas V-Ray technology,
NetBackup delivers breakthrough capabilities for virtualized systems that go well beyond what traditional
backup practices can achieve. For additional details, refer to the Veritas NetBackup documentation at:
https://support.symantec.com/en_US/article.DOC6488.html
A single, intuitive management console reveals all backup and recovery activity, allowing consistent
policies and service levels to be enforced across the enterprise.


Comprehensive – As a single solution to protect all of your data assets, NetBackup provides support
for virtually every popular server, storage, hypervisor, database, and application platform used in the
enterprise today.



Scalable – High performance, elastic automation, and centralized management based on a flexible,
multitier architecture enables NetBackup to adapt to the growing needs of a fast-paced, modern,
enterprise data center.
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Integrated – From backup appliances to big data platforms, NetBackup integrates at every point in the
technology stack to improve reliability and performance. OpenStorage Technology provides even
tighter integration with third-party storage and snapshot solutions.



Innovative – With hundreds of patents awarded in areas including backup, recovery, virtualization,
deduplication, and snapshot management, NetBackup continues a long tradition of bringing advanced
technologies to market first.



Proven – For over a decade, NetBackup has led the industry as one of the most popular enterprise
data protection software by market share and is used by many of the largest enterprises. When you
need your data back, you can trust NetBackup.

Elastic Storage Server and NetBackup
This white paper shows the results and initial performance measurements of combining Veritas NetBackup
software with IBM Spectrum Scale as an integrated IBM Elastic Storage Server.

Functional test
The focus of the functional test environment was on the basic NetBackup backup and restore tests to and
from the Elastic Storage Server from various NetBackup clients.

Functional test environment
The functional test environment consisted of a NetBackup server running on Red Hat Linux with IBM
Spectrum Scale software installed and attached by Ethernet to an ESS GL4. Additional NetBackup
Microsoft® Windows® clients external to the NetBackup server were tested as well. As mentioned in the
introduction, in addition to the functional test environment, a separate more robust performance
environment was set up with high-speed interconnects and with an ESS GL4 as the NetBackup repository
target. This performance test environment is detailed in the performance section of this paper. Refer to
Figure 1 for the functional test environment.
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Figure 1: Functional test environment

IBM Spectrum Scale Native RAID configuration
IBM Spectrum Scale was installed on the NetBackup server so it can mount the ESS provided file system.
For more information on the IBM Spectrum Scale client see the “Resources” section for related links to the
appropriate documentation. For IBM Spectrum Scale concepts, planning, and installation help, refer to:
http://publib.boulder.ibm.com/epubs/pdf/a7604411.pdf
At the high level, the steps are simple:
1. Install the IBM Spectrum Scale software
2. Add the server to the IBM Spectrum Scale cluster
The file system provided by IBM Spectrum Scale shows up automatically
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Hint: It is best practice to run all IBM Spectrum Scale nodes within a cluster at the same code level. If a
node is not at a compatible code level, the mmaddnode command might fail. Refer to Table 1 for more
details.
Command

Description

mmlscluster

Lists the nodes in the cluster

mmgetstate -a

Allows to see if all nodes are active

mmlsfs all

Lists the GPFS file systems

mmdiag

Allows to see the version of GPFS

mmlsmount all

Allows to find how many nodes have file system
mounted

mmlsmount gpfs0 -L

Shows nodes that have gpfs0 mounted

Table 1: Useful IBM Spectrum Scale commands

NetBackup server and client configuration
Users should be familiar with installing a NetBackup server and clients before configuring them. The scope
of this paper assumes that NetBackup has already been installed on the server and clients. You can find
the NetBackup installation guide at: http://www.symantec.com/docs/DOC7676. You can also find
additional related links for Veritas NetBackup guidance such as for NetBackup deduplication
documentation in the “Resources” section of this paper.
Use the NetBackup GUI console to define an advanced disk storage server in a disk pool that uses the
Elastic Storage Server. Perform the following high-level steps to configure NetBackup storage containers.
1.
2.
3.
4.

Create a storage server.
Create a disk pool.
Create a storage unit.
Create a backup policy.

These steps are show later in more detail. Before starting these next steps, ensure that the target file
system is mounted (refer to the following listing). In this test case, the file system being provided by the
ESS is /gpfs/isv22.
[root@isv22 ~]# df -m
Filesystem

1M-blocks

Used Available Use% Mounted on

/dev/mapper/rhel-root

51175 29654

21522

58% /

devtmpfs

64372

0

64372

0% /dev

tmpfs

64382

1

64382

1% /dev/shm

tmpfs

64382

10

64373

1% /run

tmpfs

64382

0

64382

0% /sys/fs/cgroup
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/dev/mapper/rhel-home
/dev/sde1

229237 29194

200043

13% /home
44% /boot

497

215

282

/dev/isv22

41965664

320

41965344

1% /gpfs/isv22

/dev/dedup

41965664

320

41965344

1% /gpfs/dedup

/dev/gpfs0

51226144

320

51225824

1% /gpfs/gpfs0

Listing 1: Mounted file systems

Note: The setup of the NetBackup server uses the AdvancedDisk configuration to recognize the IBM
Spectrum Scale file system.
Perform the following steps to create the functional test NetBackup storage containers.
1. Open the NetBackup wizard and click Configure Disk Storage Servers.

Figure 2: Configure Disk Storage Servers option

2. On the first screen select AdvancedDisk.
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Figure 3: Selecting AdvancedDisk

3. Follow the wizard to complete storage server configuration.
4. Next, click Configure Disk Pool.

Figure 4: Configure disk pool

5. In the disk pool wizard, select AdvancedDisk as the storage server type.
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Figure 5: Disk pool AdvancedDisk configuration

6. Select the storage server created in the previous wizard.

Figure 6: Disk pool storage server selection

7. Select the mounted file system. In this example it is /gpfs/isv22.
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Figure 7: Disk pool storage server volumes

8. Enter a meaningful name for the disk pool and add any additional comments.

Figure 8: Disk Pool Name Configuration

9. Follow the wizard steps to create the disk pool.
10. Click Next to creating a storage unit. This storage unit is what will be used when creating a policy
on the NetBackup server. Enter a name for the storage unit and click Next to continue.
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Figure 9: Storage unit creation

This completes the creation of the necessary storage unit. For this example, the storage unit is
listed as ESS_isv22-stu.

Figure 10: Storage Unit Listing

Next a backup policy must be created. An example of creating a policy is shown in the Backup test
section of this paper.

Functional backup and recovery tests
The intent of this POC was to test the basic backup and restore functionality to demonstrate the working of
these products together. This paper does not state or imply that NetBackup functionality mentioned or not
mentioned is or is not supported. The reader can refer to the Veritas support website at
https://support.symantec.com/en_US/netbackup-enterprise-server.15143.html for additional information
regarding NetBackup hardware and software compatibility and functionality requirements for IBM products.
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Backup test
1. The first test is to set up a backup policy that uses the ESS. Click Actions  New  Policy to
create a new policy.

Figure 11: Create New Backup Policy

2. From the Policy Storage drop-down list, select the policy that you created earlier in the storage
unit creation step. The policy name created for this example is test101.

Figure 12: test101 backup policy
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Figure 13: Add a schedule to backup policy

3. On the Attributes tab, define a new schedule to call it weekly with a 1 week retention level. Click
Add.
Next, the Add Client – Policy page displays the client performing the backup. In this case, the client
used is a remote system. Select Add to add the client.

Figure 14: Add client to policy

4. On the Backup Selections tab, select the files to be backed up and click OK.
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Figure 15: Backup Files Selection

For this test, a directory with approximately 1.5 GB of data was chosen.

Restore test
The restore is straight forward. Using the NetBackup Administrator GUI, select the backed up directory
and restore it to a new location and verify its content.

Figure 16: Restore directory

For this test, the new location was locally on the NetBackup server in the /home/richb/laptopRestore
directory.

Figure 17: Restore to new location
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The activity monitor shows that the restore was successful and the backed up data was successfully
restored at the new location.

Figure 18: Restore activity monitor

NetBackup successfully backed up and restored the data to the Elastic Storage Server.

Functional deduplication tests
Next, the NetBackup deduplication basic functionality was tested.

Environment preparation
Note: When using Veritas NetBackup Media Server Deduplication Pool (MSDP), make sure IBM
Spectrum Scale is configured as native GPFS, not NFS. Refer to the NetBackup Media Server
Deduplication Pool guide about what storage types are supported.
https://support.symantec.com/en_US/article.DOC7671.html
Reference page 42 of the MSDP Guide which states “NetBackup Media Server Deduplication Pool
does not support network-attached storage (that is, file based storage protocols), such as CIFS or
NFS, for deduplication storage. NetBackup Media Server Deduplication Pool does not support the Z
file system (ZFS).”
Also note that the current MSDP capacity supported is 64TB for Red Hat 7 as tested.
In order to test Elastic Storage Server with Media Server Deduplication you need to perform the
following steps to prepare the environment.
1. Create a new file system on the ESS. Then, mount this file system on the IBM Spectrum Scale
clients. The sole purpose of this file system is for use with NetBackup MSDP. The mount point
used was /gpfs/dedup.
2. Create a second Red Hat server and install the IBM Spectrum Scale and the NetBackup media
server software. Then add this server to the IBM Spectrum Scale cluster. After this was done, the
server will have the /gpfs/dedup file system mounted.
3. On the NetBackup master server (ISV22), configure the newly installed NetBackup server for a
MSDP disk pool. The following screen captures illustrate the steps.
4. Using the NetBackup wizard, configure the storage server. Select the Media Server
Deduplication Pool option and click Next.
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Figure 19: Selecting the Media Server Deduplication Pool option

5. Select the newly created media server (isv28.tuc.stglabs.ibm.com) from the servers listed. Also,
specify the user name and password for this server and click Next.

Figure 20: Select new media server for storage server

6. Enter the storage path, which is the mounted file system (/gpfs/dedup) from the Elastic Storage
Server and click Next.
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Figure 21: Storage server storage path location

7. No load balancing between media servers was configured for this function test. The next step
presented a confirmation of the choices and then the wizard creates the storage server.

Figure 22: Storage server create status
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8. The next step is to create the disk pool. Select the PureDiskVolume check box, which is the only
choice in this setup and click Next.

Figure 23: Select PureDiskVolume

This pool is successfully created.

Figure 24: Disk pool configuration status

9. Select the Create a storage unit using the disk pool that you have just created check box so
that the wizard creates the storage unit using the pool just created and click Next.
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Figure 25: Create storage unit

10. You can opt to use the default name for this storage unit and click Next.
11. After creating this new storage pool (isv28dedup-stu), create a new policy that uses this storage
unit. This completed the example environment preparation.

Deduplication backup test
The deduplication test was very straight forward. The same directory that was backed up in the earlier
functional tests was specified in the new NetBackup policy that uses the Media Server Deduplication
Pool (the isv28dedup-stu storage unit).
The first time this backup was run, the target directory had approximately 50% duplicate files. The
second time the backup was run, the activity monitor showed 100% duplication because no changes
were made to that directory between the tests.
Refer to the following figure for deduplication backup activity monitor.

Figure 26: Deduplication backup activity monitor
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Deduplication restore test
Following the backup, you need to perform a restore operation. Using the NetBackup Administration
GUI, prepare for a restore operation. Select the backed up directory to use for the restore source.

Figure 27: Deduplication backup restore

The test is to restore the backed up directory to a new location. In this case it is the test04
subdirectory.

Figure 28: Restore location

The job runs successfully. The backed up directory and its files are correctly written to the new
location.

Figure 29: Deduplication restore status
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This test demonstrates the successful backup and restore of a test directory using the Elastic Storage
Server as a Media Server Deduplication Pool target.

Functional test results
The functional tests performed as described demonstrate how IBM Spectrum Scale can be used with
NetBackup as both a standard disk pool and a deduplication disk pool.

Performance test
The scope of this white paper is to show real-world results of a functional test environment and some initial
performance measurements of Veritas NetBackup software with IBM Spectrum Scale using ESS Storage.
This section presents the initial performance results for basic Veritas NetBackup backup and restore tests
to and from a Veritas NetBackup AdvancedDisk storage unit hosted on an IBM ESS GL4 (5146 Model
GL4). These results are meant as an initial guideline and are obtained in a test environment with up to 12
NetBackup client systems and a single Veritas NetBackup master server. They do not represent the
maximum throughput limits of an IBM ESS GL4 in general. The performance might also be limited by other
factors, such as network limitations, number of NetBackup media servers, or local client file system read or
write throughput limitations.
It is not the goal of this section to discuss available tuning options of such an environment or to optimize
such an environment for maximum performance. The presented performance results need to be
considered as random samples within a given statistical variance around the true average value which
means that repeated measurements of the same test case might likely lead to slightly varying results.
The performance data contained in this white paper was obtained in a controlled, isolated environment.
Actual results that can be obtained in other operating environments might vary significantly. While IBM has
reviewed each item for accuracy in a specific situation, there is no guarantee that the same or similar
results can be obtained elsewhere.

Performance test environment
The Veritas NetBackup master server and the 12 client systems were connected to an Ethernet network
for the backup and to restore data traffic. The NetBackup master server used one bonded network
interface with two 40 Gbps Ethernet connections (one dual-port adapter, Mellanox ConnectX-3 VPI,
MT4099) and the client systems used one bonded network interface with two 10 Gbps Ethernet
connections each (one dual-port Ethernet network adapter, Mellanox ConnectX-3 EN, MT4099). Network
bonding (link aggregation) was used to aggregate both Ethernet interfaces on each system into one
aggregated network interface for higher throughput with options miimon = 10, mode = 802.3ad,
xmit_hash_policy = layer3+4, lacp_rate = 0/slow, and an IP4 network address. Default network settings
were used otherwise (for example, default MTU size of 1500).
The backup / restore data traffic on the Ethernet network was separated from the IBM Spectrum Scale
storage traffic using an additional InfiniBand network between the Veritas NetBackup master server and
the IBM ESS GL4. The Veritas NetBackup master server was connected to the InfiniBand network using
two FDR 56 Gbps InfiniBand connections (one dual-port adapter, Mellanox ConnectX-3 VPI). Each of the
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two nodes of the IBM ESS GL4 was connected with two FDR 56 Gbps InfiniBand connections (two dualport adapters and Mellanox Connect-IB) to the InfiniBand network.
The 12 NetBackup clients (System x3650 M4 HD – Model 5460) were equipped with two 6-core Intel®
Xeon® (2.60GHz) processors and 128 GB memory each. The NetBackup master server (System x3650
M4 HD – Model 5460) was equipped with two 6-core Intel Xeon (2.60GHz) processors and 256 GB
memory. NetBackup master server and client nodes were running Red Hat Enterprise Linux Server
release 7.1 (kernel 3.10.0-229.1.2.el7.x86_64) as operating system with Veritas NetBackup server and
client software version 7.6.1.2.
An additional system was attached to the 10 Gbps Ethernet and running Windows Server 2008 R2 was
used as a NetBackup remote administration console, providing a graphical user interface for the
management of the NetBackup environment. The environment used in the performance tests is shown in
the following figure.

Figure 30: Performance test environment

The IBM ESS GL4 (5146 Model GL4) includes two 10-core 3.4 GHz processors, 256 GB DDR3 CDIMM,
and four storage expansion drawers (1818-80E) with a total of 232 3.5 inch nearline-SAS 2TB HDDs. The
IBM ESS GL4 provides a shared IBM Spectrum Scale file system to the NetBackup master server through
the InfiniBand network. The NetBackup master server is acting as an IBM Spectrum Scale client.
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For this test, the IBM ESS GL4 was configured with two recovery groups (ess03_L, ess03_R), each with
one declustered array (DA1), each with two VDisks, one for data (8+2p RAID code, size 150 TiB, 4 MiB
VDisk block size) and one for metadata (3WayReplication, 500 GiB, 1MiB VDisk block size) providing a
total capacity of 300 TiB for the NetBackup storage unit to store client backup images.

Using IBM Spectrum Scale with Veritas NetBackup

22

The IBM Spectrum Scale version used on the NetBackup master server was version 4.1.1 PTF1.
declustered
checksum
vdisk
RAID code
array
log group vdisk size block size granularity state remarks
------------------ ------------------ ----------- --------- ---------- ---------- ----------- ----- ------ess03_L_meta_4m_1 3WayReplication
DA1
root
500 GiB
1 MiB
32 KiB
ok
ess03_L_data_4m_1 8+2p
DA1
root
150 TiB
4 MiB
32 KiB
ok
declustered

checksum

vdisk
RAID code
array
log group vdisk size block size granularity state remarks
------------------ ------------------ ----------- --------- ---------- ---------- ----------- ----- ------ess03_R_meta_4m_1 3WayReplication
DA1
root
500 GiB
1 MiB
32 KiB
ok
ess03_R_data_4m_1 8+2p
DA1
root
150 TiB
4 MiB
32 KiB
ok

NetBackup server and client performance test configuration
All tests were based on Veritas NetBackup version 7.6.1.2 installed with default options. The kernel
semaphore limits were adjusted to the recommended settings by Veritas NetBackup (sysctl -a: kernel.sem
= 300, 307200, 32, 1024). The NetBackup media server instance was running on the same system as the
NetBackup master server. Additionally, a remote administration console, installed on a Windows
computer, was used to remotely manage the NetBackup environment with a graphical user interface and
to easily access the Activity Monitor log and Client Backup Reports for backup and restore job statistics.
The IBM ESS GL4 provided a single shared file system to the NetBackup master server through the
InfiniBand network. The shared file system was mounted at the mount point /ibm/fs2-4m-03 and was the
NetBackup AdvancedDisk disk pool (nbu_stgpool01) on the NetBackup media server to store the clients'
backup images. The NetBackup disk pool was configured with the standard options and unlimited I/O
streams as shown in the following figure.
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Figure 31: NetBackup AdvancedDisk disk pool settings

The associated NetBackup storage unit for this disk pool (nbu_stgpool01-stu) was configured with
standard options as shown in the following figure except for the number of maximum concurrent jobs.
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Figure 32: NetBackup storage unit settings

You need to change the number of maximum concurrent jobs from 1 to 32 to allow up to 32 backup or
restore jobs to run in parallel. With the default setting of 1, all backup / restore jobs for multiple clients start
consecutively, performing only one backup / restore job for one client at a time.
You can push the NetBackup client software from the master server to the clients using the following
command line:
Using IBM Spectrum Scale with Veritas NetBackup
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/usr/openv/netbackup/bin/install_client_files ssh [fully qualified domain name of client]

In order to test the backup and restore performance with dependence on file size, five different directories
with file sizes of 100 KiB, 1 MiB, 10 MiB, 100 MiB, and 1 GiB are created on each client with each
directory holding the same amount of 200 GiB of user data (in ASCII format).

Directory

File size

Files

Overall size KiB (1024 bytes)

/data/1g-files
/data/100m-files
/data/10m-files
/data/1m-files
/data/100k-files

1 GiB
100 MiB
10 MiB
1 MiB
100 KiB

200
2048
20480
204800
2097152

209715200
209715200
209715200
209715200
209715200

(200
(200
(200
(200
(200

x
x
x
x
x

1024^2
1024^2
1024^2
1024^2
1024^2

=
=
=
=
=

200
200
200
200
200

GiB)
GiB)
GiB)
GiB)
GiB)

The data on the clients for the backup tests is in a local XFS file system created with the following default
options.
meta-data=/dev/sdb1
=
=

isize=256
sectsz=512
crc=0

agcount=4, agsize=182799872 blks
attr=2, projid32bit=1
finobt=0

data

=
=

bsize=4096
sunit=0

blocks=731199488, imaxpct=5
swidth=0 blks

naming

=

version 2

bsize=4096 ascii-ci=0 ftype=0

log

=
=

internal log
sectsz=512

bsize=4096 blocks=357031, version=2
sunit=0 blks, lazy-count=1

extsz=4096

blocks=0, rtextents=0

realtime = none

The local XFS file system is placed on a local RAID 5 (5+P) array with a usable size of 2995 GB built from
six 600GB 10k SAS disks (using the onboard LSI RAID controller) to provide sufficient disk throughput on
the local client file systems. The local client performance limit using the NetBackup client backup program
was evaluated by reading data from the local XFS file system on the RAID array and writing the data to
/dev/null (i.e. omitting all network and storage-related impacts) with the bpbkar -nocont [directory
to back up] > /dev/null command. We can see in Figure 33 that the NetBackup client program is
able to read data from the local disk at a data rate of more than 720,000 KiBps for large files (1 MiB, ..., 1
GiB) - with a peak above 900,000 KiBps for 10 MiB files - and 270,000 KiBps for small files (100 KiB). This
test reveals local throughput limitations of a single client system. Large files (1 MiB, 10 MiB, 100 MiB, 1
GiB) show significantly higher data rates than small files (100 KiB). On average we observe a decline in
the client's local backup data rate of 65% for small files (100 KiB) compared to large files (1 MiB, ..., 1
GiB). This decline is solely related to the client's limited capability to provide data fast enough from its local
XFS file system. Data rates for small files (100 KiB) seem to be disproportionally impacted by local disk IO
(seek operations) and metadata operations on the client's local XFS file system when handling the huge
amount of small files (2,097,152 files of 100 KiB size = 200 GiB). Note that this decline is independent of
the network, the Veritas NetBackup master server, the IBM Spectrum Scale file system, or the IBM Elastic
Storage Server. This behavior is also seen in the actual backup/restore runs and strongly suggests a
differentiation between backup/restore runs for small files (100 KiB) and large files (1 MiB, 10 MiB, 100
MiB, 1 GiB).
It is important to note that the notation of small files and large files used in this section only applies to the
size of the files in the clients' local file systems and that it is not in any way related to reading or writing of
small or large files from/to the IBM Elastic Storage Server. The backup images stored by Veritas
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NetBackup in the IBM Spectrum Scale file system are always large files of around 200 GiB in size for each
client in this test environment, e.g.:
[root@client21 ~]# ls -al /ibm/fs2-4m-03/
215822139392 Jul 7 17:52 client22-10g.sonasad.almaden.ibm.com_1436314899_C1_F1.1436314899.img

Figure 33: Backup performance limits per client for local file system

The intention of the following tests presented in this section was to measure the actual throughput of
backup and restore operations based on a fixed amount of data (200 GiB) per client that was transferred
between the NetBackup master server and the NetBackup clients using a NetBackup AdvancedDisk
storage unit hosted on an IBM ESS. It was not the goal to optimize actual backup and restore times using
compression, deduplication, or other techniques that reduce the actual amount of data transferred, for
example, the NetBackup Accelerator which increases the speed of full backups by only backing up data
that has changed since the last backup. Users can configure the NetBackup policies for the backup as
shown in the following figure.


Policy type: Standard



Full backup (Backs up all the files specified in the file list.)



Schedule: Empty Start Window (for manual backups / policy never runs automatically)



Job priority: 1000



No compression
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No encryption



No indexing



No accelerator

The policies for this test were created in a way that only allowed manual backups. This was achieved by
creating a policy with a single schedule that had no backup start window. In this case, the policy never ran
automatically and always needed to be initiated manually as preferred for this test environment.

Figure 34: NetBackup policy settings for backups

Performance measurement methodology
The purpose of this test is to measure the actual throughput of backup and restore operations based on a
fixed amount data per NetBackup client transferred to and from the NetBackup master server using a
NetBackup AdvancedDisk storage unit hosted on an IBM ESS.
The NetBackup administration console provides Start Time, End Time, and the amount of data in Kilobytes
(here, the term used in the NetBackup reports actually refers to kibibytes, 1 KiB = 1024 bytes) for each
backup and restore job per client system. This allows users to calculate an average data rate per client for
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each job from the perspective of the NetBackup application (solely based on statistics provided by the
NetBackup application). It allows users to make an educated guess of how long an average backup for a
given amount of data for a single client would take on average although the actual data rate might
fluctuate slightly during the time of the backup/restore.
In this section we define the average data rate for a backup or restore task per client system by the
amount of data in Kilobytes (KiB, 1024 bytes) which is backed up or restored divided by the duration of the
job as reported by the NetBackup master server.
In case of a backup the average data rate per client is derived from the NetBackup Management Reports - Client Backups information that is reported by the NetBackup administration console and which
directly provides the amount of data in kibibytes (Kilobytes, 1 KiB = 1024 bytes) and the duration of the
backup (Elapsed Time):
Client

Backup Date

Backup Time

[...]

Kilobytes

[...]

Elapsed Time

[...]

client22

07/07/15

17:10:37

[...]

209715328

[...]

00:07:02

[...]

In case of a restore the average data rate per client is derived from the Activity Monitor log that is reported
by the NetBackup administration console and which provides the amount of data in kibibytes (Kilobytes, 1
KiB = 1024 bytes) and the duration of the each client restore job (End Time - Start Time):
Job

[...]

Client

[...]

Start Time

[...]

164

[...]

client22

[...]

07/07/2015 17:10:12 [...]

End Time

[...]

07/07/2015 17:17:17 [...]

Kilobytes

[...]

209715328

[...]

Backup or restore jobs for a set of clients (1x, 4x, 8x, or 12x clients) all start at the same time but show
slight variations in the end time with some clients experiencing lower data rates than others. With multiple
clients being backed up or restored in parallel for a given job we define a total average data rate for the
overall backup or restore job which is solely based on the data provided by the NetBackup reports and
defined as the sum of the average data rates per client of all the clients participating in this particular
backup or restore job. The total average data rate of the clients is shown in stacked chart plots. It equals a
mean data rate per client (averaged over all individual clients) multiplied by the number of clients involved
in the particular backup or restore job. It represents an average data rate for backing up or restoring the
overall amount of data for a given number of clients. It allows users to make an educated guess of how
long a backup for a given amount of data and number of clients would take. It also provides a good
estimate of the overall data rate of a backup or restore job as seen at its plateau (the part of the time
series where the data rate remains nearly constant at its maximum with all clients actively participating in
the job). However, it does not necessarily represent the actual data rate as seen at any time of the multiclient backup or restore job.
An example of a backup job with 12 clients backing up 2048 files of 100 MiB in size is given in some level
of detail below. The backup report of the NetBackup remote administration console provides the following
information as shown in Figure 35. Note that the Number of Files shown includes the directory name as an
additional count, that is, 2048 files of 100 MiB size plus 1 directory.
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Client
client33-10g.sonasad.almaden.ibm.com
client32-10g.sonasad.almaden.ibm.com
client31-10g.sonasad.almaden.ibm.com
client30-10g.sonasad.almaden.ibm.com
client29-10g.sonasad.almaden.ibm.com
client28-10g.sonasad.almaden.ibm.com
client27-10g.sonasad.almaden.ibm.com
client26-10g.sonasad.almaden.ibm.com
client25-10g.sonasad.almaden.ibm.com

Backup Date
07/08/15
07/08/15
07/08/15
07/08/15
07/08/15
07/08/15
07/08/15
07/08/15
07/08/15

Backup Time
20:48:00
20:47:59
20:47:58
20:47:57
20:47:56
20:47:55
20:47:54
20:47:53
20:47:52

Policy
backup_100m_12x
backup_100m_12x
backup_100m_12x
backup_100m_12x
backup_100m_12x
backup_100m_12x
backup_100m_12x
backup_100m_12x
backup_100m_12x

Number of Files
2049
2049
2049
2049
2049
2049
2049
2049
2049

Kilobytes
209716256
209716256
209716256
209716256
209716256
209716256
209716256
209716256
209716256

Schedule Name
Full
Full
Full
Full
Full
Full
Full
Full
Full

Schedule Type
Full
Full
Full
Full
Full
Full
Full
Full
Full

Elapsed Time
00:11:30
00:09:07
00:08:18
00:08:58
00:08:27
00:08:11
00:09:24
00:10:33
00:09:29

Compressed
No
No
No
No
No
No
No
No
No

Figure 35: NetBackup client backup reports

Using the Kilobytes (KiB) and the Elapsed Time data from the NetBackup client backup report in Figure 35
we can calculate an average data rate for each client involved in the backup task as shown in Figure 36.

No of Clients
12
12
12
12
12
12
12
12
12

File Size Data Rate [KiB/s]
100 MiB
303936.60
100 MiB
383393.52
100 MiB
421116.98
100 MiB
389807.17
100 MiB
413641.53
100 MiB
427120.68
100 MiB
371837.33
100 MiB
331305.30
100 MiB
368569.87

No of Files Backup Data [KiB]
2048
209715200
2048
209715200
2048
209715200
2048
209715200
2048
209715200
2048
209715200
2048
209715200
2048
209715200
2048
209715200

Figure 36: Average data rate per client

In this case, the mean average data rate per client is 375,917 KiBps and the total average data rate for the
backup job is given as 4,511,013 KiBps = ∑ (average data rate of client22-client33) = 12 x mean average
data rate per client. Data rates are primarily calculated in KiBps (KiB = 1024 bytes) in this section based
on the Kilobytes (which actually refer to kibibytes, 1 KiB = 1024 bytes) provided by the NetBackup reports.
For the purpose of comparison to common storage performance metrics that are used in standard industry
literature data rates are converted to MBps (1000² bytes) or GBps (1 GB = 1000³ bytes) in summary
sections of this white paper.
The data activity on the IBM ESS during a backup run is shown in Figure 37. The backend data rate
shown as physical disk writes is approximately 25% higher (as expected due to 8+2p parity, checksum
and metadata information) than the front end data rate written by the NetBackup master server into the
IBM Spectrum Scale file system (measured by the number of full track writes on the IBM Spectrum Scale
RAID layer). The graph shows a wide plateau at the beginning of the multi-client backup while all clients
are still involved in the backup. This plateau characterizes the limit of the backup data rate achieved in a
particular run with the given configuration (not necessarily limited by the IBM ESS but by other constraints
in the overall environment). Towards the end of the run the overall data rate decreases as some clients
finish their backups. The total average data rate as introduced above and calculated solely from the
NetBackup client statistics marks a reasonable upper estimate for the evaluation of the performance of
multi-client backup or restore jobs.
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Figure 37: Data rates on the IBM ESS GL4 during a 12 client backup

Tests are performed for different file sizes of 100 KiB, 1 MiB, 10 MiB, 100 MiB, and 1 GiB and different
numbers of clients (that is, 1x, 4x, 8x, and 12x clients). The backup jobs are defined as policies and run
manually using the NetBackup remote administration console. Each previous backup image in the
NetBackup catalog is expired before a new backup of the same data on the same client is initiated. The
restore jobs are started remotely with xdsh (a parallel distributed shell utility) on all clients using the
bprestore -s [date] -B [full directory path] command after the particular directory to be
restored is deleted.

Performance test results
Backup and restore tests are performed for different file sizes of 100 KiB, 1 MiB, 10 MiB, 100 MiB, and 1
GiB and different total numbers of clients (that is, 1x, 4x, 8x, and 12x clients). The goal was to investigate
the achievable data rates of the given setup with regard to scalability using multiple clients and the
dependence of the data rates on the file size of the client data. The amount of client data is kept constant
at 200 GiB per client for each backup or restore job.

Backup performance
The backup performance is a critical part of a backup solution as the time window for backups is
typically limited and the number of clients and the amount of data to be backed up is large. Only a high
overall backup data rate that can be sustained by the storage system and network enables short
backup windows for a large number of clients. The results of the backup tests with 20 test runs and
125 individual measurements are shown in the following figure.
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Figure 38: Backup performance results

Total average data rates for backup jobs scale with the number of clients involved. With 12 clients a total
average data rate ranging from 3,850,000 KiBps (3.9 GBps) for 1 MiB files to 4,500,000 KiBps (4.6 GBps)
for 100 MiB files can be observed in the given environment. On average a data rate of 4,296,636 KiBps
(4.4 GBps) is seen with 12 clients for large files with sizes between 1 MiB and 1 GiB. Data rates for large
files (1 MiB, ..., 1 GiB) still increase on average by 32% from the 8-client to the 12-client backup job
without showing significant signs of saturation. So we can conclude that the maximum achieved data rate
of the current configuration is limited by the given number of clients. 12 clients do not seem to be sufficient
to push the given environment with the IBM ESS GL4 to its limits. It is expected that with more clients even
higher total data rates might be achievable.
Throughput rates also tend to increase with the file size of the data to be backed up. Backup operations of
large files (1 MiB, 10 MiB, 100 MiB, and 1 GiB) show similar and significantly higher data rates than the
ones for small files (100 KiB). Backup data rates for small files are on average 70% lower than the ones
for large files - the same order of magnitude as observed earlier when evaluating the performance
limitations of the clients' local file systems independent of the network, the NetBackup master server, or
the IBM ESS (see discussion of Figure 33 on page 27). Actual backup data rates for small files (100 KiB)
seem to be heavily impacted by local disk IO (seek operations) and metadata operations on the client's
local XFS file system when handling a huge amount of small files (2,097,152 files of 100 KiB size = 200
GiB). Compared to other file sizes it has also been noticed that there is a huge delay (in the order of a
minute) in backup jobs of 100 KiB files before the data transfer for the backup actually starts which may
additionally impact the determination of the average data rate per client based on reported start and stop
times by the NetBackup administration console. During the backup of 12 clients with 100 KiB files the full
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track write data rate on the IBM ESS GL4 indicates two peaks of write data rates up to 3,500,000 KiBps
(3.6 GBps) but with heavy fluctuations and considerably lower data rates for most of the time. The data
rate of the incoming 40 Gbps network traffic on the NetBackup master server follows the exact same
pattern suggesting that the backup performance for small files is actually not limited by the IBM ESS GL4.
Local disk I/O statistics on a client during a 100 KiB backup task reveal a significant scatter of local disk
read data rates between a few MBps and up to 350 MBps indicating that the backup data rates for small
files seem to be impacted significantly by local I/O operations on the client's local file system. For example,
a simple du -sch command takes already 55 seconds to complete for the local directory with the
2,097,152 files of 100 KiB size compared to 12 seconds for the directory with 204,800 files of 1 MiB size
and even less than a second for the directories with the 10 MiB (20480 files), 100 MiB (2048 files) and 1
GiB (200 files) file sizes.
The actual backup data rate for a single client in the 1-client test cases seems to be limited to 500,000
KiBps for large files which is considerably less than can be provided by the local disks in the clients (see
Figure 33). This may indicate network-related backup performance limitations per client even if the bonded
network interface with two 10 Gbps network connections would be expected to support data rates up to 2
GBps in theory.

Restore performance
The result of the restore tests with 20 test runs and 125 individual measurements is shown in the
following figure.

Figure 39: Restore performance results
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Total average data rates for restore jobs scale with the number of clients involved. With 12 clients a total
average data rate ranging from 3,875,000 KiBps (4.0 GBps) for 10 MiB files to 4,065,000 KiBps (4.2
GBps) for 1 GiB files can be observed in the given environment. On average a data rate of 3,931,347
KiBps (4.0 GBps) is seen with 12 clients for large files with sizes between 1 MiB and 1 GiB. Restore data
rates for large files (1 MiB, 10 MiB, 100 MiB, 1 GiB) are on average 9% lower than the associated backup
data rates. Data rates for large files still increase on average by 29% from the 8-client to the 12-client
restore job without showing significant signs of saturation. So we can conclude that the maximum
achieved data rate of the current configuration is limited by the given number of clients. 12 clients do not
seem to be sufficient to push the given environment with the IBM ESS GL4 to its limits. It is expected that
with more clients even higher total data rates might be achievable.
The observed data rates for large files tend to increase less with the file size of the data to be restored
than seen in the backup test cases. However, there is a significant difference in data rates for restore
operations of large files (1 MiB, ..., 1 GiB) and small files (100 KiB). Restore operations of large files (1
MiB, 10 MiB, 100 MiB, and 1 GiB) show consistent and significantly higher data rates than the ones for
small files (100 KiB).
Average data rates per client for the small files (100 KiB) stay unchanged at around 49,400 KiBps (50.6
MBps) throughout the 1-client, 4-client, 8-client and 12-client restore test cases. These data rates are
limited by the client's local file system write performance when creating 2,097,152 files of 100 KiB in size.
Local disk I/O statistics on a client during a 100 KiB restore task reveal a tremendous scatter of local disk
write data rates between a few MBps and up to 300 MBps.
Restore data rates for small files are on average 87% lower than the ones for large files showing a similar
behavior as observed earlier when evaluating the performance limitations of the clients' local file systems
independent of the network, the NetBackup master server, or the IBM ESS (see discussion of backup
performance limits Figure 33). Actual restore data rates for small files (100 KiB) which involve write
operations to the client's local file system on a RAID 5 disk array seem to be even more impacted by local
disk I/O (seek operations, RAID 5 write penalty) and metadata operations on the client's local XFS file
system than in the backup test cases which only involve local read I/O operations on the client system.
The actual restore data rate for a single client in the 1-client test case for large files seems to be limited to
around 470,000 KiBps. On average the 1-client restore data rates for large files are 6% lower than the
ones observed in the 1-client backup test case. The data rate for the restore of the 100 KiB files with
49,400 KiBps (50.6 MBps) is even 65% lower than the one observed in the backup test case with 139,209
KiBps (142.6 MBps).
Total average data rates for backup and restore jobs in the given environment scale with the number of
clients involved and also reveal dependencies on the average file size of the client data.
The tests show that with 12 clients and large file sizes total average data rates up to 4.6 GBps (100 MiB
files) for backup operations and up to 4.2 GBps (1 GiB files) for restore operations can be observed using
a single NetBackup master server and a single IBM ESS GL4 (5146 Model GL4) with four storage
expansion drawers (1818-80E) and a total of 232 3.5" NL-SAS 2 TB HDDs. The IBM ESS GL4 provides
storage capacity through an IBM Spectrum Scale shared file system to the NetBackup master server
which is acting as an IBM Spectrum Scale client.
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Backup and restore operations of large files (1 MiB, 10 MiB, 100 MiB, and 1 GiB) on the client systems
show significantly higher throughput than the ones for small files (100 KiB). Data rates for small files seem
to be significantly impacted by local I/O operations on the client's local file system when handling the huge
amount of small files (2,097,152 files of 100 KiB size). On average the throughput observed for small files
on the clients are 70% lower in backup test cases and 87% lower in restore test cases than the ones for
large files due to local I/O performance limitations on the clients.
The following figure summarizes the average backup and restore performance observed in the test cases
for large files (1 MiB, 10 MiB, 100 MiB, 1 GiB) and small files (100 KiB). Total data rates for large files
scale up to 4,300,000 KiBps (4.4 GBps) on average with 12 clients for backup tasks and 3,930,000 KiBps
(4.0 GBps) for restore tasks with an increase of 32% and 29% respectively compared to the 8-client test
case. Total data rates for small files scale up to 1,350,000 KiBps (1.4 GBps) with 12 clients in backup
tasks and up to 592,000 KiBps (606 MBps) in restore tasks with an increase of 36% and 50% respectively
compared to the 8-client test case. On average, restore data rates tend to be 9% lower for large files and
61% lower for small files than the associated backup data rates.

Figure 40: Average backup and restore performance for small and large files

The current configuration with only 12 clients does not seem to drive the given Veritas NetBackup
environment into saturation. It is expected that with more clients and an additional NetBackup media
server (storage server) even higher total data rates might be achievable that can be sustained by the IBM
ESS GL4. However, this hypothesis could not be evaluated within the limitations of the current setup and
remains to be proven in an extended configuration.
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Test assessment summary
Veritas NetBackup recognizes and effectively uses IBM Spectrum Scale file systems with the underlying
Elastic Storage Server (ESS) as the target backup and restore repository. This includes the Media Server
Deduplication Pool functionality.
Throughput for backup and restore tasks prove to scale with the number of clients involved and show
dependencies on the average file size of the client data. The tests presented in this white paper show that
with 12 clients and large file sizes, total average data rates up to 4.6 GBps for backup operations and up
to 4.2 GBps for restore operations can be observed. This can be observed using a single NetBackup
master server and a single IBM ESS GL4 (5146 Model GL4) with four storage expansion drawers (181880E) and a total of 232 3.5 inch nearline-SAS 2TB HDDs. The IBM ESS GL4 provides capacity through a
shared IBM Spectrum Scale file system to the NetBackup master server, which is acting as an IBM
Spectrum Scale client.
Backup and restore operations of large files (1 MiB, 10 MiB, 100 MiB, 1 GiB) on the client systems show
significantly higher data rates than the ones for small files (100 KiB) which are severely impacted by local
I/O operations on the client's local file system when handling the huge amount of small files (2,097,152
files of 100 KiB size).
The current setup with only 12 clients does not seem to drive the given Veritas NetBackup environment to
its limits. It is expected (but has not been tested as part of this POC) that with more clients and an
additional NetBackup media server (storage server), even higher total data rates might be achievable that
can be sustained by the IBM ESS GL4. The team tested sample file sizes and block sizes of various file
systems and observed these results. However, all possible permutations were not tested due to logistical
reasons.
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Resources
The following websites provide useful references to supplement the information contained in this paper:


IBM Elastic Storage Server Storage Server (ESS) home page
ibm.com/systems/platformcomputing/products/gpfs/



General Parallel File System Knowledge Center
ibm.com/support/knowledgecenter/SSFKCN/gpfs_welcome.html



IBM Spectrum Scale V4.1.0.4: Concepts, Planning, and Installation Guide
http://publib.boulder.ibm.com/epubs/pdf/a7604411.pdf



IBM Publications Center
www.elink.ibmlink.ibm.com/public/applications/publications/cgibin/pbi.cgi?CTY=US



IBM Redbooks
ibm.com/redbooks



Veritas NetBackup 7.6.x Documentation
https://support.symantec.com/en_US/article.DOC6488.html



Veritas NetBackup 7.6.1 Installation Guide
http://www.symantec.com/docs/DOC7676



Veritas NetBackup 7.6.1 Deduplication Guide
http://www.symantec.com/docs/DOC7671
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