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1 Conformance Statement Overview

This document describes the DICOM v3.0 implementation supporteé@bgnect Accesdt
documentsonformance aspects required to interoperate with other DICOM v3.0 conformant

devices.

iConnect Accesis a zereclient web applicationlesigned to shapgsualize ard transfemedical

images, reports, and other patient data from multiple data sources.

iConnect Access has a separate, downloadggdgkcation called the iConnect DICOM

Downl oader Client.

Thi s

Conformance Statement and is not covered in this document.

clientds

DI COM conf or mar

Tablel lists theSupportedNetworking DICOM Servicd SOP) Classesupported for the viewer
application for loading, viewing, storing study dadad for the preacheservicefor caching

study chta

SOP Classes User of Service Provider of Service
(SCU) (SCP)
Transfer

Computed Radiography Image No Yes
Storage
1.2.840.10008.5.1.4.1.1.1
Digital X-Ray Image Storagd For No Yes
Presentation
1.2.840.10008.5.1.4.1.1.1.1
Digital Mammography Image No Yes
Storagei For Presentation
1.2.840.10008.5.1.4.1.1.1.2
Digital Intra -oral X-Ray Image No Yes
Storagei For Presentation
1.2.840.10008.5.1.4.1.1.1.3
Ultrasound Multi -frame Image No Yes
Storage
1.2.840.10008.5.1.4.1.1.3.1
CT Image Storage No Yes
1.2.840.1008.5.1.4.1.1.2
MR Image Storage No Yes
1.2.840.10008.5.1.4.1.1.4
Nuclear Medicine Image Storage No Yes
1.2.840.10008.5.1.4.1.1.20
Ultrasound Image Storage No Yes
1.2.840.10008.5.1.4.1.1.6.1
Secondary Capture Image Storage No Yes
1.2.840.10008.5.1.41.7
Multi -frame True Color Secondary No Yes
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Capture Image Storage
1.2.840.10008.5.1.4.1.1.7.4

X-Ray Angiographic Image No Yes
Storage
1.2.840.10008.5.1.4.1.1.12.1

X-Ray Radiofluoroscopic Image No Yes
Storage
1.2.840.10008.5.1.4.1.1.12.2

Positron Emission Tomography No Yes
Image Storage
1.2.840.10008.5.1.4.1.1.128

VL Endoscopic Image Storage No Yes
1.2.840.10008.5.1.4.1.1.77.1.1
VL Photographic Image Storage No Yes
1.2.840.10008.5.1.4.1.1.77.1.4
Ophthalmic Photography 8 Bit No Yes

Image Storage
1.2840.10008.5.1.4.1.1.77.1.5.1

Grayscale Softcopy Presentation Option Yes
State Storage SOP Class
1.2.840.10008.5.1.4.1.1.11.1

Key Object Selection Document No Yes
Storage

1.2.840.10008.5.1.4.1.1.88.59

RT Image Storage No Yes
1.2.840.10008.5.1.4.1.1.481.1

Basic Voice Audio Waveform No Option
Storage

1.2.840.10008.5.1.4.1.1.9.4.1

Raw Data Storage Option Option
1.2.840.10008.5.1.4.1.1.66

Basic Text SR Storage No Option
1.2.840.10008.5.1.4.1.1.88.11

Encapsulated PDF Storage No Option

1.2.840.10008.5.1.4.11104.1

Query/Retrieve

Study Root Yes No
Query/Retrieve

Information Model T FIND
1.2.840.10008.5.1.4.1.2.2.1

Study Root Yes No
Query/Retrieve

Information Model T MOVE
1.2.840.10008.5.1.4.1.2.2.2

Table 1 - Network Services
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Table2 lists the Supported Networking DICOM Servi&OP) Classes supported for the transfer
and download operations:

SOP Classes User of Service (SCU) Provider of
Service (SCP)

Transfer

Computed Radiography Image Yes Yes

Storage

1.2.840.10008.5.1.4.1.1.1

CT Image Storage Yes Yes

1.2.840.10008.5.1.4.1.1.2

Enhanced CT Image Storage Yes Yes

1.2.840.10008.5.1.4.1.1.2.1

MR Image Storage Yes Yes

1.2.840.10008.5.1.4.1.1.4

Enhanced MR Image Storage Yes Yes

1.2.840.10008.5.1.4.1.1.4.1

MR Spectroscopy Stoage Yes Yes

1.2.840.10008.5.1.4.1.1.4.2

Enhanced MR Color Image Yes Yes

Storage

1.2.840.10008.5.1.4.1.1.4.3

RT Image Storage Yes Yes

1.2.840.10008.5.1.4.1.1.481.1

RT Dose Storage Yes Yes

1.2.840.10008.5.1.4.1.1.481.2

RT Structure Set Storage Yes Yes

1.2.84010008.5.1.4.1.1.481.3

RT Beams Treatment Record Yes Yes

Storage

1.2.840.10008.5.1.4.1.1.481.4

RT Plan Storage Yes Yes

1.2.840.10008.5.1.4.1.1.481.5

RT Brachy Treatment Record Yes Yes

Storage

1.2.840.10008.5.1.4.1.1.481.6

RT Treatment Summary Record Yes Yes

Storage

1.2.840.10008.5.1.4.1.1.481.7

RT lon Plan Storage Yes Yes

1.2.840.10008.5.1.4.1.1.481.8

RT lon Beams Treatment Yes Yes

Record

Storage

1.2.840.10008.5.1.4.1.1.481.9

Nuclear Medicine Image Storage Yes Yes

1.2.840.10008.5.1.4.1.1.20
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Nuclear Medicine Image Storage Yes Yes
(Retired)
1.2.840.10008.5.1.4.1.1.5

Secondary Capture Image Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.7

Multi -frame Single Bit Yes Yes
Secondary

Capture Image Storage
1.2.840.10008.5.1.4.1.1.7.1

Multi -frame Grayscale Byte Yes Yes
Secondary Capture Image
Storage
1.2.840.10008.5.1.4.1.1.7.2

Multi -frame Grayscale Word Yes Yes
Secondary Capture Image
Storage
1.2.840.10008.5.1.4.1.1.7.3

Multi -frame True Color Yes Yes
Secondary

Capture Image Storage
1.2.840.10008.5.1.4.1.7.4

Ultrasound Image Storage Yes Yes
(Retired)

1.2.840.10008.5.1.4.1.1.6

Ultrasound Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.6.1

Enhanced US Volume Storage Yes Yes
1.2.840.10008.5.1.4.1.1.6.2

Ultrasound Multi -frame Image Yes Yes

Storage (Rdired)
1.2.840.10008.5.1.4.1.1.3

Ultrasound Multi -frame Image Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.3.1

Digital X-Ray Image Storagd Yes Yes
For

Presentation
1.2.840.10008.5.1.4.1.1.1.1

Digital X-Ray Image Storagd Yes Yes
For

Processing
1.2.840.0008.5.1.4.1.1.1.1.1

VL Endoscopic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.1

VL Microscopic Image Storage Yes Yes
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1.2.840.10008.5.1.4.1.1.77.1.2

VL Slide-Coordinates Yes Yes
Microscopic

Image Storage
1.2.840.10008.5.1.4.1.1.77.1.3

VL Photographic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.4

Video Endoscopic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.1.1

Video Microscopic Image Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.77.1.2.1

Video Photographic Image Yes Yes
Storage

1.2.84010008.5.1.4.1.1.77.1.4.1

Ophthalmic Photography 8 Bit Yes Yes

Image Storage
1.2.840.10008.5.1.4.1.1.77.1.5.1

Ophthalmic Photography 16 Bit Yes Yes
Image Storage
1.2.840.10008.5.1.4.1.1.77.1.5.2

Stereometric Relationship Yes Yes
Storage
1.2.840.10008.1.4.1.1.77.1.5.3

Ophthalmic Tomography Image Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.77.1.5.4

X-Ray Angiographic Image Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.12.1

Enhanced XA Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.12.1.1

X-Ray Radiofluoroscopic Image Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.12.2

Enhanced XRF Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.12.2.1

X-Ray Angiographic Bi-Plane Yes Yes
Image Storage (Retired)
1.2.840.10008.5.1.4.1.1.12.3

X-Ray 3D Angiographic Image Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.13.1.1

X-Ray 3D Craniofacial Image Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.13.1.2
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Breast Tomosynthesis Image Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.13.1.3

Positron Emission Tomography Yes Yes

Image Storage
1.2.840.10008.59.4.1.1.128

Enhanced PET Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.130

Basic Structured Display Storage Yes Yes
1.2.840.10008.5.1.4.1.1.131

Digital Mammography X -Ray Yes Yes
Image Storagei For
Presentation
1.2.840.10008.5.1.4.1.1.1.2

Digital Mammography X-Ray Yes Yes
Image

Storagei For Processing
1.2.840.10008.5.1.4.1.1.1.2.1

Digital Intra -oral X-Ray Image Yes Yes
Storagei For Presentation
1.2.840.10008.5.1.4.1.1.1.3

Digital Intra -oral X-Ray Image Yes Yes
Storagei For Processing
1.2.840.10008.1.4.1.1.1.3.1

Basic Text SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.11

Enhanced SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.22

Comprehensive SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.33

Procedure Log Storage Yes Yes
1.2.840.10008.5.1.4.1.8810

Mammography CAD SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.50

Key Object Selection Document Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.88.59

Chest CAD SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.65

X-Ray Radiation Dose SR Yes Yes
Storage

1.2.84010008.5.1.4.1.1.88.67

Colon CAD SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.69

Grayscale Softcopy Presentation Yes Yes

State Storage SOP Class
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1.2.840.10008.5.1.4.1.1.11.1

Color Softcopy Presentation Yes Yes
State

Storage SOP Class
1.2.840.10008.5.4.1.1.11.2

PseudeColor Softcopy Yes Yes
Presentation State Storage SOP

Class

1.2.840.10008.5.1.4.1.1.11.3

Blending Softcopy Presentation Yes Yes

State Storage SOP Class
1.2.840.10008.5.1.4.1.1.11.4

XA/XRF Grayscale Softcopy Yes Yes
Presentation Sate Storage
1.2.840.10008.5.1.4.1.1.11.5

12-lead ECG Waveform Storage Yes Yes
1.2.840.10008.5.1.4.1.1.9.1.1

General ECG Waveform Storage Yes Yes
1.2.840.10008.5.1.4.1.1.9.1.2

Ambulatory ECG Waveform Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.9.1.3

Hemodynamic Waveform Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.9.2.1

Cardiac Electrophysiology Yes Yes

Waveform Storage
1.2.840.10008.5.1.4.1.1.9.3.1

Basic Voice Audio Waveform Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.9.4.1

General Audio Waveform Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.9.4.2

Arterial Pulse Waveform Storage Yes Yes
1.2.840.10008.5.1.4.1.1.9.5.1

Respiratory Waveform Storage Yes Yes
1.2.840.10008.5.1.4.1.1.9.6.1

Raw Data Storage Yes Yes
1.2.840.10008.5.1.4.1.1.66

Spatial Registration Sbrage Yes Yes
1.2.840.10008.5.1.4.1.1.66.1

Spatial Fiducials Storage Yes Yes
1.2.840.10008.5.1.4.1.1.66.2
Deformable Spatial Registration Yes Yes
Storage
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1.2.840.10008.5.1.4.1.1.66.3

Segmentation Storage Yes Yes
1.2.840.10008.5.1.4.1.1.66.4

Surface Sgmentation Storage Yes Yes
1.2.840.10008.5.1.4.1.1.66.5

Real World Value Mapping Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.67

Lensometry Measurements Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.78.1

Autorefraction Measurements Yes Yes
Storage
1.2.840.10008.5.1.41.78.2

Keratometry Measurements Yes Yes
Storage
1.2.840.10008.5.1.4.1.1.78.3

Subjective Refraction Yes Yes
Measurements Storage
1.2.840.10008.5.1.4.1.1.78.4

Visual Acuity Measurement Yes Yes
1.2.840.10008.5.1.4.1.1.78.5

Spectacle PrescriptionReports Yes Yes
Storage

1.2.840.10008.5.1.4.1.1.78.6

Macular Grid Thickness and Yes Yes

Volume Report Storage
1.2.840.10008.5.1.4.1.1.79.1

Encapsulated PDF Storage Yes Yes
1.2.840.10008.5.1.4.1.1.104.1
Encapsulated CDA Storage Yes Yes
1.2.840.10008.5.1.4.11104.2
Hanging Protocol Storage Yes Yes
1.2.840.10008.5.1.4.38.1
Color Palette Storage Yes Yes
1.2.840.10008.5.1.4.39.1

Query/Retrieve
Study Root Yes No

Query/Retrieve
Information Model 7 FIND
1.2.840.10008.5.1.4.1.2.2.1

Study Root Yes No
Query/Retrieve

Information Model T MOVE
1.2.840.10008.5.1.4.1.2.2.2

Table 2 - Network Services
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3 Introduction

TheiConnect Accesapplication( subsequently referredisaweb si mply a
applicationthat federatedata from multiple data sources (including DICOM data sources) and

preserg the data to the user. The primary type of data presented is radiology images and reports.

The gplicationis capable of presenting and allowing the basic manijulaif images from the

web browser with only basic web browser requiremdrgs Javascript support enabled) and no

software download/install.

This document is intendddr administrative staff working with the servers and witbvide the

reader with tk knowledge of how to integrate this product within a DICOM compliant healthcare
environment. It details DICOM Service Classes and Communication Protocols that are supported
by this product.

If reader is unfamiliar with DICOM, it is recommended to rdaelDICOM Specifiation
(referenced in sectioBi7) prior to reathg this conformance statement.

3.1 Audience

This document is written for the people that need to understanthiecapplicatiorwill integrate

into their healthcare facility. This includes bofto$e responsible for overall imagingtwork

policy and architecture, as well as integrators who need to have a detailed undersiaheing

DICOM features of the product. This document contains some basic DICOM definititireg so

any reader may understhhow this product implements DICOM features. Howewgegrators

are expected to fully understand all the DICOM terminology, how the tables oothisnent

relate to the productds functi onaldeticgghatand how t
support compatible DICOM features.

3.2 Remarks

The scope of this DICOM Conformance Statement is to facilitate integration betveeen
applicationsand other DICOM products. The Conformance Statement should be read and
understoodn conjunction with the BTOM Standard. DICOM by itself does not guarantee
interoperability. The Conformance Statement does, however, facilitate ddirst comparison

for interoperabilitypbetween different applications supporting compatible DICOM functionality.

This Conformancé&tatement is not supposed to replace validation with other DIE@Npment
to ensure proper exchange of intended information. In fact, the user should be ahare of
following important issues:

- The comparison of different Conformance Statements ishjadtrst step towards
assessingnterconnectivity and interoperability between the product and other DICOM
conformantequipment.

- Test procedures should be defined and executed to validate the required level of
interoperability with specific compatible DM equipment, as established by the
healthcardacility.

3.3 Terms and Definitions

Informal definitions are provided for the following terms used in this Conformance Statement.
The DICOM Standard is the authoritative source for formal definitions of thesg. term
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Abstract Syntaxi the information agreed to be exchanged between applications, generally
equivalent to a Service/Object Pair (SOP) ClasamplesVerification SOP Class, Modality
Worklist Information Model Find SOP Class, Computed Radiography Imagadge SOP Class.

Application Entity (AE) 7 an end point of a DICOM information exchange, including the
DICOM network or media interface software; i.e., the software that sends or receives DICOM
informationobjects or messages. A single device may havépte Application Entities.

Application Entity Title 1 the externally known name of #&pplication Entity used to identify a
DICOM application to other DICOM applications on the network.

Application Context T the specification of the type of commurtica used betweeApplication
Entities Example: DICOM network protocol.

Associationi a network communication channel set up betwigplication Entities

Attachment i aniConnect Accesterm that describes a n@iCOM file (.jpg, .pdf, etc.) that is
attached to or associated with a stubBlgr a DICOM data source, the file will be wrapped in a
Raw Data Storage 10D with a Series Descriptiongeeded by an identifying string and stored
into the DICOM archive.

Attribute T T a unit of information in an géect definition; a data element identified byaa. The
information may be a complex data structure (Sequence), itself composed of lower level data
elements. Examples: Patient ID (0010,0020), Accession Number (0008,0050), Photometric
Interpretation (0028004), Procedure Code Sequence (0008,1032).

Information Object Definition (IOD) 71 the specified set dhttributesthat comprise a type of
dataobject; does not represent a specific instance of the data object, but rather a class of similar
dataobjects tlat have the same properties. Hiibutesmay be specified as Mandatory (Type

1), Required but possibly unknown (Type 2), or Optional (Type 3), and there may be conditions
associated with the use of an Attribute (Types 1C and 2C). Examples: MR ImageéTObage

IOD, Print Job 10D.

Joint Photographic Experts Group (JPEG)i a set of standardized image compression
techniques, available for use by DICOM applications.

Media Application Profile i the specification of DICOM information objects and encoding
exchanged on removable media (e.g., CDs)

Module T a set ofAttributeswithin aninformation Object Definitiorthat are logically related to
each other. Example: Patient Module includes Patient Name, Patient ID, Patient Birth Date, and
Patient Sex.

Negotiaion 1 first phase ofAssociatiorestablishment that allowspplication Entitieso agree
on the types of data to be exchanged and how that data will be encoded.

Presentation Contexti the set of DICOM network services used oveAsRociationas
negotidged betwee\pplication EntitiesincludesAbstract Syntaxesnd Transfer Syntaxes

Protocol Data Unit (PDU)T a packet (piece) of a DICOM message sent across the network.
Devices must specify the maximum size packet they can receive for DICOM messages.
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Security Profile T a set of mechanisms, such as encryption, user authentication, or digital
signatures, used by &pplication Entityto ensure confidentiality, integrity, and/or availability of
exchanged DICOM data

Service Class Provider (SCP) role ofanApplication Entitythat provides a DICOM network
service; typically, a server that performs operations requested by aAptiligation Entity
(Service Class UsgrExamples: Picture Archiving and Communication System (image storage
SCP, and image quérgtrieve SCP), Radiology Information System (modality worklist SCP).

Service Class User (SCU) role of anApplication Entitythat uses a DICOM network service;
typically, a client. Examples: imaging modality (image storage SCU, and modality worklist
SCU), imaging workstation (image query/retrieve SCU)

Service/Object Pair (SOP) Clas$ the specification of the network or media transfer (service)
of a particular type of data (object); the fundamental unit of DICOM interoperability

specification Examples Ultrasound Image Storage Service, Basic Grayscale Print Management.

Service/Object Pair (SOP) Instancé an information object; a specific occurrence of
informationexchanged in 8OP ClassExamples: a specificray image.

Tagi a 32bit identifierfor a data element, represented as a pair of four digit hexadecimal
numbers, the Agroupodo and the fiel emento. | f
(manufacturespecific) data element. Examples: (0010,0020) [Patient ID], (07FE,0010) [Pixel
Data], (0019,0210) [private data element]

Transfer Syntaxi A set of encoding rules that allow Application Entities to unambiguously
negotiate the encoding techniques (e.g., Data Element structure, byte ordering,
compression) they are able to supportrebg allowing these Application Entities to
communicateExamplesJPEG Baseline, Explicit VR Little Endian

Unique Identifier UID) ia gl obal ly uni que Adotted deci mal

objector a class of objects; an IS€824 Object léntifier. Examples: Study Instance UID, SOP
ClassUID, SOP Instance UID.

Value Representation (VR)i the format type of an individual DICOM data element, such as
textan integer, a personds name, oOor a cothe.
either explicit identification of the type of each data element (Explicit VR), or without explicit
identification (Implicit VR); with Implicit VR, the receiving application must use a DICOM data
dictionary to look up the format of each data element.

3.4 Basics of DICOM Communication

This section describes terminology used in this Conformance Statement for teecalist.
The key terms used in the Conformance Statement are highlightalicesbelow. This sectioiis
not a substitute for training about@OM, and it makes many simplifications about theanings
of DICOM terms.

Two Application Entitiegdevices) that want to communicate with each other over a network

usingDl COM pr ot ocol must first agree onakewver al
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One ofthe two devices must initiate @ssociationa connection to the other device), and ask if
specificservices, information, and encoding can be supported by the other désgmitior).

DICOM specifies a number of network services aneasypf information objects, each of which
is called anAbstract Syntafor the Negotiation. DICOM also specifies a variety of methods for
encoding data, denotéldansfer Syntaxe§ he Negotiation allows the initiating Application
Entity to propose combinatis of Abstract Syntax and Transfer Syntax to be used on the
Association; these combinations are caledsentation Context3he receiving Application
Entity accepts the Presentation Contexts it supports.

For each Presentation Context, the Associatiegdtlation also allows the devices to agree on
Rolesi which one is th&ervice Class UsdSCU- client) and which is th&ervice Class
Provider(SCP- server). Normally the device initiating the connection is the SCU, i.e., the client
system calls the seer, but not always.

The Association Negotiation finally enables exchange of maximum network pREMd] &ize,
security information, and network service options (callgtended Negotiatiomformation).The
Application Entities, having negotiated thesdciation parameters, may how commence
exchanging data. Common data exchanges include queries for worklists and lists of stored
images, transfer of image objects and analyses (structured reports), and sending images to film
printers. Each exchangeable tupfi data is formatted by the sender in accordance with the
appropriatdnformation Object Definitionand sent using the negotiated Transfer Syntax. There

is a Default Transfer Syntax that all systems must accept, but it may not be the most efficient for
some use cases. Each transfer is explicitly acknowledged by the receiveReghansStatus
indicating success, failure, or that query or retrieve operations are still in process.

Two Application Entities may also communicate with each other by exgaihgmedia (such as a

CD-R). Since there is no Association Negotiation possible, they bothMedia Application

Proflet hat s penceigfoiteisatfiepddroe exchange media format, Ab
Syntax.

3.5 Abbreviations

AE Application Entity

AET Application Entity Title

DHCP Dynamic Host Configuration Protocol
DICOM Digital Imaging and Communications in Medicine
DNS Domain Name System

DX Digital X-Ray

FSC File-Set Creator

HIS Hospital Information System

I0OD Information Object Defini tion

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

ISO International Organization for Standards
JPEG Joint Photographic Experts Group
MPPS Modality Performed Procedure Step
MSPS Modality Scheduled Procedure Step
MTU Maximum Tran smission Unit (IP)

MWL Modality Worklist

NTP Network Time Protocol

Merge Healthcare Pagel6 of 140 Revision 1.0



iConnect AccessDICOM Conformance Statement

@] Optional (Key Attribute)

(O] Open Systems Interconnection

PACS Picture Archiving and Communication System
PDU Protocol Data Unit

R Required (Key Attribute)

RIS Radiology Information System.

SC Secondary Capture

SCP Service Class Provider

SCU Service Class User

SOP ServiceObject Pair

SPS Scheduled Procedure Step

SR Structured Reporting

TCP/IP Transmission Control Protocol/Internet Protocol
U Unique (Key Attribute)

UL Upper Layer

VR Value Representation

3.6 References

NEMA PS3 2007 Digital Imaging and Communications in Medicine (DICOM) Standard,
availablefree athttp://medical.nema.org/
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This section describes the werking related services of tlapgication.

4.1 Implementation Model

4.1.1 Application Data Flow

View Radiology
Study List

Load Radiolgy
Study

Load Radiology
Series

View Radiology
Instance

Load Attachment

Store Radiology
Instance or
Attachment

Save
Presentation
State

Upload
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Viewer
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Remote AE
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Command

Remote AE
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Figure 11 Viewer Data Flow
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DICOM
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Remote AE

Receives
Move

Command

v

Transfer

Download AE
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Requested
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by Remote
AE

List Study

Instances

A

Transfer
Radiology Study

Remote AE
Receives Store
Command

Figure 21 Transfer/Download Data Flow

The appliationimplemens its DICOM functionalityboth inthe ASP.NET server application and
in Windows services that are part of the solutiime DICOM functionality of the applications
invokedby:
1 the ASP.NET web application as a resulvafioususer actions
f Windowsservies t hat process fAjobsd created as
1 independent data requefitsm the download serviamade during a study download

Although the AEs are the result of different implementations in different processes, they act as if
they arewo AEs:
1 Viewer AET All primary viewing, savinganduploading operationsharing a single AE
title.
1 Transfer AEi Retrievaland storagef data objects beingansferred to another data
source odownloaded to an external client, using a sidgtetitle. This is only required
if the transfer ordownload option is configured for the system.

4.1.2 Functional Definition of AEG s

The applicatiorexposs atwo AEsto remote DICOM AE: the Viewer AE and the
Transfer AE
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4.1.2.1Functional Definition of Viewer AE

There are various functions implemented within Yhewer AE The applicatiorcan be

used in Astandal oneo mode, which provides a
in Aintegratedo "hpartyapplicatidn toerhbedairhagimgws a 3
functionalty within their application. Some of thdewer AE functions are invoked only

from the standalone mode and others behave differently depending on the mode. These
differences are described where appropriate.

The various functions of théiewer AE are detded individually in the following
sections specific to the reaforld activities from above.

4.1.2.1.1View Study List

When the user accesses the study list from within the applicatioviigiver AEis

activated to perform a query for available studies which nmthteliser query criteriand
imposed filters An association request is sent to one or more destination AEs
simultaneously and, upon successful negotiation of the association, the query request will
be sent. Th&iewer AEwill then receive the query respessup to a maximunfter

the responses are received from all queried destination AEs, the results are consolidated
anddisplayed to the user.

This operation only occufsom the stanehlone usr interface of the application. The
applicationalso suppogembedding in other®party user interfaces which will not
invoke the same study query operation.

4.1.2.1.2Load Study

When the user requests to displagtady from within thestandalon@pplication orone
or more studiethrough a % party user interface, théiewer AEis activatedThis results
in multiple transactions.

An association request is sent to one or more destination AEs simultaneously and, upon
successful negotiation of the association, a query request for the details of the study or

studies requésd to be loaded. Théiewer AEwill then receive the query responses.

After the responses are received from all queried destination AEs, the results are
consolidated and théiewer AEpr oceeds to the query for the f

An associatiomequest is sent to one or more destination AEs simultaneously and, upon
successful negotiation of the association, a query request to list the series for the first

study is issued. Théiewer AEwill then receive the query responses. After the responses

are received from all queried destination AEs, the results are consolidated afieMtbe
AEproceeds to the query for the first studyo

An association request is sent to one or more destination AEs simultaneously and, upon
successful negoti@n of the association, a query request to list the attachments for the
first study is issued. Theiewer AEwill then receive the query responses. After the
responses are received from all queried destination AES, the results are consolidated.
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If the appication is being used in standalone modeaasociation request is sent to one
or more destination AEs simultaneously and, upon successful negotiation of the
association, a query request for studies related to the same patient is issiéddwEne
AE will then receive the query responses. After the responses are received from all
gueried destination AEs, the results are consolidated.

After the final contents of the study are consolidate from all of the above transactions, the
study is presented to theser.

During the presentation, the system will automatically load the first one or more series,
depending on the presentation selected by the user. This results in the View Radiology
Seriesrealworld activity happening automatically after the Load RamjglStudy

activity.

4.1.2.1.3Load Series

While the user is reviewing a studyboth standalone and integrated mo@eseries
within the study can be loaded. This happens either automatically when the study is
loaded when a series thumbnail is loadedwhen theuser loads a selectsdriesinto a
viewer. TheViewer AEis activated to perform a query of images in the series.

An association reast is sent to a destination AlBd, upon successful negotiation of the
association, a query request for imagedlierselected series is issuékheViewer AE

will then receive the query responses. After the responses are received from the
destination AE, th&iewer AE proceeds to display the images in the current viewer
layout.

During the presentation of the serieg fystem will automatically loaall imagesthat
are displayed in thirst page of theviewer. This results in the View Radiology Image
Report, or Audio Clipeatworld activity happening automatically after the Load
Radiology Series activity.

4.1.2.1.4Load Instance

Any time the user requests to display an imagesentation state, key objeport, or
audio clip within the application, the same operations are invoked. This can happen
automatically after the Load Radiolo&§griesactivity, selection of a new ses for
display,the application displaying a series thumbnailscrolling to an image that was
not previously visualizedl'his can also happen when the user views a report or audio
file.

An association request is sent to the destinatioth&Econtans theinstanceand, upon
successful negotiation of the association, a move request for the 10D is issued. The
Viewer AEis listening for the destination AE to deliver the 10D to it using a store
operation and waiting for successful completion of the mafter this, the IOD is
rendered to a format suitable for delivery to the user and presented to the user.

4.1.2.1.5Save Presentation State
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The user can choose to save the presentation state of a displayed series while they are
viewing and manipulating that seri®hen they invoke the save operation, iewer

AE is activated to store the presentation state(s). An association request is sent to the
same destinatiodata sourcérom which the series was load@lthough the data source

can be configured to send theesentation state to a different AE than that which was
used to query and retrieve dagend, upon successful negotiation of the association, the
storage request will be sent. On successful completion of the stthrageesentation

state series will bdisplayed in the thumbnail area

This operation may or may not be available to all users.

4.1.2.1.6Upload Attachment

The user can choose to upload an arbitrary file as an attachment to a study. When they
invoke the upload operation, tieewer AEis activated testore the file wrapped as a

Raw Data IOD. An association request is sent to a destinatideitkier a single,
predetermined presentation state destination or to the same destination AE from which
the study was loadedhd, upon successful negotiatiortlod association, the storage
request will be sent. On successful completion of the stofageattachment will be

listed in the attachment area

This operation may or may not be available to all users.

4.1.2.1.7Load Attachment

If there are study attachmentsrsio for a study, the user can load these as they wish.
When the user selects an attachmentVibaer AE sends an association request to the
destination AE that contains the Raw Data IOD and, upon successful negotiation of the
association, a move requést the 10D is issued. Théiewer AEis listening for the
destination AE to deliver the 10D to it using a store operation and waiting for successful
completion of the move. After this, the 10D is unwrapped and presented to the user.

This operation may anay not be available to all users.
4.1.2.2Functional Definition of Transfer AE

4.1.2.2.1List Study Instances

During the initial processing of transfer or download jobs, the Transfer AE is activated to
acquire information about the study instances to be transferred ofcdaled. This
results in multiple transactions.

An association request is sent to the destination AE containing the study and, upon
successful negotiation of the associat:i
The Transfer AE will then recedvthe query responses. After the responses are received,
the Transfer AE proceeds to query the instances of each series.
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4.1.2.2.2Transfer Radiology Study

If the application has multiple data sources and the transfer feature is enabled, the user
can transfer radiogy studies between the data sources. This happens either by the
Transfer AE requesting a data source to move the data directly to another data source, or
by the Transfer AE retrieving the data from one data source and storing it into another
data source

In the case where a direct move is used, the Transfer AE sends an association request to
the source AE that contains the study and, upon successful negotiation of the association,
a move request is issued with the destination AE as the destinatiohtartséer AE

waits for successful completion of the move. On successful completion of the move, the
transfer job will be listed as complete.

In the case where a direct move is not used, the Transfer AE sends an association request
to the source AE that ctains the study (assuming the source is a DICOM data source)

and, upon successful negotiation of the association, a move request is issued with the
destination AE as the Transfer AE. The Transfer AE is listening for the source AE to
deliver the IODs to itising store operations and waiting for successful completion of the
move. After this, the Transfer AE sends an association request to the destination AE and,
upon successful negotiation of the association, the storage requests will be sent. On
successful@mpletion of the storage, the transfer job will be listed as complete.

This operation may or may not be available to all users.

4.1.2.2.3DownloadRadiology Study

If the download feature is enabled, the user can transfer radiology studies from the
app!l i cadasouocesdosan ektarhal client, possibith an external PACS as a final
destinationDuring processing a download job, theansfer AEsends an association

request to the source AE that contains the study and, upon successful negotiation of the
associabn, a move request is issued with fransfer AEas thedestinatiomAE. The

Transfer AEis listening for the source AE to deliver the 10Ds to it using store operations
and waiting for successful completion of the move. After thisTthasfer AEtransmis

the study to the client using n@COM communication and the download job will be
listed as complete.

This operation may or may not be available to all users.

4.1.2.3Functional Definition of Pre-Cache AE

4.1.2.3.1Pre-CacheStudy Instances

The PreCache service can lmenfigured with multiple data sources which it will pull
studies within a configured time frame from, at a configured inte¥when determining
which studies to be cached, tAezCache AEsends an association requestéch ofthe
configureddata sourceand upon successful negotiation of the association sends a query
with a data range based on the configured caching retrieval femg&reCache AE

then performs a study level move for each of the studies found during the initial query.
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The system maglso be configured so that it does not query the remote data sources and
relies on them to push the data that is to be cached. In this configuration the remote data
sources create an association with the®aehe AE and perform moves for the instances

to be cached.

4.1.3 Sequencing of Real World Activities

Merge AE Remote Data Source

Query Study List

Select Study
Load Study

Load Series

Load Image, Report, Audio Clip

Save Presentation State(s)

Transfer Radiology Study

Download Radiology Study

Load Attachment

Upload Attachment

Close Study

el % ____ Y ____ ¥ ____V____VY____ Y ___Y¥Y ___ ¥ _______N_____

Figure 3 Real-World Activity Sequencing Constraints

Typically, the sequence of operatidnsm the sandalone applicatiois as follows:
1. Query Study List
2. Select Study
3. Load Study
4. Load Series

Merge Healthcare Page24 of 140 Revision 1.0



iConnect AccessDICOM Conformance Statement

Load Image(s)Report(s), Audio Clip(s)
(Optional) Save Presentation State(s)
(Optional) Transfer Radiology Study

(Optional) Load/Upload Attachments

5
6
1.
8. (Optional) Download Radiology Study
9
1

0.Close Study

Step#4, 5,6, 7, 8,and 9are in control of the usend can be performed in any order or
repeated any number of times per study

Steps 7 and 8 can also be initiated independently from a study list within the application,

but there is no specific sequencing of operatiortiahcase.

The typical sequence of operations from an integrated environment include only steps 3

to 10.

4.2 AE Specifications

4.2.1 Viewer Application Entity Specification

4.2.1.1SOP Classes

The applicatiorprovides Standard Conformance to tf@lowing SOP Classes

SOPClass Name SOP Class UID SCU SCP
Verification SOP Class 1.2.840.10008.1.1 Yes Yes
Study Root Query/Retrieve
Iformation Modek FIND 1.2.840.10008.5.1.4.1.2.2.1 Yes No
Study Root Query/Retrieve
tormation Modal MOVE 1.2.840.10008.5.1.4.1.2.2.2 Yes No
Computed Radiography Image 1.2.840.10008.5.1.4.1.1.1 No Yes
Storage .2.840.10008.5.1.4.1.1.

Digital X-Ray Image Storage For 1.2.840.10008.5.1.4.1.1.1.1 No Yes
Presentation e ittt

Digital Mammography XRay Image | 1 5 g4 10008.5.1.4.1.1.1.2 No Yes
Storagd’ For Presentation o T

Digital Intra-oral X-Ray Image 1.2.840.10008.5.1.4.1.13 No Yes
Storagé’ For Presentation o e '

Ultrasound Multiframe Image 1.2.84010008.51.4.1.13.1 NoO Yes
Storage .2.840.10008.5.1.4.1.1.3.

CT Image Storage 1.2.840.10008.5.1.4.1.1.2 No Yes
MR Image Storage 1.2.840.10008.5.1.4.1.1.4 No Yes
Nuclear Medicine Image Storage 1.2.840.10008.5.1.4.1.1.20 No Yes
Ultrasound Image Storage 1.2.840.10008.5.1.4.1.1.6.1 No Yes
Secondary Capture Image Storage | 1 5 840.10008.5.1.4.1.1.7 No Yes
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Multi-frame True Color Secondary 1.2.840.10008.5.1.4.1. 147 No ves
Capture Image Storage e -1UUUG.0.1.4.1.1¢

X-Ray Angiographic Image Storage | 1 5 g40.10008.5.1.4.1.1.121 | No Yes
X-Ray Radiofluoroscopic Image 1.2.840.10008.5.1.4.1.1.12.2 No ves
Storage .2.840.10008.5.1.4.1.1. .

Positron Emission Tomography 1.2.840.10008.5.1.4.1.1.128 No e
Image Storage -£.040.10000.0.1.4.1.1.

VI- Endoscopic Image Storage 1.2.840.10008.5.1.41.1.77.1.1 | No Yes
VL. Photagraphic Image Storage 1.2.840.10008.5.1.41.1.7741. | No Yes
Ophthalmic Phiotography 8 Bit 1.2.840.10008.5.1.4.1.1.7/-11 No Yes
Image Storage -2.04U.1000¢c.5.1.4.1. 1.

Grayscale Softcopy Presentation

State Storage SOP Class 1.2.840.10008.5.1.4.1.1.11.1 Yes Yes
Key Object Selection Document 1.2.840.10008.5.1.4.1.1 8859 No ves
Storage .2.840.10008.5.1.4.1.1. .

RT Image Storage 1.2.840.10008.5.1.4.1.1.481.1 | No Yes
Basic Voice Audio Waveform 1.2.840.10008.5.1.4.1.1.914 o s
Storage 2. .100U0.0.1.4.1.1.

Raw Data Storage 1.2.840.10008.5.1.4.1.1.66 Yes Yes
Basic Text SR Storage 1.2.840.10008.5.1.4.1.1.88.11 | No Yes
Encapsulated PDF Storage 1.2.84010008.5.1.4.1.1.108 No Yes

4.2.1.2Association Policies

4.2.1.2.1General
The DICOM standard application contexme for DICOM 3.0 is always proposed:

Application Context Name 1.2.840.10008.3.1.1.1

4.2.1.2.2Number of Associations

TheViewer AE can initiate and accept any number of associations simultaneously, with some
limitations.

If the Viewer AEis configured to reuselBOM associations, the maximum number of active
initiated associations can be configured. If it is not so configured, it will initiate as many
associations as required to process outstanding requedésrand.

TheViewer AEwill only initiate one associ®n at a time with which to save presentation states
or upload attachments.

TheViewer AEwill accept as many associations as required to process outstanding requests on
demand.

4.2.1.2.3Asynchronous Nature
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TheViewer AEdoes not support asynchronous operatiombsveill not perform asynchronous
window negotiation.

4.2.1.2.4implementation Identifying Information
The application uses the following implementation identifying information:

Implementation Class UID 2.16.124.113531.1.7.9.24

Implementation Version Name WebAccessv24

4.2.1.3Association Initiation Policy

This section describes the conditions under whietviewer AE SCUwill initiate an
association.

4.2.1.3.1Activity i View Study List

4.2.1.3.1.1 Description and Sequencing of Activities

When the applicatiors used in stan@lone mode,the t ar t i ng point of the wuser
the AStudyo page or the APatientd page, from whe

select one to reviewVhen the applicatiois beingintegrated byanother application, the user
may visit a patiet record page from where they may view a list of studies for a particular patient
or they may request a study list page that lists studies matching some provided criteria

When using the AStudyod page, t he iendstudy,oran set
even series attributes for which they want to see the list of matching studies. These query
parameters supplement any filters imposed upon them by the domain administrator used to limit

the information that that user may see. Viwmwer AEis activated automatically when the user

visits this pagédis the user piference is set to automaticatiyery)or when the user presses the
ASearcho button.

When using the APatientd page, the usetrof has sel e

studies for that patient. Alternatively, when a hosting application invokes the patient record, the
user is also presented with a list of studies for that patientviEweer AEis activated

automatically as a result of the user visiting the patiecind or when the user refines the date
range and presses the ASearchod button.

In all of the above scenarios, teewer AE can operate (based on configuration) in one of two
modes: hierarchical query, or naegotiated relational query.

In the more comwn hierarchical query, théiewer AE attempts to initiate a new Association

with all remote DICOM GFIND SCPs configured within the system, activated within the domain
for which the user belongs, or which the user has selected. For each DIFINDCSCP, f the
association is successfully negotiated,\fimver AEissues a &-IND requestt the Study level
where the Identifier contains tiseudymatching criteria as described above. Vimwver AEwill

then wait for each €EIND response, up to a configuralt@ximum. When the EIND

responses are complete or the maximum is receiveij¢ineer AEwill remove any data which
does not match the original query (in the case the DICOM data source could not apply optional
guery keys)combine the results from all @asourcesand, if the user applied serevel
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matching criteria, will proceed ®further Series level query, else it willesent the combined
results to the user.

If a Series level query is required, tiewer AE attempts to initiate a new Assotitan with all

remote DICOM GFIND SCPs sequentially for each study found in the previous query. For each
DICOM C-FIND SCP, if the association is successfully negotiatedyidwer AEissues a €

FIND request at the Series level where the Identifier comitaim Study Instance UID and series

level matching criteria as described abdMee Viewer AEwill then wait for each €-IND

response. When the IND responses for each study are receivedytbeer AEwill remove

any data which does not match the arajiquery (in the case the DICOM data source could not
apply optional query keys), combine the results from all data sources, and present the combined
results to the user.

If the application is being integrated by another application, that applicatioesteq the
study list to be displayed, and stuldyel query parameters were provided (i.e. Study
Instance UID, Accession Number, and/or Referring Physician), an additional DIGOM C
FIND request for related studies is issued before the results are cormbthptesented

to the user.
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Viewer AE

Remote Data Source

1. Open Association

2. C-FIND Request (Study List Query)

3. C-FIND Response (Study Item) - Status PENDING

A

4. C-FIND Response - Status SUCCESS

A

5. Close Association

A

> 6. Filter Non-Matching Results

7a. Open Association

7b. C-FIND Request (Series List Query)
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Figure 4 - View Study List Interaction i Hierarchical Query

The typical sequence of interactions betweenvileever AEand a DICOM data source
when using hierarchical queag shown above is described as follows:
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=

TheViewer AEopens an association with the DICOM data source.

2. TheViewer AEsends a €-IND request to the DICOM data source containing
theu s e r 0 $eveljtery dtlyibutes and domaspecific filters.

3. The DICOMdata source returns oneRIND response for each study that
matches at least the required query keys and containing at least the requested
return keys contained in the request.

4. The DICOM data source returns the finaFOND response

5. TheViewer AEcloses he association with the DICOM data source (optionally,
depending on the configuration).

6. TheViewer AEchecks the returned studies to confirm that all responses match
the optional matching keys, else those studies are removed from the results.

7. If the user pecified seriegevel query attributes or if they exist in their configured
filters, theViewer AE performs the following for each study found:

a. TheViewer AEopens an association with the DICOM data source.

b. TheViewer AEsends a €&-IND request to the DICOMata source
containing thestudy Instance UID and thes eser@sevel query
attributes and domaispecific filters.

c. The DICOM data source returns ond=-\ND response for eaderieshat
matches at least the required query keys and containing athleast
requested return keys contained in the request.

d. The DICOM data source returns the finaFOND response.

e. TheViewer AEcloses the association with the DICOM data source
(optionally, depending on the configuration).

f. TheViewer AE checks the returneziriesto confirm that all responses
match the optional matching keys, else themgesare removed from the
results.

8. TheViewer AE combines the returned studies with results from other data
sources.

9. TheViewer AEdisplays the combined results of the seaocthe user.

In the nornegotiated relational query, théewer AE attempts to make a Series level query using

all query criteria. Th&iewer AE attempts to initiate a new Association with all remote DICOM
C-FIND SCPs configured within the system, adighwithin the domain for which the user

belongs, or which the user has selected. For each DICEBMND SCP, if the association is
successfully negotiated, tMeewer AEissues a €&IND request at the Series level where the
Identifier contains both the sty-level and seriegevel matching criteria as described above. The
Viewer AEwill then wait for each €-IND response, up to a configurable maximum. When the
C-FIND responses are complete or the maximum is receive¥;jeer AEwill remove any

data whichdoes not match the original query (in the case the DICOM data source could not apply
optional query keys), combine the results from all data sources, and present the combined results
to the user.
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Viewer AE Remote Data Source

1. Open Association

2. C-FIND Request (Series List Query)

3. C-FIND Response (Series Item) - Status PENDING

4. C-FIND Response - Status SUCCESS

5. Close Association

6. Filter Non-Matching Results

7. Combine Results From All Data Sources
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8. Display Study List Results

e LY _____

Figure 5 - View Study List Interaction T Non-Negotiated Relational Query

The typical sequence of interactions betweenvileever AEand a DICOM data source
when using hierarchical query as shown above is described as follows:
1. TheViewer AEopens an associah with the DICOM data source.
2. TheViewer AEsends a €IND request to the DICOM data source containing
t h e stadg and series levglery attributes and domaspecific filters.
3. The DICOM data source returns ond-0\ND response for eaderieshat
matches at least the required query keys and containing at least the requested
return keys contained in the request.
4. The DICOM data source returns the finaFOND response.
5. TheViewer AE closes the association with the DICOM data source (optionally,
depenling on the configuration).
6. TheViewer AE checks the returned studiasd serieso confirm that all
responses match the optional matching keys, else those studies are removed from
the results.
7. TheViewer AEcombines the returned studies with results foiher data
sources.
8. TheViewer AEdisplays the combined results of the search to the user.
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In both the hierarchical and neoalational case, Wile combining the results, duplicate
entries will be removed based on the unique identifier at each level ddtdhenodel, where the

record

t hat is f

i rst

found

during

will, however, keep track of which data sources study instances are found.

processing

In both the hierarchicand nonrelational case, if thapplication is being integrated by

another application, that application requested the study list to be displayed, and study
level query parameters were provided (i.e. Study Instance UID, Accession Number,

and/or Referring Physicianhe following addiibnal sequence of interactions may

happen:

1. TheViewer AEopens an association with the DICOM data source.

2. TheViewer AEsends a €-IND request to the DICOM data source containing
Patiamd 6B a tNiaenet askingarelated stfdiesBdris t h

t he
patient.

3. The DICOM data source returns ond=\D response for each study that
matches the patient information.
4. The DICOM data source returns the finaFOND response.

5. TheViewer AEcloses the association with the DICOM data source (optionally,

depending on the configuration).

4.2.1.3.1.2 Proposed Presentation Contexts
TheViewer AEwill propose Presentation Contexts as shown in the following table.

Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name UiD Name List UID List Negot
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
SOP Class 1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Model i Endian 1
MOVE
Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Study Root 1.2.840.10008.5.| Implicit Little | 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Model i Endian 1
MOVE
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4.2.1.3.1.3 SOP Specific Conformance folC-FIND SOP Class
The behavior oViewer AEwhen encountering status codes in-&I8D responses

summarized in the tableelow. If the renote AE returng
APendi ngo,

t he

query

status ot her

to that

DI COM dat a

than i
sour

will not be included in the response, and if other data sources succeed, the user will be

informed that the resultseamcomplete.

C-FIND Response Status Handling Behavio

Service Further Error Behavior

Status Meaning Code

Success | Matching is 0000 The SCP has completed the matchEise
complete results will be displayed to the user

Refused | Out of A700 TheAssociation is aborted by closing
Resources TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connection and the operation is
Class markedas failed. Error information is

logged.

Failed Unable to C0007 | The Association is aborted by closing
Process CFFF TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connection and the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Matches are FFOO0 The SCP has provided a valid response
continuing item. The itemcontained in the Identifier is

collected for lateprocessing

Pending | Matches are FFO1 The SCP has provided a valid response
continuingi item. The item contained in the Identifier i
Warning that collected for later processing.
one or more
Optional Keys
were not
supported

* * Any The Association is aborted by closing

other TCP/IP connection and the operation is
status marked as failed. Error information is
code. logged.

The behavioof Viewer AE during communication failuresisummarized in the table below:
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C-FIND Communication Failure Behavior

Exception Behavior

Timeout The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

Association aborted by Theoperations marked as failed. Ehreason is logged.
the SCP or network
layers

TheViewer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information ModélFIND SOP Class. Theiewer AEis also capable of
using a nomegotiated relational query which can be more effiafahts supported by
the remote AE. The selection of theFIND behavior is configurable.

The tabls below providea description of th¥iewer AE C-FIND Request Identifier and specify
the attributes that atessed Unexpected attributes returned in&IBID response are ignored.

Requested return attributes not supported by the SCP are set to have no valoeatdiomn

responses returned by the SCP due to unsupported optional matching keysowex by the

Viewer AE Duplicate entries will be removdihsed on the unique identifier at each level of the
data model, where the record that is first found during processing is used (i.e. the records are not
Amer gedo) .

Hierarchical Query

C-FIND Request Identifier i Hierarchical Query i Study Level

Module Name Tag VR |[M |[R |Q |D
Attribute Name

Patient
Patient Name (0010,0010)| PN | X [ X |X [|X
Patient ID (0010,0020)| LO | X [ X | X |X
Issuer of Patient ID (0010,0021)| LO | X [ X |X |X
Patient 6s Bi r(0010,0030)| DA | X |X X
Patient 6s Se)(0010,0040)|CS | X |X X

GeneralStudy
Study Instance UID (0020,000D)| UI X
Study Date (0008,0020)| DA | X | X [X [X
Study Time (0008,0020)| TM | X | X X
Referring Phy(0008009) PN |[X |X |X |X
Study ID (0020,0010)| SH | X [X | X |X
Accession Number (0008,0050)| SH | X |[X [X [X
Study Desription (0008,1030)| LO | X [X X
Modalities in Study (0008,0061)|CS | X | X | X |X
Procedure Code Sequence| (0008,1032)| SQ X
Name of Physician(s) (0008,1060) | PN X
Reading Study
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Admitting Diagnoses (0008,1080)| LO X

Description

Number of Study Related | (0020,1206)| IS X

Saies

Number of Study Related | (0020,1208)| IS X

Instances

C-FIND Request Identifier i Hierarchical Query i Series Level

Module Name Tag VR |[M |[R |Q |D

Attribute Name
General Study

Study Instance UID (0020,000D)| UI X | X
Gener&Series

Modality (0008,0060)|CS | X [X | X |X

Series Instance UID (0020,000E)| UI X

Series Number (0020,0011)| IS X

Series Date (0008,0021) | DA X

Series Time (0008,0031)| T™M X

Series Description (0008,103E)| LO X

Body Part Examined (0018p015) |ICS | X [ X X

Request Attributes Sequeng (0040,0275)| SQ X X

Number of Series Related | (0020,1209)| IS X

Instances
General Equipment

Institution Name (0008,0080)| LO | X |[X [|X
Performed Procedure Step

Performed Procedure Step | (0040,0244)| DA X

Start Date

Performed Procedure Step | (0040,0245)| TM X

Start Date

Non-Negotiated RelationalQuery

C-FIND Request Identifieri Non-Negotiated Relational Query

Module Name Tag VR |[M |R |Q |D
Attribute Name
Patient
Patient Name (0010,0010)| PN | X [ X | X |X
Patient ID (0010,0020)| LO | X | X | X |X
Issuer of Patient ID (0010,0021)|LO | X | X | X |X
Patient 6s Bi r(0010,0030)| DA X X
Patient 6s Se)(0010,0040)| CS X X
General Study
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Study Instance UID (0020,000D)| UI X

Study Date (0008,0020)| DA | X [ X | X |X

Study Time (0008,0020)| TM | X | X X

Referring Phy(0008009) PN [X |X |X |X

Study ID (0020,0010)| SH | X [X |X |X

Accession Number (0008,0050)| SH | X | X | X |X

Study Description (0008,1030)| LO | X [X X
General Series

Modality (0008,0060)|CS | X |[X |X |X

Series Instance UID (0020,000E)| UI X

Series Description (0008,103E)| LO X

Body Part Examined (0018,0015)|CS | X [X X
General Equipment

Institution Name (0008,0080)|LO | X | X | X |X

The above tabkshould be read as follows:

Module Name | The name of the associated module for suppdt&tND attributes.

Attribute Name:| Attributes supported to build@&FIND Request Identifier

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keys folC-FIND query. A wiiSl | i \fiegveér c
AE will supply an attribute value for Single Value Matching

R: Return keys. A n ViégwgrAE willislipply thisn
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query KeyTheViewer AEwill supply values for

matching based on user input
Displayed keys.TheViewer AEwill display the items to the user.

4.2.1.3.2Activity i Load Radiology Study

4.2.1.3.2.1 Description and Sequencing of Activities

Whenever the user actions dictate that thapt to load a radiology study for further review, the
Viewer AEis activated. At this point, a specific stuolyset of studiebas been identified by the
user andhey areinternally identified by thie Study Instance UI3).

In the standalonapplicaton, the user can only select one studg &tne, however the application
will attempt to locate additional related studies based on the patient ID and name.

Using the Study Instance U(B), theViewer AEissueghe following requests:

1. a GFIND request fodetailed study informatiowhere the Identifier contains the Study
Instance UIs),
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2. a GFIND requesfor the series in the studyhere the Identifier contains tistudy
Instance UID
3. a GFIND request for any study attachments where the Identifier carttagnPatient ID,
Study I nstance Ul D, a Modality of ifoOTo, and
if@Attachment @: * 0, and
4. ifitis arequest from the standalone applicatoif the integrator provided the
irel at edSa@HND eeguast forlretatgd studies whehe Identifier contains

A

the Patient | D and Patientédés Name.

For each requeshéViewer AE attempts to initiate a new Association with the remote DICOM
C-FIND SCPs that has been identified to contain the studies, sendd-IhbDCGequest, andvaits
for each GFIND response. When theIND responses are complete, Wiewer AE will

proceed to the next request or veiimbine the results from all data sources, @odeed to
present the study contents to the user
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Viewer AE

Remote Data Source
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A
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4. C-FIND Response - Status SUCCESS

A

A

5. Close Association

6a. Open Association

6b. C-FIND Request (Series List Query)

6c. C-FIND Response (Series Item) - Status PENDING

6d. C-FIND Response - Status SUCCESS

Y Y S ¥

6e. Close Association

7a. Open Association

7b. C-FIND Request (Attachment Query)

A

7c. C-FIND Response (Attachment Item) - Status PENDING
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A
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10. C-FIND Response (Study Item) - Status PENDING
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Figure 6 - Load Radiology Study Interaction

The typical sequence of interactions betweenvilegaver AEand a DICOM data source
as shown above is described as follows:
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=

TheViewer AEopens an association with the DICOM data source.

2. TheViewer AEsends a €-IND request to the DICOM data source containing
the Study Instance UIs) asking for additional study attributes

3. The DICOM data source returns ond=@\ND response fothe studystudiesthat
matcheghe Study Instance UID(s)

4. The DICOM daa source returns the finatEIND response.

5. TheViewer AEcloses the association with the DICOM data source (optionally,
depending on the configuration).

6. For each study:

a. TheViewer AEopens an association with the DICOM data source (if
previously closed).

b. TheViewer AEsends a €&-IND request to the DICOM data source
containing the Study Instance UID asking for a list of series.

c. The DICOM data source returns ond=@\ND response for each series that
matches the required query key and containing at leastdquested return
keys contained in the request.

d. The DICOM data source returns the finaFOND response.

e. TheViewer AE closes the association with the DICOM data source
(optionally, depending on the configuration).

7. For each study:

a. TheViewer AEopens an assiation with the DICOM data source (if
previously closed).

b. TheViewer AEsends a €-IND request to the DICOM data source
containingg he Patient | D, Study Instance Ul D,
Description of dskiwforalistlobesest @: * o,

c. The DICOM data source returns ond=@\ND response for each series that
matches the required query key and containing at least the requested return
keys contained in the request.

d. The DICOM data source returns the finaFOND response.

e. TheViewer AE closes the association with the DICOM data source
(optionally, depending on the configuration).

8. TheViewer AEopens an association with the DICOM data source.

9. TheViewer AEsends a &IND request to the DICOM data source containing
the PatientIDand Patint 6 s Name asking for related st

10.The DICOM data source returns ond-0ND response for each study that
matches the patient information.

11.The DICOM data source returns the finaFOND response.

12. TheViewer AE closes the association Wwithe DICOM data source (optionally,
depending on the configuration).

13.TheViewer AE combinesall of the returnednformationfrom all queries and all
data sources.

14. TheViewer AEdisplays thestudy to the user and proceeds to load the

automatically displaye series
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Note: With each of the above transactions, any query made below the study query level
will cause an additional query at the study level and below, when using a hierarchical

guery method.

4.2.1.3.2.2 Proposed Presentation Contexts
TheViewer AEwill proposePresentation Contexts as shown in the following table.

Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
SOP Class 1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retriee | 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE
Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE

4.2.1.3.2.3 SOP Specific Conformance foIC-FIND SOP Class
The behavior oViewer AEwhen encountering status codes in-&I8D response if

summarized in the tableelow. If the remote AE returrss
APendi ngo,

t he

C-FIND Response Status Handling Behavior

status

ot her t han

g u sourge istcansiderhdad have failed) tie relsalts a
will not be included in the response, and if other data sources sustiebdwill be

loaded using data from other data sources; otherwise the operation will fail, and the user
will be informed about theaflure.

Service Further Error Behavior

Status Meaning Code

Success | Matching is 0000 The SCP has completed the matches. Tt
complete results will be displayed to the user.

Refused | Out of A700 The Assomtion is aborted by closing
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Resources

TCP/IP connection and the operation is
marked as failed. Error information is
logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connection and the operation is
Class marked as fé&d. Error information is

logged.

Failed Unable to CO0007 | The Association is aborted by closing
Process CFFF TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connection and the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Matches are FFOO0 The SCP has provided a valid response
continuing item. The item contained in the Identifier i

collectedfor later processing.

Pending | Matches are FFO1 The SCP has provided a valid response
continuingi item. The item contained in the Identifier i
Warning that collected for later processing.
one or more
Optional Keys
were not
supported

* * Any The Association is aborted by closing

other TCP/IP connection and the operation is
statis marked as failed. Error information is
code. logged.

The behavior oWiewer AE during communication failuresisummarized in the table below:

C-FIND Communication Failure Behavior

Exception

Behavior

Timeout

The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

layers

Association aborted by
the SCP or network

The operation is marked as failed. The ogas logged.

TheViewer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Infomation Modeli FIND SOP Class.

The table below provide a description of théewer AE C-FIND Request Identifier and specify
the attribues that areised Unexpected attributes returned in-#&IBID response are ignored.

Merge Healthcare

Page41 of 140

Revision 1.0



iConnect AccessDICOM Conformance Statement

Requested return attributes not supported by the SCP are set to have n®ugligate entries
will be removed based on the unique identifier at each level of thendakal, where the record

t hat i s first

Hierarchical Query

found

during

processing

C-FIND Request Identifier i Hierarchical Query i Study Level

i s

Module Name Tag VR |[M |[R |Q |D
Attribute Name
Patient
PatientName (0010,0010)| PN | X [ X X
Patient ID (0010,0020)| LO | X | X X
Issuer of Patient ID (0010,0021)| LO | X [X X
Patient 6s Bi r(0010,0030)| DA X X
Patient 6s Se)(0010,0040)| CS X X
General Study
Study Instance UID (0020,000D)| UI X | X
Study Dae (0008,0020)| DA | X | X X
Study Time (0008,0020)| TM X X
Referring Phy(0008009) PN |X |X X
Study ID (0020,0010)| SH X X
Accession Number (0008,0050) | SH X X
Study Description (0008,1030)| LO X X
Modalities in Study (0008,0061)|CS | X [X X
Procedure Code Sequence| (0008,1032)| SQ X
Name of Physician(s) (0008,1060)| PN X
Reading Study
Admitting Diagnoses (0008,1080)| LO X
Description
Number of Study Related | (0020,1206)| IS X
Series
Number of Study Related | (0020,1208)| IS X
Instances
C-FIND Request Identifier i Hierarchical Query i Series Level
Module Name Tag VR |[M |R |Q |D
Attribute Name
General Study
Study Instance UID (0020,000D)| Ul X | X
General Series
Modality (0008,0060)| CS | X |X X
Series Instance UID (0020,000E) | UI X
Series Number (0020,0011)| IS X X
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Series Date (0008,0021) | DA X X
Series Time (0008,0031)| T™M X X
Series Description (0008,103E)| LO | X [ X X
Body Part Examined (0018,0015)|CS | X [X X
Request Attributes Sequeng (0040,0275)| SQ X X
Number of Series Related | (0020,1209)| IS X
Instances
General Equipment
Institution Name (0008,0080)| LO | X [X X
Performed Procedure Step
Performed Procedure Step | (0040,0244)| DA X
Start Date
Performed Procedure Step | (0040,024% | TM X
Start Date

Non-Negotiated Relational Query

C-FIND Request Identifier i Non-Negotiated Relational Queryi Series Level

Module Name Tag VR |[M |R |Q |D
Attribute Name
Patient
Patient Name (0010,0010)| PN | X | X X
Patient ID (0010,0020)| LO | X | X X
Issuerof Patient ID (0010,0021)| LO | X [X X
Patient 6s Bi r(0010,0030)| DA |X |X X
Patient 6s Se)(0010,0040)|CS |X |X X
General Study
Study Instance UID (0020,000D)| Ul X | X
Study Date (0008,0020)| DA | X | X X
Study Time (0008,0020)| TM | X | X X
Study ID (0020,0010)| SH | X | X X
Accession Number (0008,0050)| SH | X |X X
Study Description (0008,1030)| LO | X | X X
General Series
Modality (0008,0060)| CS | X | X X
Series Instance UID (0020,000E)| UI X
SeriesNumber (0020,001}) | IS X X
Series Date (0008,01) | DA X X
Series Time (0008,0031)| T™M X X
Series Description (0008,103E)| LO | X | X
Body Part Examined (0018,001% |ICS | X [X X
General Equipment
Institution Name (0008,0080)| LO | X [X X
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The above tables should be read as follows:

Module Name: | The name of the associated module for suppdté&tND attributes.

Attribute Name:| Attributes supported to build@&FIND Request Identifier

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keysfor@ | ND q u e r ¥l indicatéthaiViéwer v
AE will supply an attribute value for Single Value Matching.

R: Return keys. A n ViewrAE willi slipply thisn
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. Theiewer AEwill supply values for

matching based on user input.
Displayed keys. Th¥iewer AEwill display the items to the user.

4.2.1.3.3Activity i Load Radiology Series

4.2.1.3.3.1 Description and Sequencing of Activities

Whenever the user actions dictate that thegtw@load a radiology series from a loaded study,
theViewer AEis activated. At this point, a specific series has been identified by the user and is
internally identified by the Study Instance UID and Series Instance UID.

If the DICOM data source whetke series is stored supports instalesel queriesthe system
operates at an instance level, listing the instances and loading thdemand as they are
displayed (as per realorld activity Load Radiology Instance). If instade®el queries are not
supported, a seridevel GMOVE is used to list and load the instances.

If the DICOM data source where the series is stored supports indtaetgueriesthe Viewer

AE attempts to initiate a new Association with the remote DICOMIND SCP that has bee
identified to contain the seridé.the association is successfully negotiated Miesver AEissues

a GFIND request for instance informatievhere the Identifier contains the Study Instance UID
and Series Instance UID.

TheViewer AEwaits for each €-IND response. When theRIND responses are complete, the
Viewer AEwill evaluate the results. In the case where the instances are images, it will proceed to
visualize the images in a viewer. In the case where the instances are Presentation States or Key
Object Selections, theiewer AE will extract the referenced series and instances and initiate a
further, similar query for the referenced series and instances in order to load the references
images.
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Merge AE Remote Data Source

1. Open Association

2. C-FIND Request (Series List Query)

3. C-FIND Response (Series Item) - Status PENDING

4. C-FIND Response - Status SUCCESS

5. Close Association

S A Y Y Y

Y

6. Display Series and Load Displayed Images

e N __N______

Figure 7 - Load Radiology Series Interaction 7 Instance Query Supported

The typical sequence of interactions betweenviieaver AEand a DICOM data source
as shown above is described as follows:

1. TheViewer AEopens an association with the DICOM data seurc

2. TheViewer AEsends a €&-IND request to the DICOM data source containing
the Study Instance UID and Series Instance UID asking for instances from the
series.

3. The DICOM data source returns ond=-@\D response for each instance in the
series that matchese required query key and containing at least the requested
return keys contained in the request.

4. The DICOM data source returns the finaFOND response.

5. TheViewer AEcloses the association with the DICOM data source (optionally,
depending on the configation).

6. TheViewer AEdisplays the series to the user in a scrollable viewer and proceeds
to load the visible images.

If the DICOM data source where the series is stored does not support iflstehcpieries, the

Viewer AE attempts to initiate a newsgociation with the remote DICOM-RIOVE SCP that

has been identified to contain the series. If the association is successfully negotiated, the Viewer
AE issues a @IOVE request for instance informatiavhere the Identifier contains the Study
Instance UID ad Series Instance UID.

The Viewer AE expects that theNMOVE will result in a GSTORE of the instances. The Viewer

AE waits for the final @MOVE response. When the finall@OVE response occurs, the Viewer
AE will parse the instances and proceed to distila images.
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Merge AE Remote Data Source

1. Open Association

2. C-MOVE Request (Series Move)

3. C-MOVE Response - Status PENDING

4. Open Association (Store)

5. C-STORE Request (Instance Store)

6. C-STORE Response - Status SUCCESS

7. Close Association (Store)

8. C-MOVE Response - Status SUCCESS

9. Close Association

10. Display Series and Load Displayed Images

————————v»y _ _ !y wN___Y_____ ]

___U_____lk___ll____ IR S Yy i I A

Figure 8 - Load Radiology Series Interaction i Instance Query Not Supported

The typical sequence of interactions between the Viewer AE and a DICOM data source
as shown above is desa@ibas follows:

1. The Viewer AE opens an association with the DICOM data source.

2. The Viewer AE sends a-BIOVE request to the DICOM data source containing
the Study Instance UID and Series Instance UID asking for the series to be stored
to the Viewer AE.

The DCOM data source sends aMIOVE response to the Viewer AE indicating
the move has pending operations.

The DICOM data source opens an association with the Viewer AE.

The DICOM data source issuesSTORE requests for the requested instances.
The Viewer AE reeives the instances and issueSTORE responses.

The DICOM data source closes the association.

The DICOM data source sends thMlOVE response indicating success.

w

© N O A

Merge Healthcare Page46 of 140 Revision 1.0



9. The Viewer AE closes the association with the DICOM data source (optionally,
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depending onhte configuration).
10.The Viewer AE proceeds with the display of the series.

The order of step 3 and 7 are highly dependent on the DICOM data source and may

happen out of sequence, as allowed by DICOM.

Note: With each of the above transactions, any quederbalow the study query level

will cause an additional query at the study level and below, when using a hierarchical

guery method.

4.2.1.3.3.2 Proposed Presentation Contexts
TheViewer AEwill propose Presentation Contexts as shown in the following table.

Presentaticn Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
SOP Class 1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU [ None
Quer/Retrieve | 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Model i Endian 1
MOVE
Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
Information Explicit Little | 1.2.840.1008.1.2.
Modeli FIND Endian 1
Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Model i Endian 1
MOVE

4.2.1.3.3.3 SOP Specific Conformance folC-FIND SOP Class
The behavior oViewer AEwhen encountering status codes in-&I8D responses

summar i

zed in
APendi ngo, theDICOM dpia sourge istcansidered to have failed; the results

t he

t abl

e bel ow.

f t he

will not be included in the responsthe operation will failandthe user will be informed

about the failure

Merge Healthcare

Page47 of 140

Revision 1.0

remot e



iConnect AccessDICOM Conformance Statement

C-FIND Response Status Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Matching is 0000 The SCP has completed the magh&he
complete results will be displayed to the user.

Refused | Out of A700 The Association is aborted by closing
Resources TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connection and the operation is
Class marked as failed. Error information is

logged.

Failed Unable to C0001 | The Association is aborted by closing
Process CFFF TCP/IP connection and the operation is

marked as failed.Error information is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connection and the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Matches are FFOO0 The S has provided a valid response
continuing item. The item contained in the Identifier i

collected for later processing.

Pending | Matches are FFO1 The SCP has provided a valid response
continuingi item. The iem contained in the Identifier is
Warning that collected for later processing.
one or more
Optional Keys
were not
supported

* * Any The Association is aborted by closing

other TCP/IP connection and the operation is
status marked as failed. Error information is
code. logged.

The behavior oWiewer AE duringcommunication failuresi summarized in the table below:

C-FIND Communication Failure Behavior

Exception

Behavior

Timeout

The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

layers

Assocation aborted by
the SCP or network

The operation is marked as failed. The reason is logged
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TheViewer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information ModélFIND SOP Class.

The table below povide a description of théiewer AE C-FIND Request Identifier and specify

the attributes that atessed Unexpected attributes returned in-&IBID response are ignored.

Requested return attributes not supported by the SCP are set to have n®uglisate entries
will be removed based on the unique identifier at each level of the data model, where the record
that is first found during processing is

C-FIND Request Identifier i ilmage Level

Module Name

Attribu te Name

Tag VR |[M |[R |Q |D

General Study

Study Instance UID (0020,000D)| UI X | X
General Series

Series Instance UID (0020,000E)| UI X | X
General Image

Instance Number (0020,0013)| IS X
Image Pixel

Rows (0028,0010)| US X

Columns (0028,0011)| US X

Bits Allocated (0028,0100)| US X
Multi-Frame

Number of Frames (0028,0008)| IS X
SOP Common

SOP Class UID (0008,0016)| Ul X

SOP Instance UID (0008,0018) | UI X

The above tables should be read as follows:

Module Name:

The name of the associated module for suppdt&dND attributes.

Attribute Name:

Attributes supported to build@FIND Request Identifier

Tag:

DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keys for @FINDqu e r y . A A So Viewet |
AE will supply an attribute value for Single Value Matching.

R: Return keys. A n ViewrAE willi slipply thisn
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. TheViewer AEwill supply values for
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matching based on user input.

D:

Displayed keys. Th¥iewer AEwill display the items to the user.

4.2.1.3.3.4 SOP Specific Conformance folC-MOVE SOP Class

The behavior of Viewer AE when encountering status codas3iMIOVE response is
summari zed in

APendi ngo,

t he

t he

tabl e bel ow. | f t he

guery to the DICOM dat a

will not be included in the response, the operation wil| &ind the user will be informed
about the failure.

C-MOVE Response Status Handling Behavior

terminated due

Service Further Error Behavior

Status Meaning Code

Success | Suboperations | 0000 The SCP has completed the move. The
Completel No results will be diplayed to the user.
Failures

Refused | Out of A701 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
calculate logged.
number of
matches

Refused | Out of A702 The Association is aborted by closing
Resource$ TCP/IP connectiomand the operation is
Unable to marked as failed. Error information is
perform logged.
suboperations

Refused | Move A801 The Association is aborted by closing
Destination TCP/IP connectioand the peration is
unknown marked as failed. Error information is

logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connectioand the operation is
Class marked as failed. Error information is

logged.

Warning | Suboperatios | BOOO The SCP has completed the move. The
Completei One results will be displayed to the user.
or more
Failures

Failed Unable to CO0001 | The Association is aborted by closing
Process CFFF TCP/IP connectioand the operation is

marked as failed. Erranformation is
logged.

Cancel Matching FEOO The Association is aborted by closing

TCP/IP connectioand the operation is
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to Cancel marked as failed. Error information is
request logged.

Pending | Suboperations | FFOO The SChhas provided a valid response

are continuing item. The item contained in the Identifier i
collected for later processing.

* * Any The Association is aborted by closing
other TCP/IP connectioand the operation is
status marked as failed. Error information is
code. logged.

The behavior oViewer AE during communication failuresisummarized in the table below:

C-MOVE Communication Failure Behavior

Exception Behavior

Timeout The Association is aborted by closing TCP/IP connection
and the operation is marked as faileBrror information is
logged.

Association aborted by The operation is marked as failed. The reason is logged
the SCP or network
layers

The Viewer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information Motlé MOVE SOP Class.

The table below provide a description of théewer AE GMOVE Request Identifier and
specifythe attributes that aressed Unexpected attributes returned in-MOVE response are
ignored.

Requested return attributes not supportethbySCP are set to have no valldplicate entries
will be removed based on the unique identifier at each level of the data model, where the record
that is first found during processing is used (i

C-MOVE Request Identifier i iSeries Level
Module Name Tag VR |[M |R |Q |D

Attribute Name
General Study

Study Instance UID (0020,000D)| Ul X | X
General Series
Series Instance UID (0020,000E)| Ul X | X

The above tables should be read as follows:

Module Name: | The nane of the associated module for supportedID attributes.

Attribute Name:| Attributes supported to build aEIND Request Identifier
Tag: DICOM tag for this attribute
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VR: DICOM VR for this attribute

M: Matching keysfor@ 1 ND q u e r y .ndicatA that \Bewerw
AE will supply an attribute value for Single Value Matching.

R: Return keys. An fAXo wil|l i n
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. The Viesv AE will supply values for
matching based on user input.

D: Displayed keys. The Viewer AE will display the items to the use

4.2.1.3.4Activity i Load Radiologyinstance

4.2.1.3.4.1 Description and Sequencing of Activities

Whenever the user actions dictate that they walttad a radiology imag@resentation state,
key objectreport, or audio clip from a loaded study, Y¥iewer AEis activated.

A specific instance has been identified by the user and is internally identified by the Study
Instance UID, Series InstantkD, and SOP Instance UID.

If the DICOM data source does not support instdagel queries, the instances would already
have been moved using a sefiegel GMOVE and the DICOM interactions described in this
section would not occur. The DICOM interactsodescribed in this section only occur if the
DICOM data source supports instadeeel queries.

Using the Study Instance UID, Series Instance UID, and SOP Instance U\Dewer AE

attempts to initiate a new Association with the remote DICGMQ@VE SCP that has been
identified to contain the seridé.the association is successfully negotiated Miesver AEissues

a GMOVE request for the instance where the Identifier contains the Study Instance UID, Series
Instance UID, and SOP Instance UID.

TheViewer AEexpects that the ®OVE will result in a GSTORE of thenstance TheViewer

AE waits for the GEMOVE response. When thel@OVE response occurs, tivewer AE will
read thanstanceand display it.
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Merge AE Remote Data Source

1. Open Association (Move)

2. C-MOVE Request (Instance Move)

3. C-MOVE Response - Status PENDING

4. Open Association (Store)

5. C-STORE Request (Instance Store)

6. C-STORE Response - Status SUCCESS

7. Close Association (Store)

8. C-MOVE Response - Status SUCCESS

9. Close Association (Move)

10. Display Instance

——ee e ¢\ 4w _ e____ w_____|

__U__ . Y Y Y Y Y N e R

Figure 9 - Load Radiology Instance Interaction

The typical sequence of interactions for loading images betwe&hawer AEand a
DICOM data source as shown above is described as follows:
11.TheViewer AEopens an association with the DICOM data seur
12.TheViewer AEsends a EMOVE request to the DICOM data source containing
the Study Instance UID, Series Instance UID, and SOP Instance UID asking for
theinstanceo be stored to the€iewer AE
13.The DICOM data source sends aMOVE response to théiewer AE indicating
the move has pending operations.
14.The DICOM data source opens an association witVibeer AE
15.The DICOM data source issues é8CORE request for the requestestance
16.TheViewer AEreceives thénstanceand issues a-STORE response.
17.The DICOM data source closes the association.
18.The DICOM data source sends thdlOVE responséndicating success
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19.TheViewer AE closes the association with the DICOM data source (optionally,
depending on the configuration).

20.TheViewer AEdisplays thenstan@to the user in the appropriate viewer
viewport.

The order of step 3 and 7 are highly dependent on the DICOM data source and may
happen out of sequence, as allowed by DICOM.

4.2.1.3.4.2 Proposed Presentation Contexts
TheViewer AEwill propose Presentation Conteds shown in the following table.
Presentation Context Table

Abstract Syntax Transfer Syntax Role | Ext.
Name UiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 | SCU | None
SOP Class 1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endan 1
Patient Root | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian

Information Explicit Little | 1.2.840.10008.1.2.
Model1 Endian 1
MOVE

Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1

Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian

Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE

4.2.1.3.4.3 SOP Specific Conformace for C-MOVE SOP Class

The behavior oViewer AEwhen encountering status codes in-®IOVE response if

summari zed in the table bel ow. I f the remot e
APendingo, the query to t Hoshave fdiledCtBeMesdtat a sour
will not be included in the respongke operation will failandthe user will be informed

about the failure

C-MOVE Response Status Handling Behavior
Service Further Error Behavior
Status Meaning Code
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Success | Suboperatios | 0000 The SCP has completed the move. The
Completei No results will be displayed to the user.
Failures

Refused | Out of A701 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to maked as failed. Error information is
calculate logged.
number of
matches

Refused | Out of A702 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
perform logged.
suboperations

Refused | Move A801 The Association is aborted by closing
Destnation TCP/IP connectioand the operation is
unknown marked as failed. Error information is

logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connectiomandthe operation is
Class marked as failed. Error information is

logged.

Warning | Suboperations | BOOO The SCP has completed the move. The
Completei One results will be displayed to the user.
or more
Failures

Failed Unable to CO0007 | The Associations aborted by closing
Process CFFF TCP/IP connectioand the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connectioand the operation is
to Cancel marked as fadd. Error information is
request logged.

Pending | Suboperations | FFOO0 The SCP has provided a valid response
are continuing item. The item contained in the Identifier i

collected for later processing.

* * Any The Association is aborted by ciog
other TCP/IP connectioand the operation is
status marked as failed. Error information is
code. logged.

The behavior oWiewer AE during communication failuresisummarized in the table below:

C-MOVE Communication Failure Behavior

| Exception

| Behavior
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Timeout The As®ciation is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

Association aborted by The operation is marked as failed. The reason is logged
the SCP or network
layers

TheViewer AE conforms to tk hierarchical query specifications of the Study Root
Query/Retrieve Information ModéIMOVE SOP Class.

The table below provide a description of théewer AE C-MOVE Request Identifier and
specifythe attributes that anesed

C-MOVE Request Identifier i Image Level
Module Name Tag VR |[M |R |Q |D

Attribute Name
General Study

Study Instance UID (0020,000D)| UI X | X
General Series

Series Instance UID (0020,000E)| UI X | X
SOP Common

SOP Instance UID (0008,0018) | UI X | X

The abovdableshould be read as follows:

Module Name: | The name of the associated module for suppdt&tND attributes.

Attribute Name:| Attributes supported to build@FIND Request Identifier

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribte

M: Matching keysforé 1 ND quer y. A iViswer W
AE will supply an attribute value for Single Value Matching.

R: Return keys. A n VigwirAE willi slipply thisn
attribute as Return Key with zero length for Umsad Matching.

Q: Interactive Query Key. Théiewer AEwill supply values for
matching based on user input.

D: Displayed keys. Th¥iewer AEwill display the items to the user.

4.2.1.3.5Activity i Save Presentation State(s)

4.2.1.3.5.1 Description and Sequencing of Actiities
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While the user is reviewing a radiology study, they may choose to save the current presentation
state of the series that they are viewing. When the user invokes the save operatieneh@&E
is activated.

TheViewer AE attempts to initiate agw Association with the remote DICOBISTORESCP
that has beeoonfigured for the data source that has hdentified to contain the seriei§.the
association is successfully negotiated, Wimwver AEissues a €STORErequest foreach
presentation staiaestance

TheViewer AE expects that a STOREresponse for each-ETORE requesDuring the store,
theViewer AEwill display a progress indicatoWhenall C-STORE requests are completiee
Viewer AEwill indicate completion to the user and the presént state series will appear in the
thumbnail area

Merge AE Remote Data Source

1. Open Association

2. C-STORE Request (Instance Store)

3. C-STORE Response - Status SUCCESS

presentation state to be stored.

4. Steps 2 and 3 are repeated for each ﬁ

5. Close Association

i R Sataaiatata e P e

Y

6. Display Presentation State Thumbnail

el l L .y e _N______

Figure 10 - Save Presentation State Interaction

The typical sequence of interactions $aving presentation statestween th&/iewer
AE anda DICOM data source as shown above is described as follows:
1. TheViewer AEopens an association with the DICOM data source.
2. TheViewer AEsends &-STORErequest to the DICOM data source asking for
the presentation state be stored to thBICOM data sowe
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3. The DICOM data sourcgtores the presentation state and send$SaQRE

response
Steps 2 and 3 are repeated for each presentation state.

TheViewer AE closes the association with the DICOM data.
TheViewer AEdisplays theresentation state series thionail to the user

o g s

4.2.1.3.5.2 Proposed Presentation Contexts
TheViewer AEwill propose Presentation Contexts as shown in the following table.

Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.

Grayscale 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Softcopy 1411111 Endian
Presentation Explicit Little 1.2.840.10008.1.2.
State Storage Endian 1
Raw Data 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Storage 1.4.1.1.66 Endian

Explicit Little 1.2.840.10008.1.2.

Endian 1

4.2.1.3.5.3 SOP Specific Conformance folC-STORE SOP Class
The behavior oViewer AEwhen encountering status codes in-8 TORE response is

summarized in the table below. If the remote AE returns a status othér hanc c e s s 0
A Pendi stgreto that DCOM data source is considered to have failed; the user will

be informed that thstore failed

C-STORE Response Status Handling Behavior

Service Further Error Behavior
Status Meaning Code
Success | Matching is 0000 The SCP has completed the store. The u
complete will be notified about the success.
Refused | Out of A7007 | The Association is aborted by closing
Resources ATFF TCP/IP connectioand the operation is
marked as failed. Error information is
logged
Failed Data Set does | A9007 | The Association is aborted by closing
not match SOP | A9FF TCP/IP connectioand the operation is
Class marked as failed. Error information is
logged.
Warning | Coercion of B0O0OO The SCP has completed the storée Tser
Data Elements will be notified about the success.
Warning | Elements B0O06 The SCP has completed the store. The u
Discarded will be notified about the success.
Warning | Data Set does | BOO7 The SCP has completed the store. The u
Merge Healthcare Pageb8 of 140 Revision 1.0
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not match SOP will be notified about the success.
Class
Failed Cannot CO0007 | The Association is aborted by closing
understand CFFF TCP/IP connectioand the operation is
marked as failed. Error information is
logged.

* * Any The Association is aborted by closing
other TCP/IP connectioand the operation is
status marked as failed. Error information is
code. logged.

The behavior oWiewer AE during communication failuresisummarized in the table below:

C-STORE Communication Failure Behavior
Exception Behavior
Timeout The Assoaition is aborted by closing TCP/IP connection
and the operation is marked as failed. The reason is log
Association aborted by The operation is marked as failed. The reason is logged
the SCP or network
layers

When theViewer AE creates presentaticstates, the user can choose to save presentation
states for all images in the series, or only those with annotations (text or graphic).

TheViewer AEwill generate the minimal number of presentation state I0Ds possible
based on the DICOM standard. Ditéat flip and rotation angles between images
influence the ability to include multiple image presentation states in a single 10D.

The displayed area stored by Miewer AEis not always the actual displayed area

visible to the user, since th@ewer AE only applies scaling factors to the original
displayed area (or default displayed area) provided by the original presentation state or
image. This implies that if there is more area displayed due to fitngrtginal

displayed area to a ngaroportionalviewport(e.g. fitting a square displayed area to a
nonsquare viewport), the saved GSPS will not increase the displayed area values to
represent the extra visible area.

4.2.1.3.6Activity i Upload Attachments

4.2.1.3.6.1 Description and Sequencing of Activities

While the usefs reviewing a radiology study, they may choose to upload an arbitrary file
associated with the study. The user invokes the upload operation, selects a file from the local
filesystem, and confirms the upload. At that point,\filever AEis activated.

The Viewer AEwraps the file content in a Raw Data IOD attempts to initiate a new

Association witheithertheoneremote DICOM CGSTORE SCP that has been configured to store
attachmentsr to the first DICOM GSTORE SCP from which the study artifacts hbeen
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loaded If the association is successfully negotiated Missver AEissues a ESTORE request for
the Raw Daténstance.

TheViewer AE expects a €STORE response fohe C-STORE request. During the store, the
Viewer AEwill display a progress inditar. Whenthe GSTORE requeds complete, th&/iewer
AE will indicate completion to the user and stedy attachmemill appear in theattachment
area.

If the system is configured to send the attachment to the data source from where the study was
loaded and if the study artifacts were loaded from multiple data sources and the transfer to the
first of those data sources fails, then the system will attempt to transfer the attachment to the next
data source until it succeeds or exhausts the list.

Merge AE Remote Data Source

1. Open Association

2. C-STORE Request (Instance Store)

3. C-STORE Response - Status SUCCESS

4. Close Association

5. Display Attachment Item In List

Y e ____

Figure 11 - Upload Attachment Interaction

The typical sequence of interactions for saving presentation states betw¥eawbe
AE and a DICOM data source as shown above is described as follows:
1. TheViewer AE opens an association with the DICOM data source.
2. TheViewer AEsends a €ESTORE request to the DICOM data source asking for
theattachmento be stored to the DICOM data source.
3. The DICOM data source stores tgachmenand sends a-STORE response.
4. TheViewer AEcloses the association with the DICOM dsdairce
5. TheViewer AEdisplays theattachment in the attachment listthe user.

4.2.1.3.6.2 Proposed Presentation Contexts
TheViewer AEwill propose Presentation Contexts as shown in the following table.
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Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.
Grayscale 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Softcopy 1411111 Endian
Presentation Explicit Little | 1.2.840.10008.1.2.
State Storage Endian 1
Raw Data 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Storage 1.4.1.1.66 Endian
Explicit Little 1.2.840.10008.1.2.
Endian 1

4.2.1.3.6.3 SOP Specific Conformance folC-STORE SOP Class
The behavior oViewer AEwhen encounting status codes in aETORE response is

summar i
APendin

zed in
go, the

t he

t abl
store

t o

e bel ow
t hat

DI €theM dat a

f t he

storage to all DICOM data sources fétle user will be informed that the store failed.

C-STORE Response Status Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Matching is 0000 The SCP has completed the store. The u

complete will be notified about the success

Refused | Out of A7007 | The Association is aborted by closing

Resources A7TFF TCP/IP connectiomand the operation is
marked as failed. Error information is
logged.

Failed Data Set does | A9007 | The Association is aborted by clogin

not match SOP | A9FF TCP/IP connectiomand the operation is
Class marked as failed. Error information is
logged.

Warning | Coercion of BOOO The SCP has completed the store. The u

Data Elements will be notified about the success.

Warning | Elements B0O06 The SCP has copfeted the store. The use

Discarded will be notified about the success.
Warning | Data Set does | BOO7 The SCP has completed the store. The u
not match SOP will be notified about the success.
Class
Failed Cannot CO0001 | The Association is abortday closing
understand CFFF TCP/IP connectioand the operation is
marked as failed. Error information is
logged.

* * Any The Association is aborted by closing
other TCP/IP connectioand the operation is
status marked as failed. Error information is
code. logged.

Merge Healthcare Page61 of 140 Revision 1.0

remot e
sour



iConnect AccessDICOM Conformance Statement

Thebehavior ofViewer AE during communication failuresisummarized in the table below:

C-STORE Communication Failure Behavior
Exception Behavior
Timeout The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Tlasoa is logged.
Association aborted by The operation is marked as failed. The reason is logged
the SCP or network
layers

4.2.1.3.7Activity i Load Attachment

4.2.1.3.7.1 Description and Sequencing of Activities

A list of study attachments is displayed to the user as tleesegiewing a study. When the user
selects and loads a study attachmentyibaver AEis activated.

Using the Study Instance UID and Series Instance UIDVidgwer AE attempts to initiate a new
Association with the remote DICOM-RIOVE SCP that has beeddentified to contain the series.

For each DICOM eMOVE SCP, if the association is successfully negotiatedvidwer AE

issues a MOVE request for the series where the Identifier contains the Study Instance UID and
Series Instance UID.

TheViewer AE expects that the-®OVE will result in a GSTORE of the instances of the series.

TheViewer AEwaits for the GMOVE response. When thel@OVE response occurs, the
Viewer AEwill read the instances and display them.
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Merge AE Remote Data Source

1. Open Association

2. C-FIND Request (Instance List Query)

3. C-FIND Response (Instance Item) - Status PENDING

Y Y Y, Y

4. C-FIND Response - Status SUCCESS

5. Close Association

6. Open Association (Move)

7. C-MOVE Request (Instance Move)

8. C-MOVE Response - Status PENDING

i e M

9. Open Association (Store)

10. C-STORE Request (Instance Store)

11. C-STORE Response - Status SUCCESS

12. Close Association (Store)

13. C-MOVE Response - Status SUCCESS

ATTTTTATTTTTITTTTTATTTTTA

14. Close Association (Move)

> 15, Display Attachment

Figure 12 - Load Attachment Interaction

_—_—— i~ ___ 1 4 e 1 ) e __Y___

The typical sequence of interactions for loading attachments betwe¥reter AE and
a DICOM data source as shown above is described as follows:
1. TheViewer AEopens an association with the DICOMalaource.
2. TheViewer AEsends a &IND request to the DICOM data source containing
the Study Instance UID and Series Instance UID asking for instances from the
series.

Merge Healthcare Page63 of 140 Revision 1.0



iConnect AccessDICOM Conformance Statement

3. The DICOM data source returns ond=Q\D response for each instance in the
series thamatches the required query key and containing at least the requested
return keys contained in the request.

4. The DICOM data source returns the finaFOND response.

5. TheViewer AEcloses the association with the DICOM data source (optionally,
depending on # configuration).

6. TheViewer AEopens an association with the DICOM data source.

7. TheViewer AEsends a EMOVE request to the DICOM data source containing
the Study Instance UIDSeries Instance Ulland SOP Instance Ul&sking for
theattachmento be stoed to theViewer AE.

8. The DICOM data source sends aMOVE response to théiewer AE indicating
the move has pending operations.

9. The DICOM data source opens an association witVieeer AE

10.The DICOM data source issues é€CORE request for each of thejoested
series instances.

11.TheViewer AEreceives each of the instances and issueSAQRE response.

12.The DICOM data source closes the association.

13.The DICOM data source sends the\lOVE responséndicating success

14.TheViewer AEcloses the association withe DICOM data source

15.TheViewer AEdisplays the attachment to the user.

Note: With each of the above transactions, any query made below the study query level
will cause an additional query at the study level and below, when using a hierarchical
guerymethod.

4.2.1.3.7.2 Proposed Presentation Contexts
TheViewer AEwill propose Presentation Contexts as shown in the following table.
Presentation Context Table

Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.
Verification 1.2840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
SOP Class 1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU [ None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU [ None
Query/Retrieve| 1.4.1.2.1.1 Endian

Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE

Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
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Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.1008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian

Information Explicit Little | 1.2.840.10008.1.2.
Model i Endian 1
MOVE

4.2.1.3.7.3 SOP Specific Conformance folC-FIND SOP Class

The behavior oViewer AEwhen encountering status codes in-&I8D response if

summarized in the table below. If the remote AE returnsa stat ot her t han ASucc
APendingo, the query to that DICOM data sour
will not be included in the respongke operation will fail, and the attachment will not be

opened or downloaded

C-FIND Response Statusiandling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Matching is 0000 The SCP has completed the matches. T}
complete results will be displayed to the user.

Refused | Out of A700 The Association is aborted by closing
Resources TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connection and the operation is
Class marked as failed. Error information is

logged.

Failed Unable to CO0007 | The Association is aborted by closing
Process CFFF TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is aborted byosing
terminated due TCP/IP connection and the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Matches are FFOO The SCP has provided a valid response
continuing item. The item contained in the Identifier i

collected for later processing.

Pending | Matches are FFO1 The SCP has provided a valid response
continuingi item. The item contained in the Identifier i
Warning that collected for later processing.
one or more
Optional Keys
were not
supported

* * Any The Association is abatl by closing
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other TCP/IP connection and the operation is
status marked as failed. Error information is
code. logged.

The behavior oWiewer AE during communication failuresisummarized in the table below:

C-FIND Communication Failure Behavior

Exception Behavior

Timeout The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

Association aborted by The operation is marked as failed. The reason is logged
the SCP or network
layers

TheViewer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information ModéIFIND SOP Class.

The table below provide a description of théewer AE C-FIND Request Identifier and specify
the attributes that aresed Unexpected &ibutes returned in a-EIND response are ignored.

Requested return attributes not supported by the SCP are set to have n®ugligate entries
will be removed based on the unique identifier at each level of the data model, where the record
thatisf i r st found during processing is used (i.

C-FIND Request Identifier i ilmage Level

Module Name Tag VR |[M |[R |Q |D

Attribute Name
General Study

Study Instance UID (0020,000D)| Ul X | X
General Series

Series Insince UID (0020,000E)| Ul X | X
General Image

Instance Number (0020,0013)| IS X
Image Pixel

Rows (0028,0010)| US X

Columns (0028,0011)| US X

Bits Allocated (0028,0100)| US X
Multi-Frame

Number of Frames (0028,0008)| IS X
SOP Common

SOP Class UID (0008,0016) | UI X

SOP Instance UID (0008,0018)| UI X

The above tables should be read as follows:
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Module Name:

The name of the associated module for support&tND attributes.

Attribute Name:

Attributes supportetb build a CFIND Request Identifier

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keysfor@1 ND quer y. A Viswer w
AE will supply an attribute value for Single Value Matching.

R: ReturnkeysAn A X0 wi | IViewenAEwitt supply this h
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. Theiewer AEwill supply values for
matching based on user input.

D: Displayed keys. Th¥iewer AEwill display the items to the user.

4.2.1.3.7.4 SOP Specific Conformance folC-MOVE SOP Class
The behavior oViewer AEwhen encountering status codes in-BMIOVE response if

summar i

zed in

the table bel ow. | f t he

remot e

i P e n dthemqgedy to that DICOM data source is considered to have failed; the results
will not be included in the response, and if other data sources succeed, the user will be
informed that the results are incomplete.

C-MOVE Response Status Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Suboperations | 0000 The SCP has completed the move. The
Completei No results will be displayed to the user.
Failures

Refused | Out of A701 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
calculate logged.
number of
matches

Refused | Out of A702 The Association is aborted by closing
Resource$ TCP/IP connectioand the operatn is
Unable to marked as failed. Error information is
perform logged.
sub-operations

Refused | Move A801 The Association is aborted by closing
Destination TCP/IP connectioand the operation is
unknown marked as failed. Error information is

logged.
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Failed Identifier does | A900 The Association is aborted by closing
not match S@ TCP/IP connectiomand the operation is
Class marked as failed. Error information is

logged.

Warning | Suboperations | BOOO The SCP has completed the move. The
Completei One results will be disjayed to the user.
or more
Failures

Failed Unable to C000i | The Association is aborted by closing
Process CFFF TCP/IP connectiomand the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The query was caetled by the SCP. The
terminated due Association is aborted by closing TCP/IP
to Cancel connectiorand the operation is marked as
request failed. Error information is logged.

Pending | Suboperations | FFOO The SCP has provided a valid response
are continuing item. The item contained in¢Hdentifier is

collected for later processing.

* * Any The Association is aborted by closing
other TCP/IP connectiomand the operation is
status marked as failed. Error information is
code. logged.

The behavior oWiewer AE during communication faileris summarized in the table below:

C-MOVE Communication Failure Behavior

Exception

Behavior

Timeout

The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. The reason is log

Association aborted by
the SCP onetwork

layers

The operation is marked as failed. The reason is logged

TheViewer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information ModéIMOVE SOP Class.

The table below provide a description of thdewer AEC-MOVE Request Identifier and
specifythe attributes that argsed

C-MOVE Request Identifier i Image Level

Module Name

Attribute Name

Tag VR |[M |[R |Q |D

General Study

Study Instance UID

(0020,000D)| Ul X X
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General Series

Series hstance UID (0020,000E)| UI X | X
SOP Common

SOP Instance UID (0008,0018) | UI X | X

The above table should be read as follows:

Module Name: | The name of the associated module for suppdt&dND attributes.

Attribute Name:| Attributes supportetb build aC-FIND Request Identifier

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keysfor@1 ND quer y. A  Viswer W
AE will supply an attribute value for Single Value Matching.

R: ReturnkeysAn A X0 wi | IViewenAEwitt supply this h
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. Theiewer AEwill supply values for

matching based on user input.
Displayed keys. Th¥iewer AEwill display the items to the user.

4.2.1.4Association Acceptance Policy

4.2.1.4.1Activity i Store Radiology Instance or Attachment

4.2.1.4.1.1 Description and sequencing of Activities

TheViewer AElistens for instances to be stored as a result of other operations performed by its
users Whenever aiser action requires data to be moved tovieever AE for viewing, the
instances are stored to tiieewer AE.

TheViewer AE SCPdoes not support Extended Negotiation and does not perform any validation
or coercion of attributes.

Data sento theViewer AE unsolicited (i.e. not as a result o¥/&wer AE C-MOVE operation)
will be ignored and is not allowed.
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Merge AE Remote Data Source

1. Open Association (Store)

2. C-STORE Request (Instance Store)

3. C-STORE Response - Status SUCCESS

4. Close Association (Store)

. N Y Y Y

_——d > Ll __

Figure 13 - Sequencing of Activity i Receive Storage Request

The typical sequare between a DICOM data source and\tilever AEis as follows:
1. The DICOM data source opens a new association witkligveer AE.
2. The DICOM data source sends ésCORE request.
3. TheViewer AE stores the instance and sends8TORE response.
4. The DICOM datasource closes the association with hewer AE.

TheViewer AE SCP rejects association requests if Called AE title is not one of the local AE titles
configured in the system.

4.2.1.4.1.2 Accepted Presentation Contexts
TheViewer AE SCP will accept the following prestation contexts:

Presentation Context Table

Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
SOP Class 1 Endian
Explicit Little | 1.2.840.0008.1.2.

Endian 1
Computed 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Radiography | 1.4.1.1.1 Endian
Image Explicit Little 1.2.840.10008.1.2.
Storage Endian 1

JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50

JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70

Hierarchical,
FirstOrder
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Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
CT Image 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
Storage 14112 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Nor- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
MR Image 1.2.840.10008.5 | Implicit Little 1.2.840.10008.1.2 [ SCP | None
Storage 14114 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
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Value 1))
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
RT Image 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
Storage 1.4.1.1.481.1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1))
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Nuclear 1.2.840.10008.5.| Implicit Little 1.2.840.1008.1.2 | SCP | None
Medicine 1.4.1.1.20 Endian
Image Storage Explicit Little 1.2.840.10008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
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Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Secondary 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Capture Image| 1.4.1.1.7 Endian
Storage Explicit Little 1.2.840.10008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1))
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Losskss Only)
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Multi-frame 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
True Color 1.41.1.74 Endian
Secondary Explicit Little | 1.2.840.10008.1.2.
Capture Image Endian 1
Storage JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compressin
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
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Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Ultrasound 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Image Storage| 1.4.1.1.6.1 Endian
Explicit Little 1.2.840.10008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Ultrasound 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Multi-frame 141131 Endian
Image Explicit Little 1.2.840.10008.1.2.
Storage Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4,50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008..2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
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5
Digital X-Ray | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Image Storage| 1.4.1.1.1.1 Endian
T For Explicit Little 1.2.840.10008.1.2.
Presentation Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008..2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
X-Ray 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
Angiographic | 1.4.1.1.12.1 Endian
Image Storage Explicit Little 1.2.840.1008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
X-Ray 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
Radiofluorosco| 1.4.1.1.12.2 Endian
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pic Image Explicit Little 1.2.840.10008.1.2.
Storage Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1))
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 200 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Positron 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Emission 1.41.1.128 Endian
Tomography Explicit Little 1.2.840.10008.1.2.
Image Storage Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
First-Order
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Digital 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Mammography| 1.4.1.1.1.2 Endian
Image Explicit Little 1.2.840.10008.2.
Storage’ For Endian 1
Presentation JPEG Baseline| 1.2.840.10008.1.2.
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(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Digital Intra- 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
oral X-Ray 14.1.1.13 Endian
Image Explicit Little | 1.2.840.10008.1.2.
Storage’ For Endian 1
Presentation JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
First-Order
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.0
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
VL Endoscopic| 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Image Storage| 1.4.1.1.77.1.1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
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Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
VL 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
Photographic | 1.4.1.1.77.1.4 Endian
Image Storage Explicit Little 1.2.840.10008.1.2.
Endian 1
JPEG Badine | 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
First-Order
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Ophthalmic 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Photography 8 1.4.1.1.77.1.5.1 | Endian
Bit Explicit Little 1.2.840.10008.1.2.
Image Storage Endian 1
JPEG Bseline | 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
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(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Conpression
RLE Lossless | 1.2.840.10008.1.2.
5
Grayscale 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
Softcopy 1411111 Endian
Presentation Explicit Little | 1.2.840.10008.1.2.
State Storage Endian 1
SOP Class JPEG Baseline| 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Nor- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
JPEG 2000 1.2.840.10008.1.2.
Image 4.90
Compression
(Lossless Only
JPEG 2000 1.2.840.10008.1.2.
Image 491
Compression
RLE Lossless | 1.2.840.10008.1.2.
5
Basic Voice 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Audio 1411941 Endian
Waveform Explicit Little | 1.2.840.10008.1.2.
Storage Endian 1
JPEG Bseline | 1.2.840.10008.1.2.
(Process 1) 4.50
JPEG Lossless| 1.2.840.10008.1.2.
Non- 4.70
Hierarchical,
FirstOrder
Prediction
(Process 14
[Selection
Value 1])
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JPEG 2000
Image
Compression
(Lossless Only

1.2.840.10008.1.2.
4.90

JPEG 2000 1.2.840.10008.1.2.
Image 491
Conpression

RLE Lossless

1.2.840.10008.1.2.
5

Key Object 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Selection 1.4.1.1.88.59 Endian
Document Explicit Little | 1.2.840.10008.1.2.
Storage Endian 1
Raw Data 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP | None
Storag 1.4.1.1.66 Endian

Explicit Little | 1.2.840.10008.1.2.

Endian 1
Basic Text SR | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP [ None
Storage 1.4.1.1.88.11 Endian

Explicit Little | 1.2.840.10008.1.2.

Endian 1
Enhanced SR | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCP [ None
Storage 1.4.1.1.88.22 Endian

Explicit Little | 1.2.840.10008.1.2.

Endian 1
Encapsulated | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
PDF Storage | 1.4.1.1.104.1 Endian

Explicit Little | 1.2.840.10008.1.2.

Endian 1

4.2.1.4.1.3 SOP Specific Conformance for SOP Class(es)

TheViewer AE can reporstatus codeassummarized in the Table below. Whéiewer AE
SCP fails to store, it will close TCP/IP connectwithout sending ESTORE Response. Error
information is logged in this case,

Service Further Error Behavior

Status Meaning Code

Success | Success 0000 TheViewer AE has completed the operati
successfully.

4.2.2 Transfer Application Entity Specification

4.2.2.1SOP dasses

The application provideStandard Conformance to tf@lowing SOP Classes

SOP Class Name

SOP Class UID

SCU

SCP
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Verification SOP Class 1.2.840.10008.1.1 Yes Yes

Computed Radiography Image Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.1

CT Image Storge 1.2.840.10008.5.1.4.1.1.2 ves ves

Enhanced CT Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.2.1

MR Image Storage 1.2.840.10008.5.1.4.1.1.4 ves Yes

Enhanced MR Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.4.1

MR Spectroscopy Storage 1.2.840.10008.9.4.1.1.4.2 ves Yes

Enhanced MR Color Image Yes Yes

Storag 1.2.840.10008.5.1.4.1.1.4.3

RT Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.481.1

RT Dose Storage Yes Yes
1.2.840.10008.5.1.4.1.1.481.2

RT Structure Set Storage Yes Yes
1.2.840.10008.5.1.4.1.1.481.3

RT Beams Treatment Record Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.481.4

RT Plan Storage Yes Yes
1.2.840.10008.5.1.4.1.1.481.5

RT Brachy Treatment Record Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.481.6

RT Treatment Summary Record Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.481.7

RT lon Plan Storage Yes Yes
1.2.840.10008.5.1.4.1.1.481.8

RT lon Beams Treatment Record Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.481.9

Nuclear Medicine Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.20

Nuclear Medicinemage Storage Yes Yes

(Retired) 1.2.840.10008.5.1.4.1.1.5

Secondary Capture Image Storage 1.2.840.10008.5.1.4.1.1.7 Yes Yes

Multi-frame Single Bit Secondary Yes Yes

Capture Image Storage 1.2.840.10008.5.1.4.1.1.7.1

Multi-frame Grayscale Byte Yes Yes

Seconday Capture Image Storage 1.2.840.10008.5.1.4.1.1.7.2

Multi-frame Grayscale Word Yes Yes

Secondary Capture Image Storage 1.2.840.10008.5.1.4.1.1.7.3

Multi-frame True Color Secondary Yes Yes

Capture Image Storage 1.2.840.10008.5.1.4.1.1.7.4

Ultrasound Image Storage Yes Yes

(Retired) 1.2.840.10008.5.1.4.1.1.6

Ultrasound Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.6.1

Enhanced US Volume Storage Yes Yes
1.2.840.10008.5.1.4.1.1.6.2

Ultrasound Multiframe Image Yes Yes

Storage (Retired) 1.2.840.10008.3.4.1.1.3
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Ultrasound Multiframe Image Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.3.1

Digital X-Ray Image Storagi For Yes Yes

Presentation 1.2.840.10008.5.1.4.1.1.1.1

Digital X-Ray Image Storagi For Yes Yes

Processing 1.2.840.10008.5.1.4.1.1.1.1.1

VL Endoscopic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.1

VL Microscopic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.2

VL Slide-Coordinates Microscopic Yes Yes

Image Storage 1.2.840.10008.5.1.4.1.1.77.1.3

VL Photographic Image Stage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.4

Video Endoscopic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.1

Video Microscopic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.2

Video Photographic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.114

Ophthalmic Photography 8 Bit Yes Yes

Image Storage 1.2.840.10008.5.1.4.1.1.77.1.5

Ophthalmic Photography 16 Bit Yes Yes

Image Storage 1.2.840.10008.5.1.4.1.1.77.1.5

Stereometric Relationship Storage Yes Yes
1.2.840.10008.5.1.4.1.1.77.1.5

Ophthalmic Tomography Image Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.77.1.5

X-Ray Angiographic Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.12.1

Enhanced XA Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.12.1.1

X-Ray Radiofluoroscopic Image Yes Yes

Storag 1.2.840.10008.5.1.4.1.1.12.2

Enhanced XRF Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.12.2.1

X-Ray Angiographic BPlane Yes Yes

Image Storage (Retired) 1.2.840.10008.5.1.4.1.1.12.3

X-Ray 3D Angiographic Image Yes Yes

Storage 1.2.840.10008.5.1.4.1.13.1.1

X-Ray 3D Craniofacial Image Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.13.1.2

Breast Tomosynthesis Image Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.13.1.3

Positron Emission Tomography Yes Yes

Image Storage 1.2.840.10008.5.1.4.1.1.128

Enhanced PET Image Storage Yes Yes
1.2.840.10008.5.1.4.1.1.130

Basic Structured Display Storage Yes Yes
1.2.840.10008.5.1.4.1.1.131

Digital Mammography Image Storage Yes Yes

For Presentation 1.2.840.10008.5.1.4.1.1.1.2

Digital Mammography Image Yes Yes

Storagel For Processing 1.2.840.10008.5.1.4.1.1.1.2.1

Digital Intra-oral X-Ray Image Yes Yes

Storagd For Presentation 1.2.840.10008.5.1.4.1.1.1.3
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Digital Intra-oral X-Ray Image Yes Yes

Storagel For Processing 1.2.840.10008.5.1.4.1.1.1.3.1

Basic Text R Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.11

Enhanced SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.22

Comprehensive SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.33

Procedure Log Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.40

Mammography CAD SR Stage Yes Yes
1.2.840.10008.5.1.4.1.1.88.50

Key Obiject Selection Document Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.88.59

Chest CAD SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.65

X-Ray Radiation Dose SR Storage Yes Yes
1.2.840.10008.5.1.4.1.1.88.67

ColonCAD SR Storag Yes Yes
1.2.840.10008.5.1.4.1.1.88.69

Grayscale Softcopy Presentation Yes Yes

State Storage SOP Class 1.2.840.10008.5.1.4.1.1.11.1

Color Softcopy Presentation State Yes Yes

Storage SOP Class 1.2.840.10008.5.1.4.1.1.11.2

PseudeColor Sofcopy Yes Yes

Presentation State Storage SOP

Class 1.2.840.10008.5.1.4.1.1.11.3

Blending Softcopy Presentation Yes Yes

State Storage SOP Class 1.2.840.10008.5.1.4.1.1.11.4

XA/XRF Grayscale Softcopy Yes Yes

Presentation State Storage 1.2.840.10008.5.1.4.1.1115

12-lead ECG Waveform Storage Yes Yes
1.2.840.10008.5.1.4.1.1.9.1.1

General ECG Waveform Storag Yes Yes
1.2.840.10008.5.1.4.1.1.9.1.2

Ambulatory ECG Waveform Yes Yes

Storag 1.2.840.10008.5.1.4.1.1.9.1.3

Hemodynamic Waveform Storag Yes Yes
1.2.84.10008.5.1.4.1.1.9.2.1

Cardiac Electrophysiology Yes Yes

Waveform Storage 1.2.840.10008.5.1.4.1.1.9.3.1

Basic Voice Audio Waveform Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.94.1

General Audio Waveform Storag Yes Yes
1.2.840.10008.5.1.4.1.1.9.4.2

Arterial Pulse Waveform Storag Yes Yes
1.2.840.10008.5.1.4.1.1.9.5.1

Respiratory Waveform Storag Yes Yes
1.2.840.10008.5.1.4.1.1.9.6.1

Raw Data Storage Yes Yes
1.2.840.10008.5.1.4.1.1.66

Spatial Registration Storage Yes Yes
1.2.840.10008.5.1.4.1.1.66.1

Spatial Fiducials Storag Yes Yes
1.2.840.10008.5.1.4.1.1.66.2

Deformable Spatial Registration Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.66.3
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Segmentation Storage Yes Yes
1.2.840.10008.5.1.4.1.1.66.4

Surface Segmentation Storage Yes Yes
1.2.840.10008.5.4.1.1.66.5

Real World Value Mapping Storag Yes Yes
1.2.840.10008.5.1.4.1.1.67

Lensometry Measurements Yes Yes

Storag 1.2.840.10008.5.1.4.1.1.78.1

Autorefraction Measurements Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.78.2

Keratometry Measuremés Yes Yes

Storage 1.2.840.10008.5.1.4.1.1.78.3

Subjective Refraction Yes Yes

Measurements Storag 1.2.840.10008.5.1.4.1.1.78.4

Visual Acuity Measurement Yes Yes
1.2.840.10008.5.1.4.1.1.78.5

Spectacle Prescription Reports Yes Yes

Storage 1.2.840.10008.5.1.4.1.78.6

Macular Grid Thickness and Yes Yes

Volume Report Storage 1.2.840.10008.5.1.4.1.1.79.1

Encapsulated PDF Stomag Yes Yes
1.2.840.10008.5.1.4.1.1.104.1

Encapsulated CDA Storag Yes Yes
1.2.840.10008.5.1.4.1.1.104.2

Hanging Protocol Staige Yes Yes
1.2.840.10008.5.1.4.38.1

Color Palette Storag Yes Yes
1.2.840.10008.5.1.4.39.1

4.2.2.2Association Policies

4.2.2.2.1General

The DICOM standard application context name for DICOM 3.0 is always proposed:

Application Context Name 1.2.840.10008.3.1.1.1

4.2.2.2.2Numberof Associations

TheTransfer AEwill initiate one associatioand accept any number of associations

simultaneously.

4.2.2.2.3Asynchronous Nature

TheTransfer AEdoes not support asynchronous operations and will not perform asynchronous

window negotiation.

4.2.2.2.4lmplemenation Identifying Information
The application uses the following implementation identifying information:

Implementation Class UID 2.16.124.113531.1.7.9.24

Implementation Version Name WebAccess_v2
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4.2.2.3Association Initiation Policy

This section describesdltonditions under which tAgansfer AESCUwill initiate an
association.

4.2.2.3.1Activity 1 List Study Instances

4.2.2.3.1.1 Description and Sequencing of Activities

During transfer or download operations, the Transfer AE is activated to retrieve a list of instances
that ae to be transferred or downloaded. At this point, a specific study has been identified by the
user and it is internally identified by its Study Instance UID.

Using the Study Instance UID, the Transfer AE issues the following requests:

1. a GFIND request fodetailed study informatiowhere the Identifier contains the Study
Instance UID,

2. a GFIND request for the series in the study where the Identifier contains the Study
Instance UID,

3. if the DICOM data source supports instance level queri#dND requestsdr the
instances in each series where the Identifier contains the Study Instance UID and Series
Instance UID,

4. if the DICOM data source does not support instance level querdYE requests for
each series where the Identifier contains the Study Instdiirand Series Instance UID.
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Transfer AE Remote Data Source

1. Open Association

2. C-FIND Request (Study Details Query)

3. C-FIND Response (Study Item) - Status PENDING

4. C-FIND Response - Status SUCCESS

5. Close Association

6. Open Association

7. C-FIND Request (Series List Query)

8. C-FND Response (Series Item) - Status PENDING

9. C-FND Response - Status SUCCESS

10. Close Association

11a. Open Association

11b. C-FIND Request (Instance List Query)

11c. C-FND Response (Instance Item) - Status PENDING

11d. C-FND Response - Status SUCCESS

11e. Close Association

-y ___ 1y ___ ¥y ___ vy _______1 __ ¥ _ __ v _________ 1Yy _ ___N_____

1 N~ S S S N A

Figure 14 - List Study Instances Interaction (Instance Query Supported)

The typical sequence of interactions between the Transfer AE and a DICOM data source
when instane-level queries are supported is shown above and is described as follows:
1. The Transfer AE opens an association with the DICOM data source.
2. The Transfer AE sends afIND request to the DICOM data source containing
the Study Instance UID asking for additabistudy attributes.
3. The DICOM data source returns aFIND response for the study that match the
Study Instance UID.
4. The DICOM data source returns the finaFOND response.
5. The Transfer AE closes the association with the DICOM data source (optionally,
depending on the configuration).
6. The Transfer AE opens an association with the DICOM data source (if previously
closed).
7. The Transfer AE sends alIND request to the DICOM data source containing
the Study Instance UID asking for a list of series.
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8. The DICOMdata source returns oneRIND response for each series that
matches the required query key and containing at least the requested return keys
contained in the request.

9. The DICOM data source returns the finaFOND response.

10.The Transfer AE closes the asmdion with the DICOM data source (optionally,
depending on the configuration).

11.For each series:

a. The Transfer AE opens an association with the DICOM data source (if
previously closed).

b. The Transfer AE sends alIND request to the DICOM data source
contahingthe Study Instance UID and Series Instance @iking for a list of
series.

c. The DICOM data source returns ond=0\ND response for each series that
matches the required query key and containing at least the requested return
keys contained in the reggte

d. The DICOM data source returns the finaFOND response.

e. The Transfer AE closes the association with the DICOM data source
(optionally, depending on the configuration).
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Transfer AE Remote Data Source

1. Open Association

2. C-FIND Request (Study Details Query)

3. C-FIND Response (Study Item) - Status PENDING

4. C-FIND Response - Status SUCCESS

5. Close Association

6. Open Association

7. C-FIND Request (Series List Query)

8. C-FND Response (Series Item) - Status PENDING

9. C-FND Response - Status SUCCESS

10. Close Association

11a. Open Association

11b. C-MOVE Request (Series)

11c. C-MOVE Response - Status PENDING

11d. Open Association (Store)

11le. C-STORE Request (Instance Store)

11f. C-STORE Response - Status Success

11g. Close Association (Store)

11h. C-MOVE Response - Status SUCCESS

11i. Close Association

I Y N I WA N W A I W S R A W N N
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Figure 15 - List Study Instances Interaction (Instance Query Not Supported)

The typical sequence of interactions between the Transfer AE and a DICOM data source
when instancéevel queries are not supported is shown above and is described as
follows:
1. The Transfer AE opens an assdiola with the DICOM data source.
2. The Transfer AE sends alZND request to the DICOM data source containing
the Study Instance UID asking for additional study attributes.
3. The DICOM data source returns aFOND response for the study that match the
Study Irstance UID.
4. The DICOM data source returns the finaFOND response.
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5. The Transfer AE closes the association with the DICOM data source (optionally,
depending on the configuration).
6. The Transfer AE opens an association with the DICOM data source (if psBviou

closed).

7. The Transfer AE sends alEND request to the DICOM data source containing
the Study Instance UID asking for a list of series.

8. The DICOM data source returns ond=0\D response for each series that
matches the required query key and contaiaingast the requested return keys
contained in the request.
9. The DICOM data source returns the finaFOND response.
10.The Transfer AE closes the association with the DICOM data source (optionally,
depending on the configuration).
11.For each series:
a. The Trarsfer AE opens an association with the DICOM data source (if

previously closed).

b. The Transfer AE sends al@OVE request to the DICOM data source
containingthe Study Instance UID and Series Instance @iking for the
series to be store to itself.

c. The DICQM data source sends theMBOVE response indicating the move
has pending operations.

d. The DICOM data source opens an association witi taesferAE.

e. The DICOM data source issues €8CORE request for each of the
requested series instances.

f. The Transfer AReceives each of the instances and issueSa@QRE
response.

g. The DICOM data source closes the association.

h. The DICOM data source sends thdfOVE response indicating success.

i. The Transfer AE closes the association.

4.2.2.3.1.2 Proposed Presentation Contexts
TheTrarsfer AE will propose Presentation Contexts as shown in the following table.

Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.

Verification 1.2.840.10008.1.| Implicit Little 1.2.84010008.1.2 | SCU | None
SOP Class 1 Endian

Explicit Little | 1.2.840.10008.1.2.

Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU [ None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Model i Endian 1
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MOVE

Study Root 1.2.840.10008.5.| Implicit Little | 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian

Information Explicit Little | 1.2.840.10008.1.2.

Modeli FIND Endian 1

Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian

Information Explicit Little | 1.2.840.10008.1.2.

Modeli Endian 1

MOVE

4.2.2.3.1.3 SOP Specific Conformance foIC-FIND SOP Class
The behavior of Transfer AE when encountering status codes-iRIBIZresponse if

summar i

zed in

t he

t abl

e bel

ow.

f t he

remot e

APendi nuprgtothat DIEOMydata source is considered to have failed; the results

will not be included in the response, and if other data sources succeed, study will be

loaded using data from other data sources; otherwise the operation will fail, and the user

will be informed about the failure.

C-FIND Response Status Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Matching is 0000 The SCP has completed the matches. TH
complete results will be displayed to the user.

Refused | Out of A700 The Association is aborted by closing
Resources TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connection and the op#on is
Class marked as failed. Error information is

logged.

Failed Unable to C0001 | The Association is aborted by closing
Process CFFF TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connection and the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Matches are FFOO The SCP has provided a valid response
continuing item. The item contained in théentifier is

collected for later processing.

Pending | Matches are FFO1 The SCP has provided a valid response
continuingi item. The item contained in the Identifier i
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Warning that collected for later procesgin

one or more

Optional Keys

were not

supported

* * Any The Association is aborted by closing

other TCP/IP connection and the operation is
status marked as failed. Error information is
code. logged.

The behavior off ransferAE during communication failuresisummarized in the table below:

C-FIND Communication Failure Behavior

Exception Behavior

Timeout The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

Association aborted by The operation is nt&ed as failed. The reason is logged.
the SCP or network
layers

The Transfer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information ModélFIND SOP Class.

The table below provide a description of tAegansferAE C-FIND Request Idenfier and

specifythe attributes that aressed Unexpected attributes returned in-#&IBID response are

ignored.

Requested return attributes not supported by the SCP are set to have n®ugligate entries

will be removed based on the unique ideetifit each level of the data model, where the record

that is first found during processing is used

Hierarchical Query

C-FIND Request Identifier 1 Hierarchical Query i Study Level

Module Name Tag VR |[M |R |Q |D
Attribute Name
Patient
Patient Name (0010,0010)| PN | X | X X
Patient ID (0010,0020)| LO | X | X X
Issuer of Patient ID (0010,0021)| LO | X | X X
Patient 6s Bi r(0010,0030)| DA X X
Patient 6s Se)(0010,0040)| CS X X
General Study
Study Instance UID (0020,000D)| Ul X | X
Study Date (0008,0020)| DA | X | X X
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Study Time (0008,0020)| T™M X X
Referring Phy(0008009) PN |X |X X
Study ID (0020,0010)| SH X X
Accession Number (0008,0050)| SH X X
Study Description (0008,1030)| LO X X
Modalities in Study (0008,0061)|CS | X | X X
Procedure Code Sequence| (0008,1032)| SQ X

Name of Physician(s) (0008,1060)| PN X

Reading Study

Admitting Diagnoses (0008,1080)| LO X
Description

Number of Study Related | (0020,1206)| IS X

Series

Number of StudyRelated (0020,1208)| IS X
Instances

C-FIND Request Identifier i Hierarchical Query i Series Level

Module Name Tag VR |[M |[R |Q |D
Attribute Name

General Study
Study Instance UID (0020,000D)| Ul X | X

General Series
Modality (0008,0060)|CS | X |X X
Series Instance UID (0020,000E)| Ul X
Series Number (0020,0011)| IS X X
Series Date (0008,0021) | DA X X
Series Time (0008,0031)| T™M X X
Series Description (0008,103E)| LO | X [X X
Body Part Examined (0018,0015)|CS | X [X X
Request Attributes $eience | (0040,0275)| SQ X X
Number of Series Related | (0020,1209)| IS X
Instances

General Equipment
Institution Name (0008,0080)| LO | X |X X

Performed Procedure Step
Performed Procedure Step | (0040,0244)| DA X
Start Date
Performed Proceda Step (0040,0245)| T™M X
Start Date

Non-Negotiated Relational Query

C-FIND Request Identifier i Non-Negotiated Relational Queryi Series Level

| Module Name

Tag

| VR

M [R [Q [D |
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Attribute Name
Patient
Patient Name (0010,0010)| PN | X [ X X
Patient ID (0010,0020)| LO | X | X X
Issuer of Patient ID (0010,0021)| LO | X [ X X
Patient 6s Bi 1(0010,0030)]DA | X |X X
Patient 6s Se)(0010,0040)|CS |X |X X
General Study
Study Instance UID (0020,000D)| UI X | X
Study Date (0008,0020)| DA | X | X X
Study Time (0008,0020)| TM | X | X X
Study ID (0020,0010)| SH | X | X X
Accession Number (0008,0050)| SH | X [X X
Study Description (0008,1030)| LO | X [X X
General Series
Modality (0008,0060)| CS | X | X X
Series Instance UID (0020,000E)| UI X
Series Number (0020,0011)| IS X X
Series Date (0008,0021)| DA X X
Series Time (0008,0031)| T™M X X
Series Description (0008,103E)| LO | X |X
Body Part Examined (0018,0015)|CS | X [X X
General Equipment
Institution Name (0008,0080)| LO | X |X X

The above tables should bedess follows:

Module Name: | The name of the associated module for support&tND attributes.

Attribute Name:| Attributes supported to build aEIND Request Identifier

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching kegsfor GF 1 ND quer y. T 1arsfery
AE will supply an attribute value for Single Value Matching.

R: Return keys. A n TranayAE will supply this
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. TheéransferAE will supply values for
matching based on user input.

D: Displayed keys. Thé&ransferAE will display the items to the user

4.2.2.3.1.4 SOP Specific Conformance folC-MOVE SOP Class
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bel
t he

tabl e oOWwW. | f

C-MOVE Response Status Handling Behavior

DI COM dat a
will not be included in the respee, the operation will fail, and the user will be informed

arecontinuing

Service Further Error Behavior

Status Meaning Code

Success | Suboperations | 0000 The SCP has completed the movée
Completei No results will be displayed to the user.
Failures

Refused | Out of A701 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
calculate logged.
number of
matches

Refused |Outd A702 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
perform logged.
suboperations

Refused | Move A801 The Association is aborted by closing
Destination TCP/IP connectiomnd the operation is
unknown marked as failed. Error information is

logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connectioand the operation is
Class marked as failed. Error information is

logged.

Warning | Suboperations | BOOO The SCP has completed the move. The
Completei One results will be displayed to the user.
or more
Failures

Failed Unable to C0001 | The Association is aborted by closing
Process CFFF TCP/IP connectioand the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connectioand the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Suboperations | FFOO The SCP has provided a valid response

item. The item contained in the Identifier i
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collected for later processing.

* * Any The Association is aborted by closing
other TCP/IP connectioand the operation is
status marked as failedError information is
code. logged.

The behavior offransferAE during communication failuresisummarized in the table below:

C-MOVE Communication Failure Behavior

Exception Behavior

Timeout The Association is aborted by closing TCP/IP connection
and the opration is marked as failed. Error information i
logged.

Association aborted by The operation is marked as failed. The reason is logged
the SCP or network
layers

The Transfer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information Modél MOVE SOP Class.

The tabls below provide a description of tHeansferAE C-MOVE Request Identifier and
specifythe attributes that aressed Unexpected attributes returned in MOVE response are
ignored.

Requested ratn attributes not supported by the SCP are set to have no {alpécate entries
will be removed based on the unique identifier at each level of the data model, where the record
that is first found during peogesi®)ng i s used (i

C-MOVE Request Identifier i iSeries Level
Module Name Tag VR |[M |[R |Q |D

Attribute Name
General Study

Study Instance UID (0020,000D)| UI X | X
General Series
Series Instance UID (0020,000E)| UI X | X

The above tables should be readalows:

Module Name: | The name of the associated module for support&tND attributes.

Attribute Name:| Attributes supported to build aEIND Request Identifier
Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute
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M: Matching keydor C-F 1| ND quer y. A M@nsfery
AE will supply an attribute value for Single Value Matching.

R: Return keys. A n TranayAE will supply this
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. TheéransferAE will supply values for
matching based on user input.

D: Displayed keys. Th&ransferAE will display the items to the user

4.2.2.3.2Activity i Transfer Radiology Instance

4.2.2.3.2.1 Description and Sequencing of Activities

While reviewing a list of studies or while reviewing a particular study in detail, the user can
request that selected studies be transferred to another data source within the system. This results
in the creation of a transfer job for each study which is prodésdbe background.

When a transfer job is being processed, the actions depend on the capabilities and configuration
of the source and destination data sources. If the source and destination data sources are
configured such that a direct DICOMMOVE canbe achieved, th€ransferAE will use a &

party DICOM GMOVE to perform the transfer. If this is not the case, Er@nsferAE will

retrieve the DICOM data itself and store the DICOM to the destination.

In the case of a direct DICOM-RIOVE, theTransferAE attempts to initiate a new association

with the GMOVE SCP that contains the study to be transferred. If the association is successfully
negotiated, thd@ransferAE issues a @IOVE request at the Study level where the Identifier
contains the study unig identifier. ThelransferAE will then wait for each @1OVE response.
When the GMOVE response indicates completion, the transfer job will be considered complete
and the job status will be updated within the system.

In the case of a brokered move, TransferAE will query the study contents to discover the
instances in the study as per the weatld activity List Study Instances, move them to itself (if
they were not moved as a result of the List Study Instances activity), then store them to the
desthation.
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Transfer AE Remote Data Source Objectl

1. Open Association (Move)

2. C-MOVE Request (Instance Move)

3. C-MOVE Response - Status PENDING

A

4. Open Association (Store)

5. C-STORE Request (Instance Store)

Y _ Y

m__________-___________JL_____“_____.

1 p—

. C-STORE Response - Status SUCCES

7. Close Association (Store)

8. C-MOVE Response - Status SUCCESS

A

9. Close Association (Move)

> 10. Update Job Status

Y

________“_____'___________7i

Figure 161 3" Party Move Transfer Interaction

The typical sequence of interactions for&p@rty move of a study between the Transfer
AE, a DICOM data source, and a DICOM data destinasshown above is described
as follows:

1. The Transfer AE opens an association with the DICOM data source.

2. The Transfer AE sends al@OVE request to the DICOM data source containing
the Study Instance UID asking for the instance to be stored to the DIC@M da
destination.

3. The DICOM data source sends aMOVE response to the Transfer AE indicating

the move has pending operations.

The DICOM data source opens an association with the AE of the destination.
The DICOM data source issuesSTORE requests for theqeested instances.
The destination AE receives the instance and issueSBIRE response.

o0 s
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7. The DICOM data source closes the association.

8. The DICOM data source sends th\lOVE response indicating success.

9. The Transfer AE closes the association with the@WCdata source (optionally,
depending on the configuration).

10.The Transfer AE updates the status of the transfer job.

The order of step 3 and 7 are highly dependent on the DICOM data source and may
happen out of sequence, as allowed by DICOM.
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Transfer AE Remote Data Source Objectl

1. Open Association (Move)

2. C-MOVE Request (Instance Move)

3. C-MOVE Response - Status PENDING

4. Open Association (Store)

5. C-STORE Request (Instance Store)

6. C-STORE Response - Status SUCCESS

7. Close Association (Store)

8. C-MOVE Response - Status SUCCESS

9. Close Association (Move)

-y L Y_____ __________________J!_____!!______

10. Open Assocation (Store)
|

11. C-STORE Request (Instance Store)
|

12. C-STORE Response - Status SUCCESS

|
13. Close Association (Store)
I

e B S S e e e S S e S S S e R et

Y

14. Update Job Status

) . 2 2

Figure 171 Brokered Move Transfer Interaction
The typical sequence of interactions for a brokered move of a study between the Transfer

AE, a DICOM data source, and a DICOM data destination as shown aboverisatesc
as follows:
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The Transfer AE opens an association with the DICOM data source.

The Transfer AE sends alMOVE request to the DICOM data source containing
the Study Instance UID asking for the instance to be stored to the Transfer AE.
The DICOM data saee sends a-®IOVE response to the Transfer AE indicating
the move has pending operations.

The DICOM data source opens an association with the Transfer AE.

The DICOM data source issues é8CORE request for the requested instance.
The Transfer AE receivdke instance and issues é8CORE response.

The DICOM data source closes the association.

The DICOM data source sends thaMOVE response indicating success.

The Transfer AE closes the association with the DICOM data source (optionally,
depending on the ofiguration).

10.The Transfer AE opens an association with the DICOM data destination.
11.The Transfer AE issues a&TORE request for each instance.
12.The DICOM data destination receives the instance and isSuSSTORE

response

13.The DICOM data destination closée association.
14.The Transfer AE updates the status of the transfer job.

The order of step 3 and 7 are highly dependent on the DICOM data source and may

happen out of sequence, as allowed by DICOM.

Steps 1 through 9 are not performed in the case ta&HDOM data source does not

support instancéevel queries. In this case the List Study Instances activity would have
moved the instances to the Transfer AE using a skwes GMOVE.

4.2.2.3.2.2 Proposed Presentation Contexts

TheTransferAE will propose Presentian Contexts as shown in the following table for the C
MOVE operations.

Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.

Verification 1.2.840.10008.1.| Implicit Little 1.2.840.1008.1.2 | SCU | None
SOP Class 1 Endian

Explicit Little 1.2.840.10008.1.2.

Endian 1
Patient Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Rot 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU [ None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Model i Endian 1
MOVE
Study Root 1.2.840.10008.5.| Implicit Little | 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
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Information Explicit Little 1.2.840.10008.1.2.
Modeli FIND Endian 1

Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian

Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE

The TransferAE will propose Presentation Contexts as shown in the following table forthe C
STORE operations.

Presentation Context Table

Abstract Syntax Transfer Syntax Role | Ext.
Name UiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
SOPClass 1 Endian
TBD

4.2.2.3.2.3 SOP Specific Conformance folC-MOVE SOP Class

The behavior of Transfer AE when encountering status codes-M@VWE response if

summarized in the table below. Iftherem e AE returns a status oth
APendingo, the query to that DICOM data sour
will not be included in the response, the operation will fail, and the user will be informed

about the failure.

C-MOV E Response Status Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Suboperations | 0000 The SCP has completed the move. The
Complete No results will be displayed to the user.
Failures

Refused | Out of A701 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
calculate logged.
number of
matches

Refused | Out of A702 The Association is aborted by clogi
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
perform logged.
suboperations

Refused | Move A801 The Association is aborted by closing
Destination TCP/IP connectioand the operation is
unknown marked as failed. Error information is

logged.
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Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connectiomand the operation is
Class marked as failed. Error information is

logged.

Warning | Suboperations | BOOO The SCP has completélade move. The
Completei One results will be displayed to the user.
or more
Failures

Failed Unable to C000i | The Association is aborted by closing
Process CFFF TCP/IP connectiomand the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connectioand the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Suboperations | FFOO The SCP has provided a valid response
are continuing item. The item contained in theentifier is

collected for later processing.

* * Any The Association is aborted by closing
other TCP/IP connectiomand the operation is
status marked as failed. Error information is
code. logged.

The behavior off ransferAE during communication faile is summarized in the table below:

C-MOVE Communication Failure Behavior

Exception

Behavior

Timeout

The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

layers

Association aborted by
the SCP or network

The operation is marked as failed. The reason is logged

The Transfer AE conforms to the hierarchical query specifications of the Study Root
Query/Retrieve Information ModéIMOVE SOP Class.

The tabls below provide a descriptioof theTransferAE C-MOVE Request Identifier and

specifythe attributes that argsed

C-MOVE Request Identifier i Image Level

Module Name

Attribute Name

Tag VR |[M |[R |Q |D

General Study
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Pagel02of 140 Revision 1.0



iConnect AccessDICOM Conformance Statement

Study Instance UID

(0020,000D)| Ul X X

General Series

Series Instance UID

(0020,000E)| Ul X X

SOP Common

SOP Instance UID

(0008,0018)| UI | X |X

The above table should be read as follows:

Module Name:

The name of the associated module for support&tND attributes.

Attribute Name:

Attributes supported to build a-EIND Request Identifier

Tag:

DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keysforé 1 ND quer y. A M@nsfery
AE will supply an attribute value for Single Value Matching.

R: Return keys. A n TranayAE will supply this
attribute as Return Key with zero length for Universal Matching.

Q: Interactive Query Key. TheéransferAE will supply values for
matching based on user input.

D: Displayed keys. TéTransferAE will display the items to the user

4.2.2.3.2.4 SOP Specific Conformance folC-STORE SOP Class

The behavior of Transfer AE when encountering status codes-H8T2ORE response is
summarized in the table below. If the remote AE returns a status otherthaSuccess o0 or

APendi ngo,
storage to all DICOM data sources falil, the user will be informed that the store failed.

the store to that

C-STORE Response Status Handling Behavior

Service Further Error Behavior
Status Meaning Code
Success | Matching is 0000 The SCP has completed the store. The u
complete will be notified about the success.
Refused | Out of A7007 | The Association is aborted by closing
Resources ATFF TCP/IP connectioand the operation is
marked as failed. Error information is
logged.
Failed Data Set does | A9007 | The Association is aborted by closing
not match SOP | A9FF TCP/IP connectioand the operation is
Class marked as failed. Error information is
logged.
Warning | Coercion of BOOO The SCP has completed the store. The u
Data Eements will be notified about the success.
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Warning | Elements B0O06 The SCP has completed the store. The u
Discarded will be notified about the success.
Warning | Data Set does | BOO7 The P has completed the store. The us
not match SOP will be notified about the success.
Class
Failed Cannot CO0007 | The Association is aborted by closing
understand CFFF TCP/IP connectioand the operation is
marked as failed. Error information is
logged.

* * Any The Association is aborted by closing
other TCP/IP connectioand the operation is
staus marked as failed. Error information is
code. logged.

The behavior off ransferAE during communication failuresisummarized in the table below:

C-STORE Communication Failure Behavior
Exception Behavior
Timeout The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. The reason is log
Association aborted by The operation is marked as failed. The reasdogiged.
the SCP or network
layers

4.2.2.3.3Activity i Download Radiology Study

4.2.2.3.3.1 Description and Sequencing of Activities

While reviewing a list of studies or while reviewing a particular study in detail, the user can
request that selected studies be downloaded to an external clienestliis in the creation of a
download jolper studywhich is processed in the background.

When a download job is being procesgbd,system must first query the study contents to
discover the instances in the study as per thewedtl activity List Stug Instances via the
TransferAE.

With the list of instanceshédownload servicattempts tdransfer each instance. For each

instance, the download service requests the instance imftiates an instance move. The

Transfer AEthen initiatesa new aciation withthe GMOVE SCPthat contains thanstancef

the association is successfully negotiatedTitamsfer AEissues a @MOVE request at theeries
orinstancdevel( dependi ng on t he s o uleve gueriasEiiesdensiferppor t o f
of the GMOVE contains the Study Instance UID, Series Instance UID, and, depending on the

operation, the SOP Instance UlDheTransfer AEwill then wait for each @MOVE response.

When the GMOVE responséndicates completiorthe data will be transferrdaly proprietary

means to the external client
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Downloader AE Remote Data Source

1. Open Association

2. C-MOVE Request

3. C-MOVE Response - Status PENDING

4. Open Association (Store)

5. C-STORE Request (Instance Store)

6. C-STORE Response - Status SUCCESS

7. Close Association (Store)

8. C-MOVE Response - Status SUCCESS

9. Close Association

10. Transfer Data To Client

_______________VL_____________V_____________________v_____!L______

________U___'____AF____AF________A_____A_____7L__________"'_____'

Figure 18 - Download Interaction

The typical sequence of interactions betweenTtia@sfer AEand a DICOM data source
is described as follows:
1. TheTransfe AE opens an association with the DICOM data source.
2. TheTransfer AEsends a EMOVE request to the DICOM data source containing
t h e $tuwphdtance UID Series Instance UID, and, if instarlegel queries
are supported, SOP Instance UID
3. The DICOM daa sourcesends a @MOVE response to th€ransfer AEindicating
the move has pending operations
The DICOM data source opens an association witfT taesfer AE
The DICOM data source issues é8CORE request for the requested instance or
for each instancm the series.
TheTransfer AEreceives the instance and issues&TORE response.
The DICOM data source closes the association.
The DICOM data source sends thaMOVE response indicating success.

ok

© N o
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9. TheTransfer AEcloses the associah with the DICOM dat source.
10. TheTransfer AEtransfers the data to an external client

4.2.2.3.3.2 Proposed Presentation Contexts
TheTransfer AEwill propose Presentation Contexts as shown in the following table.

Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uUiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
SOP Class 1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
Patient Root | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.11 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE
Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE

4.2.2.3.3.3 SOP Specific Conformance folC-MOVE SOP Class
The behavior offrransfer AEwhen encountering status codes in-&OVE responséf

summar i

APendi ngo,

zed in

t he

t he

t abl
guery t

e bel
o that

ow. I
COM dat a

DI

f t he

will not be included in the response, and if other data sources suceeadethwill be
informed that the results are incomplete.

C-MOVE Response Status Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Suboperations | 0000 The SCP has completed the move. The
Completei No download job hadling will proceed.
Failures

Refused | Out of A701 The Association is aborted by closing

Merge Healthcare
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Resource$ TCP/IP connectioland the operation is
Unable to marked as failed. Error information is
calculate logged.

number of

matches

Refused | Out of A702 The Association is aborted by closing
Resource$ TCP/IP connectiorand the operation is
Unable to marked as failed. Error information is
perform logged.
suboperations

Refused | Move A801 The Association is aborted by closing
Destination TCP/IP connectiomand the peration is
unknown marked as failed. Error information is

logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connectioand the operation is
Class marked as failed. Error information is

logged.

Warning | Suboperatims | BOOO The SCP has completed the move. The
Completei One results will be displayed to the user.
or more
Failures

Failed Unable to C0007 | The Association is aborted by closing
Process CFFF TCP/IP connectioand the operation is

marked as failed. Errénformation is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connectioand the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Suboperations | FFOO The SChhas provided a valid response
are continuing item. The item contained in the Identifier i

collected for later processing.

* * Any The Association is aborted by closing
other TCP/IP connectioand the operation is
status marked as failed. Error information is
code. logged.

The behavior offransfer AEduring communication failuresisummarized in the table below:

C-MOVE Communication Failure Behavior

Exception

Behavior

Timeout

The Association is aborted by closing TCP/IP connection
and the operation is marked asddil Error information is
logged.

Association aborted by

The operation is marked as failed. The reason is logged
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the SCP or network
layers

The table below provide description of th@&ransfer AEC-MOVE Request Identifier and
specifythe attributeshat areused Unexpected attributes returned in &OVE response are
ignored.

C-MOVE Request Identifier i Series Level
Module Name Tag VR |[M |R |Q |D

Attribute Name
General Study

Study Instance UID (0020,000D)| UI X | X
General Series
Series Instance UID (0020,000E)| UI X | X

C-MOVE Request Identifier 1 Image Level
Module Name Tag VR |[M |R |Q |D

Attribute Name
General Study

Study Instance UID (0020,000D)| UI X | X
General Series

Series Instance UID (0020,000E)| UI X | X
SOP Comrmon

SOP Instance UID (0008,0018)| Ul X | X

The above tables should be read as follows:

Module Name: | The name of the associated module for support&tiOVE
attributes.

Attribute Name:| Attributes supported to build aEOVE Request Identifier

Tag DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keys for @éMOVEqu er y . A ASo wil
TransferAE will supply an attribute value for Single Value
Matching.

R: Return keys. A n TranayAE will dupply this
attribute as Return Key with zero length for Universal Matching.
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4.2.2.4Association Acceptance Policy

4.2.2.4.1Activity T Download Radiology Study

4.2.2.4.1.1 Description and sequencing of Activities

TheTransfer AHistens for instances to be stored as a resuthdr operations performed by its
users When adownload jolrequires data to be moved to thensfer AEfor transfer to an
external destinatigrthe instances are stored to Tiransfer AE

TheTransfer AESCPdoes not support Extended Negotiatiod does not perform any
validation or coercion of attributes, although the data may be modified according to user input
before transfer to the external client.

Data sent to th&ransfer AEunsolicited (i.e. not as a result of eansfer AEC-MOVE operation
will be ignored and is not allowed.

Downloader AE Remote Data Source

1. Open Association (Store)

2. C-STORE Request (Instance Store)

3. C-STORE Response - Status SUCCESS

4. Close Association (Store)

I S Y Y Y

_——d > Ll __

Figure 19 - Sequencing of Activity i Receive Storage Request

The typical sequence between a DICOM data source ariddhsfer AEs as follows:
1. The DICOM datagurce opens a new association with Tnensfer AE
2. The DICOM data source sends ésCORE request.
3. TheTransfer AEstores the instance and sends8TORE response.
4. The DICOM data source closes the association witf thesfer AE

TheTransfer AESCP regcts association requests if Called AE title is not one of the local AE
titles configured in the system.

4.2.2.4.1.2 Accepted Presentation Contexts
TheTransfer AESCP will accept the following presentation contexts:
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Presentation Context Table
Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
SOP Class 1 Endian
Explicit Little 1.2.840.10008.1.2.
Endian 1
All Storage All except Implicit Little 1.2.840.10008.1.2 [ SCP | None
SOP Classes | 1.2.840.10008.1.| Endian
except 1, Explicit Little 1.2.840.1008.1.2.
Verification , 1.2.840.10008.5.| Endian 1
Ultrasound 1.4.1.1.3.1, and
Multi-frame 1.2.840.10008.5.
Image 1.41.1.3
Storageand
Ultrasound
Multi-frame
Image
Storage
(Retired)
Ultrasound 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Multi-frame 1.4.1.1.3 Endian
Image JPEG Baseline| 1.2.840.10008.1.2.
Storage (Process 1) 4.50
(Retired)
Ultrasound 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCP | None
Multi-frame 1.4.1.1.3.1 Endian
Image JPEG Baseline| 1.2.840.10008.1.2.
Storage (Process 1) 4.50

4.2.2.4.1.3 SOP Specific Conformance for SOP Class(es)

TheTransfer AEcan reporstatus codeas summarized in the Table below. WHeansfer AE
SCP fails to gire, it will close TCP/IP connection without sendinggCORE Response. Error
information is logged in this case,

Service Further Error Behavior

Status Meaning Code

Success | Success 0000 TheTransfer AEhas completed the
operation successfully.
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4.2.3 Pre-Cache Application Entity Specification

4.2.3.1SOP Classes

The application provideStandard Conformance to tf@lowing SOP Classes

SOP Class Name SOP Class UID SCU SCP
Verification SOP Class 1.2.840.10008.1.1 Yes Yes
Study Root Query/Retrieve
D formation Modali FIND 1.2.840.10008.5.1.4.1.2.2.1 Yes No
Study Root Query/Retrieve
ormation Model MOVE 1.2.840.10008.5.1.4.1.2.2.2 Yes No
Computed Radiography Image 1.2.840.10008.5.1.4.1.1.1 No Yes
Storage .2.840.10008.5.1.4.1.1.

Digital X-Ray Image Storagi For 12.840.1008.51.41.11.1 No Yes
Presentation e PR e e S e

Digital Mammography XRay Image | 1 5 840 10008.5.1.4.1.1.1.2 No Yes
Storage’ For Presentation o U e

Digital Intra-oral X-Ray Image 1.2.840.10008.5.1.4.1.13. No Yes
Storage’ For Presentation o U )

Ultrasound Multiframe Image

Storage 1.2.810.10008.5.1.4.1.1.3.1 No Yes
CT Image Storage 1.2.840.10008.5.1.4.1.1.2 No Yes
MR Image Storage 1.2.840.10008.5.1.4.1.1.4 No Yes
Nuclear Medicine Image Storage 1.2.840.10008.5.1.4.1.1.20 No Yes
Ultrasound Image Storage 1.2.840.10008.5.1.4.1.1.6.1 No Yes
Secondary Capture Image Storage | 1 5 849 10008.5.1.4.1.1.7 No Yes
Multi-frame True Color Secondary 1.2.840 10008.5.1.4.1 147 No Yes
Capture Image Storage - e

X-Ray Angiographic Image Storage | 1 5 840.10008.5.1.4.1.1.12.1 | No Yes
X-Ray Radiofluoroscopitmage 1.2.840.10008.5.1.4.1.1.12.2 No Yes
Storage .2.840.10008.5.1.4.1.1. .

Positron Emission Tomography 1.2.840.10008.5.1.4.1.1.128 No Yes
Image Storage T

VL Endoscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.1 | No Yes
VL Photographic Image Storage 1.2.840.10008.5.1.4.1.1.771. | No Yes
Ophthalmic Photography 8 Bit 1.2.840.10008.5.1.4.1.1.7511 | No Yes
Image Storage T

Grayscale Softcopy Presentation

State Storage SOP Class 1.2.840.10008.5.1.4.1.1.11.1 Yes Yes
Key Object Selection Document 1.2.840.10008.5.1.4.1.1.88.59 | No Yes
Storage .2.840.10008.5.1.4.1.1. .

RT Image Storage 1.2.840.10008.5.1.4.1.1.481.1 | No Yes
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Basic Voice Audio Waveform

1.2.840.10008.5.1.4.1.1.9.41 | No Yes
Storage

Raw Data Storage 1.2.840.10008.5.1.4.1.1.66 Yes Yes
Basic Text SR Storage 1.2.840.10008.5.1.4.1.1.88.11 | No Yes
Encapulated PDF Storage 1.2.84010008.5.1.4.1.1.108 No Yes

4.2.3.2Association Policies

4.2.3.2.1General
The DICOM standard application context name for DICOM 3.0 is always proposed:

Application Context Name 1.2.840.10008.3.1.1.1

4.2.3.2.2Number of Associations

ThePreCacheAE caninitiate and accept any number of associations simultaneously, with some
limitations.

ThePreCacheAE typically only have one association open at a timigher performing €
FIND, C-MOVE, or GSTORE with one of the configured Remote Data Sources

4.2.3.2.3Asyndronous Nature

ThePreCacheAE does not support asynchronous operations and will not perform asynchronous
window negotiation.

4.2.3.2.4implementation Identifying Information
The application uses the following implementation identifying information:

Implementation Class UID 2.16.124.113531.1.7.9.24

Implementation Version Name WebAccess v2

4.2.3.3Association Initiation Policy

This section describes the conditions under whichPtieeCacheAE SCUwill initiate an
association.

4.2.3.3.1Activity T Pre-Cache Study Instances

4.2.3.3.1.1 Description and Sequencing of Activities

When enabled, the R@ache servicperforms cachingt a configurable interval. At the
configured interval the Pr€ache AE attemptihie following with each of thRemoteData
Source configured for precaching. Firsanassociation with the remote DICOMEIND SCPis
attempted and the association is successfully negotiated, theGrehe AE issues aEIND
request at the Study level with a date range determined by the configured timeaingeed
to be precachedThe PreCache AE will then waithe C-FIND response, up to a configurable
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maximum.When the GFIND response is complete or the maximum is received, the list of
studies in the response is then used for pulling.

Merge AE Remote Data Source

1. Open Association

2. C-FIND Request (Study List Query)

3. C-FIND Response (Study Item) - Status PENDING

4. C-FIND Response - Status SUCCESS

5. Close Association

S N e Y e

A

6. Start pulling studies

e LYy _____

Figure 20 - Pre-Cache i Query for studies

The typical sequence of interactions between theJAdhe AE and a DICOM data
source as shown above is described as follows:

1.
2.

3.

The PreCache AE opens an association with the DICOM data source.

The PreCache AE sends aEIND reqiest to the DICOM data source containing
the study date range to be ma&ched.

The DICOM data source returns ond=0\ND response for each study that
matches the date rangeovidedin the request.

4. The DICOM data source returns the finaFOND response.
5.
6. ThePreCacheAE proceeds to moving studies in the results

The PreCacheAE closes the association with the DICOM data source.

For each of the studies in theRIND result the following is performed. The FEache AE
attempts to initiate a new Associatiaith the remote DICOM @MOVE SCP of theRemote
Data Source that was queridicthe association is successfully negotiated, the(QRrehe AE
issues a Study level-RIOVE request for instansavhere the Identifier contains the Study
Instance UID.

The PreCache AE expects that thel@OVE will result in a GSTORE of the instances. Thee
CacheAE waits for the final GMOVE response. When the finall@OVE response occurs, the
PreCacheAE will parse the instances andche the Study
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Merge AE Remote Data Source

1. Open Association

2. C-MOVE Request (Study Move)

3. C-MOVE Response - Status PENDING

4. Open Association (Store)

5. C-STORE Request (Instance Store)

6. C-STORE Response - Status SUCCESS

7. Close Association (Store)

8. C-MOVE Response - Status SUCCESS

9. Close Association

10. Cache the study

———————— e __ 1y Y ____Y_____ ]

___U_____lr__ll____ L i Y ik i I —

Figure 21 - Pre-Cache i Pull Studies

The typical sequence of interactions betweerPiteaCacheAE and a DICOM data
source as shown above is described as follows:

1. ThePreCacheAE opens an association with the DICOM data source.

2. ThePreCacheAE sendsa GMOVE request to the DICOM data source
containing the Study Instance UID asking for stiedyto be stored to thBre
CacheAE.

The DICOM data source sends aMOVE response to thereCacheAE
indicating the move has pending operations.

The DICOM datasource opens an association with Bre CacheAE.

The DICOM data source issuesSTORE requests for the requested instances.
ThePreCacheAE receives the instances and issueSTORE responses.

The DICOM data source closes the association.

The DICOM daa source sends theMOVE response indicating success.

. ThePreCacheAE closes the association with the DICOM data saurce

0. ThePreCacheAE proceedso finish caching the received study

w

PBOoo~NO O A
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The order of step 3 and 7 are highly dependent on the DICOM dateesand may
happen out of sequence, as allowed by DICOM.

There is also an alternate configuration in whieh Remotdata Source will push the studies
that are to be cached. In this configuration, the Remote Data Source's DIENDDVE SCP
initiates an Asociationwith the PreCache AE and performs a&TORE for each of the
instances to be cached.

When the Remote Data Source's DICOMMOVE SCP closes the Association, the-Bache
AE will parse the instances received and cache the Study.

Merge AE Remote Data Source

1. Open Association (Store)

2. C-STORE Request (Instance Store)

3. C-STORE Response - Status SUCCESS

4. Close Association (Store)

5. Cache the instance(s) in the study

e bl Y]

___Ki)[_________ﬁ__________'___________UF________K______

Figure 22 - Pre-Cache i Push Studies
The typical sequence of interactions between theJAhe AE and a DICOM data

source as shown above is described as follows:
1. The DICOM data source opens an association with th€€Recbe AE.
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The DICOMdata source issues&TORE requests for the requested instances.
The PreCache AE receives the instances and issu83 GRE responses.

The DICOM data source closes the association.

The PreCache AE proceeds to finish caching the received study.

abrwn

4.2.3.3.1.2 ProposedPresentation Contexts

ThePreCacheAE will propose Presentation Contexts as shown in the following table.
Presentation Context Table

Abstract Syntax Transfer Syntax Role | Ext.
Name uiD Name List UID List Negot.
Verification 1.2.840.10008.1.| Implicit Little 1.2.840.10008.1.2 | SCU | None
SOP Class 1 Endian
Explicit Little | 1.2.840.10008.1.2.
Endian 1
Patient Root | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1
Patient Root | 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.1.1 Endian

Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE

Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 [ SCU | None
Query/Retrieve| 1.4.1.2.2.1 Endian
Information Explicit Little | 1.2.840.10008.1.2.
Modeli FIND Endian 1

Study Root 1.2.840.10008.5.| Implicit Little 1.2.840.10008.1.2 | SCU | None
Query/Retrieve| 1.4.1.2.2.2 Endian

Information Explicit Little | 1.2.840.10008.1.2.
Modeli Endian 1
MOVE

4.2.3.3.1.3 SOP Specific Conformance foIC-FIND SOP Class

The behavior oPreCacheAE when encountering status codes in-BRIND response is

summarized in the table below. If the remote AE returns a status adharthi Success o or
APendingd, the query to that DICOM data sour
will not be included in the response, and if other data sources succeed, the user will be

informed that the results are incomplete.

C-FIND Response &tus Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Matching is 0000 The SCP has completed the matches. TH
complete results will be displayed to the user.
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Refused | Out of A700 The Association is aborted by clogin

Resources TCP/IP connection and the operation is
marked as failed. Error information is
logged.

Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connection and the operation is
Class marked as failed. Error information is

logged.

Failed Unable to C000i | The Association is aborted by closing
Process CFFF TCP/IP connection and the operation is

marked as failed. Error information is
logged.

Cancel Matching FEOO The Association is abortday closing
terminated due TCP/IP connection and the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Matches are FFOO0 The SCP has provided a valid response
continuing item. The item contained in the Identifier i

collected for later processing.

Perding Matches are FFO1 The SCP has provided a valid response
continuingi item. The item contained in the Identifier i
Warning that collected for later processing.
one or more
Optional Keys
were not
supported

* * Any The Association isborted by closing

other TCP/IP connection and the operation is
status marked as failed. Error information is
code. logged.

The behavior oPreCacheAE during communication failuresisummarized in the table below:

C-FIND Communication Failure Behavior

Exception

Behavior

Timeout

The Association is aborted by closing TCP/IP connection
and the operation is marked as failed. Error information
logged.

Association aborted by
the SCP or network

layers

The operation is marked as failed. The reason is logged

ThePreCacheAE conforms to the hierarchical query specifications of the Study Root

Query/Retrieve Information ModélFIND SOP Class. ThereCacheAE is also
capable of using a nemegotiated relational query which can be more efficient if it is
supported by th remote AE. The selection of theRIND behavior is configurable.
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The tabls below provide description of th®reCacheAE C-FIND Request Identifier and
specifythe attributes that aressed Unexpected attributes returned in-#&IBID response are

ignored.

Requested return attributes not supported by the SCP are set to have no valoeatdkorn

responses returned by the SCP due to unsupported optional matching keysowet by the
PreCacheAE. Duplicate entries will be removed based on the umigentifier at each level of

the data model, where the record that is first found during processing is used (i.e. the records are

not fAmergedo) .

Hierarchical Query

C-FIND Request Identifier i Hierarchical Query i Study Level

Module Name Tag VR |[M |R |Q |D
Attribute Name

Patient
Patient Name (0010,0010)| PN X
Patient ID (0010,0020)| LO X

General Study
Study Instance UID (0020,000D)| UI X
Study Date (0008,0020)| DA | X
Study Time (0008,0020)| TM | X
Study ID (0020,0010)| SH X
Accession Number (0008,0050) | SH X

Non-Negotiated RelationalQuery

C-FIND Request Identifier i Non-Negotiated Relational Query

Module Name Tag VR |[M |R |Q |D
Attribute Name

Patient
Patient Name (0010,0010)| PN X
Patient ID (0010,0020)| LO X

General Study
Study Instance UID (0020,000D)| UI X
Study Date (0008,0020)| DA | X
Study Time (0008,0020)| TM | X
Study ID (0020,0010)| SH X
Accession Number (0008,0050) | SH X

The above tables should be read as follows:

| Module Name: | The name of the associated module for supporteligD attributes.|
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Attribute Name:

Attributes supported to build aEIND Request Identifier

user.

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keysfor@ 1 ND q u e r y .ndicatAthdaP@0 W
CacheAE will supply an attribute value for Single Value Matchin

R: Return keys. A n Pr@CacheAl will supply n
this attribute as Return Key with zero length for Universal
Matching.

Q: Interactive Query Key. TéPre CacheAE will supply values for
matching based on user input.

D: Displayed keys. ThEreCacheAE will display the items to the

4.2.3.3.1.4 SOP Specific Conformance folC-MOVE SOP Class

The behavior of Pr€ache AE when encountering status codes ilMGD/E response is
summari zed in

APendi ngo,

t he

t he

tabl e bel ow. | f t he

guery to the DICOM dat a

will not be included in the response, the operation will &itj the user will be informed
about the failure.

C-MOVE Response Status Handling Behavior

Service Further Error Behavior

Status Meaning Code

Success | Suboperations | 0000 The SCP has completed the move. The
Completei No results will be displagd to the user.
Failures

Refused | Out of A701 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
calculate logged.
number of
matches

Refused | Out of A702 The Association is aborted by closing
Resource$ TCP/IP connectioand the operation is
Unable to marked as failed. Error information is
perfom logged.
sub-operations

Refused | Move A801 The Association is aborted by closing
Destination TCP/IP connectioand the opetéon is
unknown marked as failed. Error information is

logged.
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Failed Identifier does | A900 The Association is aborted by closing
not match SOP TCP/IP connectiomand the operation is
Class marked as failed. Error information is

logged.

Warning | Suboperations | BOOO The SCP has completed the move. The
Completei One results will be displayed to the user.
or more
Failures

Failed Unable to C000i | The Association is aborted by closing
Process CFFF TCP/IP connectiomand the operation is

marked as failed. Error iofmation is
logged.

Cancel Matching FEOO The Association is aborted by closing
terminated due TCP/IP connectioand the operation is
to Cancel marked as failed. Error information is
request logged.

Pending | Suboperations | FFOO The SCP haprovided a valid response
are continuing item. The item contained in the Identifier i

collected for later processing.

* * Any The Association is aborted by closing
other TCP/IP connectiomand the operation is
status marked as failed. Error information is
code. logged.

The behavior oPreCacheAE during communication failuresisummarized in the table below:

C-MOVE Communication Failure Behavior

Exception

Behavior

Timeout

The Association is aborted by closing TCP/IP connection
and the operation is marked as failedrror information is
logged.

layers

Association aborted by
the SCP or network

The operation is marked as failed. The reason is logged

The PreCache AE conforms to the hierarchical query specifications of the Study Root

Query/Retrieve Information Mieli MOVE SOP Class.

The tabls below provide a description of tire CacheAE C-MOVE Request Identifier and
specifythe attributes that aressed Unexpected attributes returned in-&MOVE response are

ignored.

Requested return attributes not suppdtby the SCP are set to have no valbaplicate entries
will be removed based on the unique identifier at each level of the data model, where the record

t hat

i s

first

found

during processing 1is

C-MOVE Request Identifier i iSeries Level
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Module Name Tag VR |[M |R |Q |D

Attribute Name
General Study
Study Instance UID (0020,000D)| UI X | X

The above tables should be read as follows:

Module Name: | The name of the associated module for support&tND attributes

Attribute Name:| Attributes supported to build aEIND Request Identifier

Tag: DICOM tag for this attribute

VR: DICOM VR for this attribute

M: Matching keysforé 1 ND quer y. A ASO0 v
Cache AE will supply an attribute valuer f8ingle Value Matching.

R: Return keys. A n ACache AEiwill supplyn
this attribute as Return Key with zero length for Universal
Matching.

Q: Interactive Query Key. The Rf@ache AE will supply values for

matching based on usaput.
Displayed keys. The Pi€ache AE will display the items to the
user.
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4.3 Network Interfaces

4.3.1 Physical Network Interface

Theapplicationsuppors a single network interfac®ne of thefollowing physical network
interfaces will be available depding on installed hardware options:

- Ethernet 100baseT

- Gigabit Ethernet

4.3.2 Additional Protocols

Theapplicationconforns to the System Management Profiles listed in the Table below. All
requested transactions for the listed profiles and actors are suppagpdrtSor optional
transactions are listed the following table:

Profile Name Actor Protocols Used Optional Security
Transactions Support
Basic DHCP Client DHCP N/A N/A
Network DNS Client DNS N/A N/A
Address
Management

The application also suppoigADO as a Web Client System. Please refer to WADO section
below for restrictions.

4.3.2.1DHCP

DHCP can be used to obtain TCP/IP network configuration information. The network parameters

obtainable via DHCP are shown in the Table below. The Default Value colutima t@ble
shows the default used if the DHCP server does not provide a value. Values for network
parameters set in the Service/Installation tool take precedence over values obtained from the
DHCP server. Support for DHCP is prenfigured on the systeri. DHCP is not in use, TCP/IP
network configuration information must be manually configured via the service interface.

DHCP Parameter Default Value
IP Address None
Host Name Requested machine name
List of NTP servers Empty list
List of DNS servers Empty list
Routers Empty list
Static Routes None
Domain name None
Subnet Mask Derived from IP Address (see service manual)
Broadcast address Derived from IP Address (see service manual)
Default Router None
Time Offset Site configurable (from Time Zone)
MTU Network Hardware Dependent
Auto-IP permission No permission

If the DHCP server refuses to renew a lease on the assigned IP address all active DICOM
Associations will be aborted.
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4.3.2.2DNS

DNS can be used for address resolution. If DHCP is not in use @HICP server does not

return any DNS server addresses, the identity of a DNS server can be configured in the system via
the service interface. If a DNS server is not in use, local mapping between hostname and IP
address can be manually configured viagberice interface.

4.3.2.3WADO

4.3.2.3.1WADO URI
WADO can be useih the application for instance retriexadting as Web Client System

These parameters are provided in the HTTP request.
HTTP GET Parameter Value
Accept *[*

These parameters are providedheobjectrequest.

WADO Parameter Value
requestType WADO
studyUlID (requested object's Study Instance UID)
seriesUID (requested object's Series Instance UID)
objectUID (requested object's SoP Instance UID)
contentType application/dicom

Additional parametersat are specific to any WADO implementation can also be provided as
part of base URL of the WADO enabled DICOM SemdfTP end point.

For DICOM image persistent object, the application doesn't provide "transferSyntax" parameter
to avoid forcing WADO enabkld DICOM Server to perform transcoding. However, not all

transfer syntaxes are supported by this application (please refer to 4.2 Actdped

Presentation Contexfsr the list of accepted transfer syntax for each SOP class). If this is a
problem, thevorkaround is to configure transferSyntax as part of base djffie WADO

enabled DICOM Server HTTP end point.

4.3.2.3.2WADO Web Service

The WADO WS can be used for both instance retrieval and instance rendeting as Web
Enabled DICOM Server

For RetrieveinagingDocumentSet requests, the followiagametersire supported:

Parameter Required Supported
StudyRequest Required Yes
> SeriesRequest Required Yes
>> DocumentRequest Required Yes
>>> RepositoryUniqueld Optional No
>>> DocumentUniqueld Required Yes
>>> HomeCommunityld Optional No
>>> FrameNumber Optional Yes
>>> Anonymize Optional No
>>> TransferSyntaxUIDList Optional Yes
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| >>>> TransferSyntaxUID |  Required | Yes |
For RetrieveRenderedimagingDocumentSet requests, the follpanagneterare supporte:
Parameter Required Supported

StudyRequest Required Yes

> SeriesRequest Required Yes

>> DocumentRequest Required Yes
>>> RepositoryUniqueld Optional No
>>> DocumentUniqueld Required Yes
>>> HomeCommunityld Optional No
>>> Annotation Optional Partial’
>>> Rows / Columns Optional Yes
>>> Region Optional Yes
>>> WindowCenter/ WindowWidth Optional Yes
>>> |mageQuality Optional Yes
>>> PresentationUID Optional No
>>> PresentationSeriesUID Optional No
>>> FrameNumber Optional Yes
>>> Anonymize Optional No
>>> ContentTypelList Required Yes
>>>> ContentType Required Yes
>>> CharsetList Optional No
>>>> Charset Required No

The following are the error codes that may be returned:

Error Code Error Message Error condition
urn:dicom:wado:XXX2 | Web Server does not The Anonymize parameter is provided
support anonymization
urn:dicom:wado:XXX4 | Document is not available The requested instance is not available
in the configured data source list
urn:dicom:wado:XXX6 | Web Server does not The requested content type is not
support the requested format | supported/invalid for the requested
document
urn:dicom:wado:XXX7 | The requested instance(s) The rendering of the requested
cannot be provided in the document fails
requested format
urn:dicom:wado:XXX7 | The requested instance(s) The data source transferred the
cannot be provided in the requested instance in a transfer syntax
requested transfer syntax which is not in the requested transfer
syntax list
urn:dicom:wado:XX11 | SOP Class not supported The SOP class of the requested image
is not supported for rendering
urn:dicom:wado:XX12 | Invalid Parameter value in 1. Arequired parameter is not
request provided
2. Annotation value is not empty and
contains a value that other than
Apatient"™ or Ateg
3. Frame Number is passed but is
less than or equal to zero for a
multi-frame image
4. Frame Number is not passed for a
multi-frame image
5. Rows value less than or equal to 0

ol patient and/or technique are provided, both will be rendered.
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6. Columns value is less than or equal

to0
7. Image Quality value is not between
1to 100
urn:dicom:wado:XX13 | Unsupported parameter in Frame number is provided for a
request RetrievelmagingDocumentSet request
urn:dicom:wado:XX14 | Processing Failure An exception occurs while processing

the request

urn:dicom:wado:XX18 | Out of range Frame Number | Frame number passed is more than
actual number of frames in the image

4.3.3 IPv4 and IPv6 Support
This product only supports IPv4 connections.
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4.4 Configuration
4.4.1 AE Title/Presentation Address Mapping
4.4.1.1Local AE Titles

TheViewer AES andTransfer AB bcal AE titlescan be configuredusiingh e appl i cati onds
Service ToolThe AE titles defaultsbased orthe name of the machine, converted to all upper

case characteess described in the following tabléhe local TCP/IP postdefault to 4444nd

4445

Application Entity Default AE Title Defaut TCP/IP Port

Viewer AE Machine hostnaméruncated | 4444
to 16 characters and
capitalized

Transfer AE Machine hostnamprefixed 4445
with TRF_, truncated to 16
characters andapitalized

4.4.1.2Remote AE Title/Presentation Address Mapping

The DICOM configur&ion used by th&iewer AEto communicate with remote DICOM data
sources can be configured using the applicationdt
address, and port numbers can be configured for each remote data source.

4.4.1.2.1Viewer AEand Transfer AE

For each remote DI COM data source, t he service e
Sourceo of type ADicomdo. Each remotFND&ntd COM dat a
C-MOVE SCP services and-STORE SCU services at a minimuim.XDS-I-only

corfigurations, it is possible to operate withouFGND SCP support, however the features are

greatly limited to XDS only operations.

TheViewer AEandTransfer AEwill only accept associations where tBalledAE matcheone
of the localAEs which areconfiguredfor theViewer AE

The service tool also allows the configuration of a separate AE title, host name or IP address, and
port to which presentation statasd attachmenisan be stored (in case theSTORE SCP is a
different AE).

4.4.2 Parameters

A numbe of parameters related to DICOM communicatiam beconfigured usigthe service
tool. Only the parameters directly related to the DICOM communication protocol are captured
here, however there are other parameters which can affect the behavior ofitatiapp

The following tableshows those configuration parameters relevant to DICOM communication

Parameter Configurable Default Value
(Yes/No)
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Query Type Yes Non-Negotiated
(Available options: 1) NoiiNegotiated Relationdl Relational
As described in previous sections, queriey fioe
made that do not include unique keys above the
query level and request attributes above the quel
level. This is can improve performance, but may
be supported by the remote DICOM data source,
Hierarchicali The default GFIND query method.
Support List of UID Matching Yes On
(Available options: 1) Oi List of UID matching is
supported by the remote DICOM data source as
DICOM PS3.4 C.2.2.2.2. 2) OifList of UID
matching is not supportodNOTE: This only
applies wien the Query Type is configured to be
Hierarchical. If the Query Type is configured to b
Non-Negotiated Relational, list of UID matching
will always be performed.

Support C-FIND Yes On
(Available options: 1) Oiii The remote DICOM
data source supports’IND as an SCP. 2) Off
The remote DICOM data source does not suppot
FIND as an SCP. Theiewer AEwill only make G
MOVE requests to transfer images. This can only
used in XD$Sl-only configurations where the
DICOM data source is a DICOM repository fan
XDS-I repository)

Support ModalitiesInStudy Yes On
(Available options: 1) Oit Modalities In Study
(0008,0061) is supported by the remote DICOM
data source in €IND responses. This makes the
AModal itieso column av
efficiently. 2) Off i Modalities In Study is not
supported. I f the fAMo
the study I|list, the i
Modal ityo is r)equired
Perform Series Level Query for Modality Yes Off
(Available options: 1) Oii TheViewer AEwill
make SERIES level €€IND requests to populate
the AModal itiesodo col un
cause slow performance, so it should be used wi|
care. 2) Offi TheViewer AEwill not make
SERIES level &IND requests to populate the
AModal itieso col umn. I
Modal itieslnStudyo opt
AoOffo, the AModalities
have values)of AUnknow
Instance Query Yes On
(Available options: 1) Oii The remote DICOM
data source supporitsstancelevel GFIND and C
MOVE as an SCP. 2) Off The remote DICOM
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data source does not suppofF(D and GMOVE
as an SCP therefore only sefiegel GFIND and
C-MOVE operations will be issued.

Allow Reusing of DICOM Associations Without Yes Off
Issuing A-RELEASE Command

(Available options: 1) Oii TheViewer AEwill
avoid closing associations after each operation.
can improve performance of subsequent operatic
to the same remote DICOM data source. 2)iOff
TheViewer AEwill close associaties after each
operation)

Maximum Number of DICOM Associations That Yes 5
Can Be Cached

(The number of idle DICOM associations that the
Viewer AEwill keep open.

Maximum Number of DICOM Associations That Yes 50
Can Be Open Concurrently

(The number o&ctive DICOM associations that th
Viewer AEwill allow before queuing requesys.
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5 Media Interchange
The applicatiordoesnot support Media Storage
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6 Support of Extended Character Sets

The applicatiorsupports the following chacter sets for series loading and saving
1. DICOM default character set (1S@ 6)
2.1SO_IR 100

For DICOM attachments the application only supports attributes encoded-IR160
The actual attachment itself is not affected by the DICOM encoding.

As a GFIND SCU the application sends messages usinglRBoand interprets
messages from the SCP as 8. This means that querying only supports ASCII
characters in both the query keys it send and the attributes it receives.

Characters are representsiUnicode values and depend on the correct fonts installed on
the client to display characters. Rendered text is dependant on the server in the same way.
Font usage is controlled by the client and server environments respectively and not
throughiConnectAccess
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7 Security

7.1 Security Profiles

The applicatiorprovides support for the following secure transport connection profiles:
1 The Basic TLS Secure Transport Connection Profile, and
I The AES TLS Secure Transport Connection Profile.

The support details arewered in section 7.2 Association Level Security.

Itisalsotheusedb s r e s p o n ghie Bystdmiwithyn a secured sneironmamd to maintain
a secured environmetitatincludes at a minimum:
- Firewall or router protections to ensure that onlyrappd external hosts have network
access to the system
- Firewall or router protections to ensure that the system only has network access to
approved external hosts and services
- Any communication with external hosts and services outside the locally secured
environment use appropriate secure network channels (e.g. such as a Virtual Private
Network (VPN))

7.2 Association Level Security

The service engineer can configure DICOM TLS support using the service tool to support the
Basic TLS and AES TLS Secure Transpoonh@ection Profiles.

If DICOM TLS is enabled in the service tool, they can configure one or more supported ciphers,
including RSA, TLSv1, SSLv2, SSLv3, AES, 3DES, DES, MD5, and SHA.

From within the service tool, the certificates, keys, and passwordecanfigured.

Further to the TLS option, the ETORE SCP shall accept associations only when the association
request contains a configured Called AE.

7.3 Application Level Security
None supported
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8 Annexes

8.1 10D Contents

The applicatiorcreates Greyscale Softquy Presentation State SOP instancesReng DataSOP
instances

8.1.1 Created SOPInstances

The following tables use a number of abbreviatic
Valueo column are:
VNAP Value Not Always Present (attribute sent zerathrif no value is present)
ANAP Attribute Not Always Present
ALWAYS Always Present
EMPTY Attribute is sent without a value
The abbreviations used in the fAiSourceodo col umn:
USER the attribute value source is from User input
AUTO the attribute valuesigenerated automatically
COPY the attribute value is copied from the loaded study
DICOM the attribute valuées defined by DICOM
CONFIG the attribute value source is a configurable parameter
8.1.1.1Greyscale Softcopy Presentation Stat8OP Instane Attributes
Attribute Tag VR Value Presence Source
Name of Value
Patient Module
Patient's Name| 0010,0010| PN | Copied from loaded VNAP COPY
study (if it exists).
PatientID 0010,0020| LO | Copied from loaded VNAP COPY
study (if it exists).
Patient'8Birth 0010,0030| DA | Copied from loaded VNAP COPY
Date study (if it exists).
Patient'sSex 0010,0040| CS | Copied from loaded VNAP COPY
study (if it exists).
Patient'sAge 0010,1010| AS | Copied from loaded VNAP COPY
study (if it exists).
Patient's 0010,1030| DS | Copied fromloaded VNAP COPY
Weight study (if it exists).
Patient Study Module
Additional 0010,21BO | LT | Copied from loaded VNAP COPY
Patient History study (if it exists).
General Study Module
Study Date 0008,0020| DA | Copied from loaded VNAP COPY
study (if it exists).
Study Time 0008,00® | TM | Copied from loaded VNAP COPY
study (if it exists).
Accession 0008,00D SH | Copied from loaded VNAP COPY
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Number study (if it exists).

Referring 0008,00® | PN | Copied from loaded VNAP COPY

Physician's study (if it exists).

Name

Study 0008,1030| LO | Copied from loaded VNAP COPY

Desciption study (if it exists).

Study Instance| 0020,000D| Ul | Copied from loaded VNAP COPY

uibD study (if it exists).

Study ID 0020,0010| SH | Copied from loaded VNAP COPY
study (if it exists).

General Series/PresentatiSeries Module

SeriesDate 0008,0021| DA | Generated by ALWAYS AUTO
application.

SeriesTime 0008,0031| TM | Generated by ALWAYS AUTO
application.

Modality 0008,000 PR ALWAYS AUTO

Seriesinstance | 0020,000E| Ul Generated by ALWAYS AUTO

uiD application.

Saies Number| 0020,0011| IS | Generated by ALWAYS AUTO
application.

General Equipment Module

Manufacturer 0008,00D | LO | Cedara ALWAYS AUTO

Institution 0008,008 | LO | Copied from loaded VNAP COPY

Name series (if it exists).

Presentation State Identification Mdd

Instance 0020,0013| IS | Generated by ALWAYS AUTO

Number application.

Content Label | 0070,0080| CS | GSPS ALWAYS AUTO

Content 0070,0081| LO | WebAccess GSPS | ALWAYS AUTO

Description

Presentation 0070,0082| DA | Generated by ALWAYS AUTO

Creation Date application.

Presentation 0070,0083| TM | Generated by ALWAYS AUTO

Creation Time application.

Content 0070,0084| PN | Name of logged in ALWAYS AUTO

Creator user creating the
GSPS.

Presentation State Relationship Module

Referenced 0008,1115| SQ | Onesequence item. | ALWAYS AUTO

Series

Sequence

> Referenced 0008,1140| SQ | One or more ALWAYS AUTO

Image sequence items.

Sequence

>> Referenced| 0008,1150| UI Copied from the ALWAYS COPY

SOP Class UID referenced image.

>> Referenced | 0008,1155| Ul | Copied from tle ALWAYS COPY

SOP Instance referenced image.

uiD

> Series 0020,000E| Ul | Copied from the ALWAYS COPY
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Instance UID | | referenced series. |
Displayed Area Module
Displayed Area| 0070,005A| SQ | One or more ALWAYS AUTO
Selection sequence items
Sequence depending on the

referenced images.
> Referenced | 0008,1140| SQ | One or more ANAP AUTO
Image sequence items only
Sequence if scope of displayed

area is not all images

in series.
>> Referenced | 0008,1150| Ul Copied from the ALWAYS COPY
SOP Class UID referenced image.
>> Referenced | 0008,1155| Ul | Copied from the ALWAYS COPY
SOP Insance referenced image.
uUiD
>Displayed 0070,0052| SL | Generated by ALWAYS AUTO
Area Top Left application.
Hand Corner
>Displayed 0070,0053| SL | Generated by ALWAYS AUTO
AreaBottom application.
RightHand
Corner
>Pre®ntation 0070,0100| CS | Generated by ALWAYS AUTO
Size Mode application.
>Presentation | 0070,0101| DS | Generated by ALWAYS AUTO
Pixel Spacing application.
>Presentation | 0070,0103| FL | Generated by ALWAYS AUTO
Pixel application.
Magpnification
Ratio
Graphic Annatition Module
Graphic 0070,0001| SQ | One or more ANAP AUTO
Annotation sequence items
Sequence depending on the

existence of graphic

annotations and the

referenced images.
> Referenced 0008,1140| SQ | One or more ANAP AUTO
Image sequence items only
Sequence if scope of gaphic

annotations is not all

images in series.
>> Referenced | 0008,1150| Ul | Copied from the ALWAYS COPY
SOP Class UID referenced image.
>> Referenced| 0008,1155| UI Copied from the ALWAYS COPY
SOP Instance referenced image.
uiD
> Graphic 0070,0002 | CS | Generated by ALWAYS AUTO
Layer application.

Merge Healthcare Pagel34of 140 Revision 1.0



iConnect AccessDICOM Conformance Statement

> Text Object | 0070,0008| SQ | One or more ANAP AUTO
Sequence sequence items
depending on the
existence of text
objects.
>> 0070,0006| ST | User entered textor | ALWAYS | USER/AUTO
Unformatted application generatec
Text Value text (e.9.
measurement).
>> Anchor 0070,0014| FL | User entered positior] ALWAYS | USER/AUTO
Point or application
generated position
(e.g. proximity to
measurement).
> Graphic 0070,0009| SQ | One or more ANAP AUTO
Object sequence items
Sequence depending on the
existence of graphic
objects.
>> Graphic 0070,0020| US | User drawn graphic. | ALWAYS USER
Dimensions
>> Number of | 0070,0021| US | User drawn graphic. | ALWAYS USER
Graphic Points
>> Graphic 0070,0022| FL | User drawn graphic. | ALWAYS USER
Data
>> Graphic 0070,0023| CS | User drawn graphic. | ALWAYS USER
Type
Spatial Transformation Module
Image 0070,0041| CS | User controlled. ALWAYS USER
Horizontal Flip
ImageRotation | 0070,0042| US | User controlled. ALWAYS USER
Graphic Layer Module
Graphic Layer | 0070,@60 | SQ | One or more ANAP AUTO
Sequence sequence items
depending on the
existence of graphic
annotations.
> Graphic 0070,0002| CS | Generated by ALWAYS AUTO
Layer application.
> Graphic 0070,0062| IS | Generated by ALWAYS AUTO
Layer Order application.
Modality LUT Module
Rescale 0028,1052| DS | Generated by ALWAYS AUTO
Intercept application.
RescaleSlope | 0028,1053| DS | Generated by ALWAYS AUTO
application.
Rescalelype 0028,1054| LO | Generated by ALWAYS AUTO
application.
Softcopy VOI LUT Module
Softcopy VOI | 0028,3110| SQ | One or more | ALWAYS | AUTO
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LUT Sequence sequence items
depending on the
window/level values
and referenced
images.
> Referenced | 0008,1140| SQ | One or more ANAP AUTO
Image sequence items only
Sequence if scope of
window/level is not
all images in
presentation state.
>> Referenced | 0008,1150| Ul Copied from the ALWAYS COPY
SOP Class UID referenced image.
>> Referenced | 0008,1155| Ul | Copied from the ALWAYS COPY
SOP Instance referenced image.
uiD
> Window 0028,1050| DS | User controlled. ALWAYS USER
Center
> Window 0028,1051| DS | User controlled. ALWAYS USER
Width
Softcopy Presentation LUT Module
Presentation 2050,0020( CS | IDENTITY or ALWAYS USER
LUT Shape INVERSE, user
controlled.
SOP Common Module
SOP Class UID| 0008,0016| UI | 1.2.840.10008.5.1.4.] ALWAYS DICOM
1.11.1
SOP Instance | 0008,0018| UI Dynamic ALWAYS AUTO
uiD
8.1.1.2Raw Data SOP InstanceAttributes
Attribute Tag VR Value Presence Source
Name of Value
Patient Module
Patient's Name| 0010,0010| PN | Copied from loaded VNAP COPY
study (if it exists).
PatientlD 0010,0020| LO | Copied from loaded VNAP COPY
study (if it exists).
Patient'sBirth 0010,0030| DA | Copied from loaded VNAP COPY
Date study (if it exists).
Patient'sSSex 0010,0040| CS | Copied from loaded VNAP COPY
study (if it exists).
General Study Module
Study Date 00080020 | DA | Copied from loaded VNAP COPY
study (if it exists).
StudyTime 0008,008 | TM | Copied from loaded VNAP COPY
study (if it exists).
Accession 0008,00D SH | Copied from loaded VNAP COPY
Number study (if it exists).
Merge Healthcare Pagel360f 140 Revision 1.0



iConnect AccessDICOM Conformance Statement

Referring 0008,00® | PN | Copied from loaded VNAP COPY
Physician's study (if it exists).
Name
Study Instance| 0020,000D| Ul | Copied from loaded VNAP COPY
uiD study (if it exists).
Study ID 0020,0010| SH | Copied from loaded VNAP COPY
study (if it exists).
General Series Module
SeriesDate 0008,002 | DA | Generated by ALWAYS AUTO
application.
SeriesTime 0008,0031| TM | Generated by ALWAYS AUTO
application.
Modality 0008,000 oT ALWAYS AUTO
Seriesinstance | 0020,000E| Ul Generated by ALWAYS AUTO
uiD application.
Series Number, 0020,0011| IS | Generated by ALWAYS AUTO
application.
Series 0008,103E| LO | Generated by ALWAYS AUTO
Description application. Prefixed
by
i @At t achme
and suffixed with the
file name.
General Equipment Module
Manufacturer 0008,00D | LO | Cedara ALWAYS AUTO
Institution 0008,008 | LO | Copied from loaded VNAP COPY
Name series (if it exists).
Acquisition Context Module
Acquisition 0040,0555| SQ | Zero sequence items ALWAYS AUTO
Context
Sequence
Raw Data Module
Instance 0020,0013| IS | Generated by ALWAYS AUTO
Number application.
Content Dée 0008,0023| DA | Generated by ALWAYS AUTO
application.
Content Time | 0008,0033| TM | Generated by ALWAYS AUTO
application.
Creator 0008,9123| Ul 2.16.124.113531.1.7) ALWAYS AUTO
Version UID 9.24
SOP Common Module
SOP Class UID| 0008,0016| Ul |1.2.840.10008.5.1.4 | ALWAYS DICOM
1111
SOP Instance | 0008,0018| UI Dynamic ALWAYS AUTO
uUiD
The file attachment itself is saved in the following attribute:
| Private Tag | 0049,1001| OB | User provided. | ALWAYS AUTO |
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8.1.2 Usage of Attributesfrom Recei ved

The applications desgned to visualize various imaging artifacts, including images,

| ODO6 s

presentation states, key objects, reports, and audio files. To this end, various attributes

from received IODs are being used as expected by DICOM. There is no special usage of

such attributethat should be noted.

8.1.3 Attribute Mapping

The tablebelow describgthe value mapings for each retrieval method:

Image 10D GSPSIOD Raw DatalOD
Patient's Name Patient's Name Patient's Name
Patient ID Patient ID Patient ID

Patient's Birth Date

Patients Birth Date

Patient's Birth Date

Patient's Sex

Patient's Sex

Patient's Sex

Patient's Age Patient's Age

Patient's Weight Patient's Weight

Additional Patient History | Additional Patient History

Study Date Study Date Study Date
Study Time Study Time Study Time

Accession Number

Accession Number

Accession Number

Referring Physician's Nam

Referring Physician's Nam

Referring Physician's Name

Study Description

Study Description

Study Instance UID

Study Instance UID

Study Instance UID

Study ID

StudyID

Study ID

8.1.4 Coerced/Modified Fields
The apficationwill perform normalization of PN fields for display by using the

following algorithm:

arwnE

In cases where the Patient Birth Date is nptdiper DA format, it may be changed to
v al

R160002280.

Split PN field component groups;
Pick ideographic group (second group) if it exists and hasengsty value;
Othemise pick phonetic group (third group) if it exists and has@&mpty value;
Otherwise pick singkbdyte group (first group);
Trunk or pad the selected group to have exactly 5 components separated.by caret

| f the date

i' S not a

d ’

framework, its value may be cleared. These changes are reflected in the display, and
propagated to generated data, but nottiginal data cannot be modified.

The download operation allows the user to modify basic patient and study information

and identifiers. The outgoing data will be modified according to these values provided by

the user. The original data in the data sewvdl not be modified.

8.2 Data Dictionary of Private Attributes

The application includes various private attributes in the Greyscale Softcopy Presentation State

and Raw Data IODs it produces. These are:

Merge Healthcare
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8.2.1 Greyscale Softcopy Presentation State Private Attributes

Attribute Name Tag VR VM
Private Creator (Cedara_Openeyes_1 1) 2001,00xx LO 1
Displayed Are&Zoom Interpolation Method 2001,xx3F CS 1
Graphic Annotation ID 2001,xx48 SS 1
Graphic Marker Type 2001, xx50 LO 1
Contour Fill Transparency 2001, xx54 FL 1
Graphic Line Color 2001,xx55 UL 1
Text Font 2001, xx6D LO 1
Greylevel Transformation Type 2001,xx77 CS 1
Generated VOGreylevel Transformation 2001,xx78 IS 1
Text Foreground Color 2001, xxA3 UL 1
Text Shadow Color 2001, xxA5 UL 1
Private Crator (Cedara_Openeyes 1 4) 2007,00xx LO 1
Graphic Visibility 2007, xx10 CS 1
Graphic Marker Visibility 2007, xx14 CS 1
Text Visibility 2007, xx30 CS |1
Graphic Shadow Style 2007, xx54 CS 1
Private Creator (cedara.orthopedic) 6509,00xx LO 1
Type 6509 xx00 ST 1
Role 6509, xx01 ST 1
Relation 6509,xx02 SQ 1
Group ID 6509, xx03 ST 1
Scale 6509, xx04 FD 1
Location 6509, xx05 FD 2
Rotation 6509, xx06 FD 1
Grouping SOP Instance Reference 6509, xx07 ST 1
Constrainer 6509,xx09 ST |01
GraphicPropeties 6509,xx15 LO 1-n
Private Creator (cedara.webaccess) 6509,00yy LO 1
Text Instance (self) 6509, yy01 ST 1
Text Instance (reference) 6509, yy02 ST 1
Private Creator (Merge.MeasurementLibrary) 650B, 00xx LO 1
Version 650B, xx00 ST 1
Instance ID 650B, xx01 Ul 1
Parent ID 650B, xx02 Ul 1
Object Type 650B, xx(B ST 1
Referenced Instances Sequence 650B, xx SQ 1
Referenced Instance ID 650B, xx® Ul 1
Graphic Annotation Constraint Sequence 650B, xx®B SQ |1
Point Style Sequence 650B, xxO/ SQ |1
Point Style Type 650B, xxB ST 1
Point Size 650B, xx® FL 1
Point Fill Mode 650B, xxA ST 1
Point Style Color 650B, xx®B Us 1
Entity Role 6508, x0C ST 1
Text Translation 6508, x>0D FL 2
Merge Healthcare Pagel39o0f 140 Revision 1.0
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8.2.2 Raw Data Private Attributes

Attribute Name Tag VR VM
Private Creair 0049,00xx LO 1
(CEDARA WRAPPER v1.0)
Attachment File Contents 0049xx01 OB 1
Attachment File Padding 0049,xx03 DS 1

8.3 Coded terminology and Templates

No coded terminology is defined or used. Within the display of Basic Text SR reports, any Code
Meaning will be displayed if it is included in the IOD. No local lexicon is provided to look up
alternative code meanings.

No template extensions or private templates are defined.

8.4 Grayscale Image Consistency
The applicatiordoesnot support the Grayscale Stand Display Function.

8.5 Standard Extended/Specialized/Private SOP Classes

Theapplicationdoesnot claim conformance to any Extended, Specialized or Private SOP
Classes.

8.6 Private Transfer Syntaxes
Theapplicationdoesnot employ any Private Transfer Syntaxes.
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