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@ Data Center & Network PoP <> Region ® NetworkPoP O Federal Data Center
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TC P/\\_XOD P| nCl Ping test (milliseconds)

US to UK US to JP UK to US UK to JP JP to US JP to UK
IBM Cloud 73.9 136.7 739 210.9 136.7 210.8
AWS 77.8 154.7 71.9 2147 147.5 214.3

SCP (: ct 5 iﬁﬁ File and directory transfer (seconds)

25MB file

US to UK US to JP UK to US UK to JP JP to US JP to UK
I1BM Cloud 215 4.1 25 6.2 4.1 6.1
AWS 5.8 1.4 6.1 16.7 1.3 17.4
500MB file

US to UK US to JP UK to US UK to JP JP to US JP to UK
IBM Cloud 247 46.2 245 70.7 46.2 70.9
AWS 104.0 208.6 143.3 286.4 199.5 281.4
100MB directory

US to UK US to JP UK to US UK to JP JP to US JP to UK
IBM Cloud 99.5 183.6 98.9 280.1 183.2 281.7
AWS 106.2 2141 1121 292.8 188.6 293

@ Faster big data analytics and better responsiveness with IBM Cloud (2017)
https://www.ibm.com/downloads/cas/OMNOKGWJ
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61 61 33 13 2 98 85 107 109 233 207 200 239 192 160 124

34 28 54 44 13 27 18
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29 24 25 28 48 48 40 19 22 || 43 | 52 11 19 94 104 B89 108 96 212 174 201 194 193 126 136
20 21 15 9 33 25 30 38 41 40 36 31 31 109 122 108 129 112 245 182 178 214 167 133 143
34 25 15 22 34 39 43 44 46 27 28 36 42 116 125 114 132 118 220 174 183 205 171 126 154
28 | 25 9 22 36 30 25 45 45 46 43 37 38 114 125 117 141 121 255 190 188 220 176 141 139
54 53 32 34 33 48 60 69 69 25 8 65 64 142 158 145 165 141 218 155 149 186 137 109 187
44 45 25 39 30 53 54 63 66 65 56 56 56 134 145 131 153 137 264 203 198 234 186 151 168
13 41 30 43 24 &0 54 39 32 73 65 46 25 104 111 97 119 120 247 215 210 242 194 176 111
27 19 38 44 45 67 63 39 9 60 64 9 16 81 86 76 95 81 210 217 214 250 201 140 123
158 21 41 46 49 69 65 32 e 63 73 15 6 73 83 67 93 73 209 195 221 225 212 143 114
73 43 40 27 46 25 65 70 60 61 18 52 S5 136 140 129 147 134 191 131 174 155 162 82 171
61 45 36 26 43 =] 56 70 64 66 18 56 59 137 144 133 159 138 209 142 158 166 146 97 178
31 0 31 20 37 51 56 44 el 15 52 S6 22 88 92 82 103 89 217 209 205 240 192 133 127
13 17 32 39 38 73 56 26 15 7 S5 59 22 80 87 73 100 94 217 215 209 246 197 136 116
94 94 109 111 114 144 134 105 80 71 134 137 90 80 6 8 21 15 147 204 262 163 254 258 182
98 103 123 125 125 154 145 111 86 83 140 145 92 87 & 13 10 10 138 193 254 186 281 223 193
85 88 108 114 117 145 131 97 76 67 129 133 82 73 =] 13 28 8 126 199 242 159 263 211 183
MIL 111 119 130 137 141 160 154 124 95 93 147 157 102 100 26 10 28 17 147 214 280 184 262 251 205
PAR 108 94 113 118 120 141 137 120 81 73 134 138 88 92 17 10 8 17 151 182 235 151 246 230 186
233 224 245 226 254 218 264 245 220 201 193 209 219 216 144 146 136 167 140 66 116 33 127 105 311
HK 224 170 182 174 190 155 202 212 217 193 131 144 208 215 206 195 199 221 182 &6 114 34 114 47 328
200 200 178 183 187 149 198 210 213 220 174 158 205 209 264 270 242 274 235 116 115 84 13 125 321
206 214 201 220 184 234 246 250 246 155 166 240 246 160 186 162 184 151 33 34 85 S 76 359
193 167 171 175 137 186 194 200 210 162 146 192 197 268 279 259 262 246 127 114 12 96 113 309
124 129 126 139 109 151 173 140 143 82 98 133 136 253 223 211 254 228 105 50 125 79 113 276
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A e o= Text Speech  Analyzer
Load = Bare-Metal Spectrum
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i N . HYTrust Cloud Foundry Cloud Kubernetes Container  1BM Cloud Private
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IPSec VPN Zerto OpenScale Language  Engine
Public Classifier
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P\;‘[‘:’f‘e I Direct Link VLAN Subnets NS Cevp
— S /1ps ject Storage  Key Protect

Mobile Foundatiol
Mobile Analytics

Exuberance
Accrete. AT Rumor

Push Notifications
Accrete.Al Rational

Cloud Virtual Servers
Mass Storage Servers
IBM Cloud Private

Service Type ‘O AL

1BM Service Watson Studio

Third Party Service Watson Assistant
Watson Discovery

Sfitiia Compare Comply

Watson Language Translator
Watson Nat. Language

New Service (2018)

Service Refresh (2018) Classifier
(Plan Add)
[’ Web & Mobile

ns Accrete.Al Topic Deltas
Twilio Programmable SMS
Twilio Programmable Video
Twilio Programmable Voice
Phunware Mobile Marketing

Hound Automation

50
¢ Databases
Cloudant Informix on Cloud
IBM Cloud DBs Lift
Db2 Hosted Mass Data Migration
Db2 on Cloud Geo Web Services
Blockchain Influx Cloud
Db2 Warehouse
[ Compute
HPC from Rescale Container Registry

Kubernetes Service
Cloud Foundry Enterprise
Cloud Functions

Watson Personality Insights
Voice Agent with Watson

Garage and Watson Expert
Services

Watson Speech to Text
Watson Text to Speech
Watson Nat. Language

Phuneware Location Based
Services

Telstra API
Mapbox Maps

Understanding

Watson IoT Platform
Watson Machine Learning
Al OpenScale

Watson Knowledge Catalog
Power Al

DevOps

Continuous Delivery
Continuous Release
Globalization Pipeline
Cloud CLI

Availability Monitoring
Cloud Developer Console for
Apple

o

“#:Integration

API Connect
App Connect
Aspera on Cloud
Event Streams
(Messaging Hub)
MQ on Cloud

WAS on Cloud

Auto Scaling

VMware Cloud Solutions
SAP-Certified Infrastructure

Compose for Rabbit MQ
Direct Link

Secure Gateway

Rocket Mainframe Data
Splice Pre-Cat Insurance
Notifications

17

& Network
Internet Services
Virtual Router Appliance
DNS
CIs

IBM Cloud Tl&, a3 ¥a—%&H, 7— X X=X %ZF s, Al(Watson, DeepLearning) . Blockchain, IoT.DevOps, 7}V T+ 7 A,
Mobilei##, VMwareZx EZIKICES Y —E A RMIEEN TV E T,

@ https://mycatalog.mybluemix.net/generated/cheatsheet.pdf

(E Security

Activity Tracker

App ID

Network Security

SSL Certificates.

Security Advisor
Certificate Manager
Hardware Security Module

Cloud Automation Manager
Cloud Event Management
Workload Scheduler
DevOps Insights

Log Analysis

Monitoring

£ Web & App

SizeUp Small Business
Intelligence
HazardHub
Morningstar

RelSci

Difitek

Alloy

CON

Load Balancing
Direct Link
Network Security

Hyper Protect Services
Identity Access Mgmt.
Contrast Security
FusionAuth

Twilio Authy

Twilio Verify

18M Cloud Monitoring with
Sysdig

Log Analysis with LogDNA
Pager Duty

Mendix Platform Services

Strands Business Financial
Management

Risk Engine

Health Score

Totum Risk

Hydrogen

Dwolla

£ Storage
Block Storage
File Storage
Object Storage
EVault
Box

385 Analytics
Analytics Engine
Apache Spark
Decision Optimization
Db2 Warehouse on Cloud
SQL Query

Master Data Mgmt. (MDM)
on Cloud

94VMware

Secure Virtualization
Veeam on IBM Cloud
VMware Horizon on IBM
Cloud

Skytap on IBM Cloud
VMware vSphere
F5 on IBM Cloud

ElephantSQL
CloudAMQP
Envestnet | Yodlee

Powerlytics Consumer
Income API

Powerlytics Investable Asset
Wealth API

(O IoT
IoT Platform
Weather Data APIs
AT&T Flow Designer
AT&T 10T Data Plans

Information Server on Cloud
Streaming Analytics
Account Score

Fortigate on IBM Cloud
Spectrum Protect Plus on
1BM Cloud

Zerto on 1BM Cloud
VMware vCenter

VMware Cloud Foundation

Powerlytics Behavior/
Propensity API

FundingShield-Wire Account
Verfication Service (WAVS)

TrueRisk Labs-Equity
Predictions Using Advnaced AT

Payeezy

Bosch I0T Rollouts
Car Diagnostics API
Precision Location
UnificationEngine
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IBM Cloud 13737V w7« 05 RNV ZB—=Thy T ITGADRT AR TA 2y Ti55H77IRTY,
F—RYF 2T OBUESMALE AR TE RV ST =V ADBUEN S A T —2A N T o0,
VMware#E°SAPHEDFREM DA ETZ WV o Tekf L 72 = — RIS U 1o D DR B3 W 221 £ 9,

A m 0

xX86 N7 42V VMware/AIX/ (RAEH— 15— Kubernetes / Cloud Serverless
IBMi/zLinux o=t OpenShift Foundry S »
BADINTA—IVRE gy FORIREE AT i BIRAE— hORE(L
Fa&&:ym—w LIFTIC &8 \y_f(/@%m K 7%53“:740) ;gaaijjg it =
>
NTF—I VA& F—2EUT1 REAE—F
arvka—-iv

IBM Cloud DD & DTH B Y —/3—(%, CPU, A€V, OS, WiDisk, GPU, v h T —7R—12E%
FERICHER S B T LA ATRE TS, VMwareZx E DNA 7 S— AP =2 R4 2 L TEET,

@ https://cloud.ibm.com/docs/bare-metal

W WY — 1\~

&5l (58) Bare Metal Server

#HE-585 58 VLT FUH)

INAIN—=INAH— Gl

cPua” 1CPU (/4 37) EFTIVHAS, 8CPU (&K 192 37) T Intel CPU 35 & U Power Architecture
CPUHA(—ERERRDCCHIAARHR]) Haswell(v3), Broadwell(v4), Skylake(v5), Kaby Lake(v6), Cascade Lake, OpenPOWER

XE 8 ~ 8192GB

XY hT—=UR—b 100Mbps, 100Mbps x2, 1Gbps, 1Gbps x2, 10Gbps, 10Gbps x2 (x2 D#BE. Redundant/Dual HEIRATEE)
B—7)LDisk RBA36 FSA47 (1 H—N\—dbf)

SATA: 1TB ~ 10TB. SAS: 600GB. SSD:800GB ~ 3.8TB (XEEREDHBA. FBHMEMENT R 1 TH S5EIR)

CentOS. CloudLinux, Debian GNU/Linux. FreeBSD. Ubuntu Linux. Microsoft Windows Server. Citrix
BIRTEDEEOS XenServer, Red Hat Enterprise Linux, VMware ESXi. QuontaStor, Ubuntu Linux on Power8, OS &L
( BSRIERE D5 E1d Red Hat Enterprise Linux 4 Hypervisor . —&B80 0S A FIBEARA )

REes17 B /BN E /3 E
F7O/8% 15 3~ 4 B
®E 0S DEBEERISBERDFEES,

B mOBEERICIE. BEERERER. 2 BRUMICHBRLET,

BERER @IS L TG OS Fid, FRBRSRE COFAIE TEE A,

Intel Optane XE') (3D XPoint ZfE>fc@mi®+ v v /1), GPU, TRILEIR. TRIENW A—FELIBETELT,
AEY, Disk DiENM - HIRHEERR— VD SBRIETEEXT,

B2 TOBE, 1—/N\—&HUB 20TB( 7 AU A, AF4. 3—0Ow/\) & LI STB(Zh A Dl ) D
TIOMN\TY FERBRONMIEENE S, (FIBEEY)

B#e21 70BE. MADMERKIEZOADKYDRMITECBERIVHEITRYET,

DB(MS SQL. MySQL. MongoDB. Riak) Z#4 73> TIEECEE T,
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@ https://cloud.ibm.com/docs/bare-metal?topic=bare-metal-about-bm

IBM Cloud OWEIEEAH—S—"Ci3, IRFHEAITORAN S, VER/SEM O BRI E T RA LRI HBENHDE T,

o REREREE DN T R 2L —) 83—
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TIOAJDVLANZIRE S 2 I3 TEEE A,
Red Hat Enterprise Linux**Hypervisors, —#D0SZHH T2 ENTE XL A,
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VS & 3T DS e R L £ 9
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FRARICEENZDIE, CPU, RAM, 7«4 A7 FZ A7, RAIDTY,

BHOIHNNZEFICT 2 TN TE, B3RS, HERGONT A2V — =L IR U TaX bz kT 5 2 EHAEETY,

A VARV ADIRAETIETEXRE A,
RN T ORI DF v )VE TE LR A
TR 79 2 & JBH O HBEHBBONT A )V — =& L THEMNHIEENE T,

© hEY—/N\—TEHLGPUDFIAD AT EE

Deep Learning** VDI DEfiE L TALFIHEN TV SBNVIDIA GPUZFIH T BTN TEET,
IBM Cloud T, ZNHDCPUE 1Y —/S\—HTz b K2H— RIS L TSRV 2721 £ 9,
Y=/ 3= &> TR T E BCPUDHEHICEV DB D E T

¥CPUZEEH LIzt —/N—IZidIntel Optane SSDZ&IBHIT 5T &IE CEEH A,
MIFRIRRBONT AL —N—TEF T3 LIETEEE A,

@ https://www.ibm.com/cloud/bare-metal-servers/gpu

GPU #&51 ‘ V100 ‘ P100 ‘ M60 ‘ K80
TE®R GPGPU (Deep Learning | ooy & 145 v GPGPU #7214 VDI GPGPU
HPC % &)
GPU: 1 x Volta GV100 GPU: 1 x Pascal GP100 GPU: 2 x Maxwell GM204 | GPU: 2 x Kepler GK210
——— AE1 =16 GB HBM2 AE1— 16 GB HBM2 XE1) 2% 8GB GDDRS SXE1 :2x12 GB GDDRS
CUDA 2177:5120 CUDA 217 : 3584 CUDA 217 : 2% 2048 CUDA 17 : 2 x 2496
AT 1) — g : 900 GB/s AT —H1EIE : 720 GB/s AT FEENE : 2 x 160GB/s AT 1) IS : 2 x 240GB/s

Single processor Dual processor Quad processor SAP certified VMware certified }
CPU Model Cores Speed RAM Storage Features
Intel Xeon 4110 16 Cores 2.10 GHz 96 GB 1 Drive
Intel Xeon 4110 16 Cores 2.10 GHz Up to 1536 GB Up to 4 Drives

Intel Xeon 4110

Intel Xeon 4210 (Cascade Lake)

OO0OO0O0O0

Intel Xeon 4210 (Cascade Lake)

16 Cores 2.10 GHz

20 Cores 2.20 GHz

20 Cores 2.20 GHz

Upto 1536 GB Up to 12 Drives

Up to 1536 GB Up to 4 Drives

Upto 1536 GB Up to 12 Drives

GPUZFIHTEB Y —/N—Iid

R—2%)U L TIGPUIDR A B

DE3

GPU
UEFI Boot

GPU, UEFI Boot
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@ Intel Optane DFBETERIV—Tv &R @ https://cloud.ibm.com/docs/bare-metal?topic=bare-metal-ordering-ssd

WDWDNT A2 LY —3—T3Intel Optane SSDZFIHTZIENTEET,

Intel Optanel. 3D XPointZ i L7zid fi2E i T i A )V—"7» b KL A 7> 2 —, J 0 QoSE Al 2 72SSDTT
FIFHTE2DIE.DC P4800X)—ADI75GBL750GBD2FERHT Y,

FELOREED RIS DN TR, FRLa A Web Y1 M THERESTEE W,
https://www.intel.co.jp/content/www/jp/ja/products/docs/memory-storage/solid-state-drives/data-center-ssds/optane-
ssd-dc-p4800x-p4801x-brief.html

v Add-ons

Hardware

PCIe Component 1 PCIe Component 2

Intel Optane 375GB (NVMe PCle) [$261 w + Intel Optane 375GB (NVMe PCle) [$261.00]

Intel Optane 750GB (NVMe PCle) [$507.00]

POWERS @*u F @ https://www.ibm.com/cloud/bare-metal-servers/power

+ IBM Cloud TPOWERS (Habanero) hHif4: 24 7L L TR TEE T,
+ 0Sid. Ubuntu T3 L, AIXRIBM iZ iS5 L3 TEF A,

» RHEL, SuSE {308V a—R7Z{fi> THANCEA T BT EMNTEET,

s T OAWEE D K307

 FIFATEEDC: X5 A

« ERRETRMER DL R D48 —>

Profile Cores Storage
POWERS8 C812L-S 8 1 Drive

POWERS8 C812L-M 10 2 Drives

POWERS C812L-L 10 2 Drives

POWER8 C812L-SSD 10 2 Drives

)
!‘fj OpenPowerEiEI&SLA (ffll: 2B AR PERS C 2B LU ST H L THHCE). 72 & D) RN T,
BRER

O NTAZIY—N\—DIEHRESE

HERBONT ALY — ) N—IZRAM 7 12y Y — 7 EOREKZS HA FTRET I,

HERRZZ DRI R E) DR 2R E L E T,

A=)V 7y T2 Y D TG LE T M, CPUIL DWW TR Y 7y MEIRDIFAl— DL DICIRD A H AHETT,

B CORIERIZ T FEREDB IRV, Y AT L2k UTOEIREBERRICTHERRL TORIE B N HD T,

Modify RAM
System details y
Select an option
0s VMware VSphere 6.5.0u2
O 96 GB RAM [$429.00 per month] (Currently installed)
Security Device SuperMicro AOM-TPM-9671H @ 128 GB RAM [$508.00 th]
.00 per mon
Remote Mgmt Card Aspeed AST2500 - Onboard O 192 GB RAM [$612.00 per month]
RAM 6x16GB Hynix 16GB DDR4 2Rx8 Modify O 384 GB RAM [$927.39 per month]
Processor 2.1GHz Intel Xeon-Skylake (4110-SILV... Modify O 768 GB RAM [$1,477.93 per month]
Processor 2.1GHz Intel Xeon-Skylake (4110-SILV... Modify O 1.5 TB RAM [$2,421.70 per month]
Power Supply SuperMicro PWS-1K02A-1R
Power Supply SuperMicro PWS-1K02A-1R Modify window @
Network Card SuperMicro AOC-2UR66-14XTF-P
Choose a date Choose a time (UTC-05:00)
Motherboard SuperMicro X11DPU+_R1.10 View details
Firmware 2.1b10-16-2018 ] 09/02/2019 Mon 1:00 AM - Mon 4:00 AM v
Drive Controller LSI9361-8i View details Modify
Firmware 4.680.00-8301
Battery LSI Battery Backup Device N~ = ~ E=y N = =e - 3 b N
TAYTF Y ARG EE 1 HOR D B3 E > TWI KB EDRHOE T,
uperMicro BPN-SAS3-826EL1-N4
N 577 a3 —. =3
ON=FY 27 ZHRHE S AT LRI ZEEEVET,)




3-2. kA8 —/\—

® RIEY—N\—E

IBM Cloud DOARAEY—/3—1&, XenServerkilii THER I N AR —/N\—T7,
VCPUR AT, NEDisk/x L MBI U TEE I E YA A2 LU THIMT 5N TEET,

/A

<N

-

X86 N7 X2V VMware/AIX/ Kubernetes / Cloud Serverless
IBMi/zLinux S OpenShift Foundry
RADINT+—I VA& —=s FORIFSE 5L = _ BRAE— DR
Sarnarnon LTI 8ol Y=L d e ?’-aasj;':ig ﬁ -
INTH—I VA& R—2EUF« BRRAE—F

avea—ib

IBM Cloud T3 Virtual (i) Y —S—E R TE LI I — =721 Tl 75K, ThSD B RHEDY) Y — A2 O L DOE B i T
HIHTEZOMNRYTY, (2T — 2L Z2—DVY—AEL VL DDOMEH CTHIFITEET)

@ https://cloud.ibm.com/docs/vsi

>

Public
Multi-tenant

Dedicated
Single-tenant

Transient
Multi-tenant
Ephemeral

Reserved
Multi-tenant
Term commitment

Y
] o*

o FURIFILH EIF EHRERDATRERR
RIVFTFF hOREY—/(—

* HHH UHHER NIz Profile
DHFHSER

* Suspend Billing 1>
Placement Group Z#) A8

s TIRIEILE L IF EHRIRDATHEIR
YV IWTF Y hOREY —
N—

s MIENICERSINICRA LT
BwE

* VCPU. RAM ZZiREzDAHH
SEHICHERATRE

c EEYY-RZE—FNICFIAT
EBVILFT TV hOREBY—
=

- BEEREOIUNELT—o0— R
TIFFARE

» KiIg/FEIS A& < SRRV
&Y

AR —N—DVUY — R, FidDA T a>OhhsHmIGEIRUTHEL T 2N TEET,
INAIS—=)8A = XenServerZZF| L THD, BEMKIIEHOLENHDE A,

A7 3> | Public

Dedicated

Transient

* 1 BB ULL & 3 FHTORH
LD AR ILFTF 2 D
BT —/\—

s LWHFPERFHLEUY—R
DFCE) = {REE

c BEOREREANELERL.
X MEIRDETRE

Reserved

JEYT | BRI/A

5/ A

B

5/ A

CPU/XEY | Profileh53EiR

(GPUICEHTIS)

Core: 1 - 56 vCPU
RAM: 1 -242 GB

ERDEAENE ZEIRETEE

Profile/n 5:&4R
(Local, GPU(3EIRATT)

Profilen 53R
(Local, GPUI(Z&ERAH])

J\A)X\—=)\1H— | XenServer

v ko=
S

10Mbps, 100Mbps, 1Gbps

A==

SAN: 25 GB - 8.1 TB (Windows OSMD#3&1(£100 GB - 8.1 TB) &
Local: 100 GB - 900 GB (O 7 AL LICERTEDRX ML —COBEEFRRDET . )

—HEE(C(ESANZIETE. /T A —< > BSOS (FLocal ZIETE.
CentOS. Debian GNU/Linux. Red Hat Enterprise Linux. Microsoft Windows Server, Ubuntu Linux

BRTEZEE0S

FTJO+B% | 5- 159

5% | OSHEEEIERIPBEHFNIFEET .

BFRTRS (TS L TLVRWVO0S - 77 RAE (. BERSBRE TONMAETEERA.

CPU. XEU. Diskdi&hl - BIREEER— LI SEIETEET,

BT —/)\— (&, A— R~ —)LHEEEICHIELTWVET,

BesI17DHREa. 1Y—/)\—=blZDA250GBD T M RERN TS ENET. #ABEZEIN)
BR&I1T0BE. YADMEETOADEDDERICIEUIZESIDRECRDET,

DB(MS SQL. MySQL. MongoDB. Riak)&AT7> 3> THEETEET,
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@® Public Virtual Server @ nttps://cloud.ibm.com/docs/vsi?topic=virtual-servers-about-public-virtual-servers
SIVFTF Y ROIEY—N—TT, 5B Y R AE 7279 Profile M HEE N TIH O, HUEICJEFID T RET T,
P—N—%TuC VY LI a7 HR AT — D HMNA[RET Y,
Public Virtual Server Ci& Nt 5% DFamily» SProfilez 3R L E 7,

Family 5. BIRIOERR

o NIOA=IRERT—)VEREDINS > RBL, —fRIVIR NS T+« v ODWebt —)\—POR/IRL IRT —HIR—R([CBELTWLET,
Balanced « SANZ hL—hFIFEAEJEE T,
s BR—BRENTVBETDOS, T—HIR—=R, 7 RAZHFBAEETT,

- O-HRR N —SEHBTBTET, ANUBADBISAI—12E, BIOPS - HEIENRSHSNSBT—I0— RICELTNET.
- HDDESSDDATS 32 hB0. F—HEI—Ic k> THRTEZATS I VHRROET.

Balanced Local Storage | 552 1- 1 S CRIRTE 3R R — SOBABTENZALUET,
. BRCRENTVBETDOS. F—FR—R. T RASHFIFEETT.

« CPUERINEWVND—oO—R, JO> b - T R\ FUE%TSBRISELTLETD,
Compute + SANZ RL—hFIFEEIEE T,
s BR—BEENTVBETDOS, T—HIR—R, 7 RAZHFIBAEETT,

s ASAEBYDTFUTA DRARERERF v - ARUNEEERDARISCEL TLET,
Memory + SANX hL—H'FIFE]EET Y.
« BAR—BhENTVBLTDOS, T—HIR—X, 7RAHFIEEEETY .

« NVIDIA Tesla P100/V100 GPUZFIA UzAIS KUDeep Learning/2EDT—I0— RISELTWLET,
+ AC1, AC2, ACL1, ACL2DATBREDA TS I WFEL. T—FEII—ICE>THRATERIATSIa>HERDET,
« GPU&EULT. AC1&ACLITIEP100. AC2EACL2TIEVI00AFIFRIEET T

GPU e« ARL—2&ULT. ACIEAC2TIFSANR hL—=, AC1ACL1EACL2TIZO—AJILA ML —(SSD)AFIBAIEET T,
« HVM boot modeZHR— kU TWB0STOHFIATIEETY .
s H—)\—&TOES3 > U TEGPUDEAZEE S ST ENAIRET I,
- RHDIEHR(FDocsECHER < T2\, (https://cloud.ibm.com/docs/vsi?topic=virtual-servers-gpu#gpu)

® Dedicated Virtual Server @ https://cloud.ibm.com/docs/vsi?topic=virtual-servers-dedicated-virtual-servers

U INTF Y NTHHTE A — = DA T 7T,

Dedicated Virtual ServerlZid FReD 2R HDA S TENHDE T,

1. MDedicated Host | Z1E 32 L, 11X LTz R A b EDOVY— 2% F| il L Dedicated Instance BRI 3 %,
2. TAuto Assign] Z3ER U, R A Mz &t 9 Dedicated Instance D72 BT %,

EB5DAT L a  ZERT 2k TR TE 2B HRED S RITEVDHOET,
ML A=A —RAICEbRETGERTHERNTLED,

#i#E Dedicated Host k(TR Dedicated Instance®#ER(Auto Assign)

S2ONTFR O O
7IA4ZT4—)L—IL O
FPFFIAZT14—IL=IL O
UY—-XEER O
REXR  Dedicated HostdDd Dedicated Instance®d»
ey — /-1 —->3> O
BEDRE O

o 7T 4 =T 4—)b—=)b: RS —N\—ERFEDRAS L TORBEMTEEENIV—IVEIER T BTENTEET,

o TUFT T4 =T 4 — )= )b RO — N =D B R ANMCE D> TIIEENE XNV —IV R TSN TEET,

o )Y — 2 B Dedicated HostdDV Y — A (CPU, RAM, B—71)VARL—) DA EEZZRLET,

o Y —N—D AT L — g EHLU T ADedicated Host ] CIAY— /=BT ALEDOFR A LICEELUET ZENTEXT,

o WEROMREE: Dedicated Hosth LB E N TWAPODDOAREN FIRIGELIGETE T TICH—R— LIt R ANDERRINEA VAR AR
HOMTHENTEET,



@ Transient Virtual Server

@ https://cloud.ibm.com/docs/vsi?topic=virtual-servers-about-vs-transient

DUR7Z 2 B & JEARTBEREE (B ZIEBAFE - T AR\ F I ENF T3 2 BEIDLET,
o EE)Y— 2 —BFINCIE T 5 2L TIFFIIRI RN THIATESRIVFTF 2 bR —/N—T7,
* EIEDPublic Virtual ServerlHLT75 %4 7 DAk TR TEE T,
(FTHENT Y R K ST TIVEA LIS DAL ET % D Tl /a < EET75% OFFCY,)
o TRV RZ—HNTHHAEN TR Y =KL TT I aA EN510, CNEDOVY —ADMBD B EREIC K> T
RRENTIR B GEAEEEDRA IV T THRy IV ENDAJBEEDHOET,

« 2019 E6 HHIE. $RNTHOTF— 2L Z—THHWHETT,

« [Balanced ] Compute | 'Memory | 77 IV —AVF| I TE F 9, [GPUJBalanced Local Storage JI&FIH TE EH /o
s CPUAEV R DL HEAEIHOEE Ao )Y — AL HENREIT R B BICIEFIEXE BV ET,

Instance details

Name virtualserver01-transient.J8M.cloud £
0] 86990726

Location Tokyo 2

Created 8/8/2019, 3:05:56 PM

Reloaded N/A

Size 1VCPU|1GB Resize

Image CentOS 7.x - Minimal Install (64 bit)

@ Reserved Virtual Server

N & _ D

Transient

Unavailable
Unavailable :

Hourly

Service Setup

@ https://cloud.ibm.com/docs/vsi?topic=virtual-servers-about-reserved-virtual-servers

TS LIS TORMBEH DOCHDIT RIS | Z & TR RIREAL )V F 77 b O —/ =T,

oing ame Virusservr capachy

NAWest NASouth £, NAEsst 4 South America

{ Reserved CapacityZiEX

— N, ZHREMPEEMDHET CenTEEFRA.

o ZWHEIR. Tt A—. TOT7 I EERUET.
o « EXUEFY) ST — (SRR T S TERAER CE

Reserved instance
Quantity Biling Hostname @ Domain @

Hourly - virtualserver01 18M.cloud

Reserved InstanceZi¥3

. ﬁafé\b&)‘&iuf:l{esewed Capacity®Hh 5707 7 1)L %ZiEIR
LETF.

« BRULEZOSOT 1 XU, Ry RD—07Z8BIL. (2RI R%ET

JouLEY.
s ARIDR(EVDOTEF v ILEIRETT .

BB T — 5 7E S UzReserved Capacity MadFEn, AR RSN E S,

15 H O EHAIC T BT EMTE BT DPublic Virtual Server& (LN TIAMEHET &M TEET,
[Balanced [ ComputeJMemory] 77 XU —»FIH T E X9, [GPUJBalanced Local Storage ] i3 F|FH-AH],
Reserved Instanceld {27y 77 L—R X2 7L —Rg32LiETEEE A,

Reserved Instanceld, Reserved Capacity OZIWIRIAE 19 2 Ll KR THREDHAE N E T,

https://cloud.ibm.com/docs/vsi?topic=virtual-servers-fags-reserved-capacity-and-instances&locale=en
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3-3. K<HIAE

. Suspend B||||ng @ nttps://cloud.ibm.com/docs/vsi?topic=virtual-servers-requirements

CORBENT R— b EN TV BAY —N—DE 2 Y5 LV Ea— Y —ADFERDVEEIAZIELE T,
Y — N — DA MIEZ T B LM TE S —/ =D SRR Te L FICHT U Y 3§ 0 ED BV ET,
#ERZ 12 1EEE 1213 IBM Cloud R —24)L, CLIAPIO ENz W T EIRZ A4 71T 2 0B HD F T,

Suspend Billing#AE7Z2FIH 3 211, FRlDEMN 2R Tlilc g I —/N\—Z2A =X —F 20 ENHDE T,
@ IRFA: DPublic Virtual Server

@ SANARL—Y

® [Balanced]lCompute|[Memory 773V —

Instance details

Name satokota-vsi.IBM.cloud £~ Notes N/A 2.

D 83603261 Type Public

Location Tokyo 2 [Suspended billing Enabled on Power Off ]
Created 2019/6/27 14:59:43 Boot mode Unavailable

Reloaded N/A Billing Hourly

Size 2VCPU | 4 GB Resize Transactions Cloud Instance Port Control
Image Ubuntu Linux 18.04 LTS Bionic Beaver Minimal Insta...

TTCILT T BAENTVS Y —/3—hSuspend BillingZZ ¥ R—F LT 2EMEINE, TrlDFIETHERR T 2L TEET,
LR=2)UcaZ AL A=a—75Resource List | ZFHRLET,

2.[Devices | DZE IS R LI WNMART — =D |27V v FLE T,

3.Mnstance Details | Suspend Billing | il 2 8L T2 E W,

. Placement Group @ nttps://cloud.ibm.com/docs/vsi?topic=virtual-servers-placement-groups

COKREZFIA T2 T REY — N\ —DEEINE R AT 52 W TEET,

P —C 2RO M\ EDTZDICHAR R TR —N\—E W E T T a1 T 555758 B2 —N—DT NV —TEZNTh
IR PP — N—ICRE L= WSS 2 W E 26N E T,

[RICZ 0 — g U TR — N — ] LA R DR A NS LU TGRS NE T,

1 DD N =TI RKSEE TR VB ER T 5N TEET,

T —TOEICHIBRIZHDEE Ao

COMRRIIIBRICRIH T 5N TEE T,

[Public Virtual Server |& [ Transient Virtual Server | COHF|ATZENTEET,

e Placement-Group-1 e,

C m » = = n

« {RA8H —/\—%Placement GrouplEIMNT 2T ENTERDIET ALY I Z 2V TRDIH T,
« Placement Grouph'54% —/\—DERE R T 2 EH—N—BEEF+ VLT EBEHHIET,
s « Placement GroupZ HIBR 951l Z DPlacement GrouplCEI HToONFE Y —N\—Z 2 THF v IV TIRELHIE T,

w - BHEO > R8> REAER L T=Placement Groupl BT BT EId TEE A, ]

Handle with care
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® ES{EThVSI  A—JDFIA

IBM Cloud Cl&. HAMWVERT 21558 T 5L LIz0SA A—V 2R A TIREY —\—Z2 T 70 A4 2L MARET T,
OSA A=V FFBIABDVHD T 74 )V 72 FIH 9 % h, Image TemplateZz TV ZR—kUCHIHLE T,

O0SA A=V cloud-init M EREEN EYNAERL SN TV B REDHDE T,

IBM Cloud CHR—=FENTNWB0STOAZDMEREZFIHT 5N TEET,

HEEPRICIEKey Protect® LLI&Hyper Protect Crypto ServicesZFIHILE T,

ESEIEHTLAER T B8 BHFOF—ZRBIAT BYOK) T EFRETT,

A A=Y Ol BALICiZvhd-utily — VAR § 2 0B HDE T,

IBM Cloud Object Storage»5Image Templatell >/ R—1 9 BFRITIZIAMTY —E XIDZ T 240 EAHDE T,
FFBIAATZOSA A—INE A A=V TV TL—he L TA VY R— LAY —N\—L LTT T UA T 5N TEET,

OIESHROER QOSAA—TDAR Of A—TDIES{E @I A—OFYyITO—R ORI VADA—H—

F5IAHD
VHDZI 7 1)L B
(0;[ IBM Cloud Image Template(C

Key Protect »;‘ _ ““'object Storage A= b

‘ VSIELT
I A==

Image Templatez ! i «
THR= i y \ J .

m | o

b

@ https://cloud.ibm.com/docs/infrastructure/image-templates?topic=image-templates-using-end-to-end-
e2e-encryption-to-provision-an-encrypted-instance&locale=en

. 7.|-'_ I“'Z#'_’l/ (AUtO Scale) @ https://cloud.ibm.com/docs/vsi?topic=virtual-servers-about-auto-scale

Y —/N—DCPUEH P2y b T — 7 HARIICIS U U — S — Bz B 24— - A7 — )UBKBET 9
B SR D ST RHE DRI CF-H /AR H /S35 s N/ SR VR ) 2R E I 2 I TE X,

DY —AREEFRULCHEINIC T meYa =27
- CPURHH IR DB IS RIS DWW e R — 1) 5 72 38 E T hE
+Auto Scale TREEREI NIV YV — AUIKEHED ) YV — Z L [E CHERE CHEITE

FIFZDRE LT DR o —« B —ITRS AT HE
YRR ARIHFITEDN T WD TEAuto Scale” )V — T DfEA AT HE

G I—=T N H— IR T — 7 — )L R 5T, Auto Scalet—E AND T R TOEHERFIFH#E D
ayvra—)Lalke

EHIR—Z)VETZIZAPID S, Auto Scale 27 )V—7"« RS —« ") H—7 & HIATBE

~Fry hEiG s F vy B TYR— N2 R AT RE

© MY —N\N— RFEH—N\—THRTERZDOMODMKEE

IPMIO> Y —)b (Y —/\—) KVMOV—)b (RE8H—/\—)
« VPNZHE LT, 7P —R( TN A cE 5519 BJava 7 7Ly b
« 75 RICH B —N\—DEHR—MEH TR TE5
~FIIFICIE, Private VLANICEERE L T B 5 S KVMPEREDY T & % L—H —HEFR S 0 2

lﬁj AV =TI AENEENS EEIEEIERITT,
il EG BN TEATEERRBLTHEEELLS,

HESRMER

@ https://cloud.ibm.com/docs/vsi?topic=virtual-servers-fags-servers-general-#kvm-

1R
+ Business Continuance Insurance
S — NN TA—H =R RER G A TV a,
*DDoS/RE D 1y NI =D 7R UTe B D W FIE N E R T T SNV RIFEAELUTZRRIC T b Y REKE O SN
FHELET o G —N—=07 7 > b > O NG EIE SR
« AR DOY —N—H DA T3> T,




© MY —N\N— RFEH—N\—THRTERZDOMOKEHE

Taeyas s FSray

osyo—F
ALREDRAIV T TATRDOSA A=Y HEAT 278D+ T a2V TT,
- HRCHIATRET Y
« O—RL7eA A=V DEROSDY G Z DOSOM R FEELE T,
* WA A=V 1T TR A TR LIZOSA A—D 2 fi>7:0SV 0 — R TE T,

@ https://cloud.ibm.com/docs/infrastructure/software?topic=software-reloading-the-os&locale=ja

JaEya=g - 2907k
< AR —N—ROY Y — N —D T T Y a Z UV RIC, HEIF TSN B A7V T N OIREN ATEET T,
- FIFHICIE httpY—/N— (A7) T2 0—RENB 2 A https TBIATE S —/N\—(RTUT R H
KITEND) FICAZV T M eRE U TBIBERHDET,

@ https://cloud.ibm.com/docs/vsi?topic=virtual-servers-provisioning-scripts

w 0SUB—RIFHEEN T+ R (15t Disk) DI RN TDT —2HEETNET,
#2nd Disk LIED T —213. 05U A— FICK > THER TICE I EMS TEDATRET T,

-
3

Handle with care

3-4. VMware o

® VMware on IBM Cloud &1
IBM Cloud |- CRffFVMware 7—27 10— R7ZEIEHT2EMNTEL Y —E XDMRFFTT,
BHEDY Y — ZZTEIN LD, 759 RDAYw M55 2 T L ARETT,
IBM Cloud O 5 MSRAE Y 72 AL, 150 L EOY—C AL Ml T 2L A TEEY,

A2TL=XR 5 IBM Cloud

VMware on IBM Cloud IDSIORRAT4TH—EX

iz Ok = oo
4 o = -t & o
il bl Ml B Bl M 5] | compute Storage Network Security Date
L'C-' Management
VMware P o
Hm 8 =2 @ v
vCenter Nl | Management 107 Blockchain Mobile Analytics
vSphere i 2
= = ,
dx © 1 e
. . IBM Cloud Infrastructure Developer Al Integration Migration
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O N7 A2V DIREHE{E: VMware IBiE%Lift 95

NTAZVING IS Z AT L DVMware Bilie 25809 % L /57T FADBITTEXT,
ATV TREENTOB IR ORBATICINA, BIfEOVMware ATV OTEHEATHET,

= A>JL=X

FITUr—3>

b —mwnosy K

FITUr—>3>

5 1BM Cloud

FITUr—>3>

5E: FEHEREEF
. ;{—g;gg/ﬁm BEBEDIHEEEAHE
Ry TPy RPAINEERTBET
o ST ZOFEFIFTRE
. |
= 3] (l\ =
- H—)\—EE /e e =[— o - H—)\—EH/ER
& 'Z(};:iy(‘y%/ e WET DK (CEEHUE o - }—}é 1,;7(33; s
3;37512.“ ® MEDOS - {RIBLELE - T3 THE
| (RFPAIN) (1>735) (RPAZN) |
IBMO 5D RTHNISHBEDEREREY —)LZFIHTIEE

® VMware on IBM Cloud D4 &

DY — )L s Mz T O XIEH L. 757 B ETOVMware | H Ofififid 2 &Rk

p
c ISIRECATLZEZR
EZL2(ICEL VMware IR

cAZTUEZRETISIRT
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O FHEDEMERHFIRTELT

AR Z 2 FHNGEIRTE N S ARE X TEIIS CTEY MR AEIRTRET 9,
VMware Tt AUHEEY T A7) T 23> BYOL THIFHWRETT,

I TH—ERDF T 3>

BEyOoeya=>5

VSS VCS
VMware vSphere on IBM Cloud VMware vCenter Server on IBM Cloud
IV TH—ERTD BEEEHNZ k759 7 1« BRI EE7% VMware 84 7 a >
Rt - R SV EHTOEY A=Y o BEBROBIFICIE U Il Y15 A IR TR
o MEEIC &I C & 2/ MR BB D 5
[ VRealize ] Iy a Y ST ALK E T
o SAPEFRE A
NFS /iSCSI VSAN NFS /iSCSI VSAN IBMIc & 35 ELBAEE (VCS)
o HEGHEME 7V v IS0 kD
AN > TO TR ORI i
[ e J NSX o N R T SO R RIS
[ W(CaTTE } AT i 2 % VMware Certified f5%
ESXi VMware f £ > 25320 KT HE
o TA YV ADEBIAI,
N7 AZIV(1E~) N7 AZIV(1E~) FFAERSTERARE

© BIfFDIEKEBEE 4% % T-9 Hosted Private Cloud

BERDEHTEBLAV—DEL VIV RTHOENSIRKIROAHEZ RS 2 ENHHETT,
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______________________

VMware .-

on IBM Cloud b4t VMware Cloud BERICLZRBEDERATEN A

o BEROFHICEDET

] 1

| :

1 1

o - I - AT VAR P A=V TEXT,
- { 77Y ] { 77 } o PERAOMESE LN OIS &

: %[*ué { &Z I*OS } : gﬂg { 7‘.‘1 I~os } iﬂ“éﬂqﬁﬁi‘%%IBM ClOUdJ:T%bM’ET% ij_o
E HERELD | BERERD BEEMEIRIC & 250

| {RAENWIEEE ‘ | {RAANWIEE o BERIHWE X USW (vCenterZ 55)

! g ! N FTRCOFIERR A L E T,

! ‘ VMware SDDC ‘ di VMware SDDC 3 « 2078, vSphere HA, DRS, vMotion .

: BEXZYY g EHERAYY - ETOBHEES E CE D ICHETAETY,
v . o - » o« BUECRIAROY— KS—7 1 i

- I | B SEOAMERECT.

| ! b

\ i

______________________



® 757 F#%17%38HIcZE T S Hybrid Cloud Extension (HCX)

AT VIAMB Iy NI =DM AT VY R 757 RICiD TS DN ER T 5 ERER DR EE T,
- vSphere 5.0 D FFICHIE L, VMware /3—5> 07w 75 L—Rx L TVMware-to-VMware D4 TAATHETT,
< STV INWZETTRE LT A M OY F 2 7 R L24E M Ry b —%7 WANRG#E L S N7 a Rt L&,
BRI ER R/ NRICHDZ BRI Y AL LDTATIAT L—ay OB THSRERRILLE T,

VCS with HCX VCS with HCX 2848
o HCX LIHf o VMware

Tengo sALRT

RMIL=23> HCX S0 0 AUSHRAT]
""""""""""""""
o 2R L—I3vSAN
I oo@on et ( A‘éf,’/‘,'i\'nt) FIRIEA D L—
o 72 BRI HE
UF UL —23>%FIBUR « NSX @ Adv/Ent
AL —>3>&DR NSX (Adv/Ent) ITF g Y
i, vCenter e HCX 51+t AL,
< Public, Privatef&#id > ‘[Pj IBM Cloud CISU‘/7’7/’(‘7 ]~/3737jb D
= RT7 X321V (18~) * 1HCX ALY AT
&@j <(»\) ( j ‘ 34 AT
JATUSER  wamme O ';éggj(‘;*i <152%a |§P| [ Hoxomaiis apamoazy b b baER R,
o | AFRE TS0 1D A ORANRET BRI,

O N—bFF—=VY)a—2avETV ANy T TR
« FHE F7213IMIABM Integrated Managed Infrastructure) 1< &2 3& i AR AT HET I,

« IBM Cloud 2>V —)LhBVMware 78— F—V ) 2—>g3 0 BTV Ay T CHELE T,
 MEERVN—D g DB L, VMware & AT LOLEREZ HELET,

B e\ BEHIEICLZER ?ﬂ\) —J FH#—EZ fromIMI ( ‘ _ XZ—Y FY—EZ forVeeam, Zerto )
= I ) - EREERIC & BB - D 5O, EEY LR (i) BMLYUIYI & BTNRE—T YR

E SRR TF+a1VU5Fr

VEEAM Veeam Backup & Replication IBM Spectrum Protect Plus
A L BN —aReEE @ H4 FETRETY V% . E KMIE B N o F5 ?IG-IP VE\ .
m Ny o7y 7 EBRE ) AN Z iR KERRPOBTAE LI r—va> -BESROSA T Y)VER SINT R Rz EE L
n . L TGS EF ) T A RR
| Zex to Zerto Virtual Replication & vRealize
A -1 FTRIER S V& -1 NTRIR Y v Secure Virtualizati
2 SEHEOBERACL T U~ 3> e e sy CUTRUST e e o | L.
A @D IUTISATRBFORBEER
5
N FINetApp NetApp ONTAP Select 7= FortiGate Appliance @ Caveonix RiskForesight

- EEN ORI A ERET ARELENLA N —TVIS R - Ry b=V ER%E - RO, FRL

BERET IS4 TV ATRE DI D TSy b7 +—Ls

Single-node Trial

1 (= | VMware HCX (Hybrid Cloud Extension) ‘ for Migrati -
( _ gration and App Modernization
» \ S FAVTLIRDS Ry MUV EERL, BB U0 FERT @c for Data Protection and Disaster Recovery
In «:
R VMware vSphere VMware vCenter Server
\r -
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® Veeam on IBM Cloud

VMware vSphere &Microsoft Hyper-V BREED Y R — FEEHZFMEL, 757 REEECO R HITEORBIZ R LE T,
+ Veeam on IBM Cloud 1 DT\ 77y e LTV — 53> O8O /515 TT— 2 REMTAE T,
s PAMEERRICRHE L e =P 2V FLADHHIAMC KD AT LND5 8 2 e MRICLE T,
+ ESXi 4.1 DRSS U AR BREE D BIBIC 508 CRINERERYATRE T,
+ Veeam Y—/3—ITINA T2\ 77y THIHBA L — 2 il A OIREE TSN T,

Veeam HY—/{—

VMware

VMware
Hyper-V

AR

1RA8 / ¥3IBED
EBS5THOK
(Windows)

AR

B Ny o7vT IBM Cloud
1+1=3 2NU—=Y Object Storage
v9.5 updated
PR TYR—b Prvate

IBM+Veeam
BetterTogether

Hybrid Public

@ IBM Spectrum Protect Plus

A~ > VSRR E N T — 243> 7 R Spectrum Protect Plus (& i HUCRE - BT E X T,
AT TIAT Y ATEEEN, T—Y 2> R LA TVMware, Hyper-V DA > 228w 77w T LE T,
< RIS N DT T BEREHERR - ERROBREIC KD T — 2R 2 HIE L E T
< NI T TIRIR AN L =D ROMRE AR S VR T 7 VD sk e Ry > 2 R— R T EFILE T,
+ Oracle DB, MS SQL Server ¥ 5KR—hk U, T—HN—=ZMW57 AT LLN)VDY AN T HA[HETT

+ 73—32/10.1.3 LUK T, IBM Cloud Object Storage ~\D4 71— Rz 9 R—FLE T,
http://www-0 1.ibm.com/common/ssi/ShowDoc.wss?docURL=/common/ssi/rep_ca/9/897/ENUS219-029/index.html&lang=en&request_locale=en
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® Zerto on IBM Cloud

NIV G T FGANR— R NAT VY RDOEIFTIRICL Y B—T T4 X LNV DOSEEGIHE F MR 2 2L E T,
- VMware ESXi 4.0 Updatel D CTHNIE, 52 \—2a VB TL TV —aV WNA[RETT,
- 1A 530HMOZ T iz HD T & T I AL CE DRI ICE G CEMNATHETT,
© 7T RADSKEER R THIBICZerto on IBM Cloud Z /i T 7 )V TIMELE T,

RS > (CIFAEA > X =L UK
A DA —IVFENTI DG LI

E Production
Site

I)I

WAN

A2SA2T
R (CEfEE
MNFY(CERE

~—— VERRETAE
=g=d

RPO = ##

FHREIEPERE S LD R R
E#E, XOv hU>T, USUT>S—

BC/DR
& Site

5 1BM Cloud

0D DD

VM-Level Replication M

=o="1=n|

—

S HHR, HWZBFIATEE

NOZF Y TS Ty ke Nod )ik  TUS—FA SOMa @RS 3T Ehahe

o=

Ry =~
KEEIRSFUA
IBM IBM IBM
— Cloud Cloud Cloud
==L
L]
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ISURNDRATU—vaY 59 K- JO)(5—H5 IBM Cloud ~

ZVM : Zerto Virtual Manager
WindowsN¥ <> (CA > X h—)LENDzertoDEEY T ~

VRA : Virtual Replication Appliance
ZVMDNST T OA SNBLinuxDARIET T S5+ 7> X

RRER

Wandie with ca

KP| [ wemmentn s corriozmis zetocomass "D 53 b 7o L ABEE. 5 EOBEBHHBIET,
https://www.zerto.com/myzerto/knowledge-base/zerto-reporting-for-enterprise-environments-call-home/

@ NetApp ONTAP Select on IBM Cloud

BEEMIFONTAP ARL—0S Zli>T. 75U R L CEEEN DR IHGANL—I 05 AR ZAF S 5T E W HRET T,
- PR, K551k, SnapMirror 7 & D#EREZ li> T AR L— ORERINIEH Dk HET T
- FIME I ZHFEREL L A UM 2, IBM Cloud OO T—2 ¥ > 2—CHFAEETT,
s EE(L XN N— R 2 7 EEEDSH B 3 K= Moo Tl R R L L E 9,

VAT LERETE
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. KMlP for VMware on IBM CIoud @ https://cloud.ibm.com/docs/services/vmwaresolutions/archiref/kmip?topic=vmware-solutions-kmip-design&locale=en

IBM Key Protect 7z1&IBM Cloud Hyper Protect Crypto Services % {# ] L7z EHY—E AT,
VMware OIS{L TRER T — R 3—7 ¢ DF—E Y —/ — (Key Management Server (KMS)) JICTEHTE X,

_____________________________________________________________ ISTYINW
EGER: BEEOD 1aas FHI N
*VMware vSAN Encryption & T Cortnoate VM Encrypti : )
ryption Certificate VSAN Encryption
VMware vSphere VM Encryption |Z3F 5 — —

)—=T3 eI AR IV RRA VR
D2 DARIN. SR AMERIREE
« Key Protect BEFDTSAR— K~ NW
RIVFTFVH IBM Cloud &I NW

*IBM Cloud 754 X—bh2v b T7—0%
FERLTEFa7EERD e

“FIPS 140-2 Level 2 % vy
« Hyper Protect Crypto Service 18M Cloud Hyper Protect "B gl K MIP for VMware

“VMware [CEBEENRER Y —E R ﬁ ﬁ
L F 2T BHITSLT
Crypto Services
IV IITFUR

https://www.vmware.com/resources/compatibility/pdf/vi_kms_guide.pdf
: L F 8 i C 0O
DEEORER/ \v o T N ERRAAE VSAN virtual datastore
*FIPS 140-2 Level 4 237

il Key Protect
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LinuxONE HSM
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® F5on IBM Cloud

F5 BIG-IP Virtual Edition Zfli>7z, 75 RBAT /A TV REREIME 225 7 ICHBIVRET T,
* F5 BIG-IP DY Z—TF4 X7 T ADLA-T Bfie/e > T, a7 B2 R e T 9,
< R CZOV—"" ) EBERERE DA S DR 2 TIRNOERINCE B &2 75T RIEFTRETT,
 FIHE BB L W C5E A %, IBM Cloud O RHOF—& 42 Z—CHBATRETY,

Web/App Tier N
Customers a App Proxy + Local Traffic
: Mgmt + DNS/GSLB + SSL
| F 5 | Offload + Programmability
: !
vmware ISP Distributed | 1
DNS/GSLB] |
!
Remote | : i
Employess | F5 Aval_lablllty
| Services Apps )
!
!
REST API @ % ' % "@" |
: ' - o ! ;
iApps, Layer 4-7 ADC Local Load Application Application Secure web On-Premises DC
iWf Service Balancing Security Performance Gateway |
Catalog, Python [ Stateful A | "
: 2 ‘., Hr Web/App Tier
SDK, PyControl, vi m-
TMUIIT;IS:’ - Gl 2 d Zs\g Id ? d Al ' F'--'II : i }\
Balencing  Protaction Acose. Provies e |- - App Proxy + Local Traffic
Mgmt + DNS/GSLB + SSL
Offload + Programmability
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® IBM Cloud Secure Virtualization

Intel TXT &HyTrust %2 ffi>7C,GDPRICHEMLG 2 TNAT VY FIIU NCE T 25EY A7 2R L £ d
- Intel TXT 12 &D AAULBRE DT — 22 A 70Fy T LNV TIRET B TEMHRETT,

- KRR DM SIC B %7 — 22175 T D RTRET Y,

CBIRLTIN—FI 27/ T b 2 7R T OB 2T AT UL kiR Bl - LR — T T DATHET S,

tF¥aUT4LAVT ATV ADEEHER

— -Qﬁa

Customer Customer
I Demographics N Credentials _,
:\ Point of Sals ] - i In;ellecll:yal ] H—N\—Dm2k A1 —t—0EE
P ey - HEATNTNEL BEGT VA M
N—RK&EVYTHET ZRERT—T7O—lckY
DHIF@EHFTLET BEYXVERRLET
et o Gontol @
AR ENTAIBFAITDI RENTTIBARD/\— FTDI»
Intel Xeon® Processor Bare Metal RISV T—2D RIE< > > DE@ESFFILET
Servers + Intel® TXT Enabled BEEHFALET
@ Single Node Trial

BARBREESF A D1/ — FEREZ0HM T HEMLE 9. (SOHMTHIBR 22L& TEXT )
WONE TV TIVTFHY T T T aA%0HBEE THINE SN E T,

+ Single Node Trial for Migration and App Modernization
« ZORTATIVIE, 20 E TORMEFARE T ANDT—r0—ROB 772 HINCKEI ENTVET,
* VMware vCenter Server on IBM Cloud with HCX #—¥ Z & Kubernetes N\—ZAD7 ) r—>a VT Fy b T+ — LIk
FNHDOT—ra—RDar7H— bzl iz %9,
+ Single Node Trial for Data Protection and Disaster Recovery
« TORT A7 IVIE, VMware vCenter Server on IBM Cloud with HCX, Veeam, Zerto Z{{iff1 3 %, 25 HE TDO> > 7 IV IxFAFE®
TARDT—rua—ROBITEERZ HINCEEI SNTOE T,
c THBOT 22— LRLAN)VOFIER A2 R La D5 G HREICT LTI IU R2 ESTEHTE S0,
VST RATHEEICEL T E T,

o HOXERICRER 4 > T L = ARBOMIRENSF
\é « VMware vSphere 3 & UvCenter Server 5.5 LD HETT .,
+ vSphere BB (TIE. IBM Cloud [ZX AV L— 3 VENBREI Y VEDAEAA Y FHIBETT,
+ HCX Manager (R187 75 A 7 VAN AV TLIZABEBD T SANR—bF « 2y FI—JIc7 701 TEDRETH Y.
ERER A VB—=%y MCET VL ATEDRETHRITNIE R A,

Handle with care

® VMware on IBM Cloud D fthitticEUMER &6

HIREE & FE D H S VMware H—E R
D—A0—FEEIVRREHICEDET. Y—/I\—%FiE L
VMware 7 5 2 22 RS BYHR A ME, 754V k. VCS & BERERA T 5 VB D
BEROIARHIC DR TCPU, AEY . 71 AT DANY & % TR RRATRETT

BEED vSphere RIEDEEEERZRE

FVTLIRTRO SNBELVIEEEGHE=ZDEF YT F
N=RU L7 BIXUOV T TLT « AZYIOT7 7w AN a> ba—)Leighitd %726,
VMware D EHEREDFIFTE %728, sHlifE ko ay s a—)b, FEEFERORMEHRIAD AT,

2E7a0—N\Ib e Xy F7—0%ERFIA
BE3Y—>—I a3 VETD VMware 7 — 2 DEnERIE I X ~ &
SEERRE UTHND CIci<r DL T r— g V7R3 R EIEETEE TS A X— b [alfiz
TR0 E T, NS0T 7 At @i - 28 - LF a7 REENRETT,

IVRA—=T 54 XIcHF51,7004tDEEE
NATVY R 95 FFREHIBIIFBRAL « TS5957 4 A %&ER
FUTVIR, 757 REBICEHDVMware RIEOFEIH O £9, Hixzr 77/ ad—-
THONAR—=L UCIRF TR, =B RE L UTERUIAFIL - o2 i L £,
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3-5. SAP on IBM C

@ SAP Certified Baremetal &£SAP Certified on VMware

SAP® HANA®35 K UFSAP NetWeaver®D i 77 AZ)LTT AR ENTIATERE L TOREZIFHH T,
KIS 5 C AR A IR BLESAPER BT HIS UL R E I A M2 A TY I R EICATS 2 LW ARET Y,
VMwarefKAETRT A2V KOFEINICIEH L A > 7 LI AVMwareBihii b D2 — LWL A5 2 B L E T,

Self-managed laaS Self-managed laaS Managed OS Managed SAP

Business application

Client or Business —

Development (ABAP — JAVA) Partner Managed

; Client or Business
Tech platform (SAP Basis) Partner Managed

Client or Business
Partner Managed

Client or Business
Database Partner Managed

Guest OS

IBM Cloud for SAP

-_— Applications
Self-managed IC4VS IBM Cloud for SAP

Applications

Hypervisor

(GTS-managed up

Network to SAP platform)

IBM Cloud IBM Cloud (GTS-managed
Server Bare Metal Bare Metal up to guest OS)
laaS laaS

Storage

@ 1BM Cloud SAP-Certified Infrastructure :
https://cloud.ibm.com/docs/infrastructure/sap-hana?topic=sap-hana-about_ibmcloud_for_sap

IBM Cloud IZiZ. SAP Certified Baremetal ¥SAP Certified on VMware D& & 455 A > Fw T 2L DEENHVET,

500+ TB of HANA DBs 1St SAP HEC partner 1 50+ SAP HANA

in production Production Customers

HANA Netweaver Operating Systems Other

*2x 6140 (192GB, = 1x 1270v3 (32GB) * RHEL 7.4 for HANA * Business Objects
384GB, 768GB)
«1x 1270v6 (32GB, 64GB) « RHEL 7.x for NW

*4x 8890v4 (1TB, 2TB,
4TB) *2x 6140 (192GB, 384GB, « SUSE SLES 12 SP2
768GB)

» 8x 8890v4 (4TB, 8TB) + 2% 2690v3 (128GB, *VMware 6.0, 6.5

256GB) + Microsoft Windows

« 2x 2690v4 (512GB) Server 2012, 2016
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3-6. IBM Power Systems Virtue

® IBM Power Systems Virtual Servers @ nttps://cloud.ibm.com/docs/infrastructure/power-iaas

AIX/IBM i ®PowerVMAN—ADLPARV—2/ 10— R %275 RCTHIHW 2%,
DALY —/N— L [FIRRICOSDOMEEEE TIFIBM Cloud M1V &,
2019ME8HBIFCIRATAL TSV DCTHIT 2N TEEXT,

SLAIZi@H DOIBM CloudDSLAICHEWE T,

E880(POWERS8) or S922 (POWER9) N—F 71711:&
avEa—+
0.25-143 S922 (3 15 g
cora (S9221& 16 core FT) - Power System E880 (9119-MHE)
Dedicated. Shared %Z;&iRATAE + 9 TB memory
+ 8 x 16 Gigabit PCI Express Dual-port FC
2-9152 GB (FEELIT7HD B4 t5FT) + 10 x 10 Gigabit Ethernet-SR PCI Express Dual-port

SSD or Standard (HDD) - Power System 5922 (9009-22A)

10 GB - 2 TB (10 GB i ci&) + 384 GB memory

+ 2 x 16 Gigabit PCI Express Dual-port FC
Public(option), Private - 3 x 10 Gigabit Ethernet-SR PCI Express Dual-port
AIX (7.1, 7.2)
IBMi(7.2,7.3,7.4) A=Y

+ Storwize V7000F(2076-AF6) Dual Controller

“ - Storwize V7000 (2076-624) Dual Controller
L4 *vbT—o

@ POWER9 - Cisco Nexus9000 93180YC-EX (106) —
POWERS \ / - Cisco Nexus9000 C9348GC-FXP (1)

@ https://cloud.ibm.com/docs/infrastructurepower-
iaas?topic=power-iaas-about-power-virtual-server

® Xy bI—VER

Power Systems Virtual ServersTldPublic Network& Private NetworkZFfH 45 LM TEET,
Power Systems Virtual Serversi. IBM Cloud(x86) 1DV — A& IO ICEHEINTONET,

4 l’:'.i
%
o
Internet
IBM Cloud . IBM Cloud .
Customer Account IRUBAife (eI Power Account Public Network

(IBM Managed)

IBM Cloud(x86) Power Systems IBM Cloud(x86)

NAT
oD Ses ® FwW
Bare Metal Virtual VRA

Server Server

Private Network

Private Network Private Network

—
Customer On-prem
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. PUbliC Network ® https://cloud.ibm.com/docs/infrastructure/power-

iaas?topic=power-iaas-about-power-virtual-server
s A VARV ADF—F—WH AN/ G2 B R 5 e TEF T,
* B NFHHZR TR A ERHETORMMHOAMEENTVET,
- [External IP /& W 544 DGlobal [P RL AW E N, A > Z =3y MU S AV ARV RZT 72 AT HBICFIS 5T
L TEE T, [External IP IZOSICEEE]D Y TE5N2 DT 7/%<. IBM Cloud (x86) <04 T5NFEF, [External IP |
ADT X A, VRATNATEN T, IBM Cloud V& 9% HHIEE H CPower VMIC 7 72 AENE T,
- VRAIZEKDFWAERLE N TH D, SSHHTTPS, Ping. IBM i 5250 terminal emulation with SSL (port 992) IS DififZ 137

oy 7ENTOET,
-
o8
kL |
Internet
) External IP
(" 1BM Cloud

. N ( 1BM Cloud "
Public Network Power Account Public Network
S . : ’
IBM Cloud(x86) Power Systems (1BM Managed) BM Cloud(x86)

NAT

(= ] [ [ ] @ ® FW
Bare Metal Virtual VRA
L /A

Customer Account

Server Server

p R )
Private Network Private Network >rivate Network
Direct Link Connect Direct Link Dedicated
(ME(TIE U THAENBIREX) ] (IBM Managed)

. Private Network ® https://cloud.ibm.com/docs/infrastructure/power-

iaas?topic=power-iaas-about-power-virtual-server
« 774V TLDDPrivate IP7 FLADHID M THNET,
c AVARY ALY T 3y MBI U TG %Y 7 2w MBS 1DDIPY RLAD HBI TV HENE T,

- B LDEE
| Ici!cgﬁ:g Account | - Power Systemsid., IBM Cloud(x86) .oV —
" IBMCloud(x86) | |  PowerSystems | ALBUNITEPIENTOET,
« ZD7=%.1BM Cloud(x86) LDV YV —R L5593
- - ]| F%C&%>T%. Direct Link Connect(MegaPort)
Bare Metal Virtual @ }&j—-—g-—j‘%,z\ﬂh\f)k) %9,
\ server server N ) - AL I REEEED SPower System Virtual
Priva 2 Network Servers®Private NetworklC[545%7 72 A4 52k
| BTEEEA
Direct Link Connect BT A ITUE—E1BM Cloudffl|d oy b — 27 f%th
(@BEC CRARENRREY) ) L CDirect Link Connecti¥fHT7 7t A3 208 H
Customer On-prem ) ;ED ig.o N >
] E E E ‘ - FW, LB/ OH—E ZidPower Systems Virtual
— ServersDA 77V 7 UTORMUIADEE A

< Ny FH—N—IZED THIEE T BRED DT,

. Private Network Subneta)fﬁﬁz @ https://cloud.ibm.com/docs/infrastructure/power-

iaas?topic=power-iaas-cps-configuring
Power Systems Virtual Servers Cld. Private NetworkD¥ 7 Fv b HHNC/EK T2 T TEET,
A VAR ADVERRIFHC HHNCEID Y THTEAAIRET Y,
IP7 FLAD#HiPH I, CIDRKRL Trcili 9 2 0 H D HD T,

Private networks @ . .
New private network interface

Subnet IP ranges Subnet Subnet name CIOR ©

Subnet-1 192.168.100.2/24
abe 10.186.186.2-10.186.186.254 e

Gateway

subnet01 192.168.100.3-192.168.100.254 ——
test 172.0.0.0 - 172.0.0.255 1P ranges @ DN server

192.168.100.2 - 192.168.10 8888

w %[ Gateway V. IP rangesDBENDIPT L R EISE T 2AEHBUET,
%IP ranges& LCRFC 1918(10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16) DEHEANDIPEIEE LTIHE. ZDH T
ERIR: Fov MEEYY T oA > 22 RIEPublic Internet|TIdERE CERBEYE T,

Handle with care




O SR @ nhttps://cloud.ibm.com/docs/vsi
Power Systems Virtual Servers Tld/ x— RV = 7B FH R RO AR AT LT HUAE) 9 S Remote Restartiiiez R L T E T,
F/o. KOEEAEHA/DRY Y 2—>a > LT FaddY 7 b= 7 2RI 2T LA HRETT,
* PowerHA SystemMirror for AIX Standard Edition
« Power System\—ZDAIXH D@ ANES AR =V 12— 3 VT,
« V7 Y 27 %A%, Entitled System Support®¥ 1 M5 XY > m— R L, FIf9 % Power Systems Virtual Serversic
A VA=V LTLEE W,
o COMREZRHT BICE. A VARV ADF =L —FHI2HLL LD A Y A2 Y AZHFFCA —4— L. Colocation Rulesz
[Different Server | I 2REMNH D 9,
o F 7z, StorageDERLHFIC [Shareable| Z0nic 3 2450 H D £9,

Name Number of instances WOC - ZONE 1
PowerVM 2 . New storage volumes
Name Size Type
Colocation rules Between 10GB -2 T8
( Different server .) storage 2718 - SS0 -
Naming convention hareable
(® Numerical postfix o o
—Q
(O Numerical prefix
\ -7 https://cloud.ibm.com/docs/infrastructure/power-
O N\vITv7 @ " p

iaas?topic=power-iaas-capturing-exporting-vm
Power Systems Virtual Servers Tld- A— DExporthfez 2 it L TV &9,
ExportB¥HE(XIBM Cloud Portal, & LKIECLIN BRI T BT EMTEET,
Exportd 2 Bcid A~ L— DFlash Copy M HOVAZAERLLE T,
Export/:& L CImage Catalog, & L<(ZIBM Cloud Object StorageZZ R 5L M TEET,

Refresh [ (o] Q) 0] @ (54

Image Catalog
Boot images Refresh  Import @

IBM Cloud Object Storage

©

Name Type

7100-05-08

7200-03-03

H
bbb BB

O HAZLAA—TDFE @ https://cloud.ibm.com/docs/infrastructure/power-

iaas?topic=power-iaas-configuring-custom-image
Power Systems Virtual Servers TldIBM PowerVC7aE TIER LIAIE Y S DI AR LA A=V 25 BIA TR 2 ZE D ATBET Y,
HNARILARA=D MDA VAR AT THA T I AR LTzA A—%2IBM Cloud Object Storagelc 7y 7H—FRLE T,

BE | ASASEHE

Custom image

Target image name:

Source image path:

Cloud object storage access key:

\¢

AR

Handle with care

Cloud object storage secret key:

Target image name

ERDAX—IF

Source image path

TRDA X—JD)(Z
[TYRKRAY NG/ INTy bR/ T7AIVE]
EAA

Cloud object storage

IBM Cloud Object Storage @ Service

access key Credential @ access_key_id
Cloud object storage IBM Cloud Object Storage @ Service
secret key Credential @ secret_access_key

< BBRASGAIX/IBM iD/\— 3> Technology Level A, 324K L 7zMachine Type(E880 or 5922)
ETHR—bENTWBTEEFRIICHERLTIZEL,
« IBM Cloud Object Storage®Credential &Rk £ I BFEICHMAC(Hash-based Message
Authentication Code)ZF|H I 2UELHIET,
cOS SAEVRAEREAGTEIETEE BA.
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4-1. AL —18%

IBM Cloud Tl
O—H)VARL—=Y OMMICE L FDOARL— < —C AL E I  EEEHA G DY ST TEETT,

| IBM Cloud /{T'Uw %y RD—27

®

|
| 1~ B0/ (T Uy IVLAN

{8 —)\— By —)\— Software IBM Cloud
== T--= Defined | = =f = = = f= = = f= = = 4= — = 5 Object Storage
| " Storage I (S3 BifR)

(VSAN)
, . ! G )
| REY—/(—-H I
I_ - SAN
SAN VSAN
Local SSD
| 1—H—BDTSAR— RVLAN
|
| IBM Cloud TS5+ R— k&Y RD—2
IBM Cloud IBM Cloud .-
Block Storage File Storage [——
File

ZNTN L FOEI TN HOE T, @ nhttps://www.ibm.com/cloud/storage
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SAN PIREHDD - SSD IBM Cloud IBM Cloud
“ WEmY——) | @pEy—ix—) | VMWarevSAN | 5o/ File Storage Object Storage
ST—k «0ST— HEF—HZART | cTrAIT—)— S/ BEIRE
FIERE T7AIT—=I\— | «T7A)LT—)\— | -BREHZHEE HET—FAKRT Ny ITwT
BREFHEE Ny o7 OJ7—hA7J
)b
= X X @) O
N DS (EEDRAID) (EEDORAID)
X N X @) O @]
(Stretch Cluster) (Replication) (L5 ED
x x x N O x
(Technical Preview) (FRIEFRIEAT)
O O o o o} o)
(—BRMDSED) (VSAN Encryption)
B SO KIOPS §ig | 25 KIOPS #ifg #E KIOPS _
! (100GB) (100GB) N/A ~# MIOPS 180 KIOPS N/A
25~500GB 10GB~2TB | 600GB~432TB = +#~#& TB 20GB~24TB R




4-2.Local SSDA KL —

fiA8 Y —3—dBalanced local storage [ GPUI 7B 7 71 )L T, RA R —/N\—DWESSD Z1EHTE XY,

T2 U B AR — N\ — OB ERHC AAEY— S— MO AR A MY — N —TREE N AWV SUISEREDNRE T,

+ [Boot Disk] (&, OS A¥EAEN% T — M, Linux, Windows Z[Hd", 100 GBJ &% %,

« [Disk 1,2] &, i&NdDLocal SSD A  L— Vs, JBINAMREAE G, RIET—/N—DAXY VIc X > THE 2,

JO774)b Disk 1 Disk 2

Balanced 100 | 150 200 250 | 300 400 500 250 | 300 400
Local (€]=) (€]=] (€]=] (€]=] (€]=] GB (€]=) GB [€]=]

BL2.1x2
BL2.1x4
BL2.2x4
BL2.2x8
BL2.4x8
BL2.4x16
BL2.8x16
BL2.8x32
BL2.16x32
BL2.16x64
BL2.32x64
BL2.32x128
BL2.56x242

O|O0|O[O|O|O|O|0[O|O[0|0|O

4-3. SANA L —2 (78

RAEY—/S—DTBalanced | Compute ] TMemory |[GPUI 7' 077 A )L C.SAN ARL—Y %G TEE T,
RA R =\ — DY ERAC I ARAEY — S—= DO R A R —\—TRBiE 5720, AR cE 9, —
e [Boot Disk] (&, OS WA XN 27— MElL, Linux (& [25GBJ 100 GBJ , Windows (& 100 GBJ A5 3R,
« IDisk 1,2, 3,4 (&, JBAIDSAN X~ L— 5L, B]RERARIE, Disk 72025 GB ~ 2 TB,

« [Disk 1,2,3,4] 1. [Portable Storage] & L CHFHICHMINATEE, [Portable Storage | DRIREE AlHE,

—n
=” Boot Portable Storage
_ v Disk 1 LEZtIDBET (Detachd %) & v TORET—/I\—ZHIRLTH
—— Disk 1 [Portable Storage] [C153, [Portable Storage] 1353,
AR —/— sa
— R/ Diek w8y "— %?SE .
? Disk 2 E J P /
— VS| Dlsk1 VSI «Detachﬂ- Portable Portable
= Disk 3 Storage gy Storasge
SAN
— v BlofREY—)\—ni&il Disk &LT v {th@®DCORIEY —/\—(C B8
R T R E#i(Attach) 3T ENTE D, (Attach [C& > THIDDCICEE T 2)
B0 )
\ Y Ry — ;\— %‘I’;k‘ RRY— ;v— °
| ENI] SAN
o 87 "0 g
\ AbL—y Portable +Attach-- (g =“ Disk 1
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o N7 AZVOERT LICHSKATHE R o A T BRIz %
RN RIAT~RKI6RT AT
RAIDKERE SR/ S— T « & 3 > 7% I HNC R E T AE
—#DDisk T AL F A 7 (SED) I

TARY
=1 $107.35| | =g 2 $107.35
8 of B TB SATA 8 of 8 TB SATA P
r 2y -~
— - 7 AN
‘%3 $107.35 =g4 $107.35 4' S E
8 of 8 TB SATA 8 of 8 TB SATA e |
ronm 1 1
A8
Type:| RAID S j Remove| |Done =
size: 24000
[ ] =
Partition Template:

|n¢|||

Windows Dual Partition 1

20GB
Grow 1 GB

los
/disk0

YRS —)S— DT A7 2 SEERIN T 2L T ELTINT A=< VAN TEE T,
ERDRAID f 2T T & T Disk FFEION L CT — XL RNZ TR T 2 M TEXT,

SATA (serial advanced technology attachment)
« 1 Diskd& 7z © 1TB~ 10TBZ # ik Al g
s RARZIIMTEHM, MICHAN\THRERE S
eV T A=)V, T 7 AN —N—Ix EIThi

SAS (serial attached SCSI)
* 1Disk &7z © 600 GB 7z A NTHE
o XOEEMENE L, FEEANL—Y
o T—AN—A, BEEVAT LGB

SSD (solid state drive)
« 1Diskd 7z © 800GB~3.8TBZ K i NI E
o EEDDARBEIELZ A B L—
o F—RITHHBICT VR AT BT T ) Ik i

4-5 . VVMware vS/

vSphere + vSAN

o FrwsaEr.)
] (MAMER)

ESXi ESXi

() B
) B

(r— (r—

A =
(BEER)

—

IEY—/)\— + WET « AU THET —F X h 7=z

W \sAN 5~ 52 k7

37

vSphere /A 78— 3A P =TI B ENTZSDS ZIEH LT BB HEE DAL — VM TEE T,
TURMEEHERIEZ (i A YUY — 3 —0SSD 21872 7 2 C& TR HUC A — L7 I b ATRE T,
BRAN BHIHIRAK10 JTI0PS O, FRIFTRECIEREICEN TR T 4 —< AR FEHLET,

v VSAN FRED TV R—3 2 MR T %I,
AT RZ)VDIVMware F85E |/ — R,
['VMware vCenter Server on IBM Cloud /"5
THEXLTWERETET,

o Bare Metal Server EEY  vMware vCenter Server on IBM
[ om Cloud
[ Yy FakyY FaZ) - 7Oty Y- [ 299K - 70ty [ AP EE
cPUEFIL ar RE—K RAM RhL—Y F4—Fv—

O VMware vSAN QualifiedNode 36 27 2.30GHz #X1536GB BX12K547  VMware
O VMwarevSAN QualifiedNode 16 27 2.10GHz B|A1536GB BRK12K314T  VMware
O VMwarevsaN QualifiedNode 28 37 220GHz BA1536G8  BA12K3/7  VMware
O VMwarevsAN QualifiedNode 64 37 210GHz BK6144G8  BA20KI1T  VMware
O VMwarevSAN QualifiedNode 40 317 2.00GHz BA6164GB  BA28K3A7  VMware
O VMwarevsANReadyNode 3637 230GHz BA1536GB  BA12K5C7  VMware
O VMware vSAN ReadyNode 2827 220GHz BA1536G8  BA12K317  VMware

Fru 2B F N TABELICRTSSD D )
F—IV TSy 1DI P R—FLET,

IBM Cloud DVSAN S At XA EBEATBIHE.
Fu NS FABORBETTier NESHSNET.




4-6.1BM Cloud Block /

@ https://www.ibm.com/jp-ja/cloud/block-storage
@ https://www.ibm.com/jp-ja/cloud/file-storage

Hiteb LGRS TRIEE NSV F TV MO 32—V FA L — Y —E X TT,
1 GB &7zVICIOPS AVHID Y THN, oy b —IR I THRIH T E X9 HIIE, R—2VKIFAPIZ T LTI TWE T,

- Block Storage : iSCSI i - File Storage : NFS i
+ Windows, Linux, VMware/» 5 FI| Jf A] GE « Linux. VMware 5% F A 5E
« Be K64 TINA R/ T 2oy B/IP DR ’ < K64 TINA /YT 3oy NP DR
o IVFISARERIC T B & e i > | « NFS v30OH| il i < HEls
EhkEeE:
« FHTEFENIZIOPS TierEndurance | & 774 &% I\IOPSI Performance | DA 7S 3 /1 K B FMR 7 HERR
Endurance (IOPS tiers) 0.2§ IO?SIGB 210PS/GB 4 IOPSIGB 10I0OPS/GB Performance (Custom IOPs)
- PET— 2O L —_— « AFvTTavh
« IBM WEHT 8T ®' * AR REIECHA THS - R AT HE
Ty AT LIV DREH S 7% S « AFw T ay h SR OEEA AT FE
* 1 GB M i it R a— L4 X %% CLTVr—vay
Yo ZHRIEB X OTOPS Z5 8 VAl fiE S * DCEIDT = A VA —I3—,

- 92t T AR ATHE

) Block StoragelZ &L T MPIODEEIICHER EN TWVRUVSEE FHEA Y T Y ARICFHRE SRR TELGVRIRRENHYE T,
“i OSTEDERTEE THEERTZE LY,

« https://cloud.ibm.com/docs/infrastructure/BlockStorage?topic=BlockStorage-mountingLinux#verifyMPIOLinux

BURE « https://cloud.ibm.com/docs/infrastructure/BlockStorage?topic=BlockStorage-mountingWindows#verifyMPIOWindows

Handle with care

O ENSBHEEER2LT
FEndurance]- ERIEZETNIZIOPS Tier W IOPS (&16KBT By &7+ A X Cread/write DEEAR50:500F > 4 L IO BT,
- BN OIS A TR TR UL E N B 2655 A Tier T7UH6AKBT O 7 A ATEERGHE ABDEEARITHLYLET,

https://cloud.ibm.com/docs/infrastructure/BlockStorage?topic=BlockStorage-getting-started

+ Block Storage - File Storage
-+ 0.25 /2 / 4 10PS Tier D¥5H. &K 16 TB, 64000 I0PS < 0.25/ 2 / 4 10PS Tier D&, i K24 TB, 96000 IOPS
+ 10 IOPS Tier D55 k4 TB, 40000 IOPS - 10 IOPS Tier D¥ZHA ., ik A 18 TB, 180000 I0PS
SAVFvT = RERAIS R
0.25 I0PS/GB BHOYV AT L@EF Ny oFwT T7AIWY—I\— A=)LF—)\—F T 74 LB, Exchange. Sharepoint 7&&
2 10PS/GB FIFILRETES —f&#IIE 10 Y R 7 LAEIF. DB PRIE(LIRIBEOERIFE 3D VDI, SQL. Oracle. VM OS 7&&
4 |0PS/GB INT =XV RER B0 YRFL@AIF. NT+—IVAEHDHDH DBEE  SQL. Oracle. SAP. HANATSE
10 IOPS/GB INAINTF—I VR INAINT # =V AN ELEREGS B hSY oY 3v@ElFD DB, File Server k&

lPerformance- X% LIOPS
« 1A% ILIOPS OFND 4TI K275k Ak

« Block Storage : iz A 16 TB, 76000 IOPS

P41 X (GB) ED= 40~ 80~ 100~ 500~ 1,000 ~ 14,000~ 16,000

B/IVIOPS 100 100 100 100 100 100 200 200 300 500 1,000 | 6,000 | 8000 | 10,000

&KX IOPS 1,000 | 2,000 | 4,000 | 6,000 | 10,000 | 20,000 | 40,000 | 48,000 | 48,000 | 48,000 | 48,000 | 56,000 | 64,000 | 76,000

- File Storage : fx K24 TB, 96000 IOPS

P4 X (GB) 20~ 80~ 100~ 500~ 1,000 ~ 14,000~ 16,000~ 19,000~ 24,000

&/I\I0PS 100 100 100 100 100 100 200 200 300 500 1,000 | 6,000 | 8000 | 10,000 10,000

®XIOPS 1,000 | 2000 | 4,000 | 6,000 | 10,000 | 20,000 | 40,000 | 48,000 | 48,000 | 48,000 | 48,000 | 56,000 | 64,000 | 76,000 96,000
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® "Endurancel 2L T TDINT +—I AR HE

RiCi3 12 IOPS/GBI DA R L— I PERED G % fioa~ > RIS KD HIE L7z FLlE M SIER LE Lz,
TODTTTh 5 R (GB) OB LBIL T HREIOPS) OEFUEL EL R >TNBIENTNOET,
ZLTC. 2DF 57 DIEELHI2 IOPS/GB (TEndurance ] 214 7 DE D) Lin>T 0BT ENHDET,

[BE]RIOPSICHITBIEEEDEAR

IVTaATVR-AMN—D
5‘/9’ARWI§0)¥§HEﬁEﬁE(IOPS) eRoR® #8447 - 025 10PS/GB H#HES (T - 2 10PS ‘GB
HE(GB) AEHE6) |FEHHS GB)|tAEMIOPS) EE(GB) 0PS)
18000 Note PC HDD i # 500 56.5 0.113 125 80 18.08 0226 160
’ 16693 100~320 IOPS 1000 113 0113 250 100 226 0.226 200
16000 7 SATA HDD 2 2000 226 0113 500 250 565 0226 500
—~ ’ 400~ 1K 10PS 4000 452 0.113 1000 500 113 0226 1000
& 14000 you SAN RRL— it 8000 904 0.113 2000 1000 226 0226 2000
4 2K~8K IOPS 12000 1356 0.113 3000 2000 452 0.226 4000
g 12000 7 4000 904 0226 8000
~ 7 SSD i 8000 1808 0226 16000
t!- 10000 7 10K I0PSELE. 12000 2712 0226 24000
4
3= 8000 4
ﬂ ’ o = #RES(T - 410PS/GB = HRESAT - :OIOPS/GE .
= 6000 P s =E(GB) 1 A il % 8(GB) | | |EE
= y Note PG HDDI2 40 1582 0.3955 160
'B'K 4000 #4159 100~320 IOPS 80 3164 03955 320 20 1811 06555 200
’ SATA HDD i 100 39.55 0.3955 400 40 13.11 0.6555 400
2000 & 2076 400~ 1K I0PS 250 98875 03955 1000 100 1811 06555 1000
’ SAN ARL—U 500 197.75 03955 2000 250 1311 06555 2500
o ‘ 206 4 4 2K~ 8K IOPS 1000 395.5 0.3955 4000 500 13.11 0.6555 5000
2000 791 03955 8000
0 2000 4000 6000 8000 10000 SSD i 4000 1582 03955 16000 1000 1311 06555 10000
A8 (GB) 10K I0PSELE 8000 3164 03955 32000 2000 1311 06555 20000
12000 4746 0.3955 48000 4000 13.11 0.6555 40000

NP [ VMware FIEBSIE 7 — 22 1 70/ X7 4 —< > REBBILT Blcid, FaEY Yo DR \5 4 — S CRECE L,
https://cloud.ibm.com/docs/services/vmwaresolutions/vcenter?topic=vmware-solutions-vc_bomifvc_bom-esxi-server-advance-config

RRER

Tardle Wi cat

O A RHEERH L TIOPS ZEEHEE @ nttps://qiita.com/testnin2/items/f9816f22ae7777905cae

FhER®E:
C E NS AELUNZHR T 7L _ i
. CLUNBEAE L ;b\ Z FL— VBN 'Modify Volume 1 h S E AT 4E

SR IO 53 DIOPSIC A LU L B B9 —

ﬁé%%é—l_g?&@%éﬂﬂ;@ &%E@IOPS Lz /}éi{% L?’CII N Enter a new File Share size in GB. You may add any value between the minimum and maximum sizes.

New Storage Size: B Mva-soum
B L7YUAGAX
O A7 y7Yzyh ArVz-LORE

Current Size: 2020 GB ($342.39/month)

I&ﬁﬁt*upﬂ: Maximum Size: 24000 GB B A2 oY
AT TEREENBAEIRICIE RN E N “ [
* LUN%‘%H:'}E@ lGBﬁﬁb\BEﬁiE 2. Adjust Storage IOPS oA e
M LUN7§§ Li j( % < Lif\‘% é 75\{\ /J\é < Li T % 7;; ) Specify a new IOPS tier greater than 0.25 for your storage. You may increase the IOPS tier at any time.
+ Endurance (IOPS Tier) I3\, Endurance (Tiered 10PS)

0.25 IOPS Tier @f,fjl/—\ 2/4/10 IOPS Tier Lzy&'ﬁ%-«c% e 10PS TIER DESCRIPTION PRICE/MONTH  COST ESTIMATION
. [N
. . — R N O 0.2510Ps/GB Designed for low intensity workloads $0.0678/GB
2/4/10 IOPS Tier D515, 0.25 10PS Tier ICA T TERW O 210ps/68 Designed for most general purpose use $0.1695/G8
« Performance (CuStOm IOPS) L:a‘:j(‘ \"C\ ® a10ps/cB Designed for higher-intensity workloads $0.226/GB $456.52/month
O 1010p5/GB Designed for most demanding workloads $0.6554/GB

0.3 I0PS/GB At D455, 0.3 IOPS/GB LA EICZHTE 0
0.3 IOPS/GB L/ -4, 0.3 IOPS/GB Aililc ZAH T2 71
- IOPS Z{EHICATE TX 303, 30 1EET A FTORITH

« LU BRERIE A OEE . LY IS EH A EFIC K E N B # ibmcloud sl file volume-modify <Storage ID> --new-size 100
# ibmcloud sl block volume-modify <Storage ID> --new-tier 4

lﬁ 2017ELFEITBEALIELUN [T LTI
AN BN CEVEEABYET D TR,




4-7.1BM Cloud Object St

S, G EL PDF, @i, /3 77y IR E VRSB T A= FTEE T E AIFEM T — A DAL —ITY,
T — 2 DRIRE AT 47 - ATV 27 b ORE AT 47 ORUE R EICFHEN TV ET,

@ https://www.ibm.com/jp-ja/cloud/object-storage

FHgE: IBM Cloud Object Storage Bl: [Regional - |R]ICH(F DD ENRE
AV EITE RS AT
< BRAFT — 2 E3HFTLL L TEEIIC S BURE
+ 99.9999999999999 (15 nine) DiiFAME
- ARE T —2E AT S
« AAMIFROEHNARL—Y
« 1GB/AZ B DAl A 2 2l 75 it
* GB MBEB (T /31 1) DR

+ K25 GB/HE TGS A b TS Endpon
- B R £

+ S3 HSAPI D7z, ERIEIRB LI TLF ;

RA Y MR —) VO AT HE =] (2%
- FIAR— TV REA Y PO LD, 22 %"

Y 2 77 I D eI R 7 dek 2 1 H AT e AT TIUse

w Ny bR ETDOT AV MEBLTAZ— VG EERET HREHNHIET,

Ny MIUIERKI100CT DN N\ BTN DA T D1y MR ESIR T 147V FDRAT A XE 10TBTY,

mmam \ Dtps//www.ibm.com/jp-ja/cloud/object-storage/faq

oLy —Ensr—av
UROLDY Ty o—btr—yay b, 72 REGZ R TE ET, —
@ Cross Region - 1 DDGeo NDI DDV —V g3 VK FeM> TRIEE N, RE AL EERICENE T,
@ Regional - 1 DDOVU—Y 3 YNOERDO YV —VCE o> THREE N, REATAE L7+ —< 2V AcENE T,
Single Site - 1 DDFT =X Y Z—NOEHOT/NA RS K o> TREE N, R BHkcEnE T,

P L
;%ﬁ’“fs ”2;?'?’ ‘f%g;%}"b» B g e %m
= ~ b . LY~
4 3 ol R T
o E ‘gg R iﬁf 2&{ é\M”}sh\ﬁ-Aﬁ?
n?’\z\/ﬁ\\ ?\xj A f}hf;‘igp/ L
3 k 4 .
o, Londof r&
Montreal e of i
. w—=& Tokyo
San Josemﬂgq Washington DC > g/A,B Cross Region
" Dallas . ong
Mexico City PP ‘ ng
\ £
e e & N
:a?Paulo 5 § . "
- o :
4 B Sydney
Melbourne l\" ,
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® APL—=VI5R
BEROT—ZRII A= N ADRT SRR AN~V EF VRIS,

Storage Class Standard Cold Vault

= T ZEREN R KO T ORI IME BIRDT7 I TIN T ot SRR BN E Tz (SRR T AE
FIRA& OSSR, T7LEERE | NyoT7vT KBMRRE | F—hHaD, BEEOIVRERE  ISTURIRAT1I, Al 7TURE
7Otz REEE BI(CHEHE BIC1E, FzFETNUT 35 BIC1EL FeEFENUAT fENZWEE (TEWZLES
RIFMRERR 2L 308 90H 2L
BEATST O MFAX 12U 128 KB 256 KB 12U
= %L\h— Fest ] ZL\ EELOEN age s
F—5% R 21 e —y L) HiE }Eﬁéﬂu‘i?
[BE] APL—VIFATELEDREANA—D
1TB o stz TN
Flex Tl LFR{BE(Cap)h'dp DD TEREIRGFEHEEEZ0 !
wezis ||© | <Cold Vault [ - F'ZIM 20) st ERL
= ex
RERE M —
4 » L e o B o ZTNZTN ORI MR AR
- *Vault -+Standard \f’ TRV IECBRLEEL,
T v st oL s ) P https://www.ibm.com/cloud/object-
%ﬁﬂj*ﬂﬁ FeHE14%BUF T, Cold Vault "RE1E BURER storage/pricing/
o abialo
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 110% 120% 130% 140% 150% 160% 170% 180% 190%
PIRET—FE (1TB) (LT DmbT —FE2DEIE
®SLA
ICOS DSLA &, 1BM Cloud} 5@ DSLAL X 5750,
IBM Cloud Object Storage ¥—E AGHR T AL —I 7T AT LI ENTVET,
* SLA (3B R TR AR RIS CTe AR L (Z L2y BRT) OFEHE(L—)L) TS
< BHGUE L A) ORI IR D7) 2 2 LS [T TN ENE T,
* BLETEISA T RFERAIGITHD i ACE LI rbhEE A,
(OEDFEREHEITEZE L OMDEE KRBT EINEEA)
« JLYw NTO TR I = AGLREICER OS2 RN T
TV NEMENF Ty FTIKIAT 26 B A BV X,
Object Strage DY 5 ADETAMEL NIV LIy b
Standard/Flex Vault Cold
<99.95% <99.50% <99.00% 10%
<99.90% <99.00% < 98.00% 25%

https://www-03.ibm.com/software/sla/sladb.nsf/pdf/7857-04/$file/i126-7857-04_12-2018_ja_JP.pdf

@ TR - FEISRIFRIC OV TR, Nl 7 KD THEES IEE W,
IBM Cloud ¥ — ¥ Z&dili# : https://www-03.ibm.com/software/sla/sladb.nsf/sla/bm

@ A K BHDLOBRMIIILIC DOV T FREY ¥ 7 KD CHER W2 £,
IBM Cloud Service Status | CloudHarmony : https://cloudharmony.com/status-of-storage-for-softlayer

® ICOSANDT I £ R F5 i
ICOS DT 7L AL LTEE T NERA LV MI3DHHET,
1 T RRA MR Gt e URLIEHRD
Regional/Cross Regional/Single DC/EU-Managed (&> T /EIEHIT RGO E T LU T 2T BIEFZE N,
https://cloud.ibm.com/docs/services/cloud-object-storage?topic=cloud-object-storage-endpoints

2. gRaE X
+ IAM Token: IBM Cloud»¥{79 1AM TokenZFIfH 4 %7 7t Z )57,
+ HMACE A& 1E#H: ID/Password /5N TD 7 71 X 7520 & RS,

3. 77X
ICOSNDT I ZFFEFLLF D 2 DA R—FENTWE TN SRIGNIARAMEATO T 7 AN HERENh T,
* SRR A B (HESD
https://<bucket>.<endpoint>/<object>
ERAV.S N
https://<endpoint>/<bucket>/<object>
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HMAC &Iz a5 I F 2y 7 U {*HMAC  true} AEINE N/ 2R L CTHMAC F+—7Z2EmLET,
ZHuc k> T access_key_id” & “secret_access_key” AV cos_hmac_keys” & UTHERRE A1,
CNHDF—ERIC L > THEIEY — NS KB T— 2T 7L AW AHREIC R0 E T,

R ERBRDEN 5
#i: "cos_hmac_keys": {
Y- CRRIEE-1 "access_key_id": "123456abcdef",
"secret_access_key": "24aaaccceeefffee"
“n: 0 %,
Manager v cee
3
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{"HMAC":true} 3
e

Handle with care

https://cloud.ibm.com/docs/services/cloud-object-
storage/hmac?topic=cloud-object-storage-hmac#using-hmac-credentials

@ https://cloud.ibm.com/docs/services/cloud-object-storage/iam?topic=cloud-object-storage-service-credentials#service-credentials
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[Single Site)/ N7 M G T iRHHIRILIE

https://cloud.ibm.com/docs/services/cloud-object-storage/basics/services.html#integrated-service-availability
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@ ICOS ICEIVR &N T-Aspera BEEnEA T3y
FEEHEDttps / sftp K& EE A > T Rk TIBM Cloud ICT— 22T TESXIICRDET,
Aspera Tl FrFUHA A DFASP 7'1 ~ 2LV Tk 2175728, BlHC X B Latency IS8 22 8 A,
Lnd, ICOS Nigi%k (77— ) 3D Aspera OFNIPREIORIT S, IO L (XD > a— R RH3 AR
@ https://cloud.ibm.com/docs/services/cloud-object-storage/basics?topic=cloud-ob ject-storage-upload#high-speed-transfer
@ https://www.ibm.com/cloud/object-storage/pricing/#s3api

Limit all uploads to:

"‘ . All uploads Limit all uploads Mbps

FRix

it
5

Standard High-speed Limit all downloads to:
J All downloads Limit all download Mbps.
AFAFTPAN IBM Cloud
TARTA A=Y Object Storage Standard @ ) High-speed (Additional Charges Apply)
ST —51E A
Y Aspera high-speed transfers
* Aspera 7547\/ l\ ZB L < Li éspera SDK (b ‘jh%ﬁ{é) }2 Below is a list of your high-speed transfer progress for your current session.
A VA=)V TTRI W E T,
¥R P OTF—RIIR S EENE T, Time Stamp ~ Name ~ Status~  Bucket ~ Type Actions
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> Aminuteago  vyatta-vrouter-5.2R5S3_B_a... MMM khayama2 O
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U 5ERICEDE T HANW RESEEE T 2HEHHIVET,

B https://ats.aspera.io/pub/v1/servers/softlayer

@ IBM Cloud Object Storage (ICOS) I Aspera Z{£> T 7 — 2 &% T % https://www.youtube.com/watch?v=HoBp4a5MTZo
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Key Protect / Hyper Protect Crypto Services TH{T&41%/)L— M TDEK Z K59 %L T,
T—AEEICIT 2 Y AZ—H I BERFAROE L 50 BRI 57 AU TSN ATRE T,
v’ Key Protect / Hyper Protect Crypto Services L9 21T, /37y MERRHIIRE T 2 0 ENHDET,
@ https://cloud.ibm.com/docs/services/key-protect?topic=key-protect-integrate-cos
Tr~o—7KiSk
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86dd2ced-2f57-4ec8-856b-f687b312f52a

@ 1BM Cloud Object Storage (ICOS) I Key Protect % & L THREERATS https://www.youtube.com/watch?v=GRHbI1Cv6aY

NP [ Emicsen—5— a9 sk FLORERTLTIRICRATN T VY MEtERL A 7Y T METE— T B EEDBRLETT.
https://cloud.ibm.com/docs/services/cloud-object-storage?topic=cloud-object-storage-encryption
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@ IBM Cloud Object Storage (ICOS) @ Expiration Rule ##fl https://qiita.com/khayama/items/ea898d2ca2ab97b76fd9
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@ IP Firewall
BT LT AR LIEIPY RLADBORICOSANT 7t 242 L B THETT,
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R e rer I ) . v o vt e - & A
« whitelist /72X ($57€ L7zIP subnet/" 5D 77 i,
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https://cloud.ibm.com/docs/services/cloud-object-storage?topic=cloud-object-storage-setting-a-firewall#setting-a-firewall
@ https://qijita.com/testnin2/items/0d23bb5b46f32e45eeb3
https://www.youtube.com/watch?v=83mn7fTNGxw

O NIV TR
2R 3 -7 \A[EElC [ - e e e~ v G 4]
RRAE7R L CICOSIC 7 72 AW AIHEIC A D E T - - 7
-
TR SO [s—

< ICOSICT 7 A9 BIiET 74 )V R Tldus e S
TRADRDEICTRDH, CDOREZRT BT 2 B permemm——
ETCIRAIR LIS T 72 AT BT DAl HE,

+ IAM®"Content Reader"HEBE % FI| ], o
Ny NEE AT Y 2 7 BT TRRED =
At =
- BHIIWeb R AT 27 T B ICRIFT AT HE, —
« ICOS FirewallL flA 5% & KiE DIP =
WEDT I KCDHFHIRLTT 72 A —
BV DTN EATHE,

https://cloud.ibm.com/docs/services/cloud-object-storage?topic=cloud-object-storage-iam-public-access
@ https://qiita.com/testnin2/items/6379e5bc5ea165212e15
https://www.youtube.com/watch?v=HP2m3InRbmg
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@ 1BM Cloud Object Storage (ICOS) DF—%2%/XT U v 7|2 ABF B https://www.youtube.com/watch?v=HP2m3InRbmg
@ IBM Cloud Object Storage (ICOS) |< IP Firewall Z5&E 9 % https://www.youtube.com/watch?v=83mn7fTNGxw
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Wy bR AT V2V DVAN AT V27 D7y 70— R EDEENT ZRETEET,
T =R UTHED WD A2 LIeMT DO TDIERIEE Ty F 2 T 275N TERT,

IBM Cloud Activity Tracker

@-. API

with LogDNA
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Iy hERIEATI T NMTHT HERIRE
» CORS REDIEM

« Archive Rule, Retention Policy DfERK

* Ny bDYUY—ZERTE API DRIFIFE
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« )Wy RTEITRES NI Activity Tracker with LogDNA (CIRE
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@ https://www.ibm.com/cloud/blog/announcements/ibm-cloud-activity-tracker-with-logdna-for-ibm-cloud-object-storage

® SQL Query &R Y —N—LRALGT—253

ICOS &SQL Query Zfi5Z& T, 7 —2REN S E T2 H—/N\—L X T DI HICEBITE X T,
Fo OB A DT —ZIEWatson Studio Zlio T ET a7 I7A4 X 5LV > HEE ARETT,

ERA3 53N
o Y b7 SRR —/N—L &
o T—R2DYTERD T T TRIVE DA AT AR
* CSV / JSON / Parquet / ORC 7z & DU KIS
e 1H30GBETOAFY > NMERIZTA T F
« ICOS A7 ¥ =7 MTH L T—=7%SQL URL

1 Cloud SQL Query

-- Ezample of a full outer join:
2 SELECT COUNT(DISTINCT e.EmployeeID) AS numEmployees,

COUNT (DISTINCT c.CustomerID) AS numCompanies,
4 e.City EmployeeCity, c.City CustomerCity
5 FROM cos://us-geo/sql/employees.parquet STORED AS PARQUET e FULL OUTER JOIN
6 cos://us-geo/sql/customers.parquet STORED AS PARQUET c ON e.City = c.City
7 GOOND BY o City o Fity

e i (=]
Jobs Result Query details.
Completed Preview (4 columns)
Today 10:24 PM
Completed
Today 10:17 PM 4 6 London London

@ 1COs n—9% SQL Query THH TS
https://www.youtube.com/watch?v=bnpg-pyQixo
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PTIR—bF %Y —=)IVEOH S KLFEDNSREN Y —)ILEFHLET,

@ https://www.ibm.com/ jp-ja/cloud/object-storage/backup-and-recovery
@ https://www.ibm.com/jp-ja/cloud/object-storage/data-archiving

T R HF3U B
Actifio ActifioGO J\wOFv7  |https://www.actifio.com/solutions/cloud/ibm/
Actifio SKY Ky o7 wT gltattcf)cs];r/n/-\év-v(vj\}v.actifio.com/press-reIeases/actifio-accelerates-data-revolutiun-cluud-centric-sky-
Cloudberry Cloudberrry Explorer Pro T7AI)b¥ T |https)//cloud.ibm.com/docs/services/cloud-object-storage?topic=cloud-object-storage-cloudberry
CommVault CommVault Simpana NyoF7vT https://cloud.ibm.com/docs/services/cloud-object-storage?topic=cloud-object-storage-commvault
Ctera Ctera EFS Platform T7A)YT7  |https//www.ibm.com/downloads/cas/MK3KZA2G
DELL EMC Data Domain Nwo7y7T https://corporate.delltechnologies.com/en-us/newsroom/announcements/2019/02/20190205-0 1.htm
IBM Spectrum Protect NyoF7vT https://www-01.ibm.com/support/docview.wss?uid=swg22000915
BM Spectrum Protect Plus Ky sFwT :Lt;?slzéﬁt_ag;E;?;.tigggg/m/reciDes/tutorials/how-to-configure-ibm-sDectrum»protect-pIus-to-offload-to-
IBM DS8000 Transparent Cloud Tiering FATUVY m;fnps://www.ibm.com/suDpor‘t/knowledgecenter/en/SSLTBW,E.3.0/com.ibm.zos.v2r3.idak1 00/cloud23.
IBM Aspera J 74 VB Eitttap/:él/ed\zl:lgggsiﬁiﬁ:lasoft.com/download/docs/entsrv/.B.7.4/cs,admin,linux/webhelD/trap,external/
IBM IBM Cloud Tape Connector for z/0S NyoF7vT https://www.ibm.com/jp-ja/marketplace/cloud-tape-connector-for-zos/details
M| Spectnm Sosle Tansparent Cua Trns | 547137 e o oo i Ganera2Paraleizo
Nasuni Nasuni Cloud File Services T7AIY 7 |https//www.nasuni.com/partner/ibm/
NetApp AltaVault NyoF7vT https://www.ibm.com/downloads/cas/QMJDMZJV
TP oy oo e GoE QoL pemEEFEUIE
Oracle RMAN NwoFwZF  |https://www.ibm.com/downloads/cas/O0BZVBPN
Panzura Panzura Freedom NAS T7AIb¥ 77 |https://panzura.com/partners/ibm/
R1soft Server Backup Manager NwoF7wT  |http//wikir1soft.com/display/ServerBackupManager/Offsite+Backup+and+Archival
Rubrik Rubrik Cloud Data Management Ny o7vT https://www.rubrik.com/ja/partners/technology-partners/
Veeam Veeam Backup and Replication NyoF7vT https://www.veeam.com/jp/ibm-storage-solutions.html
Veritas Netbackup NwoFwZ  |https://www.ibm.com/downloads/cas/LVQGYAKP
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Mass Data Migration
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Network transfer times in a Coast-to-Coast scenario (90msec delay, 1% packet loss)
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@ IBM Aspera (IBM Software)
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https://cloud.ibm.com/docs/infrastructure/mass-data-migration?topic=mass-data-migration-getting-started-tutorial#ibm-cloud-
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« CEREXCROMICBGPYE Y a vy EREKLET,
+ CERDSXCRANBEBERE R Y 8T =T \D)V—T ¢ > 7 7% . XCRASCERNZIBM Cloudy 8T =27 A\D)L—7 1 > 715 #H7%
FNENLELET,
« CERDBXCRAIELIBM Cloudfll CF#I T 2L RDT RUANDIV—T 4 VT 7|5 T2 EIF TEEE A,
-+ 10.0.0.0/14.10.200.0.0/14,10.198.0.0/15,169.254.0.0/16,224.0.0.0/4
* Direct Link FHO 7 RFL-ZA(10.254.0.0/16 DHAh5/31%721%/30)
+ Private VLANFICBERET A > MTEID Y THENIT FLA IBM Cloudt — E iS40

Public VLAN

@ BGP
A [ = e, :
HER 10.254.xx/31 o Private VLAN
BEFEIRLR IBM Cloud”” RL-X

® XCR-CERRIDBGPIZDLYTDFAQ

1. 22 ASOHFIZ?
IBM Cloudfl] OASE 51138849, ZHidpublicfll, privatefiliH & D £, K7z, JL 159 575 — MCAS PATH/E 1%
IZIBM Cloud N dprivate ASND—#B(65200~65235.65400~65435) 215 EL X7,
BEEMASTE S, public ASTH S (1~64495)% L<IZprivate ASTH 5 (64999) 7213 4byte ASN (4201000000~
4201064511)Z2HE L TLIEE W,

2. IBM Cloudfllh 5 A8 &N 3 )b—kDsubnet D HALIX?
Belitse 7 1 > M@ 9 % Privae VLAN_EDsubnetD HAN CJASEENET,10.132.a.0/26&£10.132.b.128/2675 L,
B DsubnetZz £ > TV A, subnetDEZ T )V— DRSS ENE T,

3. Ml & %attributeld?
Well-known mandatory® Well-known discretionary 3% R —h &9,

4. F|lC & %capabilityld?
LU DH T ETCOET, FIFIRA Dcapability 235 & M IHLES,
Multi protocol Extensions Capability (address family IPv4 unicast®D#)
Route-Refresh Capability
4 Octets-AS Capability

5. keepalive/hold % 1 < — D EfEIE ?
774 )V Tkeepalive 30sec / hold time 90sec& W\ HF&E TY

@ Direct LinkiEfilch DR &3 U TORFFEEVET,

1. Direct Link A48 — & H

+ TELORF RV M2 THIKIEE L,

https://cloud.ibm.com/docs/infrastructure/direct-link?topic=direct-link-pricing-for-ibm-cloud-direct-link&locale=en
2. (7> =5>)Global Routing 47> 2> 2]

« BRI SDirect Link#% T Y472 2 RegionDDCICIAIE T BRI T,
https://cloud.ibm.com/docs/infrastructure/direct-link?topic=direct-link-pricing-for-ibm-cloud-direct-
link&locale=en#pricing-for-global-routing-add-on

- 20194ET A B. ZNE CRIEMZE Z T 0 3R E DN RIS T M) — 25 ODCIHED T b3 v FlE M RE L 50
EQ Oy

- OSKO11ZTOK02/04/05& [F]—DLocal Market& UCHk 41, OSKO 1ic 5t L. Local Routing@® # (Global Routing 4725
L) TTOK02/04/05DY—/N—Ic 7 72 AWHET Y,

3 HHIAA T L S THIRT T3 X =TSN R
(ERRE IV —2 DN DV T E M 7uAax 7 M ERRE)

o R - . - BEFIR
SRGENT 5L EROBEFROISAH S, 1BM Cloud HR—T 3> (mR)  Local

!\Q{J BICH1TB. T —ROT7H A RS HRELE LA, Routing
Fle . BROBFFISD S, BADIBM Cloud7—2 > 22— Tl

#=mim | Global Routing Option (€%8) T.EDT— 2tV 2—HoD@EEHEE
emeden | B LELKBEYETS, I
AVINTY FBEIREDZEICTBEVWTE BEINE LA, =
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@ Direct Link B T®DIBM Cloud—ERX XY b 7= LDH—EZXANDT7 71 AIcDWNT

+ Direct LinkiZ BEHEDA > T'L I ZREEEH SIBM CloudDBEEEVLAN OV —/\—ADilifgz Hie Lz a—vay
THD AV TLIZANS EHH IBM CloudDH—E X%y hT—7 LOP—EB T 7L AT 5 HITEEE A,
. 71‘/7°I/ AMBIBM CloudD¥—E X3y b7 —7 E DY —E X (RO TIZIBM Cloud Object Storage) IC7 7 X9 %
#1&.IBM Cloud RNV H L7z BE Y —7 83— CProxy PNATDREZIT> T T 72 AT 20 EHHOET (£2TD
*7‘——11?(73\;0)75&“(0)/ IR AZAEUTHES N TV AR TR U TR ELSTEE W),

IBM Cloud
o
CER XCR BCR
) C-O > Proxy
Client COS
HTTPS Request Customer VLAN HTTPS Reguest (STl
Customer Premise

@ https://cloud.ibm.com/docs/infrastructure/direct-link?topic=direct-link-using-ibm-cloud-direct-link-to-connect-to-ibm-cloud-object-storage

20194E8 AR T HARE A DODCRPOPICH LA —X —nfE%Direct Link 2 A 7" IGHATIE Fid Db T,
EHTOIRIUIR—T REBDV > 7 e b THERRLTZE W)

IBM Cloud fEs%

TOKO1 TOKO2 TOKO3 TOKO4 TOKO5 0OSKO1
Direct Link 4~ (POP) (DC) (POP) (DC) (DC) (POP)
Direct Link Exchange O Equinix O AT Tokyo O Equinix
Direct Link Dedicated O Equinix TY2 |O AT Tokyo CC2| O Equinix TY4 O Softbank ONTT O Equinix 0S1

O COLT, Console
Direct Link Connect Connect by - O TOKAI O Softbank ONTT
PCCW

@ https://cloud.ibm.com/docs/infrastructure/direct-link?topic=direct-link-how-to-order-ibm-cloud-direct-link-exchange&Llocale=en
@ https://cloud.ibm.com/docs/infrastructure/direct-link?topic=direct-link-how-to-order-ibm-cloud-direct-link-dedicated&locale=en
@ https://cloud.ibm.com/docs/infrastructure/direct-link?topic=direct-link-how-to-order-ibm-cloud-direct-link-connect&locale=en




5-4. K<HFAETNASE

@ Content Delivery Network

Content Delivery Network (CDN) &, 7 00—V IEBHE NG E DY — 8 Licay 7>y 2 EL . imd HIBEIICE WD
TYRI—YP—ICA Y =3y M THREICOY T2 VRIS 95 L ZAIREICT 5V AT L TT,

BNV T2 ANDT IR AN LIRS, AV DIV DY — =D 57— 2R L vy al, TOH%RO T 7 Ak
FrvvaZfHLET,

CDN 2RI 75 ZE A ]

* Social networking

. Entertainment IBM Cloud"C*‘JFﬁ'C%%CDN"j‘-—l: A

IBM Cloud Internet Services Akamai
+ Gaming

+ Software development

* E-Commerce w5

+ Financial services : o el

@ https://cloud.ibm.com/docs/infrastructure
/CDN?topic=CDN-getting-started#cdn-

@ https://cloud.ibm.com/docs/infr
astructure/cis?topic=cis-getting-

started#getting-started-withibm-
cloud-internet-services-cis-

@ Bandwidth Pooling
IBM Cloud Tl ZNZFNDY—N—ICHZIE(BRUA T ar THALTZAED) 7T NI Y R G LTI ED
CENTEET,

O BZMS & FRIOBIDISIERMRZ L LH> TR EITELTEET,

Bare Metal Virtual Virtual
Server  Server Server

Bare Metal Virtual Virtual
Server  Server Server

5000GB || 250GB || 25068 | i 5500GB i
i — )L
l v BLU-S3>ThniE
! RIDDCIHH —/ \— Dt

FLTES
AlA

End User End User

=0

IBM Cloud7 % MIND Y REELESE: (1EH)
« Bare Metal Server: 5000 GB / month (38:DC)
« Virtual Server: 250 GB / month

IBM Cloud &7 —ILFIAEIE
« FJEREF: $25 / Server GRERCHL)
- BEEEM: $25 / Server(BAHSHLE)
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O 12—V FFAL DEER. DY

IBM CloudB#Ei ClE L FD4 DDA 7> 5 ZDNSY—E R UGEIRNRET T,
1. RAA>/721BM Cloud#% 1 CHS L. IBM Cloud DDNSH—/N\—{C ¥k
2. WAFEAD R AA > 72 IBM Cloud DDNSH—/ S—I 66
3. WS HDFAA > %2 IBM Cloudi /R L7 DNSHY—/ N\— I %%
4. BUFHE A D FRAA 2 72 JHBR Y 2 —DDNSH —/N\— I X fi

+ IBM Cloud Domain Service
c FAL VRIS —E R
- .com/.net/.org/.info/.biz/ . usOEIE AT HE
< T-TOFEHANITHEARTRE (1 4EC &R E ATHE

+ IBM Cloud DNS
« R—=2)LZEL T, IBM CloudBREEDDNSY —/S—ZHEDNS & LTI 5 T & AVl g,
- Primary DNS/Secondary DNS/Reverse DNS®managed serviceZz f2fi
+ Resource Type: A, AAAA, CNAME, MX, TXT, SRV, SPF
- TTL: 900(15%3), 3600 (1), 86400(1 H), 604800 (1)

Y| [ B Clovd DNs — AL B BRI BEOHBED 5077 LA IMRI DILETEE Ch. ST,
TFAN— NPT FLADZBIBRICORA TEE T A ZOBRUIL I— PRS2 —Ry b LIRS
maam | SNATLICTEETEL.

@ IBM Cloud Service Endpoints

cINET Y BRI TSIV IRy hT—I U TI Y FRA Y IAT T2 AT 208 MHDE L7z, IBM
Cloud Service Endpoints (25t L7zIBM Cloud EDH—E DWW T IBMDT T4 X~k 2w hT—2DHE N TT 78 A
TEZEITHELET,

+ IBM Cloud LDV —CRICH 27 7L ACDNT AV E—Fy EDEDT 7L AZ IR 52 M TEXT,

+ IBM Cloud DY —E ZAANDT 7 ZEHERDIBM Cloud’ 7V w7« oy BT —7#%H, Service Endpoints’ /T L7zIBM
Cloud”F A \—h+3y T —=ZZHADWITNHE LW /2T —E XA 2 AR AT AEL 72D E T,

+ IBM Cloud_EDOH—E ZANDT 74 AW, 7 —HRIEE I DFEA LTV 2IE H I, Service EndpointsZFIH %2 & T#
MDA ELEDET,

PUBLIC NETWORK CLOUD NETWORK

NTUwT - v bk
J—ORMDBEE

0 & e — >®
L] IBM Cloud

IBM Cloud T—EX

Service ENAPOINt 1M Gloudt—'2

RO — SR EDIEE TADY K

BEFRTFHIV b

@ https://cloud.ibm.com/docs/resources?topic=resources-service-endpoints




+ Service EndpointsZ i1 4" %1%, 74> CVRF (Virtual Routing and Forwarding) ZH 3T 2088 hH0ET 7D
#. Service EndpointsD{E I Z G T BTN TE LT iliffDA T > aveHc Uitk Az as InbService
EndpointsZ ¥ R—h 920 —EZAZERTEEXT,

@ https://cloud.ibm.com/docs/resources?topic=resources-private-network-endpoints&locale=ja

+ Service Endpointsz ¥ R— 9 5P —C ADMHHIE NadlSid#iE N TOE T mriiid Rz 0EEI LT TR E W,
@ https://cloud.ibm.com/docs/resources?topic=resources-private-network-endpoints&locale=ja#services-
support-service-endpoints

Service EndpointsZ ¥ R — 955 —L A (201948 /T8 AIRf &

HJ—EX

Databases for Elasticsearch
Databases for etcd

Databases for MongoDB
Databases for PostgreSQL
Databases for Redis

Db2 on Cloud

Db2® Warehouse on Cloud
Event Streams

IBM Cloudant

IBM Cloud Container Registry
IBM® Streaming Analytics for IBM Cloud
Key Protect

KMIP for VMware on IBM Cloud
Kubernetes Service

Object Storage

Messages for RabbitMQ

&

Databases for Elasticsearch service endpoints integration
Databases for etcd service endpoints integration
Databases for MongoDB service endpoints integration
Databases for PostgreSQL service endpoints integration
Databases for Redis service endpoints integration
Connectivity options

Connecting to a private endpoint

Adding a private endpoint

Available for all dedicated hardware plans deployed after 1 January 2019
IBM Cloud Container Registry documentation

Managing service endpoints for Streaming Analytics
Connecting to Key Protect on the IBM Cloud private network
KMIP for VMware on IBM Cloud documentation

Public and private service endpoints for Kubernetes Service

Object Storage utilizes Key Protect's service endpoint for its BYOK integration

Messages for RabbitMQ service endpoints integration

64







INDEX

IFCoIT

it
N
il

IBM Cloud & 1&

aAvEa—74>5

e A NL—Y 1. VPC(Virtual Private Cloud) & &

Fv hT—=7 2.VPC DIBER

VPC 3. T Dt

R S5 F -2 1(717

B v+ 7« B




6-1. VPC(Virtual Privat

67

A CI&, IBM CloudiZ 513 % VPC(Virtual Private Cloud)iC DWW TR LE T,
VPCRHiSE RIS MEELEVSICOY Ea—TF 4 VUV — AT TaATEET,
VPCIZ2019E9HI T DD —Va Yy (MGl XTI A, T IV 77 )V By Ry Y RZ—=) TR TEE T,

IBM Cloud

Region A

User 15 vec 1 Public Implicit
________________________ Load e Router
O 5 zonen Balancer [imj] Zone 2

= 10.1000/16 10.2000/16

—
Enterprise
User

Classic

Public i
Gateway I:I Public Subnet H
: ACL 1020300/24

: l:l Public Subnet

ACL 10.10.100/24
|

Internet

s

Infrastructure

H 4
1 VPN H H
Connection 1 Gateway ! Load Balancer H

<
3 D
A

Private Subnet Private Subnet

' Direct Enterprise
AcL 10.10200/24 : ACL 10.2040.0/24 Link Applications
Enterprise

Data

AR—2)VBREST APIO LIS A REZR 728 VPC#I3E(LY — )L (VPC-diagram-exporter) &
Infrastructure as a codeDFEDEZTZ>TNET, FIATEET,
https://github.com/12fprod/vpc-diagram-exporter

upport  Manage

sumemary  United Sates +
New virtual server f -
REST request: Creating a virtual server instance | Pttt bt
Name 8GoRAM
(g The following code shows the corresponding REST APT requests for your selected Red Hat Enterprise Liny
setings. Bef01s you run the curl ommands. generate an 1AM token 169
sootvoume $002
Location o
Tokyo ° Networknterace. provided
Popular profiles Al profiles | $
ol L sanes ® ¥
sumated Ry 13480

Balanced
Balanced compute and

memory resources Createvirtua  wrver nstance.

2vCPUs 50b-10-1-0-020 - 10.1.0.820 favaitabie)

8GBRAM

Getting started with the REST APT

CorE) - 1010029101028

SSHkeys
1ews800
shinobuyasuda - Newkey © Terms Helcks 3315 10
12005
12328

ke

2B10-00029 - 1000029 favainbiv)

FrTrr—l

T

B osate - 10200002 (e

fusomasealy goneratas wih jsenZgypy
ntipz:igitnub com Rlorodvac < sgrar experer

Hen-Hovo
Hano-Hove

100008



6-2. VPCOtEESR

® VPC

+ VPCldRegionZ LITHERL L MEEID Zonelc 7z hi > T L E 9,
« IBM Cloud®VPCIZ i, “FHEDOVPCHAELE T,

oo _ (%ﬁw) VPC
e Py, f— . ~ Region &&I(C. Classic
5 . Load gy Router VERRRTHESY Region T&I21 DD Access VPC & (Standard
= P el e @ VPC) ZBDET 5 DFT
\ Puoic : : : Classic Infrastructure
J : catoway  [BY puc subret | ; B et sumer | l (MBY—N—1E) D FIRE GESEAEHED el
: _laoL 101010028 | | [act 1020300524 | 4 Private NW ;&S
g} W H @ - - : Enterprise i
Internet : H ol B
T . fiel @ SRR (Classic Infrastructur &) T3
' ' I
5 HO—| . : [ l Zonom Ttk CHERMIEEER) ke GRERAIEE)
VPN PN : Private : Private NW i&f§ = =
Connection | Gatewsy Load Balancer @ @
! Prvate Suonet | | Hl & [rT— - o Classic Access VP ELT
: lacL 1010200724 | ; i [acw 102040024 | Tk Aplotions SNUSTIRE CRIEE AT —
: : % Classic Access VPC
,,,,,,,,,,,,, VPC 4 : ~
, . lFRegion & &IC1DULA AT
FrivstoN AN ERTEBEOOT, Classic
Access VPC E&(Sld Region
Eniomnee EI&EIC1ED
7 Hho Y D VPC ED = -
Private NW i&f§ Y A [

@ Classic Access VPCOERIL A%

1BM Cloud Q G Support Manage

Allvirtual private clouds —

New virtual private cloud

Name Resource group @
Enter a unique name Default v
Tags: ©

Examples: env:deyv, version-1 /

VPC default access control list €@ Default security group @ Classic access

Create new default (Allow all) v Allow SSH Allow ping D Enable access to classic resource
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@ address prefix&subnet

- VPC T, 9 address prefixFHENZIP rangeZzZoneZ EITERLE T,
- subnetldaddress prefix»SUIDIHLTERLE T,
- address prefixhZoneZ LICHEK SN 5728, subnetidZoneZ /W THK T 22 LIETEEE A,

1BM Cloud New subnet for VPC
Region A
Name Virtual private cloud
User VPC 1 Public ‘:?Jiéil
,,,,,,,,,,,,,,,,,,,,,,,, Load outer ter a unique na classic-tokyo- >
B 7o : BaIDa?\cer B 7oz : 5 E unique na vpe-classic-tokyo-syasuda
#= 10100016 i g ™ 102000718 ' —E
o na [ 1] H
J 1 Public T N WY | l Location
! Gateway Public Subnet Y ! 2N Pubiic subnet |
| 1010100724 J & H 1020300/24 | !
( é > ~ED— ) ; ‘ LAl ; 'y Tokyo °
S n — H Enterprise = Tokyol
W A It SN L securty! [ | : HEEI User
Intemet H H Y | Group 1, N HE
: e | 4 ; : : ; \ y‘ : : Classic 9 IP range Address prefix Number of addresses
+ Floating : ' H Infrastructure
> ' N P VsI H H Vsl HE 10.0.0.16/28 E 10.0.0.0/24 - 16 v
8 @) S N . [ .
VPN I VPN | gL Private | Address space  10.0.0.0t010.0.0.255
Connection 1 Gateway t (R Load Balancer ! (] ‘
H A " H L
: Private Subnet ’; : I:I Private Subnet | et Enterprise
n 1010200/24/ i |acL 102040024 | ¢ Ve Privsichod
N S el 1 Security: | . |, ,,,,,,, :
: : " Grow 2| O
) : )
) | | o
= SN 3
: =) [ FEAc LT OB BYES,
77777777777777 nterprise
Datz S %
= !\i - address prefixidzoneZ E5EE T
: - subnetl&VPCT &ICTI5EE T
RIS

Handle withcare.

https://cloud.ibm.com/docs/vpc-on-classic?
topic=vpc-on-classic-quotas

) (- VPCEAERL T BBRICIE. defaultdDaddress prefix SN BEMIICIER SN E T RERMEREER Cld. ZDdefault
\é address prefixt L C1—H —HMEEDaddress rangeZI8E I B &IETEF AL, BlDaddress prefixicEE T %
" ZEDLTEF A
H,ZM,E,;ME « https://cloud.ibm.com/docs/vpc-on-classic-network?topic=vpc-on-classic-network-working-with-ip-address-
ranges-address-prefixes-regions-and-subnets# default-vpc-address-prefixes
« https://cloud.ibm.com/docs/vpc-on-classic?topic=vpc-on-classic-setting-up-access-to-your-classic-
infrastructure-from-vpc# classic-access-default-address-prefixes
« SubnetZER I BI5ETIE. defaultdaddress prefixiClZ T AER L fzL subnetx @459 Baddress prefixx &I
ER L CLIEELYN,
- SubnetOHFDETDIPT FLALFETESRTIEHIEEA
< LIFRHVPCTFHEN TS T KL AT, https://cloud.ibm.com/docs/vpc-on-classic-
network?topic=vpc-on-classic-network-about-networking-for-vpc#reserved-ip-addresses
« https://cloud.ibm.com/docs/vpc-on-classic?topic=vpc-on-classic-setting-up-access-to-your-classic-
infrastructure-from-vpc# classic-access-default-address-prefixes
(#1)10.10.10.0/24D%B &
+10.10.10.0: Network Address
- 10.10.10.1: Gateway Address
+10.10.10.2: reserved by IBM
+10.10.10.3: reserved by IBM for future use
+10.10.10.255: Network broadcast address
- subnetDIEEIFTEEL I H\ IP addressDIEEIF TEE Ao ¥ AT Lh subnetDHRH S BEINICEI EHTE T,
+ subnetDIEEIE TEETHAEEDsubnetr WERWIER T DT EIETEEFA.
< BIZIE.10.0.0.16/29F WNEGIIERTEIETEF . "10.0.0.0/29410.0.0.8/29D1FR "6 L <1£"10.0.0.0/28" & {E>C
AIA DrangeZBHTH S THEVEIENTEA




® VSI ({R#EH—/\—)

+ VPCOVSIZ, Balanced/Compute/MemoryD 3D DProfile/» SR 1FET T,
- FIHRERNC IS Uz EEES | A TN 9. suspend billinglc &4 IELTWE T,

1BM Cloud

Location
. Tokyo °
User VPC 1 Public Imoicit S

....................... oad Router Tokyo 2
. Zone 1  Balancer Zone2 Tokyo 3
=¥ 101000118 : #= 10200016 ~— Image
! Public :
: 0 5 Debian GNU/Linux

AL 10.10.100/24

5
1

i [acL 1020300724

s

@
[

cal

Classic

Enterprise
jser

Ubuntu Linux

18.04 LTS Bionic Beaver

Windows Server

i v -

Infrastructure Popular profiles All profiles
E l ]
: : o
VPN“M . VPN Private Balanced Memory

| Gateway

lacL 1010200724

Y Private Subnet | *

Load Balancer

1 X Private Subnet
! JacL 1020400724

Enterprise
Applications

Balanced compute and
memory resources.

Best for memory caching
nd real-ti lyti

2016 Standard Edition

@, Red Hat Enterprise Linux

- 7.x - Minimal Install

Custom image
Select custom image

Compute

Best for computationally

a
workloads.

2vCPUs 2VCPUs
8 GB RAM 16 GB RAM
Enterprise 1 Gbps
ot P 1 Gbps

(B ET UTORKABIET,
CYRF LNT T TR RS EEEELARE)
- 7OEY3=Z ORI a7 74 IVDOEBERVNICOEBIMA TERRL
(CPUD AT H A REEE LI MBI ELABE)
- RIS )\~ DB DR (R — \— DY — A TE AL,

N

ERIRER

Handile wihcare

O VSIDAFL—Y

« Bootfilg{& L C100GB/Max 3000 IOPSD AR L— AEIDYTENE T,
o PR E LT R OO VolumeZZBhNd 22N TEET,

« 4 coreRiifi: 4% T

* 4 corel) | 12% T

2vCPUs

4GB RAM

1 Gbps

+ 72 Volume (1 Volumed 72D D) :
. ., (&) Classic InfrastructreDE
« Tierk ik : Si
- 310PS/GB, 5 IOPS/GB, 10 IOPS/GB p—
+ 10GB~2TB Wandle witheare

ndurance Storage& (&

Iz BHOVSID STV L AmREEHEA
L—YRVPUTIZREF R TRHETN TV E A,

+ Custom#{
+ 100 IOPS ~ 20,000 I0PS
+ 10GB~2TB
- E{EA T vy
+ Provider Managed (IBM A # 7 5 H)
* Key Protect(L—Y'—#DFFBEARMAIHE) : FIPS 140-2 Level 24EfIL
« Hyper Protect Crypto Services(DallasdO &R H]): FIPS 140-2 Level 4¥EHL

@ https://cloud.ibm.com/docs/vpc-on-classic?topic=vpc-on-classic-quotas#secondary-volume-quotas

https://cloud.ibm.com/docs/vpc-on-classic-block-storage?topic=vpc-on-classic-block-storage-block-storage-profiles

Popular profiles

compute ‘ remery }

All profiles

@ VSIDVNIC

+ 5DECVNICZ (T 5-A[RET Y,
- a7 7 A & -oTIE, 16GbpsET IVE THERATRET T,
« IWNICH =D DPEREIE AT G- EN TV BVNICOE THEIX M,
ZOMTFYyTENET,

databases and common cloud applications with moderate traffic.

Balanced compute and memory resources. Best for common cloud workloads
that require a balance of performance and scalability, such as mid size

« f5l: 16Gbps / 4VNIC = 4Gbps per VNICAMR AT bel-2:8 2VCPUs  BGBRAM A.Gkps
+ 5Cbpsl E DT T 7 A VIR LIS Al NWHERE 15 et s decem  Zaws
125 [ E 9 728Icjumbo frameDFERRZE L TLTZE W, bel-8x32 8VCPUs 32GBRAM 4Gbps
bel-16x64 16VCPUs 64 GBRAM 8 Gbps

© bcl-32x128  32\CPUs  128GBRAM  12Gbps

bcl-48x192  48VCPUs  192GBRAM  16Gbps

bcl-62x248  62VCPUs  248GBRAM  16Gbps

Xy T =Y DRENS MEREREEClE G5 LRMBTT
(B¥E) https://cloud.ibm.com/docs/vpc-on-classic-vsi?topic=vpc-on-classic-vsi-
profiles&origin_team=T15GKHBT4#network-perf-notes-for-profiles




@ Security Group/Network ACL

+ Security Group&Network ACLIZVPCTD/ Ry b7 )L 2 > 7 ReZR St L E 9,
s HFE DBV RICADET,

1BM Cloud
Region A
VPC 1 Public Implicit
.. Load ... Router
Zone 2 :
102000/16 e

SN

| Pu .

i Gatfvay [ PubiySubnet
: [acL 101ghoor24
- -

N Public subnet
! [acL 1020300724

Connection

| VPN
! Gateway

Private
Load Balancer

2N Private Subnet
lacL 10.10200/24

I Private subnet
! [acL 1020400724

|
G

Classic
Infrastructure

Enterprise

|

Enterprise
Applications

Enterprise
Data

_ Security Group Network ACL

HEL NI

State &I

Yik—bENTLZIL—IL
W—IVDERRE

VPC [ Private
NW &5

V&l

Stateful firewall ( 1 >
NV REGHFFIEND
&L ZOREBFTEIND)

EFRIL—IL
2TOI—IUHFHEIEND
12D VS| [CEHBDEFa

UF+4—JI—TZERY
DTENHTED

subnet

Stateless firewall (>
NOY RERETD D
> REF DM S ZBRIIC
A 2HENH D)

FFRNL—ILEERIL—IL
IW—IVIRIEEICNEE NS,
BEH D subnet ICE— D

Network ACL Z5&EFI 9 %
EDTES,

@ https://cloud.ibm.com/docs/vpc-on-classic-network?topic=vpc-on-classic-network-compare-security-groups-and-access-control-lists
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. Kubernetes®/ ‘_:)‘a y%ﬂ @ nttps://cloud.ibm.com/docs/containers?topic=containers-update
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7-2. Cloud Founc
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® IBM Cloud Foundry
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@ Cloud Foundry Enterprise Environment(CFEE)
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EFLHHRR: @ https://cloud.ibm.com/functions/
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® IBM Cloud Functions CD7749</3 ‘/U)F;ﬁ% @ nttps://cloud.ibm.com/docs/openwhisk?topic=cloud-functions-runtimes
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@ IBM Cloud Databases (ICD) G:EIRA e A T3>
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Select an initial memory allocation: Select an initial disk allocation:
— N >
,fEIj } %’IJ D é Té h\]gj:ﬁ 1GB/member (2GB total) - 5GB/member (10GB total) -
IS W
Ny Select an initial CPU allocation: Select a database version:
R~ Z 7@Hﬁ — % CPU allocation is optional. Selecting CPU allocation ensures your database has dedicated compute 1BM Cloud recommends provisioning the preferred version. For more information on version types see the
TA H 7Y resources for your workload. see the IBM Cloud Databases Versioning Policy in the documentation.
. Key ProtectV—E X & Shared CPU v 10 (preferred) .
¢ N )
ﬁﬁg} (S} HETH )Eﬁ Select a Key Protect instance: Select a disk encryption key:
N 1Na0 o~ Please ensure Databases for PostgreSQL has been authorized to access the selected Key Protect instance.
c ZVRRAY You can manage service-to-senice authorizatons at any time by visting Manage > Secuity > denty and

Access and choosing Authorizations.

8TV Y/ T T A=

Automatic disk encryption key (default) - Automatic disk encryption key (default)
e
78R
o . . A Endpoints:
<7 74’/\—]\%%}R—a—%’i’/ﬁ el Public network =

CSEZTIMES 2N D%

® IBM Cloud Databases (ICD) /I\'v2 77 v TEV AT

NIT797
s HXTHBNY Y7 T
ALFEDZA I THIFE THE
(% 2 R—R APL CLD crmmmm— @160 »
- F—REIAAY—Y 5LV DICOSIARE it E
- (RIZHARIZ30H ©3.dayss50 v
<INV DT TR T — IS A © . dayssg0 v
* DBA VARV ARRDY A LAY A XET

AR =R MR

Backups Available Backups Back up now

© 4 hours ago v

@ 1day ago A
< NI T T IEHIBRA ]
UX I"T' Restore to new instance
. 7‘“7 “/:Lff\\‘_ ]\i 7,: LiCLIﬁEETU x ]\7, Restore to a new PostgreSQL instance. The instance will appear in your IBM Cloud Dashboard.

Once the restore is complete, connect to the new instance's connection strings to begin using

VAT S BEHIA VAR ATMERE NS RS IRE

« 1357 HOPITR (Point-in-Time) 777 NU)IZE 5 s This new instance will be billed to your current account. Use the IBM Cloud Pricing Calculator to
estimate pricing.

(PostgreSQLDH)
c JBA) =gV DY AT B ]RE

Restore with IBM Cloud CLI
Be sure to replace the SERVICE INSTANCE NAME with a new service instance name before
running this command. For more information, please view our documentation.

ibmcloud resource service-instance-create SERVICE_INSTANCE_NAME °
databases-for-postgresql standard jp-tok -p
"{"backup_1d":"crn:vl:bluemix:public:databases-for-postgresql:jp-




@ IBM Cloud Databases (ICD) R4 — L& 779t X &l

a2V —IVPAPL CLIDSYY —RADR T —IVH AT HE

Data Members
AEY am
c A —=IVT TR > hVA]RE You have 16B RAM per member for a total of 2GB
RAM.
ARL—Y
1GB RAM 112GB RAM
« A= IVT T DI :
. ?4Z7§%%’}‘73 < L/fll{ ‘f%ﬁli Adjust the resources for your deployment. rovivy
HRIA VA2 AT ERR L TR
CPU
- WHCPUT SV ZBINL TV BB A DA,
You have 5GB disk per member for a total of 1068
X}7’_11/7‘77°fﬁﬂﬁg disk.
5GB disk 3.5TB disk I
- 17 ®
I 7tx*]ﬁﬂ Adjust the resources for your deployment.

IP RTA M) AMCE DT 72 Al v a] g

Note: Scaling down is not supported. 5B disk x 2

Whitelist IPs Whitelisted IP Addresses AddIP
Whitelist specific IPs to restrict access to your Scaling may cause connection disruption. Use the IBM Cloud Pricing Calculator to estimate Scale Deployment —_—

database. I no IPs are added to the whiteist, the AN pricing.
&)
(r—trr-ismses )
2]

database can be accessible from any IP address.

20314191024 1BM x

@ IBM Cloud Databases (ICD) V=KL 7VJA
FEHED E DL 7)) HDBE A ATEE (PostgreSQLODA)

Create Read-Only Replica

ﬁﬁ: . Source deployment:

« V) —ZDBOD & faffiik

- DRH&ELTBHIHTES

s [/ =3 EB5TEATRE

Y PIERBIL T — gy Service name:

< V=X —L R CERGEH TR AR databasesforpostgresql-ki-replica-5164c8
*‘Jﬁ"] Choose a region/location to deploy in:

c AV =NV g NIV =R =L AT BRENDH D ol

allas :

« U—=RL TV 280 77y FIEHREShizn

« IPRTA NI AR DOHAAITE RN

« AT UIZG G EUY — 3> (eu-de) ICIE AL E
TEEN 2GB/member (2GB total)

« U—=RLTVUNIE5DET

V=R —=LEEAL TR =)L LR

VKLV HOT A RS R RIS B 5 cancel

Select an initial memory allocation:

<>

® 1BM Cloud Databases (ICD) /I\—/3 =5 K)o —

AT —=IN—=T a3 \DRIERY > —
c ATX—\—T a3 Vialed 3EMYR—F

DeprecatediCz>fzL EDHRV T —

- FIH/A—3 > hiDeprecatedic 755 EFIHE IR L GEHTE NS,
SEHIZ30HAREE T 2L IHESN—D 9V OFHHT T uA DT ERLI5 B,

- 0%, 647 AMOBITIARIMN 5 25N, 12—V —IZZ DM DIF& 52 A IV T THAITTE %,
BN CHAUIIFHERE N —2 3 A\ DY R LG ATREFE N AT 2 X 2 83w 77y T
DESNEHFA VAR AET 72 A TEIRL 5%,

NI T TEHHNNN—=T 3N DR AT Al fig,
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® Cloudant NoSQL DB {1
Cloudant NoSQL DB, ¥ 3 — R —E 2 & UTHMIES % R 2 4> MHEONoSQL DBTY .

L= PUT /<database>/<doc_id> —)
« RF a2 A2 MEMAIDB ;
+ 7—2IFJSONJEX Crdib %
« T AF—< DZEFH AT RE
+ Apache CouchDB \—2&
« HTTP APIB X UWeb A+ > 2 —7 = — A7 @ L CHI

GET /<database>/<doc_id> =

PUT /<database>/<doc_id>/<attachment>

T RTOF—REI T AR~ HDIDDH 4 DY —3—I2 — =
STELEN TR ==

CRRK TABEIT ) — KRR — AR T A .

« BEEF - b AL E MapReduce Rz i i /a6 51 LR AV T E &

© T=RIIN=Ta VEH(MVCC) ENTHED, BHHOIEEZ IRGE

O APIOFEFEERIV—T Y RV INI T4 — @ nttps://cloud.ibm.com/docs/services/Cloudant?topic=cloudant-pricing

Cloudant!&- U H{ 9 APIORIMEC LICZ N ZNF /RS T4 —RESNE T F v/ 30 T — 13X v ¥ 2 R— R SRINIC
ZEEHTEL I D ADNCEIETE B DI TIREL 3DDAPINEHE LIAHA BT DETLARE TEEV D THENBETT,

APIDTERA(TERR) RAV=FYbFv NI TA—
+ Read (JH#5: Lookup) - 1100 reads/sec, 50 writes/sec. 5 global queries/sec]?
o JdN—ATRIED RF 2 X M G R A T B E A G RO BN TR HE (Standard 75> D)
« DURITHd % partition query
+ Primary Index (_all_docs) s TR T LESE T HE HTTP 429 HMiE->TL%

+ MapReduce View (_view)
+ Search Index (_search)

« Cloudant Query (j‘md) Select your capacity
+ Write 100 50 2) 20c %0.105 Jhour ©
. {}EJ'IJ ) ]\:\:_17( V2 F%%BAJ} (ﬂ:ﬁi . %E . H’[J IS//]O Reads Writes Global Queries Storage $76.65 month 0

per second per second per second included €@

* Global Query i
sps - J Current Capacity
- partition query Cld 7z LA RO e S ===

+ Primary Index (_all_docs)

. MapReduCe View (_View) Increases in capacity are limited to 10 units (1000 reads/sec, 500 writes/sec, 50 global queries/sec) per change and once per hour. Decreases in capacity
are not limited in scope but are limited to once per hour.
: ;

Sea Ch Inde ( sea Ch) Require more throughput capacity? Contact support.

« Sear x (_sear

+ Cloudant Query (_find)

+ Geospatial Index (_geo)

©® CloudantTHIFARTEE7XAPI
Cloudant Tl EOMEED 7 ) —BERENHE SN TVE T,

CRUD - Primary Secondary ea Geospatial Cloudant
Document Index Index (view) de Index Query
= | | Q
—RR
cRFa XV D cRFaXVbD *MapReduce(Z eLuceneZHAUL\z MIBEFRT—FHAD T —HIDREITHU
CRUDI2{E FF—ICEDL BEO<KovTU— F—HINR—AN Z)atl)l= EESHNEITU—
JTU— RFa AT
*££5t - GorupikE REEERE IEFRU d. *MongoDBIZ iz
T 74 )L NTERL RAF. A/fEME%Z fELPITVITY
Nns AP —HARIIA < TUIHERR. ERUERS
ATJRE JU—X.
J4)L RA—R. RIMIES TP FARR
T 7 I—RER. BO7ZERITAIRE
EERRRIEE,
FEZBIRR (CRS) &

YiRk— bk




® CloudantlcH 3T —2DIEE

CloudantTi&, I_idJ &l _rev |F—%fHFDJSONJER DT — 2% RFa X e L TIRWET,

+ _id (R AR DIMEE D AT HE)
¢ T BAR—ZANTLZ—7 (—EN) THZRHENDH S

« BRINICHRE LZa i U, Cloudantic KO BB SCFAIAEID M TENS

o _rev (I, =PI X B HOEZHZIAN])
* MD5/ vy 2l
 _revDJEEADMEIF RF 2 A FOHEH AT

« FF2 AV MOEHZ T B AT B D_revidZ 5 E § 2 465N DS

{
"_id": "nodered-imaz-003/flow",
" _rev": "1-1d8d5704d6f1b223bc57104e0a2ae2cl”,
"user": "IBM"
" W, om o | JSONERTHNIE, _idE_rev
) message”: “"hellol LS ERICRETE D
I
® Cloudant- L) —<3>
Cloudant Tl&, 7—ZX—ZAMDOT— R A A ARETEET,
CHUCK DN 7 — 22 I T % M TR 2 ST X £ 7, AT
Type: Local database
* Source& TragetZ &G E L CL TV r— 3 V2 ilE MMMM? :m
o LV —a NFEH S B WOk (continuous) & R
+ Source& TargetZz ANV 2 CHEIC T — 2 [AMZTT5 et
MRFIL 7TV r— a1 & nlhE T —
New database: test-backup
Authentication: Cloudant Username or API Key

@ IBM Cloud THIBTESDb2R 1 —ER

& (&

Options
Replication type:

Replication document:

da729042-8a11-4fbe-824a-37d 111c1713t-bluemix

One time

my_first_replication

21 Start Replication Cloar

W@ v¥—rzs | Db2 Db2 Hosted Db2on Cloud ¢y | DP2 Warehouse
on Cloud
FIx OLTP O O O HOLTPICHL TR BIERATEE
RZE | oLAPDWH | O O +DWHICHL IR B ERATHE O
2 VIhkoz7 — e — e — e
R (EECC A 558 RY—ER 554 RY—ER 55 RY—ER
2e 2 R o SR eERe feERe peEEe
+HRSF
BEIFEFOHW
1275 555K (BM, AWSMs%s | o Cloud IBM Cloud I Cloud
5355 K)
R EY IBM IBM
&R 0Ss BEH 1BM 1BM |BM
DB BEH HBEK |1BM |1BM
FIU | BEE BEE BER BER

(*) IBM Cloud _|-CldDb2& W\ 58— A4 THEIH T MY, SWHRE DX FII7% 3 % 72 bICAREHI CldDb2 on Cloudé KAl LE T,
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® Db2 on Cloud
HE:

« 73— RDDb2 as a Service
« IBMMW T —HRN— A% 24x7x365 &

- Db2 Enterprise Advanced Edition O # i
Z I AT RE

« AE—IVAR—NIABER TS R
* Flex 75> (#£3%)
« XAEY ARL— CPU a7 7|
AR T RE
* Precise Performance 75>/
s [HEDV—=ZENRT e AR )V H—)\—
it

< EO AP S

© OV TFR—ADEE S UG [HIRFR]
by k1
75 RARL— Mo Al 4R i

< I\ T T 7 HTIC A

- HA. DREME K AT FE

+ 99.99Duptime SLA 7 24t (HARERK
JHEARI)

T =R A= & D H
+ Oracle A#aR&REZ T2
+ ANSI SQL #E4L
* Microsoft SQL Server, Oracle, MySQL,
PostgreSQLICH LTDT 72 AL 2 —

Tz — Rt
+ Cloud Service Endpointic &% Privateff:
VATTE

@ Db2 on Cloud 14gES¥4H

* Flex”"Z & 1core/4GB A& —, 2GBARL—
D/NFIREREE IS A2 —1
c DY —RIE AT A RN—"CfRHUIC AL H A RE
s BRI R A LD — )V A RE (FEHA
549

s HEIB I CEED NN 77y
< I\ 77w I3 HEIC H S
< 4RO A A=V %R 17

w7y TOIE
c NI T T A A=VIKICOSIAFE N
HBIMICEE O T — 2 Z—ica—

< TUEALRERIC K B 28 LTz — 8 A it
- O I5—U I KB TELRERL
(HADRESHEIC X B0 — 1) VHAZZH24E)
c EEERNCE NSy RO AR
AR VINA J—RADF [k #52 T

« SEEMERIC KOt gL 5 [fk T BER
F—=BN—R ) —REREK
« B—A)VOTIREICIThIA, JIh—DSEE R
AT F 2 AREOY—E ki D7zttt
BICE T — 2N — R KT HE

IBM Db2 on Cloud Storage: 0% ©  Discover Q
Quick stats Connect to IBM Db2 on Cloud
100%
Selecta client v
. %
% 0% Select a client to connect your applications to IBM Db2 on Cloud
g- 0%
2
O 0w
o%4
a3 owa oane s oane  0an7  oane
Load activity C Refresh
smns souRce FLENAME TaRGET REQUESTED BY ROWSLOADED ROWS REJECTED
No items to display. If you see a progress indicator, please wat.
Instance Details / Scale Instance

gi) Scale Instance

Compute

Scale your Db2 on Cloud instance to provide more power to process
workloads. Compute scaling is an offiine operation.

Storage

Scale your Db2 on Cloud storage imit to allow your database to scale
automatically within the defined storage level.

Cores Memory Storage Limit
4 e CR
1 4 GB 2GB
+ Comput . St Limit Estimated Char ith (USD)*
=22 Db2 on Cloud e orage 190 per month (USD)
— -CPU Cores: 1 -2GB
== Fexin i $189.00
astance Detals / Manage Disaster Recovery
2 Manage Disaster Recovery
Disaster Recovery Disaster Recovery Configuration
Disaster Recovery provides fault tolerance Region
using a newly provisioned Db2 on Cloud
instance of the same size in another Sydney v
availability zone.
Datacenter
Choose a region and datacenter to the right
and then select Enable Disaster Recovery Singapore (Recommended) -

to get started.

Estimated additional charge per month
(usp)*

$189.00

Enable Disaster Recovery




Db2 on Cloud
Single Node

+ 1./ — RiBRL

R =VN=E AN ZI Y 4AYwA
(F—IR-N\VOTYVITH
KUOT7—hJ0OY)

INY DT TA A—ZHIEED
Tt (TIRE

e T —HIR—RDILEEER

«[EERF, IBM(CLBUH/Y

Data Center #1

® Db2 on Cloud DtFa1VF+

- JBEORE S

® Db2 on Cloud DERAEA T3y

Db2 on Cloud
High Availability Node Option

<2/ —Rigpk (A—t>4—A)

- Db2 HADRHgEZFIA LTz
Active-Standbyt&R%

cEHL U —2 3>

« S|k (EHIZHUA

- [EERFOBEERR /N

O—UPO7vIF—h

-BrBEE/\v 7Y
(F—=AIR=Z2)\Y O TVITH LV
7—h+J0OY)

I\ O TW TA A—ZHIEEDT —
A H—(TIRE

¢ T—HIR—XADILEER

«[E=E8F. IBMICKDUH/\U

Data Center #1
i e

A

c bFaViEET T )LE UTSSL/TLS 2 R —k

- T—2ONESL
© T RN AL A2

* BE S bR —IE i EEng

NI T T TR OGS
< 700 ZHE

« I—P—ID/7SAT—RIc KBk

Db2 on Cloud
Disaster Recovery Node Option

< 2F2F3 ) — Rigpk (2>~ —F/)

» Db2 HADR#gEZ FIIFH U TzActive-
Activet&hk (UR read)

JEREEL TV —> 3>

- [EER, IBMIC KB UH/(U

« 1—H—1{EIC KD/ — R5|HkHETEE

Data Center | | Data Center

#1 #2
B 3w e

Data Center #1 Data
Center #2
pctve - Stanay || e
=HA JEFEHA

« A=Y= IN—T AP —DRENIEUTT—ZDITHBLTHN D L)V THIN 75 7727 Al 7 38 T HE
* Firewalllc &3 R—FAFr 0%y NT—7R A S DIRE

 IBM 7 —ZR— 2B H T (Guardium) Ic KB v T4 T« T —2A\DT I v AT =R V5
c B F VT oibD DIl R SR LA HE

« TIAN— Ry T H
+ Source IP Filtering

« RTA M)A FDORGE FHEDIPY RL AN SDFHE D Ir7e 71 A]
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® Db2 Warehouse on Cloud 1=
=

T NAINTH—R VA
cHFRMHT L) A VAR =T =R

MR
BT A EI R P T 7 — 4
S

c BAFIVT A VAT —
c REIRT— 2y M AT —IC IR ER L
L
o JERLR
« F— R EBEITERE LRSI,
I L) =3 FEHE NI EFOIRETULHX
N Y —=ZADHRIENAINT A—< > A%
[LTAYA
c TF—=RAFVEYT
« BORENZ T — 2 ORSING TR LE >
BA VN CT—REHE
< S NRODT 4 AT/ OTIRRDIST A —< >V A

¢ A—P—DZ—RWSUT=T > DIt
© IR — AR R Z T T 2 RANT A%
WIRBED TSV Ix BRI AT Y aY

O AT SR
© OV TFR—ADOEHE RS UIE [FBRER 72 S5 45
75 RARL— Y @Al 2R
< NI T T % FEIRICHUTS
- DT —2R— 2L D HHE

* Netezza& O i\ H 72 fif (7
+ Oracle A#REHEZ T2

M Db2 Warehouse on Cloud

OVERVIEW

Welcome, bluadmin!

DATABASE RESPONSIVENESS
Lasthoue
797 SR, 1150 resorsetme

Statormont Distriution by Responsa Time

DATABASE CONTENTION

DATABASE THROUGHPUT
Last 1hour

12.0mo Sxreie

21, rwerns

DATABASE TIME SPENT

Cookie Preferences

DATABASE RESOURCES USAGE

Last 1hour

1.,‘9’;“_‘, 285 erory
L T togomcn
3 4

° 9% omen

® Db2 Warehouse on Cloud ##ES¥4A

+ CPU/ABYBXUARL—I 2R EITIGCT
BIFICHERR ATHE
c DY —RUFATA F/N—THIHICZS
* AEY—ECPUITICHDETAT—)

c HEIBEICTED NN 77T

< I\ I 7 T HENC HRETS

« THRDA A=V 72515 Flex ST )

C A—PAATEDRAITTONY I TS
& AlHE

c BRI I T T A A=V % VT 1HIA
EATEDZA I 7 CHIRHE A W] AE (11E
SIVEA7i1]2))

N7y T OIE
c NI T T A RA=VIFICOSIIRE TN
HEIICEB DT —2 2y Z—lca¥—

* TLEARERIC KB 208 LTz U — B Az M
- J—R:
+ /—RiZKubernetesth—E A THEK,
HEDHZ ./ — RIS, EH
% /— K7 JIRFHEIH
« ARL—V:
+ SSDR—ZDORAIDGHER TIEHEMEE
INT == A%t
AW
« 3 NT—=TZA v F O ELTEH
17 LR

Compute

instance Details

/  Scale Instance

Scale Instance

Add compute cores 1o your Db2 Warehouse on Cloud to increase the
performance of your data warehouse. Compute scaling operations occur offiine.

Storage

online.

Add more storage to your Db2 Warehouse on Cloud to increase the volume of
data that your data warehouse can hold. Storage scaling operations occur

Virtual Processor Cores Storage
6 40GB
D Wikiibionig 6 Clod Estimated change in price per hour (USD)*
FloxPlan $0.00
ined backups DATE/ TIME (UTC)

Amaximum of seven
backups are retained, if
your backups do not
consume all of the fixed
amount of allocated
backup storage space.

Daily backup time

17:10UTC v

Update

12/05/2017 17:10 UTC

12/04/2017 17:10 UTC

12/03/2017 17:09 UTC

12/02/2017 17:09 UTC

12/01/2017 17:08 UTC

11/30/2017 17:08 UTC

11/29/2017 16:05 UTC




® Db2 Warehouse on Cloud Dt *a1)5«

< EOEE{k
« Fa TG R N )LE UTSSL/TLS 2 R —h

- T—RDIEEAL

< T ARN—ZA Lzl 51k

- B LR —IEINICZE TSNS

NI T T TF—RDEE(E
< 77 A

« I—Y—ID/7SAT—RIC &k %Ak

« A=Y= F)—T =P —DRENIECTT —ZDITB XTI D L)V THIMN LT 7 A7z 358 e
- Firewalllc kKB R— b RAFv 2030w NI =712 A HORHE
« [BM 77— 2= ZEE R (Guardium) IC KBV Y T4 T+ T—R2A\DT VL AT 2T
< LF ) T DT DI L R iR AT RE

« TIAN— R NI — T

+ Source IP Filtering

« RTA P AFDREFFHEDIPY RL AN SDFEHE D Ir 72 FFA] —
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® tF1UT—RRODRATYT

1. 750 FE£ELHBEROBEHREDRREIERT S,
o £F 2V 7+ —IFIBM Cloud EFIHEDHLENFHETT,
* IBM Cloud WE D TSRS 2 L2 RELTVERTREDHOEE Ao
o BREDH =HREX. IBM Cloud DEAIAZIRAEL TVET,

2.9 FEEDEENBENMVEHZEET S,
« IBM Cloud (laaS) O FHIFHIZFIHZE D ERIETE I WT — 2t > 2 —&&d, RS T,
SHEFIZATENEEWISWAHEEENTOET,

3. FIAEDHSTREBATHLT, V5T FEERBOBE - —EXR3rd PartyiR DS
H—EREMHEDOET EE-EHTS,
o PEICIE OB R B R FBIAR R T TR E,
« ZIEBATOMEEIHERENE T,
« IBM Cloud(laaS) D¥ &, 0S, 7 TV — a7 —2 & FHE DO ST TIR#ET 20 EHHDET,
o HHEEAEEADEF 1) T — G, LF )T — R —O%E, CSIRTZC R A& cHtGLEd,  FIME IBM Cloud
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T—80eXa)Tq
341 —0ORA
IBM 2 5% F - #—EZ

—B&U

8'2. f§%1£63\9§/|§\

FIRED
EiTsH

@ https://www-03.ibm.com/software/sla/sladb.nsf/sla/bm-6605-18
+ Securing Architecture

Overall approach aligned with
business goals, target environment,
budget, roadmap and
implementation approach

Monitoring & tracking of threats,
incidents and the performance of
controls

The control cnvironment which
delivers the chosen risk appetite
and enforces the policy

itoring, Measuring &
ment Information

@ IBM CloudIZH132tF 1) T —DEZ S ZBRTHIHDFFa A2+

c T=ROLF VT A—BRTTTANN—DFEHI- IBMZ TR —E X
@ nhttps://goo.gl/xEFFKS

@ https://www.ibm.com/cloud/garage/architectures/securityArchitecture

Feeddock loop
~from front
line controls to
overall
-\ strotegy

Controls

Definition of the organizational roles
and responsibilities , policy framework
and arrangements for oversight of the
risk profile and risk management
framework

External Communication &
Stakeholder Management

Managing extemal reporting

requirements and requests, and
cngagement with stakcholders

+ [aaS/PaaS/SaaSOEAT /0 H i iE—iIIICIE FTRIDKSICIRDE T,

+ TS BIEDEREARHCR LTI,

MR BRFIRE—ATT, oxxld IV RFIAED BRICEETES GEF)) 1 Lo lid,
AR Do DB EEIEY SV FRIBERICHS (B 1 LWVHTLZiELET,

F7IVE&T—H

s )

F7IVE&T—H

=

=

([ =mmm |

(| =mmm |

[ =rwozr |

sKLoz7 |

ARV—F A VIYRF L
{RAB{EEEE (option)

YRy —\—

NW/StorageE8&

|

—1

7IVE&T -
F—IN—2
RITRIE
SRLOL7
ARV—F AV TYRT I
{RAS{ LR

NW/StorageEg

ISUNEE
DOEEEHEH
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+ IBM Cloud [aaSIZ 3513 % K OB R B ES AU FRIDKSICEDET,
s HARNIEE Z L LT LT OO TY,

* FUFHFE D E T E SR & O H I

s FIRE DB ECE WA 50 RSO HIT

AIJ7UVEE MEY—)— (FH) {FRY—)\— (F6 - 3tH)

Z?’Ub‘—“}a s

F—5

0s FIRE

AR PACYAG &4 BUN\A) =T —ZBA T D5HEEFIRE)

N—RDIF7 FIFRE: D50 REE

IPMIEERR O HWASRESR
BIOSEHEK
IS5 RESE:

EMS>TIFIVY

HW3ZH>BIOSE#DEIT

JOES3a= | oso#A FIRE: &K FIRE: &K

>
H—)\—D# R FRE: B FFRE: Bk
F—E H—ER D30 REE D30 REE
@ https://cloud.ibm.com/docs/services/vmwaresolutions/services?topic
IBM Cloud % h 7 —2 Yyl R LIZXT9, =vmware-solutions-design_physicalinfrastructure&locale=en
Users
Reference : :.‘

BBR = BackBone Router
CBS = Core Backbone Switch

DAR = Datacenter Aggregation Router
PPR = Pod-to-Pod Router TransitPeering Q
FCR = Frontend Customer Router

LBR = Load Balancer Router

BCR = Backend Customer Router
MSR = Master Services Router
SLR = SoftLayer Router

To IBM Cloud Network PoPs

B BV CloudnEzsaE:
JU—Z—R0ZA v F . IBM CloudliC k> T oo '
MR- BB SN T GERE - a ¥ s :
Sy F DT TYREZDELTITHNT

VET, L ISR Oﬁﬁ é é é % é % % %

Y B B 22 2 I ™ - v
FIREDETEE: : @ :
FIZOY—S—RVLANIZEID S TENT 1 e usssumen ; ;
W&, FfIf# & VRA (Virtual Router L o ‘% ............. '
Appliance) FORTF — T 2 ART 7 A s

70—V IE Y 5 LT —/ D
WEZGIELZD Y —N— kictFay
TA—Y T MNeHE AT HIETIRENRETT,
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+ IBM Cloud DCOYF2 U 7 i HlE, NIST 800-53 framework’z £ & U7 USBURASHEICTE W E T,

- Tier3LL FDT =&t Z—7 i8R L, 77— 2t 2 Z—NOUPSEE R E 5 I TR 2 e TV T,

* SOC2 Type2Zz2#1 & LT =HE SN E 2 WS - L FEIC B3, Z DRI AR eE W HE N h 92 T TEMIEDHEFEICES
HTVET,

s LYV ZTREINE I IBMOEF 1) T 4 — A RTA VIHEN BCCIC BIFFEEH T % B R TIBMALEZEFUSHERY > — L
TN L TRBEMNEBE N HFEEEENTOET,

< EIREE DX ARHEDTHIC, IBM CloudZ X A2 E RS AT L (IMS) PRI S NI TR M2 R B £ J

+ 99.995% DIRENE o ZODMUBERESBHAE
. EEOY Y VEE « TERBITTRME (2N+1)
.04 B5RS o EIRMES B NN96 S

«+ 99.982% DERMEIE - EHOBRESHTE
. FRIDY VR - IR (N+1)
1.6 B5RS o EIRMERRFREIA T2/

+ 99.749% DIRMEIE o ZTODMMIREIREIBH
. FEEDOY Y RE Hik
22.0 B - BROBASHDOTEME

+ 99.671% DIRMEE s 1DOERESHAE
o FEEOY TR . TURMEAL
28.8 R

ETDT—2EV2—T."RIER"TROMLHEHERMTSHEHRERALTVET.
* n+1 UPS Battery Backup Units
* n+1 Backup Power Generators
* n+1 Cooling Infrastructure
* Pre-Action Dry Pipe Fire Suppression
* Multi-Level Access Control

e ‘, DATA CENTER,l
=i=n a=.—
> >
—— /] ros ——
a a
O ) ONE—— w w w
—— BB
— e BATTERY UNIT BATTERY UNIT g ; ;
W O [U)
> z
PDU L ee—— E L ee—— m BACKUP BACKUP : : :
BATTERY UNIT BATTERY UNIT 8 8 8
v v v
a

\

7| REDUNDANT Ifl

ﬂ PHYSICAL SECURITY LAYER ’ UTILITY POWER ;

COMPUTER ROOM AIR CONDITIONER

POWER DISTRIBUTION UNIT
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Bi1H A5 (CCTVIC X BEHINEN T, 05137 L LOOHMIRFEN B,

® H—/N\—V—LODEH
c WU L2 AD X I DB FEE LRV,
- HADODRT7ICIE iR 2 FFE TE D X5 R FRIEH TV iRn,
 24F5[/365H ARy T WEEELTW 5,
c TYVEF )T AETHICKBERBEN TV,
« IBM CloudDfit¥ B & T Aa— FENTZERE LEE I EFICHIE STV 5,

- FRIEHET— 22> 2—CORTT,
IL t¥a17 |-/
7 R—=F— | = =L

BRECLS | BAFIVO AEFIVY | ILA—5—:  HEN (G- | ARFIvo | BELEDI

HADOEER ERDORWT | LT —R) & +BEEEETE
O7ICEkxE 1k SRV
S0 I #
|

ASTUVER or IRRFT1>49

Y=/E—A BERAROT—S+5v0

O e @@
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APIICKZEELFERIC
FoTxRYND—oT0OE
T3z=>o%y—)\—J0

=~ BERBADT—S+5v2 EZS=hem. Mo
RS oW mm SBMEMELHEL, B2
.‘ @) HAERENS.

% DSIREEFES

BEZRCADSYI (U—>12L)

& G

HEKRC
 MDIBEERE Y —/3—)b— LISV B AD ATRE, T —/ N\— e PN LT E S DA EED I AVl BEMIED ARG
LT MOFIHELYBIIC I B ANTLERS 2D, T —I% FFTLZRW,
Fv 7 DIEFEEIC KB IRAED A, < B HIC KB A S D I 2 526 (SOC275 E DAVER G 7Y
* HVESRRAE S BE B (— AR I3 F AN OB BT IIC K 2RI B R BRI
HHANTOHWVIHEIC A2V AT MWHD, AN RIE 5, NWTREYa=Z 73— =7 ya =783 N THBE
@7 HIc—Jg #IC 1 .5) NTEY. T—2 Z—NOIFEERLMEL ORHE DY —/\—0DH
 NEEIRZ YT B TR IR ERC B R DBE V- 7 BRRFE TERV Y=/ = A2 R /3 —a—FDH M
JBAIZAHSICBREE NS, (HEEEN TV L) FIVIRENTHD FIHFEZREN B ERE GEN TR,
- EAESREZ 1D E LT T 7 A, € 7 AR 0T 6/l
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KL BHD5EHE

IBM Cloud AOEEICHIT D EF1UT A HBEF
ESED>TVDDH ?

BA

- IBM Cloud laaS M&R%ZLTWLW5DIE IBM#tETY,
- IBM h'Es B Business Conduct Guideline [CHEL). IBM OtFa1UF HEDLE
FEZEULTVD L. F=BDEBERBAI SEHREINTLET (S0C2).

IBM #8335 <TH DC [CANDDH ?

- DC [CANBD X V\—(F. (BEEHIC(F) & DC S&IC 17 A~ 23 AD Server Build
Tech(SBT) D#H T,

DC ADX Y I\—[CEMEDY—/\—ZHEMF
ENTLESDTIFFELD ?

- IBM Cloud (325D RTHD. RAT « VI TREDERBA, T—/\—I[ClF. T—/{—
BOBBREFENIT DL SBEBRIIMVTVF B A, BIEIGEEY —/(—DYER
FEBDCHIC, N—T— RIS ENTVET,

USB XEU CD-ROM RS54 JZE>fcIE—
HENTUXRSDTRIEVD ?

. E/IL/I Cloud DEFRARY Y —EUT, EROBMZE DAY T TV AZRBL TV

I35y ah—heEo TEEY—IN\—IC7 I
AUTRIEENT LR SO TIFELD ?

. Ial?gl Cloud MERRY Y—&EUT. EEDEEMZE > IcEIEPRIEFER Z XML TL

o

A v F EDEER— NI —JIVEHEESNDT
t;C)b %Bi&afﬁﬁﬁb‘?ﬁﬁ'@it ULERST LR
LDH “

- VLAN 37 ATV hTECEIDIRSN, H—/N\—pTOEY 3 =V ITENRICHIH
THBEENEY, BICES>&. JOEIaZVIDNKRBEINDETEAA v FED
_\\{%A%\Iﬁ(ﬁ%ﬁ!i*ﬂ'cuiﬁiu@( BHEZEER— M —TJILZEHRELUTHER

F v EILEOY—/\—0 HDD Z5|EHRkW\T
F=IHIAE—ENTLXRSDTFELD ?

- BEY—/I—DF v U EILhEfEEINDE. RSATHEEY T D7 (Defense
(DoD) 5220.22-m standards) [C&2>T. BEMICT—FIFHEESINF T, HIBRIC
KEUET « RO GYEBNICHIREINE T, CNICKD., 2 TOBRET—YIFFRICT
E%;a ZUTENEERY—/I\—DO—HILT 1« AT D SHIBRENT WD T EHYREE
- AiEBET. BEZRCBETT A AIZBVRDCENTEFT,

T4 AV ZEWIET BIFEE. B - FRERICBBRCESTTHIDVERITEY,

y IS5 RDTF—FEVEI—ICADT

BHOtEFa1UF 4 IRUY—Z#wLTWVWDHhF v I Ll

v

EERtSF 2T — L)V EHET 5720,
P—N— )= LDV H A D ZHIN L ik E T E T,
® [IADF— %+t 2—0HSLIIBMEERHOY) 7 T2 k TAlfE,

o [HHCPHERR MR E AR IHE 3, SR L AR — R (SOC2) 7 SHERSATRE,
® F— 2t Z—DFEE I N THIRINIC AR,

T FOEBIRECRIE EDEDEENERAEINEITH ?

v

HAREIEANDBERENHART A« ©— T LS & ORI TE
HELO D UTEEE. TEE W20 BEEOEHZE T DFEE
TAEOFERICHES T LITE>TWVWABED,

o FIAREENEAENET,

® IBM Cloudic B9 % i & D4 FIARD IS CHRAMBRENE T,
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® IBM Cloudh»&2aV7SA 7V ARE—E

HiBERE USEATRSE 5 kel
« CSA STAR « CJIS * FFIEC * [RAPCH—AXF5VU7)
+ ISO 9001 * DoD DISA * FISC(HA) s MTCS (& >/ AR—)L)
« [SO 22301 » FedRAMP « HIPPA o XAFUN—HE(HA)
« ISO 27001 « FIPS 140-2 » HITRUST « C5(F1)
« ISO 27017 * FFIEC * ITAR « European Banking Authority (EU)
+1SO 27018 » FISMA * PCI « ENISA IAF (EU)
« IS0 31000 « ITAR « ENS (ZXA2)
« SOC1 * EU Model Clauses
* SOC2 » EU-US Privacy Shield
+S0C3 « GDPR (EU)

* G-Cloud (UK)
* Health Data Hosting (75> X)
« IT-Grundschutz (K1)
* FERPA (US)
* BaFin (US)
@ https://www.ibm.com/cloud/compliance
https://www.ibm.com/cloud/compliance/global
https://www.ibm.com/cloud/compliance/government

https://www.ibm.com/cloud/compliance/industry
https://www.ibm.com/cloud/compliance/regional

FISCREXRBENDHG
BEMNT YR —ECARZTEN T BI2720 U AZFHTEDZE I LT\ zf2<72ic IBM Cloud TaaSICBL T
FRRISBES O Y a— 2 AT LOZZ A REHEfR T # ) (FISCZOMERE) 2\ T~ — 7 U2 2t ili L 7= B R 2 2 Bl
BEBICKBRE VT N AR EIENIC K BB 5 22T,

@ http://www.ibm.com/cloud-computing/jp/ja/softlayer_fisc.html

EEXREI3EAGIFS1>
[ A IBM Cloud TaaS7 o7 Ry —E 2% )i
YFaVT4VT 7L A

@ https://www.mri.co.jp/service/201602_021630.html

BAFR—BEOHI S IcHTH IV TFIvy
IBMTiE, L FOBFH— I OWT IV T F v I Z5E T L TVET,
EIE T IBMOE I FIC BBV EbE LT,

@ http://www.nisc.go.jp/active/general/pdf/kijyun28.pdf

@ http://www.nisc.go.jp/active/general/pdf/guide28.pdf

FRISVFEAZEBY —EXBIHE
T TIREE K- ST R8N R 57D XTI —E AT,
IBM T EHIICERENSF 2y VU AMIRIGLTVWE T,

@ nttps://cloud.gakunin.jp/

JAMA (BFBEHETESR) CAEYSVRERNF T 71cx9 3 IV I FIvy

CAEFIR T/ FZRIAT BBICED XS B TFIHE MR THIR (T v 7)) T 20BN HHDNDF5| & &2k Lz

INYRT IS 22V T F oy 725 T U TCOWET A E5T7 1 IBMOEEH S FICBRWEDE LI,
@ http://www.jama.or.jp/cgi-bin/it/download_06.cgi (VL —KMFITESH 55D YO—-RTEEY)
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8-4. vy J—U1Fal)

©® IBM CloudDNWi#EEPHR 2T —RK—ZILADF G

» VLANIC &K% 3y R —2 7Bk
+ IBM CloudH & D¥EHEd % —E A %y b — 7 FHDOVLANE
FUHE OVLANZIHIEIC D B N TV FE T R HHE I, i
FIHHE G LR WEADOVLANAED 4 THN, TOVLAN
ey —N—"EEINET,
- fEgg A Y
+ Internet IZ i L T2 %y M7 —7k&#R(3. IBM D Digital
Threat Risk Assessment (DTRA) F—LIc k> T, EHHIIIC
EEHEAF Y ZRIEL COET . COAFY LR THA
TNtk it UTid, BEEICE U TEAEEI Y mt Al
LizhioTIBESNET,
« FirewalUL—/ )L Ol
- Network Engineering F— A&, @I T 747 — T+ —)
W=V ZIT > TVET  ZDTDDRX—AT A Vi,
Y AZE PN EAT % £15 Vice PresidentDEGRICIE DN TED

« Penetration Test(f2 A7 A k)
c FW T O R ERE L, RATESNESI W2l d % '
FAREERELTOET
+ Secure Data Transmission
+ IBM Cloud DA AR —HR—%)VLAPI 7 7t A1x. TLS1.27%
FIFHLUTRIFZIRA L OB TR S b2 T TWE T ZD7dic
TR 75 B SSLAFHE 2 iR - B E L TV EK T,

@ IBM Cloud hME#E T A TL BDDoSxT R DL

+ IBM Cloud®DDoSH 5, %Y —/ \—D B 5Z1F % T LItk > TIBM
Cloud 2Dy hT—2 Uy —ZHNEU L, K2 321 TO R o
BERECH—EREEEZIITLEI LI BT ENHINTT,

« IBM Cloud HE&ZR# T 572D —C X TH 570, FIHEHET DA
A R TR >TOER A

+ Network Operations Center (NOC) & Security Operation Center (SOC) D
F—Lh%, IBM Cloud DERE % 24/365 5L, RIEDRFEBITA VT
YISO TR AVET,

+ DDoSHER 2 EI LT BRI,
B RAND T T 0y 7 DDoSH Sl e\ % L, BNk E NIz
RITENBE T, ZDIPT RLANORR A M5t (null route) LE T,

BRTVET, &

To IBM Cloud Network PoPs.

o & TevEEETEe

Firewalls ck AP DNS Images  Transcoding
Server

! Fie Bl
LBR Storage  Storage  SK
'

o &

B BV CoudnEERE:
FIRE DO EIEHE:

1 DDOS
y xRtk AR

DDoS #1HF

1RisEmmit !

DDOS

IR ES
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@ IBM Cloud|c313%0P25B(0utbound Port 25 Blocking) &

- IBM Cloudid/5H|Outboundz 7 1 )L 2V > 7 LER A,

- fij41 & L COP25B(Outbound Port 25 Blocking) X5 217->THD, 258 R — M \DPublic VLANFRH D Outboundifi{F 1k

Ty L TVET,

+ IBM Cloudh 5 A—)L 7354159 % BXIC i, submission port& LT 258 LISV 2 FIFH LTV % SendGrid7e & ¥ —E 2 & FH]

THRENBHOET,

@ https://cloud.ibm.com/docs/infrastructure/email-delivery?topic=email-delivery-email-delivery-faw

4 N
() IBMCloud

T <

IBM CloudEIC
BELESMTP
H—)\—

REXD
e

SNEBDSMTPH—/){—

® IBM CloudicHlF5Cache DNSDFv v aRkA X/ 3E
+ Source Porti&5 DT> R LML UTransaction IDDT VX LMD I B W T, Bif iSRRI N TOE T,

= &0 § & F Source Port Randomness: GREAT

Number of samples: 18
Unique ports: 18
Range: 5697 - 64937
Modified Standard Deviation: 19348
Bits of Randomness: 16

Values Seen: 55575 30584 10667 41156 55336 12165 60239 19442 5697 40911
17894 45301 38589 43628 64937 33921 11065 60387

B n f Transaction ID Randomness: GREAT

Number of samples: 18
Unique txids: 18
Range: 4253 - 64952
Modified Standard Deviation: 16903
Bits of Randomness: 16

Values Seen: 32000 25747 11250 31864 43092 24348 64952 51844 4253 57451
25267 37905 35801 43452 30932 57719 50096 13754



O HAEIICELB XY N TI—0F 1) T —RESRK
IBM Cloud A -ZBI7E7E 95 CDN/WAFH—E X (IBM Cloud Internet Services(CIS). AkamaiZz &) DFI A

« IBM Cloud 7 —%t > 2 —IZ Ao TL AR TR Z > vy b7V 9% L TIBM Cloud 7 — Xt > Z—ND
T7AT =03 — VIR — S — D EBEIE 22T IR0,

www.example.comD # iR ET KL ZADFHE D CDN/WAFY—E X725 728, IBM Cloud
LDV — N EERE R Z TR,

ERODI—-—T 701X
(www.example.com)

Frwa (MEEEL)

« DDoSPA1Hl. WAF. Firewall

(a2 U5 —mLE)

® 1BM Cloud Internet Services(CIS) &l

Server

4 N\
5 1BM Cloud
B
Origin
Server
J

@

CIS(IBM Cloud Internet Service) [CDWT® FAQ
https://qiita.com/testnin2/items/bfa08112616ebdfb5244

s TV —rarDltFa )T o— Ta M DT A=< > 2 ) &0 L& 2588 4 — VA VT TR TE 50— X T,

1. a1 UFr—
ZBEHRRMEN S ESP> TH—ERERET DN ?
DDoSKZE
. [ Bots
5
2. A Al
T H-BEPKERERESHT. T—ERD
B &S00 TIERIZH ?
3. \TA—T>R

BEEFRDSDORBOTITRZ, BRBINAUZH—)(—
[CEEZMNITIC, ESPO>TH-—EXDREZIBRI DN ?

(IBM Cloud Internet Service

*DDoSPAE

*WAF

eFirewall(IP77 RL- X, ASN., [E. 72&)
eBrowser Integrity Check
oHTTP->HTTPSADEErewrite

o TLSHFE/ (—= 3 LU E TR DHFE]

o TLS1.337i%

eRate Limiting

eRange(aka. Cloudflare Spectrum)
ToERODEH. FOLCRODT v 1 ke

o1ERIDNS(DNSSECHIFA])

*Global Load Balancer

«Origin Serverh'offline T EAERIEARRTIND
FrvSa1dFoVERIRT ZEER]

«CDN(O>F>WYHvrw1)

NR—I)L—IUCEBARIIAX

HTTP/2.0[CL2BEIL

eOpportunistic Encryption
(HTTP/2.0NDEET7YVITL—R)

¢TLS1.3+0RTT

eSmart Routing

eTiered Routing

eEdge Functions(aka. Cloudflare Worker)
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® IBM Cloud Internet Services(CIS)DPlankb#k

B BEE

DNS

Cache

GLB

WAF

DDoSfRE
Firewall

02 @ export
Edge Functions

Range

R

~

=

[aay

™
B

fal|

@

Ente
Usa

B

|

e

AL HEVTHBHEDOTE, Planic &> T ERPREREIR A0 T AHlIE L 22 IR<EE W,
https://cloud.ibm.com/docs/infrastructure/cis?topic=cis-cis-plan-comparison#plan-comparison

https://cloud.ibm.com/catalog/services/internet-services

@ IBM Cloud Internet Services(CIS) D& #l

R—=2IVF1+

ANV MFA b

DDoSBAfHIE
WAFDRIEH
A=Y Y o

ZIVRZ—IRD
DDoSPAfEIEWAFZ
TEH\EL R W

Q)
BOARNTF—I VR
CDNZ#&5T

U EE SN
DDoSPAfH & WAF %
TEHB RV

THCAERTS
ARV MIART,
BRI T+ —VRERR

ZDI8HD,
CDN. DDoSPAfEIE.
Ja—/\b-a—R-NFH—
HEEDUE T

CIS(IBM Cloud Internet Service) [CDWT®H FAQ
https://qiita.com/testnin2/items/bfa08112616ebdfb5244
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O FBEILELB RV NT—7EF2VT—REFH

LA 747 —0x—Ib

Security
Groups

Shared
Hardware
Firewall

Stateful Packet Inspection
Customer managed appliance
VLAN Protection
Ingress Rules
Egress Rules
NAT Support
Multi-VLAN Support
DMZ and Multi-Tiered Network Support
Public and Private Network Support
SSL VPN Termination
IPsec VPN Termination
Open VPN Termination
HA Option

Manage from API & Portal

10Gbps Support
NGFW Add-ons (IPS, AV, WAF)
Cost

@ Security Group

@ FAENERMICRELEVRYIE 12—y MO S OB EFIRICFI 5
BRICEOTVWE T, 7717 — U+ — )VEDEF 1) TR/ ETRITITVELED,

)

Dedicated
Hardware
Firewall

FortiGate
Security
Appliance

Virtual Router
Appliance

Yes

FortiGate Security
Appliance 10 Gbps

Juniper vSRX

Virtual

Gateway/Firewall

No No Yes Yes Yes Yes Yes

No No Yes Yes Yes Yes Yes

Yes Yes Yes Yes Yes Yes Yes

Yes No No Yes Yes Yes Yes

No No No Yes Yes Yes Yes

No No No No Yes Yes Yes

No No No No Yes Yes Yes

Yes No No No Yes Yes Yes

No No No Yes Yes Yes Yes

No No No Yes Yes Yes Yes

No No No No Yes No No

N/A No No Yes Yes Yes Yes

Yes Yes Yes Appliance GUI Appliance GUI Appliance GUI GUI + API

N/A No No No Yes Yes Yes

No No No Yes No Yes Yes (2019)
50/ 8 $99.00/ B~]$999.00/ B~ $999.00/ B~ $219.00/ B~ $4,999.00/ B~ $299/ B~

A —N—ISEA T EAMED T 7 A7 — T+ —)
#Security Groupld 7 74V b ClAEMAENEE A,

PUFOTFMAHE > TRuleZ2 A ERK L A Y —/ 3= 5]

1. Direction®3&iR
* Inbound
* Qutbound
2.IP TypeDs&iR
e [Pv4
* [Pv6
3. Protocol Ms&4R

« TCP  — Port#iPfl 2B /N TR
« UDP — Port#ipH7Zz 38 TN
« ICMP — Type/CodeZZ BN CIER

* ALL
* ALL TCP
* ALL UDP
* ALL ICMP
4. Source TypeD;&EiR

* CIDR Block = 7 FLAL VY 7Z4E8E

» Security Group — ®%dDSecurity GroupZ$5E

N

Handle with care.

®Source IPTHlH

@Security Group Tl

- Security GroupZ &I HTHE BRIV —ILELTEFRI LR ULRY,
ZL KRBT B /T I MDEEIFERINE T,
AT 7IVEBEELVE T, DXV ANV —IVICETER
DDINGT Y MIBEERMICEFRI SN E T,




® Hardware Firewall
IBM Cloud®Customer Portalm 525 S5 HERL AT fig

Device Details View Al Davices

firewall-vian766.networklayer.com A
' Public IP: 11202251236 (Tokyo 2

st
e Configuration | Rules

IPv4 Rules
Action Source CIDR  Destination CIDR  Port Renge Protocol
Pemt 203341910 Ay 1 - 65535 TOP
2 Pemk 203441910 24 Ay 1 - 68535 UDP
S Permk 203341910 24 Any cvp
4Pemt  TGSIY @ oo Pemt v 12302820 2 Aw v = o - ©
& Pomt 9813633 Pecuired  *Mecuired | TOP
GRE °
Notos IcMP
uoP
- pPTP
AH 9
ESP
IPv6 Rules
Action  Source CIDR Destination CIDR PortRange  Protocol
b o

@ Fortigate Security Appliance
Fortigate Appliance’ZZ[EHEHFS 5L T, KO DM At F 29 7 —HEH AV A] E,

N e &=

FORTINET ForuGate 300C

o0 & gt W OV e

Sty s

8 D
Loa & dopm

@ Virtual Router Appliance
Brocade vRouter 5600 \—ZD A )L —% —I X D, Firewall72 13 T2 L VPN b2 U E & F1] ] il E

Wosmarse: vt | Lopged i e vpn |Hew | gt

O VYATTA

Mg § 30682 1191453 oo wiet B30 Uptiow: 34 10020 Bpasee Thme: 30 Mo 2917 6321 €47

Rasorce sage il [E——

eruif % 1= Nere  Dmrgtion » M Raes " ox
[P— dottone0 ¥ 1012012000626 o AN 104 ko
e " aad i =
= eve vyatta@vpa02: ~ (ssh)
Syvtaes Information L
Darmatn e 3070y com v
ONS sarvers ¥ 10080 11 vie sywers
Bostvie | mage L
e 12 -
aoa~
Ronsing ©
e sans

MoP ™ Pas: O, Googs: O, Moy o O -
Suate vt ¥ Roudes configured 4 Reutes i laes 4 -

Pogh Avalunday
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® 7747 04— IVIBRLDEER

??Z’! [

1 DDPublic VLANICH L CTNSDFWERATELGVD T UTDELESH'D

Public VLANIZ. VRA/Hardware Firewall/FortigateENH 1 DTDIHRERTRE,
BRI LMNEIRTERRL, EEITHRATIFEHDVLANITH L TFWDSEXHA TEGLY)

A

FCR

Hardware Firewall or
Fortigate Security Appliance

A
BCR

ZDP—){—mddefault
gateway(EFirewall#zs

A

FCR

—t0
-

arlx

L 4

L 4

Z DY —/){—mdefault
gateway(dVRA

J—H5—VLANICAD CTL BHIT
Hardware Firewall X Forti-
gateH'(R:E

VRA(CIREMRODI—TF—VLAN
ZHfST (h5>2) LT VRADS
R:E

VRAMDVLANI(C3t U CFirewall#2s 23X LELDSETD
&L "The selected VLAN is a transit VLAN and there-
fore ineligible for a dedicated firewall."&W\\D TS5 —
Awtz—HHB.

A

FCR

Fortigate Security Appliance

Hardware Firewall or

o

BCR
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O FIAEILELBR Y MI—7tF2U T —REAN
Reverse Proxy, SSL Offload, WAF(L7 Firewall)

NetScaler

VPX/MPX

Platinum
Edition

NetScaler

VPX/MPX

Enterprise
Edition

NetScaler
VPX/MPX

Standard
Edition

F5 on VMware F5 on VMware F5 on VMware

(Good)

(Better)

(Best)

cis

Yes Yes Yes No
Customer managed Yes Yes
; FIBZED VCS | FIAED VCS | FIFEDVCS | (Managed
appliance (tra) WRBSHE) | "ricwsm | bicws | Hio#® | Senice)
gy Yes Yes Yes
BRVLANICE e S No | (Trunk tgmaT) | (Trunk D) | (Trunk gy | VA
VXLAN HR— bk No No Yes Yes No
DoS BhfE##sE Yes No Yes Yes Yes
DDoS FffHiksE IBM Cloud Tl No No No No Yes
i L (=
Lk, '{j-_/ \_LLCEU
WAF H8E #5118 Yes No No Yes Yes
SSL Offload | 5%1;%25 < Yes Yes Yes Yes No
CDN #gE No No No No Yes
Global Load Balancer Yes No Yes Yes Yes
25Mbps 25Mbps 25Mbps
10Mbps 200Mbps 200Mbps 200Mbps
200Mbps 1Gbps 1Gbps 1Gbps HIRR7 L
1Gbps 3Gbps 3Gbps 3Gbps
5Gbps 5Gbps 5Gbps

*VCS=VMware vCenter Server on IBM Cloud

O FIAEICEB RV FI—tF21U T —REFN
RessfEL R—b

- [Nessus vulnerability Assessment & Report & W I igs P2 e A7 Lz TR TE £ 9 EHR—2Lh5
OBAET, I —\— DN P L R — 2K 105 CHUSF T E L9, FATREE I THEORIIEH D FE A,

+ Linux%& Windows&DOSICH G L TWVE T,

- Mi#EE/871)w ZNWZiE L C, Public Primary IPICH UCEfEE 1% 9, Pubic Static IP/Portable [P 754 X—h

NWIZIEHELTWERE A,

(nessus

TABLE OF CONTENTS

Devices

Vulnorabiltis by Host
Storage v v

Network

Security
Vulnerability Seans
Security Softvare
Network Security > omow T e T i

ssL >
Startims: Viod Aug 212016.04 2010

Compliance Report
End time Wiod Aug 21 2022:17 2019

P S —
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Vunerabilties

[TRICHEZXD]

BIER—5 LOBRIEICKD
KA RE CRIBBENTE,

BETOMHIRGT < &HO
AF v F—7Z LA,

10114 - ICMP Timestamp Request Remote Date Disclosure

t0anICMP.

which may assist an

Solution
Fitor out the

/712008 12008 R2

Risk Factor

Nono
Roforonces
cvE

XREF

Plugin Information

OVE-1999-0524
WE200

Published: 1999/08/01, Modified: 2019/03/06

Plugin Output
fempid

The remote clock is synchronized with the local clock.

IEEEMERF v F—ICIL L ED
NTL% [Nessus| ={#EHA




< ) — )5 ¢ — ¥PPTP VPN ' —E A&, 201946 H12HZE > T, P R—bz{FIELEL,
. ?JST\ﬁhﬁét;bv 7tFalT4 iéﬁiﬁ (GIERE R ”Iﬁétﬂ}iﬁﬁ“ﬂié@@i?‘h\SSLOVPN «@@ﬁfgﬁﬂ%bi@‘o)

- 45
o FIHB D HBAVPNY —/ N\—2 SR - 9 2 A L,
* Public NW% fifi 5 T\ W) 0O T, Outbound Bandwidthic ff L TE ST NRL,
« Public NWZ{#DH I T 72 ATEZD T, a7 i@ EH ke,
» SSL VPN, FEICRFEDVLAN EDY 7 %y kORI T 70 AFFn & 5 2% & h i, ZDizeh, VPN TE
EEfR—IN—ICT7 7 AT BT EGIE L R BT —N\—HTT 7 A9 % e a2l 2 A A AT RE,

BHIEDY T XY MDMEETEBD T,
BIZIE BEH BT —/N\—T2IFIZSSL VPN

TEBR EVDBEVWAETES,

VPNOy7 SSL Y #7xvrorsezEn ( @FH ® m

% v STHRRQEENR  YTRy R 1-250 (2304 ~—Si1(@2f) < 1 > 2 .—l \

@ FETTS YIRS 4T BREEE - ~

> e 10.110.75192/26 7543V — 875(bcr01a.nkg02)

> a 10.110.97.0/26 7343V — 1236(bcr01a.hkg02)

> O 10:1118164/26 754V — 1225(ocr0ta.hkg02)

> (] 10111100.0/26 754U — 1151(ber01a.hkg02)

> 0O 10.111147.64/26 751U — 1175(ber0tahkg02)

> (] 10.87.35.0/26 774~ 871(ber0ta.sic0d)

> O 10.116105.64/26 774U~ 1650(bcr02a.sng01)

> 0O 10118216.128/26 754U~ 791(bcr0ta.mel01)

E3

5 1BM Cloud
\§ J

— = %PPTP VPN H—E A&, 201946 H12HZE > T . R—bzEIELEL,
. SsL VPN-U- txo)%,g"“ (GlEREEFIAMRIREETIEHDET M SSL VPN NOBIT2ZHESRELF T )

o - ‘EERFAE (SSHEEFTPRDPEERT) DT ABE T Y, K 12B5MIC I EVITENE T,
H é Y —ERELTRARMEENTES T ER TERVRICIMMOT -2 042 —%
BERL TV RS RITNEWIEWNEELHIET,
BiRER | - SRR ABRET 7 IVER G LI T ORBREREIL TLEL,

Handle with care.

- REER:
Object Storagell 1> & —3w MEH T 71 )L 72 SFTP*°python-swift’z £ Tupload L. Object Storage
M5 Private NWIEHITX Y 00— R9 %, (Y—3—f{IicE]D 4 TSN 7zPublic NWIE{EH LW

sftp Z{E > fz SoftLayer Object Storage ~DfEZ 7 7 LA Ak
Qiita: https://qjita.com/testnin2/items/64f934f61bcaf7ac2572

4 )

@ > | {5 1BMCloud

FIFEDVLANT®
H—){— 1

- E%2:
VRAZ E7fH Public NWHEHH TVPNZHEERT B,
(COE1EPublic NWEEH DIE(F17% % DT, Outbound Bandwidthh3 %43 %)

- (REH3:
HZ KT %o
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O FBEILELB RV NT—7tF2UT—REAN
ERRY—EX

- ERRERA I U TOIBEHEFELET.
« Direct Link Dedicated
« PoP#E TS % /57 (I TlEEquinix DCICTELES 2 PoPAYFIFH AT HE
© TRV A—ITERES B TE (B L TO BRI U AR —ALIBM CloudZz i NECHE CHeenT e
* Direct Link Exchange
« ExchangeZé&#t thCHee ™ 2 7714 (k7 50 RIcHRi AT g, AT Tl EquinixttCloud Exchange M F Al fig
« Direct Link Connect

« ) 78R CIBM CloudITiEfe % /512

IBM PoP

IBM Cloud DC

BEE B EEREE

Fv U7

Exchange%&
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® H—/\—DER

IBM Cloudid B & 57— 00— RIS U THEEBOBR A HDE T,
LFaVT A —DOBRICBV T, EDJPREZ RIS 2 0 I HEEPUCZD T,

VIVI.VM

Hypervisor

Y —)\—

Public Virtual Server

CRWFFFY R
- A=A M7

ho Y hORE JaZvIiEnsdnh 242GB RAM, 1.2 TB SHTHRAENEET
Y—\—DIRET T (EHORR B SSD DR hEEA %,
GLIL 2 EoN Joeya—ygan L. ZOLTZOWA .
CINA =)A= SR POL T Ui Mg LT ;%ggf)
i > BY——%E | v
[&IBM Cloud&H, ABENEL) . g)\;?éo B AB(I

Hypervisor

MRS —)\—

Dedicated Virtual Server

CYVIIFFY
CEQRZ RCTOE

NAN=NAT—[F

IBM Cloud &1,

Hypervisor
YIEY —)\—

Dedicated Host

CYVINFFY R
- EHIIC56 Cores,

INAIN= A H—(F

IBM Cloud&31g,

VM VM VM

Hypervisor
(Option)

MEY—)\(—

Bare Metal Server

CYVINTFU S
-y —\—-FTE

HERA

=514

HEKC

=R




@ Virtual Data Center(EFB>v%)
- —fAIC. IBM Cloud FONWHEERIZ TN TS AN, S b

FCR (#5A)
T—Z7IZVLANTHIH#H C LI SN TV B T2, S — N —[]
WRERZRIMHEIENTVS,
+ Virtual Data Center(VDC) &1, BEHES LICHEG T 772 FIH FAS (38)
TERY—ULRTT, I5H 0N b TEET, |
 DURORMERBES, SYI(#A) | SvI(#A) Virtual Data Center(ER5v%)
- VIR E G T Y 7 £ TEHED THIHEEEICE S,
FCR (#58) FCS (#B) FCS (#£8B) —
Ry = =
c Ty eI —N\EINET B AA v F (FCS (Frontend Bito T =
Customer Switch) “®BCS (Backend Customer Switch) ) 559~/ \‘Iﬂ g8y “q ggg_} (
LRIHEGHICRS, izt —¢ ety t—/ ¢ [T
c B —N—REEN T v ZNF 0 LICER D, Tv F‘
REEEATE LAVOT, i, BCS G4h) ‘ BCS Geh) BCS (33)

+ < £ TIBM Cloud DY —/)N\—>VRAZ il E T % & D | [ |
THOH, LTFOY—N—IEHETZE0,
o ARAEY— N —
« BEERE OPIEEY — N—  CRATHERE A 72D T)
- FFBIABEAR

BAS (3tH)

BCR (3tH)

® F—N—HIBRBOFS1T 717

* INFETTRAOWIET TN 7 — X EREAE R T — C X CE ) 11, IDisk I —E X IcAHE N E Lz,

» BEMMDiskz VS DT, BEERIGZ DDiskZZ L TV e T — 22 Z— BB RS IE DRI T 5T LA ARETT,
- DiskZ 2 D H BB 1713, Disk Z %, BHRT HH TTRIOWI/EATEILZDE T,

* Ik, EAMIMIAL 5B YA Tl LR D F I B B DA, B RO B TEM N7 IE B ENBHD T,

WHEar—v gy IRCOTFT—RE U Z—

HELGEE:
o Y—N—=SEOHTHDDDY Ak Gt DY —73—/HDD$ X 7C)
« BEMEDDriveZzfA T %72HDIBM Cloud VPIC KSR (IBM CloudDH 1 < — v — D EUS)
o A D72 DFH (HDDDFEHVRFRE N B & SoftLayertHEHIC X B R IEE BERDBHLIREICZVET)
* BEERIZIBM JapanTld /&<, SoftLayerth& 3249 2 Z&ICmDF I, HREIFHFEL HDE T,
o DUR DR
o WAV A i Z )L (prepaid shipping label)
o A=)l A VRA X (EBHE DL )
o BT 2 A (HEER S T ERREN S

"
]
1]

ifi

BERICEBVLEES:

HDDDZ ] (full face current day market value I D i i)
7 RIFKR$150

SoftLayer#l:-i& FE N #f4IC RO HDDOEGEFRLZTTH T & M ATHE,
SoftLayertL Dk 2 il 3 2 55 5 DA EIEFIC$T5, JEU 72 Disk OHc /B 2T THEET 2 D % H

~
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© /\vFET (Bess D S DRATH)

IBM Cloud Tl #0SHIC Ty 77— b — =D EIN R DOEY 21— IV T ANV AER T 7 AV EBRTEET,
TIAR—=E 3w NT—D EIZH 37128, A > Z—Foy MR L TR0 ——TEBINEH R <FHTEET,

BERBGY
/\ A4 >5—3vy FVPN BEIE

A4 R
VEN 1—Y—&0 |(1—Y—%0 IBM Cloud ®
q1—H— AW R/ TSANR—K TSANR—b
= LA 48— )(— L) SSL VPN
TFIUTABE LAV —Fy | @ 1P Sec VPN PO
T o2 EHT LWL —/\—TH, =
Ny F,
URS
NTP.DNS
—
o DC
N
I_A\ 1BM Cloud =5 Availability Zone R
o NTVUvo Ny O7yT
#* VLAN
Iy}
E o—kr
N A% 4
A A JOv s,
AN ATSTOR TP
e—e IBM Cloudtz) % ) =S k=3
) LAN il
7 1 ~VLAN
IBM Cloud | API |
0=-=0 HZ ; i l
@ 0SDIN—F=%
— RN L RO THITENEE LN EENTOE T,
s AR —C A2 H LR,
c FIFIVDR—IEEFHT B,
« SR LR WIR—MMIPAT S,
« NAT— R ENICEET %,
+ OSLAN)UTEFirewallz 32359 %,
T IFILIWAITIRT VFANAT TR T ™I 27 28RS %,
- IDSKEREZ L DMWY TR 7 HEA T %,
« O BRSO R 21T,
IBM Cloud [aaSTIZLA FOYV T I 2 7R TEX T i F ) 74—V I I 7 2R BAL TEEA[RET T,
=5l ZFn B - R
- WindowsDd» C{EFRRTEE
+ IBM Cloud 754 RX— k3w ND—=J(2)\F—2
FUFS 4L T 74 IVEBERY—IN—Z&E
AT - McAfee Windows VirusScan Anti-Virus Windows - LINUXARD 7 VF D« JVAY T~ 2 7 3FIAEDRFS

AR TTED FT . ZDEEDRAE. LinuxkRDMcAfeet
Free®7 >V F D « JLRAEER (ClamAVAVG) ¥
Trendmicros

IDS - McAfee Host Intrusion Protection w/Reporting - Ry NI —UBABHEREZRE (Windows DHDHEEE )
STt Al - Microsoft Windows Firewall cH=I\—BOT 747U +— ViR IR
/ - APF Software Firewall for Linux - BRIDREGE Y —/\—THEHNE
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(&%) Trend Micro Deep Security

Trend Micro Deep Securityld ¥ —/SDMAZ TV B 20 7= A 7 57 R WEERBIC K Te > T b —2OVICR %
AT — N\ F 2V 74V 2—32THDIBM Cloud T B &5 L2 ROV a—2 32T,

OS FIcA VA=)V § % T— x> Millk VMWare EicVirtual Appliancek UCEA 3L T/ AR —/N\—lc T—Y x>V M
NEREETZL—Y 2V L ARMDFAELE T IBM Cloud TEPIIES —N\—Z R CE 5720, E LD XA TR TEET,

e Ab "W ’
6D ZF1VUT 1 HEE TZIERS
( \( )l OS.SRLYIF —
IRARNR—=ZTOD S === IDS/IPS AN
1 BE 4 N N
A « (@) Web o DOLR | RETOUSLOBAEREHL.
FERBEZER @ | — Reputationj| W [T FERE-HIRR
OJI>RU—H'5 . \( ) N
rusanozanl « J ooen || [l ween [> 27000000

8-6. 7 —2tFal) —

i < DIELDT—5 1 —
BFICIBMICEDN T @I (SRt ND LETH 2

v

IBM Cloud T3 BE D 7= R I BEDE DT,
759 B — B RZHECSAICLL FORHENH D £9

[ay7ow) d, BEKEIEBERORKRZZ I ca—Y—n, #2737 Vv AZ%KRd %
IRTDT—=R, VI b7 BROMNEHR, Z5TIC VTV R - =B ICATITEINTDT—X,
VIR 7 BECHRTHENE S, (I F - =L O, M Marsrov) iiids
BEMOWAFOTATHEE T2 G RN B2 RIF L EL A, IBMBEUZOUINELSTICY TS
bty Y=, HHIESERCANERLEA T OID . T 59 R - =2 ZEMELITEY 5 HINO 728
WZDH, Marsry K77 AUNT ST eNTEHEDLELET,

Cloud act/AEICEL D T,
IBMHD A —H —[CEFAl I < KEBAFICT—d ZRREULEBAD ?

v

CLOUD actid, JA#RTHAZ % L KREBUFAMIEICH 27— 2Icx LT,
LZRRE FOFERELT, 77 RADNARICERZS LS EDTY,

IBMIRUSBUF O KT —ZIET 17T MSEMEG L TOEE A iz, BMICIE2014IED TR o —

(Data Responsibility @ IBM: https://www.ibm.com/blogs/policy/dataresponsibility-at-ibm/) %

B LE Y, EBEE 7IEMLAT (HELERISHRSER) 75 & DIEBRINC RS B NTSERFERAVZOIRD |
IBMIE I T24 & 7213 Z OO TFEIC & D BUNOBEBINCRFEE NIz T — 2 DESRICH LT, Mz LT
MY sz U E T,

https://www.ibm.com/blogs/policy/cloud-act/
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® FT—2ESkDHEE
© I RANL—Y TOR S L E THES N TOET,
© KOS 2D T A BRD DS T — RS B S RIS CROEIAT 22 1T M 2 RENBOET

e RElsE
ES{EDEE FIATSHE-Y—EX : . BE(L BOER | KMIED
IBM Cloud¥—E 2 o
rgs | BORE | Ve B
FIREDMBEDY—)L(Guar-
R L | /A el T R T
Zzgﬂégff sTh REROSREE TR - IBM Cloud HSM FIFRE FIEE FEE FEE
REBEOHEAY—EXZFA - IBM Key Protect FIEZE IBM FIAZE IBM
FREIREOY—LEEA |
LTI o7y T5—5% | | gloonders) AUmE mE UmE RImE
RyoryIy—pco | ES
F—oES{t IBM Cloudi2fftm/ \w 27w 7
W—LERIELT/ w27y F | - Evault IBM IBM IBM IBM
F—y RIS
. S 959 RANU—IDIES1E - Endurance Storage
270820V TP | mheERim (27— 5pHEE | - Performance Storage IBM IBM IBM IBM
TTES THES1E) - Object Storage (ICOS)

#KMI:Key Management Infrastructure

@ IBM Cloud HSM (hardware security module)

IBM Cloud N—RYx 7« tFa) 71T 2— )V (HSM) I WS HEET 2 EHNE L. ZNOO#ZFHLT
BRI ERAR IS 20 5 7 Tty 9, HSMOD T A KRR 1E, F— DA R AR B L ENTIE OB T — 2 0 gy
TR B R OIS S LE NNy I T T DEFNTOET,

HSM 7.0CFIPS 140-2 Level 3IH&d 2 &SI EL,

v' Redundant Power Supplies v Keys stored in hardware
v' Multi-level access control v' Secure transport mode for high-assurance
v Intrusion-resistant, tamper-evident delivery
hardware v' Multi-level access control
v" Support up to 100 clients v' Multi-part splits for all access control keys
v' Multiple Roles for Administration v' Suite B algorithm support
v Strong Separation of Duties v' Secure decommission
v Partitioning and strong cryptographic v" Secure Audit Logging
separation v Strongest cryptographic algorithms
v Host Trust Links v Only the customer can access encryption
v Secure binding of client to HSM in Virtual Cloud keys

Environment

® https://www.ibm.com/cloud/hardware-security-module
https://cloud.ibm.com/docs/infrastructure/hardware-security-modules?topic=hardware-security-modules-getting-started
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@ IBM Key Protect

W SHOE R, ARE S BXOCEHODD, 7TV r—ary BN Lie 750 R e R— ZOFE PO,
v FIPS-140-2 Level3 ZBEDN—RI =7« Fa) T ¢+ TV a—)VHSM) Ty gy Uik S #E (R
v ARE LR S#E . EHHE 52 OGRS OMERRZ R D 1 — ' — DA API T E T HE
v VMware vCenter Server(VCS) DvSAND S FDEFRD =8I, KeyProtect’z Fil F ATHE (KMIP for VMware)

222
Admins B
ga;e;ostyemctmetﬂc keysin 2%
Auditors
Inspect use of keys and
identify suspicious activity.
B (Admin) :
S bDT=bDHEw S
BN (Auditor) ©
ROMAZHAEL SO LWEBZRE
8‘8 FAFE#H (Developer) :
TIVr—a Y — AT S #E
Developers R LTza— Rz Ra%
Provision key-consuming

app or service and supply key ID
. from Key Protect.

App or service

@ https://cloud.ibm.com/docs/services/key-protect?topic=key-protect-getting-started-tutorial#getting-started-tutorial

Idera/R1SoftDEES{LI%REE

» AES 256 bit
H—)—DEm E].
| 19o7yT AL - TOER
Ko Py TR
0w Volume_1
I EORUL—LER, HA—SREEPHLAREDTBIBOEEA
+ BOFA RO/ HP Y TERET S, FROA—5 EPHEATARRATS
= Ll
L —— EvaultDBES{Likie
CUCT DL )y OPyTDESE () -
NV ITFPYTDESIE :
22 srERT AES 256 BS{LERHUET. * AES 256 bit
b o [T B « DES 56 bit
Disk Safe Z{ERUILETIE, /(v 7w T
BB ZENT STERTEECA. « Blowfish 56 bit
e Triple DES 112 bit
| =3 vt s Fns | * Blowfish 128 bit

» AES 128 bit

Agent Name: sing

Password Hint: | Triple DES 112 bit
Blowfish 128 bit

AES 128 bit your password for this job.
For example, use a hint such as "red mustang" for a passvord like "My1stCar".
You can see this hint (vith "Show Password Hint" button) when you run a restore.

Notes about encryption passwords:
You must remember your encryption password. Your data cannot be restored vithout your password.
Passvords are case sensitive.

Adding or Changing a password for an existing job will not be utilized until the first backup after the addition or change of your
password. If this is not the first backup vith this job, all your data vill be sent once again to the vault using your new encryption

passvord. This vill occupy more space on the vault until the data backed up before your change or addition of the passvord expires.
Expiration depends on your retention settings.
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VeeamDEES{bidaE

» AES 256 bit

&2 VEEAM BACKUP AND REPUICATION
S+ HOME  VIEW 108 ?
PECE h [§ &&#EX
Stat St try Active Statistics Report  Edit Clone ble Delete
Full
Job Control Details Manage Job
BACKUP & REPLICATION QU Type in on object nome to seorch for
4 g Jobs NAME { TYPE BIECTS TATUS LAST RES. NEXT RUN TARGET pescl
3% Backup ¢ Backup Job Inc 01 Vibwaen Back 1 [ Advanced Settings % it Creat
+ [ Backups 5 Backup Job Full 01 w kg & b
&, Disk 48 Backup Job Full 02 w Storage | Backup Martenance Stomge Notficatons vSchere ktegaton Sorpts Creat
4[5 Last 24 Hours 46 Backup Job Full 03 W ._w ) Specify prof bty reduction > files produced by this Creats
[} Running (1) [ jeband cus
(3 Failed [2 Enabie inline data deduplication (recommended)
Name B2 Exclude swap file blocks (recommended)
Vot M [ Exclude deleted file blocks (recommended) J Choose...
< Compression levet | >
s SN optimsl recommended) 9 B
e Optimal compression provides for best compression to performance ratio, and chup
) Guest Processing lowest backup proxy CPU usage. i \Speed 27 MB/s |
P doc e Schedule Storage optimzation:
- rocesung rate:
== BACKUP & REPLICATION — Local target N
= Bottleneck: Sou — Best performance at the cost of lower ratio and larger
(%’i BACKUP INFRASTRUCTURE backups. Recommended for direct-attached storage.
Best practices
2 |em being off-site. ~
My VIRTUAL MACHINES NAME s ;T:.m = om being cif-she. DURAT
5 SAP server e n kup file encryption
(fi', STORAGE INFRASTRUCTURE Password: 0:00:03
v Add...
é; TAPE INFRASTRUCTURE
A Loss protection disabled
Ge » v
i
108 SELECTED h Cancel
e . = R
\ JRS ., S S =
® JO0vIAM—IRUT7AIVAML—ITDRES(E
BN A RDPERENDF 2752 IBM Cloud HHLOE & THESEAERED R (I
ENTOET ZNEOARL—YDRF YT Yy hPL TV —y g BockSoage D s
ETESEENEd, = —
; . o e nzm oS s 2w e —
© F—F. EREMEDKey Management Improbability Protocol (KMIP) %
L [ ——
EHUTHATERM
< . - S sy - . Lo oz oA AR
c AL =& #HERIE IR F 2V T R T A Mk (FISMA) f8E D5
ottee i

TR AL AR (FIPS 140-2) . [RFARR O HE AT E & BATIC B9 % 1AL
(HIPAA) . PCILN—=EWVILL AV T )V =T N F 2 7 138 5 ik
(SB 1386) 5L UEUT — 2 {R3EHE1795/46/ECICHEHL

® FTIxIPARL—I(ICOS)TDRES1E

 WRET VAV ALEA =)V AT F 2 2 TEBRD2DDT VAV XL
DB ADE T T —R2DEF 2V T A MZHIRL TV 2. F e T — 2 D%
LIRSy ey g

c BTOHFZABNRIH LTV AT v v T AT Sk

+ RC8-128 encryption with MD5-128 Hash for data integrity
+ AES-128 encryption with MD5-128 Hash for data integrity
+ AES-256 encryption with SHA-256 Hash for data integrity
« AFL—IIFHTTPSHHTY 712 A
* DAL= T8 AN TLSZ2AE ] LT FEREE DB L ilfE
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@ IBM Cloud Activity Tracker with LogDNA

IBM Cloud [ TdDCustomer portals UL IZAPITOEIF 2RISR L T<NBAATT,

global events& W57 D > M RAKICE TS o Te ANV b (il L—H—1Epk72 L) &, location-based events
(#5: Tokyo) =g THREENTVB Y —CADERATLE) L HY—Ta TLICEHENS ANV F
MEBHINET,

KIS —EA—HE
https://cloud.ibm.com/docs/services/Activity-Trackerwith-
LogDNA?topic=logdnaat-cloud_services

s —2 g —H
https://cloud.ibm.com/docs/services/Activity-Trackerwith-
LogDNA?topic=logdnaat-regions

FAQ:
https://qiita.com/testnin2/items/f2ddd6f502be6cb8599e

) 1. ATV TS LWL T AN MNBM Cloud Activity Tracker | (&9 CICERFTEFIELTVET,
\ H 41 TIBM Cloud Activity Tracker with LogDNA JZFIBBLTLEELY,

2. global eventsE B Bz &ITIEFrankFurt) =23 CA YV ARV R EVER T 2REHHIET
BER (fef2L.CIS(Cloud Internet Services) ICBIL Cl& Dallas TEEENDE VS T AINETFELET),

@ https://cloud.ibm.com/docs/services/Activity-Tracker-with-LogDNA?topic=logdnaat-getting-started#getting-started
https://qjita.com/testnin2/items/f2ddd6f502be6cb8599e
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@ https://cloud.ibm.com/docs/bare-metal?topic=bare-metal-bm-hardware-monitroing-security-controls
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® Intel SGX
Intel SGXi&. A€V FicEnclave) LI N2 M EIC RS N FEBR E R T 5T E T Y YT T F— 2R (R LT
M5 5S 17 FT9 % 4DCPUDILERKEETT,
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* GERIR Local host
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Section Option to select
---------------------------- Exchange
Server Single processor, Enclave data attestation Remote
Intel Xeon E3-1270 v6 with Storage up to four drives Service

ROP attacks)

Image Windows Server 2016 Standard Edition (64 bit)
Windows Server 2016 Standard Edition (64 bit)
Windows Server 2016 Datacenter Edition (64 bit)
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1 ¢ (memory corruption,
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CentOS 7.x (64 bit)

Ubuntu Linux 16.04 LTS Xenial Xerus (64 bit) e
- CentOS 7.x (64 bit) I ——
Red Hat Enterprise Linux 7.x (64 bit) (per-processor licensing) 1 Host OS OS attacks
1 (e.g., rootkits)

Image Add-ons Software Guard Extensions L-------------------- e

R m--- DI:>Trusted

i ]

! Off-chip Hardware attacks 1 | Intel

! hardware (e.g., cold-boot attacks) i1 § CPU
1
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https://www.ibm.com/blogs/solutions/ jp-ja/data-use-protection-ibm-cloud-using-intel-sgx/

@ https://qiita.com/Cliffford/items/2f155f40a1c3eec288cf
https://cloud.ibm.com/docs/bare-metal?topic=bare-metal-bm-server-provision-sgx

@ IBM Cloud Security Shield

IBM Cloud Kubernetes ServiceBghs DT> 5 F#Intel SGXTIRFET B LT vy v T4 7 T =R ERHE NS
T L EFRITT B DY —E A TY,
IBM Cloud Kubernetes Serviced®Worker Nodeld ¥ —/N\—THELENHOE T,

R

1]
o ‘ Untrusted

Default worker pool : ~ )=
P Data Shield&f#>TEEFENIVTF%
Configure a set of worker nodes of the same flavor to create a default worker pool. Later, you can resize your worker pool to add or remove o
worker nodes. If you want a different flavor of worker node, you can create a new worker pool. Intel SGXj‘j Fﬁkxm
Filter Flavor @
{¢) Data Shield = o s
i 4 Cores 3268 RAM Siew= & M B8 & X

Machine 4 Cores 32GB RAM pisodes Nodes  Apps  Bulds  Tasks  Auitiog  Toos

Bare Metal (22) b2 oo i -
I sars o Unuzs Uiz
[] Virtual - shared (32) 278 HDD primery i 555 secondary
[ Virtual - dedicated (20) ook L kspee % Data Shield Container Conversion

$786.00/ month $125000/ m

Use cases
Run your application in SGX with Data Shield

wwwww Rbvanced conerson opons 5 aaiatle

@ https://cloud.ibm.com/docs/services/data-shield?topic=data-shield-getting-started
https://www.ibm.com/cloud/blog/announcements/announcing-ibm-cloud-data-shield-beta-at-think-2019
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