(§ IBM Security

X-Force offensive and defensive

Security services

To find, prioritize and remediate critical vulnerabilities while also preparing to rapidly detect and contain an incident if one occurs,

requires experience, communication and collaboration. Yet, finding and retaining skilled resources to help you achieve those

goals can be challenging, especially when your team is faced with regulatory pressure, evolving threats, headliner breaches and an

abundance of vulnerabilities and alerts.

IBM Security X-Force is a team of hackers, researchers, investigators and responders. The team can help you reduce attacker impact

by minimizing the opportunity for attackers to succeed while preparing you for the worst-case scenario so that you can rapidly contain

a breach if one occurs.

X-Force Red

Offensively, the X-Force Red team of hackers helps
companies uncover and prioritize the remediation of
vulnerabilities, that if exploited, could cause
significant damage. The team’s services include:

Penetration Testing Services

— Application, network, hardware, specialized penetration
testing and social engineering services identify
vulnerabilities that tools alone cannot find

— Subscription-based, managed and ad-hoc models are
provided with monthly fixed rates and no overtime
charges

Adversary Simulation Services

— Red and purple teaming, threat intel testing and control
tuning to identify and help fix gaps in your incident
response people, processes and tools

— Simulations are conducted by highly specialized red
team operators who build their own attack tools, like the
capabilities of advanced attackers

Vulnerability Management Services

— Can deploy and manage any scan tool and prioritize
vulnerability data using a proprietary automated
ranking engine

— Remediation management provided to streamline the
remediation process and ensure the most important
vulnerabilities are fixed

X-Force IR

Defensively, X-Force IR offers situational and incident
preparedness planning and delivers rapid response with
remote or on-site emergency incident support.

The team’s services include:

Incident Response Emergency Support
— 24x7 global incident response emergency support

to stop attacks in progress, limit their impact,

recover quickly and reduce the risk of future incidents

— In-depth forensic analysis to uncover every
detail about the incident

Incident Response Preparedness

— Three menu tiers of incident response and preparedness
services to meet your needs and budget

— Incident response and threat intelligence program
assessments, incident response playbook customization,
dark web analysis, incident response plan review and
creation, first responder training and active threat
assessment

— Tabletop exercises with cyber range simulations
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