€ BV security

MM 80| HE|E Me T

IBM SECURITY SECRET SERVER

A X (phk@kr.ibm.com)




IBM2| HE| FEISE BQF MEF

tX)X [« concur Google Apps ] Office 365 workday.
= amazon ml \icrosoft ‘
() IBM Cloud . -

webservices™ Wl Azure vmware

s~ el 1
Cjo|E H= A e M Hsk B
IBM Multi-Cloud Data Encryption IBM QRadar Security Intelligence Platform IBM Cloud Identity

IBM Guardium Data Protection IBM Security Identity and Access Assurance
IBM Guardium Analyzer IBM Security Secret Server

Z} St E MH| A HS A7t M Sot= LA E 7|2 2ot g4

—

2  IBM Security




E0iLt CHENR?

3

A1




| -
-y

=
= =4 A8 =X

O|C|Of| /}A=X &2
| g x| S

LS




=82 A’do| tligt j A E= OFA SE|ot ALER?

54% 720N S HH BHa| SIsh SO|Lt M AL

EQE& i

5 IBM Security




B = IjALE0f CHgt £t2]|= IBM Security Secret Server=

IBM Security Secret ServerO|| IBM Verify 2HY OTP 7|8t =2 E QI #Hot QU=
AMAE XS AHES] =M. ol Al XAte 201 X[ LT

976 400 A'I H'l
E \ /,
7

IBM Verify 7|2t
AMEXt OIS

P2 7|4 M4 Khch

IBM OTP 7|4t 915 XtEF
0= (@) N A
SA| 202 MM = K| Al A

M H

LN X
g
) ¢
e
R
>
Ofn
il
/LJ
ro
! A e i
D=0
o ir
>

6 IBM Security



Secret Server

wadmin

<
o)
(ap)
9
=
o
>
=
@
c
=
=
c
[\
Q
7))

|

1620 406

f

f

IBM Security

7




8

HAUE B

o =0l Chiet Ol SHE

' 192.168.56.113\root (Unix Root Account (SSH))

General ’ Personalize H Expiration H Launcher H Security H Remote Password Changing

Secret Name
Username

Machine

Password

Notes

Private Key

Private Key Passphrase
Status

Folder

Inherit Secret Policy
Secret Policy

Site

Expiration

Last Heartbeat

Favorite?

.

PUuTTY Launcher

-

5 192.168.56.113\root
®ED root

H Dependencies

’q @ root@apache: ~
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SSH Terminal

00 1. root@hgsecretlb2stg:~ (ssh)
TEST Banner

cat - concatenate Secrets and print on the standard output

launch - begin SSH Proxy session using credentials on specified Secret
man - an interface to the on-line reference manuals

search - search for Secrets by keyword

exit - exits this terminal session

clear - clears the screen

[admin@172.28.128.169 ~] $ search

ID SECRET NAME TEMPLATE FOLDER

3 172.28.128.173\root Unix Account (SSH) LINUX_TEST [ID:4]
2 172.28.128.174\root Unix Account (SSH) LINUX_TEST [ID:4]

s

Showing 1 - 3 of 3 results
[admin@172.28.128.169 ~] $ launch 3
Secret Server Launch: Secret ID 3 found. Attempting launch...
Connected to Target! Attempting Authentication...

Secret Server: Recording session.

Last login: Thu Oct 24 14:17:30 2019 from 172.27.229.119
[root@hqgsecretlb2stg ~]#

9 IBM Security




e
(=]
)

Al Al

NN

\ V) Aﬁ/mm/

LR AN

RSN

|I—I

~ Ul KT ¢

_A_n ol T 80

pN

pN

HOIEH|O| A S

G
=

JE HE 01| CHet &AL

AO
=T

o_.._

>
-
=
>
O
(]
wn
>
[aa]

10




(Default Password) At

2

F

(@)
=

H
—

7

[}
=r
X0
mu
1]
o0
=
o]
u
. i
(.}
0 5} g
AH_M o . s
i or | f
= Bl S
._._.O 0 N
. 7._ ol @
S £
g ¥ 3
o jof RO 5 :
< £ 2
T i M 8 3
— 4| N8 o :
™N ol _In_ nuuﬂ .w. n
of : w< | 8
o 5 el T E i
L : AN
N at | wd =
=i o #
o ST :
0 $ ‘BB S s
e [ACTEE R
K i LM | m T § o
T M0 KO 18 o0 W4 £ %
i Mom my | o : s .
Hr © 0 mp = R < N
A —_ ) 1of {7 oH ¢ mo 1o
2 % | o | B F 5 a
o) 10f ww 10f m <k T S
. g - Q_O
£ ol ol X wn = I oo
< g A=
HJ
N

IBM Security

11




12

JQE [HAF AlAE-IIO-” C

== =

EEREEEE S

=7|H 75

\

OjARE HEF \
Secret Server b]

O K| T A E t”% HE|2FH Xa 2 XA 2.

o 2t

PA[ 2, THA R E HZE O H O
1A15 HZ X& 7ro.d'—|Er

IBM Security

1>

Rel=[0
& 1C

g A

A



|/
EZ/=0HQ AEe XtsstE IjAHE HE &1

IBM Security Secret Server 10x= 24/ 0 AE| Atz IfARE HE
el & A =g L Lt

Secret Template Edit Password Changing

Enable Remote Password Changing v/

Retry Interval Days r
Hours [0—
Mmutesﬁ_—
Enable Heartbeat v
Heartbeat Check Interval Days [07
Hours F
Mmuteszo_
Password Type to use Active Directory Account v
Domain Domain v *
Password Password v *
User Name Usernamev *
Default Privileged Account No Selected Secret

(s | wot
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IBM Security Secret Server 10.x= SSHE| 7| 7|dt 215 &A= X| &AStH X=2HE SSH 7|

Rotation= X|&l8tL|LC},

General

Secret Template
Secret Name

Machine

Username

Password

Private Key

Private Key Passphrase

Public Key

Notes

Folder
Secret Policy

AutoChange?

’ Unix Account (SSH Key Rotation) v
* ec2-54-165-17-154\keyuser

*‘ec2-54-1 65-17-154.compute-1.amazonaws.com

*’keyuser

B *[eeeeeeees
1 Choose File keyuser.pem Z/‘ /Generate New SSH Key

a3 ceeeeees 4

5 Choose File id_rsa.pub
~

D No Selected Folder

’ <No Policy > v
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IBM Security Secret Server 10.x£ Active Directory2f GASHAL, A71d 7|BIe =
DA HE Xpito] ZtsotEl A8 2, Sd AEE BXI5H Xts =X 2L T

| o
Discovery Network View
Explain
Local Accounts H Service Accounts
[ Q Q Advanced
=L Jtestlab.com Computer® Account Secret Status Is Local Administrator| Has Admin Rights
&3 Accounts
[ ServiceAccounts < BARAKA Windows 10 Enterprise @'Computer isinacces... No No
DD UserAccounts < BARAKA-WINS Windows 8.1 Enterprise QJComputer isinacces... No No
Computers
(3 bomain Controllers < GORO Administrator Windows Server 2012 R2 GORO.testlab.com\Ad... & Heartbeat Failed Yes No
[ GMSExpiredGroups
&) Groups < REPTILE Administrator Windows Server 2012 R2 REPTILE\Administrator ... € Managed Yes No
Dr:] bSecurity < REPTILE Backup_admin Windows Server 2012 R2 REPTILE\Backup admin... & Managed No No
Lab Users
(D PrsUsers L) ZREPTILE Guest Windows Server 2012 R2 @ Unmanaged No No
=7 servers
() Disabled < REPTILE sysadmin Windows Server 2012 R2 sysadmin\reptile 9 Managed No No
D Users = L ) - o
el Unix < SCORPION Administrator Windows Server 2012 R2 SCORPION\Administrat... <J Managed Yes No
(D 1012106 ) ZSCORPION WDeployAdmin Windows Server 2012 R2 @ Unmanaged No No
) Z SCORPION WDeployConfigWriter ~ Windows Server 2012 R2 @ Unmanaged No No
< SUBZERO Windows Server 2012 R2 @I No Accounts No No
Page Il of 1 View 1-110f 11
®)import =4 CreateRule [EView Rules
4~ Back
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Session Playback Search

Search Filters Search for Sessions

4

Search Across

Secret Name

Secret Items

Username

Proxy Session Client Data
RDP Keystroke Data

Showing 1to 10 of 15 » M

10.0.0.248\user1 - Accessed By Andrew Smithson
PuTTY -4/11/2017 09:25 PM- 0:00:07
10.0.0.248

View Secret

U U Y

Date 10.0.0.248\user1 - Accessed By Andrew Smithson
Last 30 Days PuTTY -4/11/2017 09:10 PM- 0:02:23
10.0.0.248

Status View Secret
All

10 0.0.243\winuser1 - Accessed By And rew Smlthson

MAIZE M MOl CHEE EAIRH SHH M4 XHEF OFO| 2 F|B <
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Watch Session Recording

~Session Summary
Session Secret: < None > Launcher User: Administrator Session Start: 3/22/2017 12:27 PM
Machine: Win-1654rottdte Launcher Used: < None > Session End: 3/22/2017 12:28 PM
~Search Session Activity
Activity Type: | Al v Keyword: e
Taurana .
Elapsed = Type Activity Jump To ) : o
00:00:00 [  powershell_ise 0 r—
LaMewne vewn n
00:00.00 &  iexplore 0 EEre]
00:00:00 &  mmc 0 R
00:00:00 &  csrss 0
00:00.00 &  explorer 0
00:00:00 %  Thycotic.SessionRecorder 0
00:00:00 &  notepad 0 ,.:
000000 &  mmc ° o
00:00:00 &  taskhostex 0 .:_E
00:00:00 &  powershell_ise 0 -
00:00.00 &  TSTheme 0
00:00:00 &  winlogon 0 T
00:00.00 &  rdpclip 0 o
00:00:00 %  notepad 0
000000 & iexplore 0 ., 00000/0:0032 > L
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Session Playback Search

Search Filters ‘Seav'm for Sessions

4

Search Across

Secret Name

Secret Items

Username

Hostname

Domain

Proxy Session Client Data
RDP Keystroke Data

RDP Application Name

10.0.0.243\winuser2 - Accessed By ssadmin u
Remote Desktop +4/11/2017 05:46 PM- 0:10:03
win-h0ko2ig58no - ssadmin

View Secret

10.0.0.243\winuser1 - Accessed By user282 .‘
Remote Desktop -4/11/2017 05:41 PM- 0:00:59
win-h0ko2igq58no - user282

View Secret

ORRO0ORKX

Date 10.0.0.243\winuser1 - Accessed By user282

Lasta0n Remote Desktop -4/11/2017 05:35 PM- 0:01:44
Last 30 Days win-h0ko2igq58no - user282

View Secret

Status
All 10.0.0.243\winuser1 - Accessed By user282
Remote Desktop . - 4/11/2017 05:35 PM- 0:00:11

Launcher Type win-hOko2iq58no
All View Secret

10.0.0.243\winuser1 - Accessed By user282
Users Remote Desktop © - 4/11/2017 05:33 PM- 0:00:00
’Sear(h Users win-h0ko2ig58no

View Secret

Groups 10.0.0.243\winuser1 - Accessed By user282
’Search Groups Remote Desktop -4/11/2017 05:19 PM- 0:00:32
Everyone win-h0ko2iq58no - user282
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IBM Security Secret Server 10x= A2l & 27 |= 7|8 2|ZE 7|55 X[&SHH,
IBM Security QRadar, Splunk, ArcSight &1t 7|2 H-SE|MH, 12| 3rd-party SIEM % ESM
ZHd|eto] A& I8l Syslog/CEF 7|8t 21 M&S X|/ghL|Ct

User Audit Reports

General ‘ Security Hardening User Audit

o This report shows all Secrets accessed by a particular user during the time period specified.
Note: Only Secrets for which *you* have access are displayed.

Enable Syslog/CEF Logging Yes

Syslog/CEF Server Syslog.Example.com

User | john Smith v| From[01/01/2014
(] Show Inactive Users To |05,22/2014 SYSIOg/CE F Port 6514
[J Exclude Changed O . Folder

Syslog/CEF Protocol SECURE TCP
Syslog/CEF Time Zone

[J Exclude Deleted Secrets

¥ Include Subfolders

o

Server Time

SaveToFile<1to120f12>

e
ecret Name ecret Template older Name Last Date
S N 3 T PI Folder N. Ip Address D Status AE-I xo-l 2 E
1 1 -
\r 1 Unix Account (SSH) \Infrastructure =1 gi‘n Lo Active
/11 1 -
Aremote002 Unix Account (SSH) \Infrastructure = g:ﬂ Ll Active

01/29/2014 11:49

AremoteQ03 Unix Account (SSH) \Infrastructure a1 AM Deleted

/ 14114
192.168.60.244\admin Unix Account (SSH) \Infrastructure -1 21429,20 B Active
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IBM Security Secret Server 10.x= Windows Server 2008 R2 SP1 O| &, Windows Server 2012
/2019 Ol X 2EEH, Ot A|AE0|= Agent 810 & B & LICF.

SSH/RDP Gateway2} Ar& AL PC 282 Protocol Handler Launcher Z2=2 K| 7| 5=

M= gL Tt

API

—~
~—
-
./
@
IT Admins Web Browser E
220 [C
7K

SQL HA/Geo Replication >_ | Session ' Session
g Launcher P Monitoring

((©

@ )4 Alerts LQ SIEM

M logging
= Distributed
P - -
=y 0 Englne (optional)
b kt-;\ y m Platform -
eSKIop Apps o | <>| Password .
Smartphone Apps Secret Server k= Changing @ Discovery

Clustering

Two Factor Service
(optional) Secrets Accounts

! (optional)
H @_‘ Q Manage @ Discovery
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Production
I | - ——
| | T |
o | | | |
I ° : o
| | | |
I—— | |
Secondary . T .
Web Server (passive) Secondary Primary End User
Web Server (active) Web Server (active)
/ \ !
N,
&0
Microsoft AlwaysOn or DB &
Mirroring (optional)
Load Balancer
Primary Secondary
SQL Database SQL Database
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THANK YOU

FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com

YW @ibmsecurity

3 youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any
kind, express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM
products and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be
trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on
others.

No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM
systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other
systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or
illegal conduct of any party.
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