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Executive Summary
Artificial intelligence (AI), the Internet of Things and edge computing are critical components
of transforming business operations. These three technologies are used together to capture
machine data, filter, transform and summarize legacy protocols, and perform analysis on the
key data in near-real-time. This enables organizations to achieve positive return on investment
– from cost savings and better worker safety – for their efforts in the minimum amount of time
while simultaneously building intelligent workflows for data-driven decision-making that stretch
from the ‘factory to the field.’ To accomplish this, the right combination of partners – as well as
broad organizational stakeholder engagement – is needed.
Industry-wide, IoT deployments are progressing rapidly: more than 43% of all enterprises have
one or more IoT projects in production, and an additional 25% are in the proof-of-concept
stage, according to respondents to 451 Research’s Voice of the Enterprise: Internet of Things,
Workloads and Key Projects 2019 survey. Smart cities and other government applications
currently lead adoption, followed closely by manufacturing and healthcare deployments.
The applications being deployed vary by vertical; however, leading workloads from
manufacturing, retail, healthcare and government all utilize some aspect of AI/machine learning
(ML). This can be something as simple as machine learning to aggregate large volumes of
sensor data, or something as complicated as training models and inferencing and acting upon
those models to avoid unscheduled asset downtime. AI/ML is being increasingly pushed closer
to the point of data origination with capable edge computing platforms. Edge computing
benefits adopting organizations in multiple ways, such as lower networking and storage costs
and flattening the data estate to put information in the hands of field personnel for real-time
decision-making. This makes it an essential component of an organizational data analysis
pipeline from the edge to the cloud, and intelligent workflows.
The benefits of deploying these three technologies are clear based on return on investment
(ROI); 93% of survey respondents stated that the ROI for the initiatives are very or somewhat
positive. The specific KPIs used to measure ROI (other than pure monetary return on
investment or assets) vary widely depending on the industry, such as manufacturing quality and
infrastructure uptime; however, a key KPI for IT in general is the number of security incidents/
vulnerabilities.
The teams deploying these projects are maturing along with the technology deployments
themselves. Where initial IoT deployments were executed either solely by IT or solely by
operations (‘shadow IT’), project teams today incorporate a combination of resources, both
human and financial, from across the organization. When it comes to defining the business
goals and strategies that IoT projects need to support, these cross-functional teams are led by a
combination of IT, executive management and operations management.
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These teams are also increasingly augmented by vendor partners knowledgeable in the client
business area and with deep industry expertise, with organizations addressing internal skills
shortages by utilizing contractors and consultants, cloud service providers, IT outsourcers
and managed service providers. This extends to defining the business goals for IoT projects
as well, with 15% of respondents to 451 Research’s Voice of the Enterprise, Internet of Things,
Organizational Dynamics 2019 survey indicating that they are leveraging vendor partners in
defining strategies that IoT data and insights need to support.

The Internet of Things, AI and Edge
Computing
The Internet of Things has many different definitions; however, IoT can be simply described
as ‘connecting the unconnected.’ This includes monitoring previously unconnected factory
equipment, tracking assets from manufacture to production and even locating workers in
the field. Nearly half (43%) of all enterprises have one or more IoT projects in production, and
an additional 25% are in the proof-of-concept stage, according to respondents to the 451
Research’s Voice of the Enterprise: Internet of Things, Workloads and Key Projects 2019 survey.
IoT is widely deployed in industries such as transportation and manufacturing and is increasing in
deployments rapidly in government (smart cities) and healthcare.

Figure 1: Stage of IoT adoption by persona and vertical
Source: 451 Research’s Voice of the Enterprise: Internet of Things, Workloads and Key Projects 2019
Q: Which of the following best describes your organization’s adoption of Internet of Things (IoT)?
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This connectivity unleashes a wealth of data, much of it high-frequency time-series data that
gains its value only when aggregated, normalized and analyzed. Data collection, model training
and inferencing – utilizing AI and ML – unveils meaningful insights as well as identifies baselines
of performance and activity. These baselines and rapid analysis of real-time data enable
organizations to avoid unscheduled equipment downtime, quickly locate important assets and
ensure that workers are safely where they should be.
To accomplish this continuum of analytics in a manner that is both performant to application
latency needs and cost-effective, data analysis is required at multiple levels of the data topology.
This begins at the edge of the enterprise network, closest to the point of data origination and
on-premises, and extends through the topology to near-edge datacenters and to the cloud. The
edge leverages robust computing and analytics platforms to provide near-real-time monitoring
and actuation for mission-critical applications. Edge computing also enables a new level of
scalability because of the ability to analyze reams of machine data in the field and rapidly adapt
to real-time information with updated models and processes. The edge is also a key factor in the
overall ROI of IoT projects because the ability to perform analysis locally avoids often-expensive
and constrained wide area network (WAN) connectivity.

Making Sense of IoT D ata with Artificial Intelligence
AI and ML are used in tandem across IoT deployments in every industry. At the most basic level,
ML is being utilized to derive insights from the reams of sensor data being produced by the everincreasing number of connected IoT devices. This is made more complex by the fact that most
IoT endpoints are ‘brownfield,’ or previously unconnected legacy assets that likely do not support
modern data formats. IoT data must, therefore, be first normalized into formats ingestible by
analytics tools and also filtered for the specific relevant variables needed by the application(s).
Insights may require data from more than one source, such as an entire factory floor, a series
of similar equipment, or a population of workers or livestock. This requires aggregation of data
from multiple systems and sensors, such as combining measurements of the carbon monoxide
levels in a mine with equally critical worker location to create a digital ‘canary in a coal mine.’ AI is
being leveraged to develop and train models of optimal operations and behavior, and rapidly infer
when equipment is behaving anomalously. This may be from a failing component or when various
sub-components of a larger manufacturing process such as an assembly line are configured
suboptimally, resulting in diminished quality or production volumes.
In critical industries such healthcare, mining and manufacturing, the immediacy of these
AI-driven insights is a critical factor. The safety of patients and workers and the real-time
performance of industrial equipment are not functions that can wait for hours or even minutes
for distant analysis. The latency demands of these systems dictate workload placement as close
as possible to the point of data generation, which means the edge. Where the edge was initially
used for simple data aggregation, it is now being utilized for increasingly sophisticated data
analysis. This utilization of AI/ML – at the edge and in the cloud – is a key component of positive
return on investment for IoT projects, as described below.
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Figure 2: AI/ML edge tasks and analytics
Source: 451 Research Voice of the Enterprise: Internet of Things, Workloads and Key Projects 2019
Q: What data process(es) do you undertake at the network edge/perimeter for IoT?
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Edge Computing is an Essential Part of
Successful Deployments
Edge computing is not a new concept in operational environments; compute done on-premises
predates cloud compute by decades. What is new is both the volume and diversity of IoT machine
data being captured, paired with performance improvements and innovation in the capabilities
of modern edge computing. More than half (55%) of organizations deploying IoT today utilize
edge and near-edge computing as the initial data storage and analysis location, and 96% of
organizations utilize the edge for subsequent data analysis, according to 451 Research’s Voice of
the Enterprise, Internet of Things, Workloads and Key Projects 2019 survey respondents.
These analyses have evolved far beyond the initial data aggregation use case to encompass
model training and inferencing (Figure 3). The venues used for this analysis vary depending on
the physical environment, including compute-capable source equipment, gateways, attached
computing devices, and proximate server and even micro-datacenter systems in closets or
cages near the point of data generation. These serve different analytical functions to centralized,
frequently cloud-based workloads.

Figure 3: Venues for data collection, training and inference
Source: Voice of the Enterprise: AI & Machine Learning, Infrastructure 2019
Q: Where do you make predictions from your trained ML models (i.e., inferencing)? Please select all that apply.
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There are several benefits to leveraging edge computing in the broader organizational analytics
continuum beyond the reduced latency mentioned previously. Performing analysis on-premise
reduces both the cost for cloud storage and WAN bandwidth; it also reduces the security attack
surface by eliminating the need for cloud and WAN encryption. Additionally, in industries that have
highly regulated data protection or privacy laws, edge computing enables organizations to avoid
the misstep of potentially sending data to a non-compliant cloud location. Finally, edge computing
adds the inherent scalability of distributed computing and analysis and serves as the platform for
distributed decision-making in the field to improve safety and productivity. While it is not feasible
to run all workloads at the edge exclusively due to the needs of data aggregation with centralized
organizational data sources, it is a powerful tool in the overall analytics topology of an organization.

Enabling Intelligent Enterprise Data
Workflows
The wealth of information and context unlocked by the combination of AI/ML, Internet of Things
and edge computing offers multiple benefits. The leading benefits are the opportunities to create
intelligent workflows by combining data streams and analytics with new technologies and the
expertise of employees and partners. Analytics, as noted above, is becoming increasingly atomized
into edge devices and across multiple functions. The same is true of broader IoT workloads, which
results in the delivery of everything from granular, raw telemetry data from a single device or sensor
to complex inferences from multiple data sources.
Intelligent workflows combine new technologies including AI, IoT and distributed ledger technology
(DLT) to create new agile business processes. The normalization of IoT data performed by edge
computing devices, paired with analytics, enables an abstraction layer on top of the organizational
data estate. This interface can be tapped to create workflows where specific data or analyses are
directed to automated processes for near-real-time responses to predetermined criteria. These
workflows also rapidly put relevant data in the hands of decision-makers in the field so they can
make informed decisions without waiting for days or weeks for manual analysis to be performed.
This malleability of these combinations of adjacent and supporting data with traditional analysis
benefits the IoT-enabled enterprise. Groups of equipment can be reconfigured for peak
performance based on the observed baseline behavior of all equipment of the same batch deployed
throughout the global organization and optimized in real time based on external data sources such
as weather or cost/availability of network connectivity.
These workflows can also be a mechanism for data governance, protection and security. By
developing this data pipeline, suppliers of equipment that proactively monitor or charge for the
service based on use can be provided just the essential data they need to operate the equipment,
but not receive inferred production volumes or any other proprietary information that is outside of
the scope of their service delivery. Concurrently, these workflows can be clearly documented and
audited to demonstrate compliance with data protection regulations, and also to assure information
security departments that each data flow has a business owner and rationale behind it.
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This flexible and automated workflow puts data in the hands of the right people at the right time
within the organization, resulting in increased sales, higher profitability, and lower unexpected
downtime and inventories. Ultimately, it results in a smarter organization making data-driven
decisions when and where they are most needed.

Measuring ROI and Benefits
Operational deployments of IoT technologies happen for a reason, but the reasons differ
greatly by use case and workload. However, 71% of IT leadership and 76% of operational
leadership currently track or expect to track ROI on their IoT projects; 42% of organizations
leverage outside partners to help define performance metrics to measure IoT project success,
and a third of organizations leverage partners earlier in the process to define application/
outcome requirements.
Cost savings from operations optimization is one of the easiest benefits to quantify. Modern
organizations know the cost of downtime, be it a piece of factory equipment or a transport
truck. By anticipating potential unscheduled downtime with asset monitoring, downtime can be
proactively scheduled when it will make the least financial impact. The same machine telemetry
can be utilized by workers on the floor to rapidly perform critical tasks such as alignment or
calibration and automate reporting and documentation when necessary.

Figure 4: Most important KPIs of IoT projects
Source: 451 Research Voice of the Enterprise: Internet of Things, Voice of the OT Stakeholder, 2H 2019
Q: Which of the following key performance indicators (KPIs) are most important for measuring the success of your
organization’s IoT initiatives? Please select all that apply.
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Revenue-generating benefits frequently go hand in hand with cost savings. Exploiting production
data to optimize the supply chain and manufacturing cycles can lead to higher production,
inventory availability, and higher sales by speeding time to market. Manufacturers can also gain
valuable customer usage behavior that can provide critical feedback into product development
and design features, create secondary revenue stream opportunities for add-on products
and services, and enable spare-parts optimization based on products usage. Monitoring realtime customer behavior enables just-in-time marketing, as well as valuable context of historic
purchasing behavior to fine-tune everything from physical store layout to seasonal discounting
and incentives.
For new IoT deployments, both internal stakeholder and partner/vendor input is required to
identify the primary objectives of the deployment – which metrics are relevant to measure and
track. Successful deployments share a key component, which is broad stakeholder engagement
across the organization, suppliers, vendors and integration partners.

Structuring for Success
Unlike traditional IT projects that consist of internal IT team members and vendors, or OT
projects that are composed of production staff with input from suppliers, IoT projects are a
superset that incorporates feedback from across the organization as well as vendor partners.
As noted in Figure 5, identifying the business objectives, organizational and process changes,
necessary data transformations, financial ramifications, and security impact of IoT projects
requires a large table of stakeholders.

Figure 5: Business functions involved in defining business goals for IoT projects
Source: 451 Research Voice of the Enterprise: Internet of Things, Organizational Dynamics 2019
Q: In your organization, who usually contributes to defining the business goals and strategies that IoT data and insights need
to support? Please select all that apply.
Base: All respondents (n=363)
IT management group (i.e., infrastructure managers, CIO)

51%

Executive management group (i.e., CEO, board)
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Operations management group (i.e., operational teams, COO)

37%

Info security management group (i.e., CISO/CSO)
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Line of business, marketing, ﬁnance (i.e., LOB VPs, CFO, CMO)

28%

Digital strategy/research & development (i.e., CTO, R&D group)

22%

Network architect/engineering group

21%

Data science/data analytics group

21%

Developer/applications group

20%

Third-party vendors, service providers, systems integrators
Other

15%
1%
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A key aspect of this interdisciplinary engagement is a high level of interaction and collaboration
between the information and operational technology teams leading the project: 45% of
operational technology professionals surveyed reported that they collaborate closely with IT on
IoT projects from conception to operations, and 34% work together on IoT projects as needed.
The remaining 20% are either in active conflict over who should control IoT projects or are
entirely siloed from one another.
This does not bode well for capturing the operational knowledge gradually leaving the workforce
due to ‘the great crew change.’ This is a term used by many industries in reference to the
demographic changes underway with workers in industries such as oil and gas, manufacturing
and transportation. The labor pools in these industries is dominated by workers that fall into the
baby boomer generation and are seeing gradual retirements of the skilled workforce.
Many firms are reskilling their labor force in order to prepare for this transition. In-house and
third-party programs train existing workers on AI and ML to address what is a key inhibitor to
project deployments. More than a quarter (29%) of respondents to 451 Research’s Voice of the
Enterprise, Internet of Things, Organizational Dynamics 2019 survey identified lack of internal
skill sets as an impediment to deploying projects. This ‘upskilling’ of staff isn’t just restricted to
line workers; it will be required for management as organizations digitally transform. The three
primary pillars of digital transformation are technology, people and processes. The upskilling of
staff, paired with the right technologies and evolution of legacy processes, are requirements to a
successful digital transformation.
Organizations are increasingly turning to knowledgeable vendor partners to augment their own
staff skills and address attrition; 15% of respondents to the same survey said they are leveraging
vendors and other service providers to define the business goals and strategies that IoT data
and insights need to support. Vendors are also increasingly utilized – by 16% of organizations
deploying IoT today – in green-lighting projects to move from proof of concept into production.
Combining the domain expertise of in-house staff with the expertise available from vendor
partners results in a robust, end-to-end IoT implementation spanning strategy, new processes,
services, implementation and management. This pairing also avoids the labor or skills shortages
many organizations face in attempting to ‘go it alone’ in their IoT deployments.
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Conclusions and Recommendations
IoT adoption will continue to accelerate as more successful deployments pave the way for
‘cookbook’ projects that have a clear line of sight on ROI. In addition to asset tracking and video
analytics, other use cases and workloads will emerge, spanning multiple industries, which will aid
vendors in developing more offerings because they won’t need to create specific offerings by
industry. Mainstream adoption is already underway; however, mainstream enterprises are moving
at a slower pace and with fewer projects than early adopters.
AI/ML has become a standard feature of IoT projects, with one-third of enterprises planning to
implement AI/ML within the next year, and an additional 43% within the next one to three years.
Given the volume of machine data and the rapid time to insights required for critical assets,
automation using AI/ML will shift from optional to mandatory to keep pace with the data deluge.
Edge computing has cemented its place in the broader analysis topology within organizations.
While no one technology or venue can address the diversity of all workloads, adding a robust
edge and near-edge component to an organization’s analytical framework can lower bandwidth
costs and reduce latency for mission-critical production applications.
The combination of more IoT workloads, greater adoption of AI/ML, and more performant and
capable edge computing will result in a diverse continuum of data analysis from originating
devices to the cloud. This presents new challenges for both data management and governance,
as well as systems management of the distributed system. Developing an agile and automated
culture that automates the collection, transformation and cleansing of machine data and rapidly
distributes it to the relevant stakeholders and applications for just-in-time decision-making will
provide demonstrable ROI.
This culture expands beyond tools and technology and must include the organization’s people
and processes. IoT, paired with AI/ML, empowers workers in the field with real-time intelligence
in ways previously not possible, although upskilling the entire workforce will be required to fully
benefit from this data bounty. Organizational processes need to be revisited with an eye toward
creating a culture of intelligent workflows. Intelligent workflows transform organizations via the
combination of AI/ML, IoT and other enabling technologies such as 5G and DLT, from legacy,
static processes to new levels of agility, integration and automation, resulting in better decisions
and greater productivity.

IBM provides the software and services necessary to build connected, intelligent, and
secure workflows that turn operations into a competitive advantage. Wherever you are
in your digital journey, IBM delivers insights powered by AI and deep industry expertise
to help you achieve operational excellence, and run a smarter business today. For more
information, see ibm.com/business-operations.
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