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Cross Region: United States - (Dallas, Washlngton DC, San Jose). Europe - (Amsterdam, Frankfurt, Milan). Asia
Pacific - (Hong Kong, Tokyo, Seoul).

Regional: U.S. East (Washington D.C), U.S. South (Dallas) EU GB (London) , EU DE (Frankfurt), JP-Tokyo

Single Data Center Offerings: Toronto, Melbourne, Chennai, Amsterdam, Sao Paulo, Oslo, Seoul, Montreal
Federal: Washington, D.C., Dallas
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Accessing COS buckets using IAM Policy and IP Access Control

]

18M Cloud Object Storage




SSE- Provider
Managed
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» SSE- Provider Managed
for Data at Rest

» Default automatic

encryption for data stored

in COS

» Automatically encrypts

objects stored in IBM COS

for data at rest security.

» The COS service encrypts

each object using per-
object segment uniquely

generated encryption key

» Keys are secured and
reliably stored using
Information Dispersal
Algorithms that protect
object data using an All-
or-Nothing Transform
(AONT) method.

SSE-C
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» SSE-C - Support for
Customer Keys via API

» This feature adds API
headers to the existing
storage API that give
customers the ability to
provide their own keys to
encrypt objects in IBM
Cloud.

» Enables customers to
retain complete control of
keys used for data
encryption.

» Supports non cloud key
management, some
security conscious
customers require a
product that can integrate
with their on-premise key
management solution.
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SSE-KMS
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SSE-C - Customer Keys via
IBM Key Protect

Data isolation using
encryption keys controlled
and managed by the client

COS Advanced Encryption
Settings — Allow buckets to
be encrypted using Key
Protect

Support for both customer
bring your own key (
BYOK) and Key Protect
generated Customer Root
Keys (CRKs).

Easy to manage encryption
keys and policies for
applications to leverage
Object-level encryption
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Mass Data Migration
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IBM COS
Aspera high-speed
data transfer

Amazon
S3 Transfer
Acceleration

Azure Blob Storage
using AzCopy

Time to transfer a 20GB file

31.67

79.08

(lower is better)

382.23

Time (seconds)
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Cloud Object Storage
— Data well protected in Cloud Object Storage
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— Use infinitely scalable, cloud managed storage k komprrsc
and ephemeral compute. On Prem .
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