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IT is ground zero for business innovation.
What’s new about IT’s position today are the scope, velocity, and
urgency of innovation and change.
Digital transformation—the use of digital technologies to create or modify
business processes, applications, and customer experiences to meet changing
business and market requirements—has been well underway for years. It
simply got turbocharged with the dramatic and sudden events that rocked
the globe. Five-year plans were compressed into months where possible as
organizations fast-tracked strategic initiatives heavy on automation combined
with artificial intelligence (AI), machine learning (ML), and analytics.
Capable of powering staggering gains in efficiency and effectiveness, the
one-two punch of AI/ML and automation blurs the lines between functional
domains. Game-changing digital transformation initiatives and disciplines,
such as DevOps and SRE, require new levels of interaction and automation for
cross-domain workflows, efficiencies, and business outcomes.

This independent research surveyed 406 IT professionals in North America,
EMEA, and APAC to look at AI-enabled, cross-functional automation
and processes as practiced today and as planned for the near future. Of
special interest was the interaction of IT operations (ITOps) and IT service
management (ITSM) as organizations move in the direction of a ServiceOps
model of IT services delivery and support.
• What are the drivers, challenges, and enablers of changing IT service
models?
• How are organizations changing to exploit technology advances?
• Where does the platform/best-of-breed conversation stand today?
• What are the predictable benefits sought and realized in automation and AI
initiatives?
• How do ITSM and ITOps interact?
• What are the top IT operations challenges and goals in the next 18 months?
• Where do cloud, security, and legacy systems stand in the hierarchy of IT
pain?
• Who drives investments and where does SaaS rank in buying preferences?

Research overview
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Change is driving change
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Worldwide change for humans and
machines

Digital transformation is where
change takes strategic aim

Change was not optional in a time of worldwide economic and social
upheaval. Asked, “Other than working from anywhere, how did your IT
organization adapt to the global circumstances of the past two years?”

Digital transformation has been well underway for years. Granted, the global
events of recent years greatly sped up those plans, but they have not fundamentally changed the substance or strategic direction. Movement to the cloud
sharply accelerated during troubled times but did not originate in response to
those troubles.

• Just over half innovated technically and made organizational changes
• The other significant group, which was just under half, innovated technically with new technology and initiatives but made no significant
organizational changes
It will come as no surprise that the group that innovated both technically and
organizationally fared much better than the group that tried to problem-solve
with technology alone. The dual-innovation group rated the financial health of
their organization and the budget of IT at a substantially higher level and were
also more likely to be advanced in their use of technology.
There is an implied but unshakeable partnership between humans and
machines. Business issues and opportunities require first-rate technology to be
competitive, but humans are the ones who translate advances into advantages.
When technology enables improvements, adaptive organizations will form to
maximize the gains.

EMA asked, “If digital transformation is the use of digital technologies to
create or modify business processes, applications, and customer experiences to meet changing business and market requirements, where
does digital transformation currently stand across your organization/
enterprise?”
Advanced - already well underway,
returning strong benefits in speed,
efficiency, and cost savings (more than half
of long-term roadmap/objectives met)

41.1%

Mature - well established across the
enterprise and on track to continue
(roughly halfway to planned roadmap)

Early - significantly past the planning stage,
but too early to show major results

51.0%

7.4%

By definition, digital transformation means change. Transformation implies
newness on a scale that goes well beyond the known. It is IT in the service of
business agility and innovation, frequently fortified by the combination of AI
and automation and moving in the direction of equal partnership.

Change is driving change
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IT is moving in the direction of parity with the business – but it’s not there yet
The role of IT is changing too. However, it is not on equal footing with the business it serves in most organizations…yet.
Asked, “What statement best describes the state of IT in your organization?” only 17% characterized IT as strategic—an equal partner with the
business.

However, there is big movement afoot. Adding the 18% who see the role of IT
actively evolving from operational to strategic with the 17% who recognize
that digital transformation (itself a strategic initiative) is elevating/changing the role of IT totals 35%. Clearly, IT is moving out of its classic operational
confines into the boardroom as a strategic equal. That parity is evolving as
business and technology become inextricably linked.

17.2%

IT is strategic - an equal partner with the business

26.4%

IT is a critical success factor - enabler of business operations

17.7%

The role of IT is evolving from operational to strategic

17.0%

Digital transformation is elevating/changing the role of IT

IT's role differs in each part of the organization

IT is primarily operational vs. strategic

8.9%

12.8%

Change is driving change
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The many faces of IT service
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IT service organization
Most IT organizations are characterized by some degree of centralization.
Organizational models frequently feature some standardization and recommendations made by a central IT body that are implemented by decentralized
teams. Teams generally organize around IT services, platforms, or products; however, the definition of an IT service itself can take several forms. The
responses to, “Generally speaking, how does your organization define an
IT service?” outline key definitions:
• Specific IT technology areas (network, database, servers…) 35%
• All infrastructure and software required to deliver a business function 34%
• By business function supported 9%
• Differing definitions depending on group or who you ask 9%
• By product teams responsible for performance 8%
• By application 5%

As the following chart shows, IT organizations tend to group around their definitions of IT service. Given the ability to choose a response that indicates a
state of change, a full 31% answered, “increasingly, IT is taking a cross-functional product approach to delivering IT services.” Another 5% specifically call
out the rise of ServiceOps, responding, “IT is planning to take a service operations (ServiceOps) approach that blends multiple teams/groups.”

Although oversimplified, how would you describe your
IT's organizational principle?
IT is organized along classic functional
lines and technology lines (network,
application, storage, servers)

41.0%

Increasingly, IT is taking a
cross-functional product approach to
delivering IT services

31.0%

Teams organize around specific
business services or lines of business
services or lines of business
IT is planning/moving to take a service
operations (ServiceOps) approach
that blends multiple teams/groups
There are different approaches used
in our enterprise

21.0%

5.0%

2.0%

The many faces of IT service
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Specific functions of interest: SRE, APM, DevSecOps, and end-user experience
SRE: Almost all participants stated that there is a site reliability engineering
(SRE) function in place or in near-term plans. However, SRE did not appear as a
major force in IT quality or major initiatives across the rest of the research. SRE
is mainstream but early, still gaining its organizational footing.
APM: Application performance management (APM) tools and processes play a
vital role in IT service quality and health. Almost half of the respondents name
APM as the primary interface for ITOps tasks.

DevSecOps: DevSecOps is reported as already in place for 26% of the participants, with an additional 4% in the planning stage. Another 27% observe that
security is increasingly involved at earlier stages of development and delivery. However, 37% say that security is only involved at the tail end of the
dev-deployment line, with 7% stating that security is not involved at all. It
is important to note that in forward-looking questions, the issue of security
shares top ranking in importance only with cloud.

End-user experience: End-user experience is a C-level interest and initiative
in almost all organizations. For most, IT prioritizes both external customers
and internal users/employees. However, when they are differentiated, the customer (and revenue) does hold the edge over employee user experience.

The many faces of IT service
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IT service quality is challenged by too many clouds and too little IT talent
For the most part, respondents are quite high on the quality of IT service
they deliver. Outstanding (29%) and very good (60%) were the most common
self-assessments. IT/business alignment was ranked only slightly lower on a
companion question.
When it comes to IT service quality and health, it takes a village. Major contributors are of course ITOps and DevOps, followed by infrastructure, ITSM,
engineering, end-user experience, APM, and NPM. However, when there is a
degradation in service quality, the responsibility lands primarily on ITOps
(29%), DevOps (20%), and Engineering (17%). An interesting 13% responded, “It
is impossible to say; it is always a multi-group effort.”
The challenges to delivering high IT service quality are in a tight race for top
honors.

What are the biggest challenges to delivering high-quality IT service?
Cloud - visibility or separate
cloud operations

45.1%

Shortage of talent and/or lack of
automation to take its place

Nonetheless, organizations are turning to the combination of AI/ML and automation to offload mundane duties and scale impossible tasks from humans.
Across the board, an increase in IT personnel productivity ranks as a top driver
of AI/ML, automation, and AIOps initiatives.

40.6%

Dependency mapping and IT
asset management

38.7%
32.8%

Legacy systems

Siloed systems and tools

The shortage of IT talent is not a new complaint. However, a surge in demand
for that talent as driven by digital transformation and automation initiatives, combined with the Great Resignation, forms a perfect storm of need. The
demand for automation that can offset the need for human talent is thwarted
by the lack of skilled talent to implement that automation. This ironic circle
stands in the way of delivering high IT service quality.

42.6%

Gaps in end-to-end visibility for a unified
view of all service elements

Inefficient manual processes
and bottlenecks

Cloud takes top place in the list of challenges, not only in this question, but in
numerous others across the research. Migration is an issue, of course, but so
is performance once migration is completed. The lack of visibility into cloud
operations and performance is a stumbling block to the many initiatives that
require an end-end view. In fact, “gaps in end-to-end visibility” is itself a top
challenge, and it is one to which cloud is a major contributor. The fact that
cloud operations is still frequently a distinct group apart from other ITOps
teams adds another dimension of difficulty to cloud considerations.

29.6%
24.4%

The many faces of IT service
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IT automation crosses both sides of
the autonomous/human divide
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IT automation is either a competitive advantage or a gap
IT automation is a C-level no-brainer. After all, what’s not to love? It slashes
time and cost out of processes, introducing efficiencies and innovation as it
goes. Asked to estimate the percentage of IT tasks that use automation, however, responses ran the gamut of a normal curve.
The disparity between highly automated IT organizations and laggards is a de
facto competitive gap. If one company can operate faster and more efficiently
than another, they have an advantage in execution and margin.

Note that the question asks about IT tasks that use automation rather than the
number of IT tasks that are automated. The wording is intentional. Automation
is not an either/or proposition (either you automate or you stay manual). It is
very frequently a hybrid of machine execution as an aid to human insight, intelligence, and action. The human/machine partnership is a strong growth area,
although autonomous actions do command more attention. There is a wide
spectrum of automation along which most organizations operate effectively.

If IT automation is "software that can replace repeatable processes, address complex
processes, and take critical actions," what percentage of IT tasks do you estimate
use automation in your IT organization?
Less than 10% of tasks are automated

1.7%
5.4%

10-20%

12.3%

21-30%

17.7%

31-40%

17.2%

41-50%

17.7%

51-60%

15.0%

61-70%

7.1%

71-80%
81-90%
Almost everything automatable is automated

2.5%
3.2%

IT automation crosses both sides of the autonomous/human divide
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There’s nothing automatic about IT automation
Automation is an acquired taste. EMA research and experience show an initial
reluctance to allow autonomous actions that holds true across industries, company size, and geographies. Against all reason, humans trust humans more
than they trust machines.
Asked about the degree of automated actions allowed based on AI/ML/
analytics, this pool of research participants was no exception to that trust preference. To what degree does your organization enable automated actions
to be taken based on AI/analytics recommendations?
• 49% chose autonomous actions – automated actions are taken with as little
human touch as possible

When asked about long-term automation goals, the distribution didn’t greatly
change.
These findings have implications for anyone evaluating automation platforms and solutions. The proposed solutions must have the ability to calibrate
automated actions to the organization’s cultural ability and willingness to consume automation. Furthermore, the degree of automation must be capable of
increasing to keep pace with an organization’s appetite for automation. That
appetite will predictably grow. Success breeds success and because most automation initiatives are successful, automation breeds automation.

• 47% chose human oversight – automated actions are enabled only with
human oversight/approval

IT automation crosses both sides of the autonomous/human divide
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Drivers of IT automation
For 95% of this year’s global panel, the combination of AI/ML and automation
is a high priority enterprise-wide. It is the top priority for 43% of respondents.
When it comes to actually making investments in automation, the C-suite takes

the lead, partnering with ITOps and technology professionals. CFOs show more
interest in automation than they do in almost any other IT initiative.

Who drives investments in IT automation?
45.6%

CIO and IT executives

IT operations

15.8%

A mix of executive and technical decision-making

15.5%

10.8%

Generally a technically-driven decision

8.6%

CFO

Center of Excellence

3.7%

IT automation crosses both sides of the autonomous/human divide
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Asked to identify the driving objectives behind IT automation, the responses
land on the side of people considerations. IT personnel productivity tops the
list of reasons to invest in IT automation. It is number one not only because of
the pressing shortage of talent, but because automation is so good at lifting routine and mundane tasks off talented professionals, freeing them for creative
endeavors. Business value and job satisfaction both soar.

Cost, of course, makes the list of drivers—but it rarely tops it. In fact, for organizations that are the most advanced in their digital transformation and service
convergence movements, cost doesn’t even break into the top ten. However,
regardless of where cost appears as a driver, cost savings is always a consistent
benefit and predictable outcome of IT automation.

What are the top drivers of IT automation?
53.0%

IT personnel productivity

47.3%

Better IT service/reduced downtime

43.6%

Improved user experience
Self-service for IT support/ITSM

39.9%

Cost savings

39.7%
38.7%

Operational efficiency and scale

34.0%

Business agility/ability to innovate

32.8%

Cross-functional workflows

32.3%

Risk reduction
Agile development
Business alignment

28.8%
26.6%

IT automation crosses both sides of the autonomous/human divide
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AIOps: where AI and automation meet
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Priorities
A lot has changed since the term “AIOps” was first coined circa 2016 to mean
the application of AI to IT operations. As the adoption rate soared—over 90%
of enterprises are well underway with AIOps implementations—the term has
expanded to include the notion of automation. After all, what is the sense of
having great AI-driven insight without taking great AI-driven action?
The global panel was asked to pick from three statements about their organizations’ relative prioritization of AI/ML and automation. The breakdown gave
automation a slight edge over AI/ML, but the winner was parity between the two:
• 36% Automation is more important than AI/ML

In an earlier question, 95% identified the combination of AI/ML and automation as a high enterprise-wide priority.
For the purposes of this research, EMA defined AIOps as the combination of AI/
ML and automation. Only 11% of respondents see AIOps and automation as two
distinct solution sets.
These responses can be generalized into two categories:
• AIOps is strategic (40%): AIOps is strategic on its own (22%) and as a companion to the strategic digital transformation (18%)
• AIOps is adaptive (43%): AIOps is reactionary and a problem-solving
response to complexity (22%) or a specific business requirement (16%), and
as an approach to toolset consolidation (5%)

• 24% AI/ML is more important than automation
• 40% They are equally important

How would you characterize the priority of AIOps in your organization? "AIOps is…”
A strategic initiative across the enterprise

22.4%

A response to growing complexity of IT

22.2%
17.5%

A natural outgrowth of digital transformation

15.5%

Driven by specific business requirements

11.3%

We see AIOps and automation as two distinct solutions
Driven by the need for toolset consolidation
Limited/targeted adoption

5.4%
4.7%

AIOps: where AI and automation meet
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People
Whether the priority is strategic or adaptive/problem-solving, AIOps implementations cast a wide net across many stakeholders, from ITOps through
DevOps, ITSM, and every infrastructure specialization on through to executives and line of business interests. When limited to three choices, the top
responses to “Which adjacent functions feed or benefit most from your
AIOps deployment?” in order were:
*ITOps *Cloud *DevOps *ITSM *DataOps *APM
*Dev/Engineering *NetOps *SecOps *BizOps
AIOps’ nature is to cross operational boundaries and domains for end-end visibility and actions. This level of interdepartmental and system interaction does
not just happen. It requires cooperation at both system and organizational
levels. For this reason, the executive suite in conjunction with ITOps and other
technology decision-makers tend to drive AIOps implementations.

It is natural that AIOps brings benefits that can be measured in technical
metrics, such as reduction in MTTR and number of outages. However, the business benefit side of the ledger is also strong. Perhaps the most telling indicator
is the positive impact that AIOps brings to the relationship between IT and the
business.
Given numerous positive responses from which to choose, 16% chose the superlative “transformational” to describe the impact of AIOps on the IT/business
relationship. Interestingly, this percentage has dropped slightly over the three
years EMA has been asking this exact question to various participant panels.
The reason is not that AIOps has become less effective. Rather, as AIOps implementations mature, their benefits come to be part of the normal landscape—its
impact less dramatic.

What impact has AIOps had on the relationship between IT and
other parts of the business?
16.0%

Transformational

49.0%

Significant

25.9%

Meaningful

6.9%

Modest
Marginal
Nonexistent

1.7%
0.5%

AIOps: where AI and automation meet
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Platforms are a unifying force for
cross-domain workflows and processes
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Platform vs. best-of-breed
For the purposes of this research, EMA defined a platform as, “a group of technologies (usually software, frequently vendor supplied) that together form
a base on which other applications, processes, and technologies can act or
interact.”
Using this definition, platform clearly trumps best-of-breed, with 28% using a
unified platform for enterprise-wide visibility and actions, 21% using more than
one platform, and 16% in the process of adopting a platform approach.
That number is likely to increase given that almost half of those in the best-ofbreed camp state that those solutions create siloes that hamper cross-domain
efforts.

Which statement best characterizes your IT organization's approach to
cross-domain workflows, processes, and initiatives?
Use of a unified platform to enable
enterprise-wide visibility and actions

27.8%
20.7%

More than one platform is in use

Best-of-breed solutions work well for us

19.2%

Planning or in the process of adopting a
platform approach

16.3%

Best-of-breed solutions, but they create
siloes that hamper cross-domain efforts

16.0%

Platform use is almost universally strategic. The differences lie in maturity:
• 42% state that its strategic use is well underway for end-end visibility, processes, and actions
• 49% are early in what they characterize as a strategic and evolving enterprise initiative
There are numerous types of platforms in use. IT analytics/AI/ML, IT automation, and AIOps share the top place with security, ITSM, DataOps, and
general-purpose workflow platforms. Regardless of platform type, the attributes that are viewed as most important when asked, “Which factors are the
most important in an automation or management platform?” were:
• Cloud capabilities 53%
• Flexibility 51%
• Ease of integration 47%
• Scalability 42%
• Cost 34%
Cost is always a consideration, but it does not make the top three. A further
drilldown on those groups that are the most advanced in terms of automation
and service convergence pushes cost even further down the list. For the most
advanced groups, cost doesn’t even crack the top 10 list of most important platform attributes. This is not to say that cost doesn’t matter. It does. However,
there are benefit-related attributes that rank higher when the drivers are strategic in nature.

Platforms are a unifying force for 
cross-domain workflows and processes
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Platform success and return on cost
The platform approach to tool consolidation, cross-domain activities, and automation makes good business sense that results in a high success rate.

In terms of results, how successful have your platform initiatives been?1
• 35% Very successful – greatly improved efficiency, effectiveness, and
speed, as well as increased service quality
• 54% Successful – initial goals have largely been met and we are expanding use cases
• 11% Somewhat successful – there have been some gains and some struggles, but enough positives to keep moving forward
Success may be in the eye of the beholder, but cost is a little less forgiving.
When research participants were asked specifically about the value of platform
use relative to the cost, results were equally positive.

1

In terms of cost, what value has your platform investment returned?
High value - the savings and benefits
are at least double the cost

31.9%

Good value - it more than paid for
itself, probably returning in
excess of 20%

58.5%

Breakeven - it paid for itself and
then some

7.9%

Disappointing - the costs are not
offset by benefits

0.5%

Too early to tell

1.2%

There were responses available in the unsuccessful range, but they were not selected.

Platforms are a unifying force for 
cross-domain workflows and processes
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The convergence of ITSM and ITOps
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AI/ML and automation platforms pave the road to collaboration
Clearly, ITSM and ITOps are interacting with more regularity than ever before.
Business requirements and technical capabilities equally drive this movement
toward collaboration and convergence. The extent to which organizations can
easily share processes, insights, and actions greatly influences the degree to
which they will do so.
As cooperation evolves to collaboration on the basis of shared interests and
technical enablement, organizational change follows. Likewise, organizational charters surface technical requirements. DevOps is a good example of
this cyclical pattern. Initiated to balance speed of innovation with governance

and risk management, DevOps requires changes to processes, organizations,
and technical capabilities. As changes are made and benefits are realized, more
innovation follows with more changes. Repeat.
The changes that DevOps requires are ones that also facilitate ITSM/
ITOps interaction. The AI/ML and automation initiatives—frequently executed on AIOps platforms—benefit both groups and pave the way for further
cooperation.

What changes does DevOps require or result in?
48.5%

Workflows to bridge dev, ops, and ITSM teams
More real-time discovery/dependency mapping,
IT asset management, and CMDB

45.6%
42.9%

Inclusion of cloud management capabilities

41.9%

End-end visibility of application performance
Significant changes to the change management processes
Organizational changes
Observability of infrastructure end-end

38.9%
36.5%
34.5%

The convergence of ITSM and ITOps
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ITSM and ITOps interaction today
Although there is clear movement in the direction of converged interests,
ServiceOps is still a distant reality. Asked a series of questions to describe the
interaction of ITSM and ITOps, the respondents ranged from a need-to-interact basis to a platform-based unified functionality with bidirectional workflows
and information flows in between. Complete separation is the exception.
• ITSM and ITOps interact on a need-to-interact basis 26%

One thing is very clear from the data: The enterprises that are the most
advanced in digital transformation and technical use of AI/ML and automation
are also well ahead of other groups in ITSM/ITOps interaction. They interact in
more ways on more issues/opportunities and in organizationally aligned ways
than less advanced groups.
Although distinct functional specializations will always make sense, a
ServiceOps view of the enterprise is gaining traction. That traction is reflected
in reporting structure. There is an exact split (41.6% each) between ITSM and
IT operations organizations that share the same reporting structure and those
that have different reporting structures that meet only at the CIO/CxO level.
However, there is an interesting 16% of respondents who stated that, “There
have been significant organizational changes in the past two years, moving the
two functions closer organizationally.”

• Bidirectional information flow and workflows 21%
• The service desk is an interactive hub 24%
• Platform capabilities unify the functions 24%
• Complete separation is the outlier/exception at 5%

How do IT operations and ITSM collaborate using AI/ML and automation?
29.1%
28.1%

Security
IT asset and cost management

23.2%

ITSM tickets generate alerts in management/monitoring tools

22.4%

IT governance and risk

19.0%

End-user experience management

18.5%
17.5%
16.3%

DevOps change management automation
Cross-functional workflows
Mobile IT communications across ITSM and operations

15.8%
15.8%

Integrated ITSM knowledgebase sharing
Collaboration and communication tools

13.1%
11.8%
11.3%

Monitoring alerts create tickets in ITSM
Change requests in ITSM trigger changes in automation tools
SLM/SLA/SLO management and priorities
Service catalog
Integrated trouble ticket analytics
Anomaly detection gives heads-up to ITSM
CMDB/CMS discovery and dependency mapping
Shared runbook and automation routines

10.3%
8.9%
8.4%
8.1%
6.7%

The convergence of ITSM and ITOps
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The near future of ITSM and ITOps
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ITSM will grow in both importance and automation
As ITSM and ITOps move closer to convergence, both on an organizational and
technical basis, they will each retain distinctive characteristics. Asked, “How
do you view the future of ITSM in your organization over the next three
years?” 86% anticipate ITSM growth. “I see ITSM as…”:
• 42% substantially growing in importance
• 44% somewhat growing in importance
• 12% staying at the same level of importance
The remaining 2% was split between those who see it potentially going away
as a separate organization and those who see it evolving to a mostly automated
function. Declining in importance is a non-starter.
Automation features heavily in the near future of ITSM. Research participants
were aggressively optimistic in assessing the level of help desk automation in
the next two years.

What percentage of help desk requests and problem resolution do
you envision being auto-resolved or transitioned to end-user
self-service remediation within two years?
1-20%

Another telling factor on the future of ITSM is reliance on ITSM platforms.
Although organizations use numerous types of platforms, when it comes to
service and help desks, there is an impulse toward standardization. All participants were using at least one ITSM platform, with 54% either having already
standardizing on one (20%) or actively consolidating, aiming for one (34%).

How many ITSM platforms/solutions are used to run your help
desk(s) and service center(s)?
20.0%

We have standardized on one
We are actively consolidating,
aiming for one

34.2%
33.3%

2-5

10.1%

6-10

2.2%
12.3%

21-30%

More than 10

2.5%

15.3%

31-40%

16.7%

41-50%

14.8%

51-60%

14.3%

61-70%

12.6%

71-80%

7.6%

81-90%
91-100%

The exact percentages are not important. What does matter are the wide range
of estimations and the general bullishness about the role of automation in
ITSM.

3.2%

The near future of ITSM and ITOps
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ITOps tackles old outage issues and the new cloud complexities
The more things change, the more they stay the same. When it comes to IT service health and performance, the first stop is ITOps. The many metrics that
mark progress here are trending positively due in large part to the AI/automation offensive; however, there is always room for improvement. While an
impressive 17% of respondents state that only minutes are needed to identify
and fix a service outage, 75% take hours—sometimes many hours.

How long does it take to identify and fix a service outage?

It makes sense that “reducing major incidents and outages” tops the list of
ITOps improvements planned in the coming months. Once again, security is
highly ranked and swiftly rising in priority.

What are the top ITOps improvements/goals in the next 6 to 18 months?
41.6%

Reduce major incidents/outages

39.9%

Identify and respond to security threats in less time

17.0%

Minutes

52.2%

Up to 3 hours

23.4%

4-8 hours
A day
Multiple days

4.7%
2.7%

34.7%

Reduce cost

31.0%

Root cause detection and identification

29.6%

Reduce number of failed changes

28.1%

Consolidate management tools
Decrease mean time to resolve (MTTR) incidents

27.1%

Provide rapid feedback on theimpact of
code changes

26.6%

Reduce alert noise

15.5%
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Cloud heads the list of ITOps management platform “must-haves”
When participants were asked to name their top “must-haves” in an IT operations management platform, “cloud migration and governance” was number
one by a wide margin. Drilling down into the top cloud ITOps use cases, security again tops the list. However, the remainder of the top use cases highlight
the challenges of integrating cloud into an enterprise-wide command of IT service health and performance.

What are your organization’s top three (3) IT operational use cases in
support of cloud (including hybrid cloud/non-cloud)?

The next ITOps management “must-have” requirements were closely grouped
in priority ranking:
• Cloud migration and governance (the runaway #1 requirement)
• Process automation/optimization
• Automated data collection/updates
• Incident/outage prediction/prevention
• AI/ML
• Observability for a unified view of tools and processes

44.1%

Security

38.2%

Cloud migration
Real-time service performance

29.3%

Continuous deployment/integration (DevOps/agile)

25.9%

Cost optimization for on-premises/multi-cloud

25.6%

Real-time visibility stands as a serious challenge when it comes to service-level
views and business impact. Most organizations have good visibility into software that is installed along with patches, applications, infrastructure, and
network, but fall off sharply when it comes to legacy systems, configuration
items relating to business impact, business services, and change impact.
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Buying plans and preferences
Research participants actively and almost universally plan to acquire new
automation and AI/ML platforms and solutions within the coming year. What’s
more, they have budgeted for doing so. Asked about their buying preferences,
SaaS comes in first, but not alone.

The top reasons for choosing SaaS for AIOps and automation are reliability,
scalability, and cost. Cost also shows up as one of the top reasons for not selecting SaaS. The top three, in order, are security, cost, and performance.

To what degree does your organization prefer SaaS (software as a service) versus
on-premises for AI, automation, and IT management investments?
41.6%

Strongly prefer SaaS

20.7%

Strongly prefer on-premises

17.7%

Prefer a vendor that offers a choice of SaaS or on-premises

16.0%

Prefer a vendor that could mix and match SaaS and on-premises

Prefer on-premises, container-based deployment

No real preference

1.5%
2.5%
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Which came first, digital transformation or enabling technology? It turns out
that change on today’s massive scale is a perfect storm of business, technical, cultural, and global factors. Unravelling the tapestry of IT dynamics into
component parts gives AI/ML and automation leading roles, especially as
instantiated on enterprise-spanning platform capabilities. However, organizational changes surround these advances—sometimes leading and sometimes
following technology advances.
This research examined the dynamics of IT change by focusing on the relationship of ITSM and ITOps. Traditionally staffed by very different talent profiles
aimed at distinct spheres of responsibility, the two groups interacted only as
absolutely required by circumstances such as outages. The DevOps phenomena
became such a circumstance requiring change in processes, systems, and organizations in order to keep innovation, governance, and service in balance.
Automation, AI/ML/analytics, and platforms that welcome cross-functional
workflows make cooperation a practical reality. It turns out that organizational siloes can be just as deadening as siloed toolsets and systems. Both can
be mitigated with the combination of AI and automation. IT talent, freed from
relentless routine work, is liberated to invest time and effort into initiatives that
are rewarding on a personal and corporate level.

In this converged reality, both ITOps and ITSM take advantage of mutually beneficial solutions that are aimed at and measured by business goals. It
turns out that the long-heralded IT/business alignment is a natural byproduct of cross-functional capabilities, as well as a prerequisite to effective IT
automation.
Today, the notion of ServiceOps is aspirational. It represents the growing fact
that in a healthy enterprise it is increasingly difficult to say where one function ends and another begins. It’s all about IT service to the business, and
there is no service without effective IT operations. Execution and service are
inextricable.
For now, ITSM and ITOps remain as distinct functions. However, shared technology softens the boundaries and moves them closer organizationally. Digital
transformation, business innovation, and a world filled with surprises guarantee a constant state of change in IT. For all these reasons, major technology
decisions that involve widescale AI and automation should be treated as strategic. They are foundational to solving the challenges of today and the basis for
excellence in execution no matter what tomorrow brings.
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