Government

IBM Institute for Business Value

Smarter defense for a safer planet

Smarter Defense
for a Safer Planet
IBM Institute for Business Value

Table of contents

Smarter Defense for
a Safer Planet
2

Introduction

6

Challenges facing defense and security

7

The new Global Security Landscape: 10 recommendations from the SecurityJam

28

Improving collaboration on operations

29
44

Navigating toward net-centricity
Bridging the collaboration gap

66

Exploiting intelligence

67
90

Leveraging commercial innovation to benefit military and civil intelligence organizations
Strategic use of analytics in government

120

Supporting the front line

121
143

Utilising SOA in defense logistics
Transformation of the Department of Defense’s business systems

148

Protecting the network

149

Cyber defense: Understanding and combating the threat

160

For more information

Introduction

As they face the second decade of the twenty-first century, defense

and intelligence organizations around the world are radically reassessing how to tackle
new security challenges. In place of the post second-world-war-period, with a known
enemy and a definable threat, they now face a more uncertain world, with the growth
of new economic and potential military powers, new areas of fragility (such as the
global economic system and the environment) and a more diverse source of threats,
including rogue states and terrorist organizations. The nature of warfare is changing
too, with the growth of asymmetrical forms of warfare including the new threat of
attack on a nation’s technology and information infrastructure, cyber warfare.
The role of defense forces has also evolved to reflect society’s broader demands on them. Soldiers today will typically be
deployed on a wide variety of operations, from traditional combat to disaster relief, counter terrorism operations and nation
building. They are almost certain to work as part of an international coalition force and work closely with a number of other
agencies (such as security agencies, commercial suppliers, nongovernmental organizations, charities, etc.). National defense
forces, with strong historical commitment to their service and nation, need to adapt to be effective in this new environment.
Following the global financial crisis, there is pressure on investment budgets and increased emphasis on efficiency. Defense
and intelligence organizations will need to become lean and agile. Change will impact all parts of their organizations – from
the sharp end of the spear, to those that support operations (e.g., logistics) and the back office.
It is against this background that IBM has prepared, commissioned and collated the papers in this anthology. There have been
huge advances in technology and information management in recent years that have transformed many parts of government
and industry. New, more collaborative ways of working are emerging, using social networks and flatter, more agile
organizational structures. The theory of network-centric operations promises to exploit many of these advances to transform
defense and security. This anthology considers the challenges that defense and intelligence organizations face in making
the necessary transformation. The papers make practical suggestions for progress based on lessons learned from military
organizations and the commercial world.
We begin with the global challenges facing defense and security organizations. In early 2010, IBM, together with the
Security & Defence Agenda (SDA) and a number of other think-tank organizations, conducted SecurityJam, sponsored by
the North Atlantic Treaty Organization (NATO) and the European Union (EU). First introduced by IBM in 2001 to
promote enterprise-wide collaboration among employees, “jams” are online realtime discussions that allow thousands of
participants to discuss issues, share opinions and suggest solutions from the comfort of their own office or home over a period
of several days. SecurityJam featured five days of discussions among almost 4,000 individuals from 124 countries – with
one participant even logging in from a jet at 35,000 feet. The jam’s objective was to address the need for new approaches
to today’s challenging security landscape. Its timing coincided with efforts within both NATO and the EU to shape their
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future responsibilities and understand how they can enhance collaboration. A portion of the report describing SecurityJam
recommendations is reprinted in the first section of this anthology. It addresses organizational, financial, diplomatic and
operational areas and highlights the importance of information and collaboration in twenty-first-century defense and global
security.
Our second section recognizes the fact that today’s military operations, whether focused on humanitarian relief, peacekeeping
or war fighting, are virtually always conducted in coalitions. Increasingly, complexity (both diplomatic and military),
combined with the growing operational tempo that most military forces face, means that a coalition approach is required for
a successful mission. Agreeing to operate in a coalition is one thing. Being able to truly interoperate – by sharing information,
command and control systems, and business processes – is quite another.
Over the past 20 years or so, Western militaries have been engaged in a wide variety of coalition operations. What lessons
have been learned? Are coalition operations improving? Why or why not? Are there still things that can be changed to make
coalitions work better in the future? We posed these and many other questions to more than 100 senior military officers from
around the world with direct and recent experience in coalition operations. The findings, which are summarized in “Bridging
the collaboration gap,” indicate areas where improvements have been made but also highlight challenges that remain.
Interestingly, the element of culture plays an important role in the success of coalition operations as well, as described by the
respondents.
The second paper in this section, “Navigating toward net-centricity,” highlights the transformation from the industrial to the
net-centric age that defense organizations around the world are experiencing. There is widespread recognition of the value
information technology (IT) can offer and the accompanying process changes it enables. There is also general agreement
that militaries are making progress. There is no shortage of literature describing the promise of network-centric operations
and the success of initiatives like the digitization of the Stryker Brigade in the U.S. Army. But much more is left to do. This
paper identifies six factors that must be addressed for the military to realize the promise of network-centric operations.
These factors range from business considerations, such as procurement policy, to methodological approaches, such as change
management.
Section three, Exploiting intelligence, takes a look at the significant achievements in the commercial world that can be
applied directly and immediately to the challenges facing intelligence organizations. Intelligence professionals struggle under
a growing load of information, both structured and unstructured, as they work to extract what is important, current and
directly applicable to the operational requirements of military and government leaders.
The first paper in this section, “Leveraging commercial innovation to benefit military and civil intelligence organizations,”
focuses on how intelligence processes can be transformed through commercially proven information management methods
and deployment models using open, service-oriented architectures (SOAs) to improve responsiveness, ease of integration
and collaboration. Traditionally, information systems supporting intelligence activities have been custom-built one-off
applications that, by their nature, prevent effective collaboration, are limited in their ability to grow with new requirements
and eventually become financially unaffordable. How can commercial technology and process improvements resolve those
problems? Commercial lessons that address cyber security; the growing volumes of data to be harvested, analyzed and
organized; and the growing requirements for data protection and incident prevention are explored in this paper.
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Among the most significant breakthroughs to occur during the Information Age are the technological underpinnings of
information management and the process changes they enable. Data-capturing technologies, data standards, data storage and
the science of data modeling and optimization have allowed commercial organizations to create competitive advantage from
data-based analytics. They are utilizing their analytical capabilities to help build fundamental business strategies. Competitive
advantage is rooted in their information advantage. In military terms, consider the OODA loop for information: Observe,
orient, decide, act. When military and intelligence organizations speed up their OODA loops through the application
of commercial data analytic techniques, they stand to gain an advantage over their adversaries and help improve mission
performance.
“Strategic Use of Analytics in Government” addresses a broader audience than just the military. However, the principles it
describes and the applications for logistics and intelligence it explores are valuable to the military on many levels. It describes
the role that analytics and fact-based decision making can play in improving mission results and addresses the challenges
inherent in the adoption of business analytics. Among the key findings are the managerial transformation components
required to successfully apply analytics in a government setting.
Our fourth section focuses specifically on areas that support the operational components of the military. Logistics is the
backbone of successful missions: A mission can’t succeed without the supply chain to sustain it. So the issue is how to
transform logistics processes, enabled by effective information management, to sustain the operators. In the first paper,
“Utilising SOA in defence logistics,” we address many of the fundamental complexities inherent in the military, from the
integration with civilian – even commercial – logistics systems, to the application of on-board monitoring for proactive
logistics, to maintaining a battle space logistics capability. In one way or another, information management and systems
integration are at the core of the solution. We describe how the application of SOA can provide rapid integration capabilities
to facilitate the required information exchange to provide a logistics environment that not only gets “things” to the end user
when needed in the quantities needed, but also enables efficient inventory management to drive unnecessary costs out of the
same systems.
The next piece in this section is an executive summary of a large and comprehensive study: “Transformation of the
Department of Defense’s Business Systems.” The U.S. Department of Defense (DoD) is nearly a decade into its major
business transformation initiatives. Due to improved governance and a focus on strategic objectives (e.g., supporting the joint
war-fighting capability of DoD) and core business activities (e.g., materiel visibility), what began as a financial transformation
using an architectural-based approach has evolved into an engine for positive change across the department. Although we
have only included the executive summary from the report, our intent is to provide context for the challenges business
transformation presents to defense organizations, which are typically large and complex and often saddled with a history
and culture that fight change. Furthermore, the executive summary offers insight into successful methods and lessons that
the U.S. DoD learned the hard way. The success of defense operations depends on the ability of the business systems to
effectively support them.
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Our final section addresses the critical area of cyber security. Many of the benefits associated with technology depend in large
measure on the security that surrounds the systems and information at the heart of network-centric operating principles.
Put simply, if military commanders and leaders can’t trust the systems or the information they receive or if their systems
present vulnerabilities to adversaries, they won’t trust the systems and processes enough to use them effectively. Building,
sustaining and regularly assessing the security of systems and information are critical steps. Our final paper, “Cyber defense:
Understanding and combating the threat,” grew directly out of discussions with a group of 50 IBM defense clients and IBM
staff at our annual Global Defense Solutions Projects and Defense Exchange Conference (SPADE) in Berlin in late 2009.
The paper, which summarizes those discussions, addresses both technical and non-technical challenges and solutions.
It begins with the premise that the traditional firewall approach to security is no longer enough. The coordinated attacks in
recent years on Georgia and Estonia demonstrate clearly the vulnerabilities military and government systems face. Effective
defense against ever-evolving threat can only occur through an effective balance between technical and non-technical factors.
This and other dimensions of balance are explored – for example, the tradeoffs between cost and degree of protection and
effective threat mitigation and privacy/data protection laws and regulations. The conclusions offer insight as to the direction
that military organizations need to move in the future.
This anthology contains a selection of papers IBM has published on defense and intelligence issues over the last two to three
years. They are representative of the diverse sources we use to research and reflect on issues of concern to defense forces and
intelligence organizations. Two of the papers were published by the IBM Institute for Business Value, which uses primary
research to provide fact-based insights, while two others were commissioned by our U.S.-based Center for the Business of
Government, which uses established external experts to author papers. Two of the papers were the result of partnerships with
other experts on defense matters (the Security & Defense Agenda and Quocirca), and two were prepared by our own defense
experts.
Collectively, these papers and topic areas just scratch the surface of the challenges and solutions facing military organizations
in the twenty-first century Information Age. Military organizations will invest significant time and resources making their
systems and processes support their operational needs in the future. Our objective here is to inform the conversation, share
our insights and those of our defense clients, and provide ideas you can apply to your individual circumstances and needs.
William R Phillips
Global Defense Leader, IBM Global Business Services
June 2010

Smarter defense for a safer planet
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Challenges
facing defense
and security

The new global security landscape
10 recommendations from the 2010 Security Jam
Summary
The online Security Jam’s goal has been to bring together
actors across the entire spectrum of the international
community to brainstorm on the changing nature of the
21st century security landscape. The overarching question
was ‘how can international actors and institutions respond
to new security challenges?’
Held over five days, the Security Jam proved itself a
catalyst for creative thinking by experts, NGOs, national
government decision makers and international institutions,
industry representatives, soldiers, journalists, scholars and
opinion leaders. Ten forums took stock of different security
challenges and produced dozens of innovative ideas for
improving security policies.
The main theme discussed by the 3,815 participants
from 124 countries during the online Jam was how can
the EU and NATO work together to protect our security
interests in today’s rapidly changing world order? With
the EU getting to grips with the changes wrought by the
Lisbon Treaty and NATO on the verge of launching its new
Strategic Concept it was unsurprising that EU and NATO
collaboration was by far and away the most discussed
theme in the Jam. Almost 10 per cent of all posts across
forums centred on this key issue.
This report presents a shortlist of the 10 most pertinent
recommendations with a brief snapshot of the relevance
of the Security Jam as a communication tool.
Building on the Jam discussions, the next section of this
report offers an overview of the evolving security
landscape.

This reflects the uncertainty expressed in many of the
Jam discussions that hybrid threats and fragile powers
will probably make the world a more unpredictable place.
The clear message from the Jam is that better strategic
planning and a comprehensive approach to security will
be imperative if the EU and NATO are to maintain stability
in their neighbourhood and to build bridges with other
protagonists like China, Russia, India and Brazil.
The emerging multipolar order is composed of fragile
powers and will be even less stable than in the two
decades since the fall of the Berlin Wall. But interdependence will not automatically produce cooperation – not
even within the EU or NATO. The shifting balance of
power will create uncertainty, and in the current climate
of economic insecurity could lead to fiercer resource
competition. The proposals contained in this report are
therefore intended to help the EU and NATO maintain
peace and security in our globalised but politically
fragmented world.
The main challenge for the EU and NATO will be to
improve internal coherence and to create a safer
periphery. Second, the objective should be to develop
a new security consensus with other major players.
However, security in today’s increasingly fragmented world
requires the EU and NATO to overcome their internal
divisions. Practical proactive steps are required to achieve
this and to avoid a divergence between capabilities and
the threats of the new security landscape.
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The recommendations at a glance
10 key recommendations synthesised from the online discussions*

1.

NATO should develop a civilian wing to prepare, coordinate and cooperate with civilian actors at various stages
of operations

2.

The UN should secure agreement on UN Millennium Security Goals comparable to the Millennium Development
Goals and based on the concept of human security

3.

Expand both EU and NATO regional security through mutual assistance agreements on non-conventional
threats with neighbouring states to build mutual trust

4.

Create a European Intelligence Agency as an information broker for complex and hybrid threats

5.

Improve the EU’s internal public diplomacy and use new media to consult European experts and citizens on
security threats and policies

6.

Create a European Security Academy where EU civilian and military staff and other international actors can
learn to work together in the field

7.

Establish a combined EU-NATO Wisemen’s group made up of independent personalities to evaluate capability
planning and build public support for cross-border cooperation

8.

Establish an EU scarce natural resources inventory with a mandate to protect them for future generations

9.

Publish a joint EU-NATO quarterly publication where senior officials from both organisations can highlight new
collaboration efforts between the two players

10.

Establish an International Crisis Preparedness Fund to harness media spotlight on today’s current crises by
collecting 5% of all donations to prepare for future disasters

* These recommendations have been selected on the basis of their degree of innovation and pragmatism.
They were not voted on.
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Why the Jam matters
With 3,815 registered participants from 124 countries the
Security Jam was an unprecedented global forum to
debate the changing international security landscape.
Through the power of the web the collective brainpower
of these experts was tapped in order to gauge the consequences for the EU and NATO and to develop future
policies and initiatives to address the new challenges we
face.
However, the Jam was not simply a barometer of experts
and practitioners’ views on the evolution of global security.
More importantly, it was an invaluable source of fresh
ideas and an innovative method of opening up communication channels between actors in order to build trust.
By allowing participants across different organisations to
think outside of the box and interact directly with actors
they might not otherwise engage with, this online Jam was
the perfect platform for creative brainstorming and critical
reflection on policies, roles, working methods and cultures.

“The Security Jam has done something
that NATO’s Group of Experts has not
adequately done: to reach out to people,
beyond those of us who are the ‘usual
suspects’, many of which have truly original
ideas and a range of analysis that goes to
the heart of today’s and tomorrow’s security
issues.”
Robert Hunter, RAND Corporation and
former US Ambassador to NATO

Breaking down barriers
Co-organised by 12 leading international think tanks, the
Jam attracted a representative sample of the established
security community with the added value of being open
to actors who are not always included in the security
equation.
Experts from universities and think tanks formed the
largest section of participants. However, officials from
national governments, European and international institutions were also well represented, making up 28% of the
overall Jam population. Military figures and NGOs made
up just over 5% and 6% respectively with business representing 14%.
There was also a striking balance between different age
groups. About 40% of participants were between 18 and
35 years, 43% between 36 and 55 years, and another
17% 55 years or more.
The Jam also benefited from the participation of a
large number of people with direct experience of
recent deployment around the world, including combat
operations, stabilisation operations and disaster relief
missions as well as input from over 50 VIPs from the
political, military, diplomatic and business worlds (see
annex for full list).
With 57% of participants having over 5 years experience
in security, defence or development issues the debates
were of a high level. The online debate generated some
4,000 written contributions, most of which focused on
solutions to very specific challenges such as coordination
between the EU and NATO (360 posts), a better use of
civilian and military capabilities (238 posts), a strategy
for the stabilisation of Afghanistan (144 posts) and the
options for improving relations with Russia (129 posts).
Other issues which attracted a great deal of attention
were the concept of human security (135 posts), the rise
of China (128 posts) and human rights (120 posts).

Smarter defense for a safer planet
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Dealing with a fragmented
world
The Jam was divided into 10 forums:
•
•
•
•
•
•
•
•
•
•

Political Context
Capabilities and Budgets
Crisis Preparedness
Development
Security & Human Rights
Environmental Security
Comprehensive Approach
Rising powers
Piracy (case study)
Afghanistan (case study)

A team of 26 online hosts – all leading experts or
decisionmakers – coached the debates in real-time
supported by 75 facilitators (see annex for full list).
Complex issues were discussed in threads, often moving
from lively debates about current challenges and lessons
learned to practical proposals for solutions.
As both the EU and NATO are going through an important
transition, the main aim of this exercise is to provide fresh
ideas for developing more effective security strategies
and building synergies between these two institutions
which although located in the same city often seem to
exist on different planets when it comes to policy making.
The ten recommendations which headline this report were
therefore selected on the basis of their innovativeness,
their practicality and because they tackle issues most
discussed in the Jam forums.
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Globalisation has flattened borders between states. Just
like modern business transactions carried out across the
globe with one mouse click non-traditional security threats
also journey over long distances. Organised gangs have
the entire world as their hunting ground. Booming trade
and financial flows make it almost impossible to detect
deadly shipments of arms, illegally excavated natural
resources or terrorist transactions. Failing states automatically imperil operations of foreign investors and disturb
international markets.
But if the world has indeed become flat, it also remains
fragmented. Effective cooperation for tackling non-traditional security threats is often thwarted by traditional
power plays between states.
The relative erosion of the United States’ influence and
the emergence of new ambitious regional powers have
culminated in a new climate of uncertainty. Many in the
Jam described the emergence of “a confusing world not unipolar but not really multipolar, either”. Harkening
back to the Ancient Greeks one Jammer depicted a kind
of “oligopoly” to describe current international affairs in
which there is “a group of players of very different nature
and size but all distinctively more powerful, stronger
economically and/or demographically, potentially more
destructive and more relevant to the other major players
than the rest”.
Despite most countries’ awareness of the fact that the
security of one state can no longer be separated from the
security of another state, distrust of each other’s strategic
intentions and pressing economic needs complicate
collaboration.

Yet, the overwhelming message from the Security Jam
seems to be that the very challenges posed by failing
states, hybrid and cross-border threats “require the
engagement of all powers- rising or not”. The message
is clear: in the new security landscape “cooperation and
rivalry among these powers will have a significant impact
on the trajectory of our globalised world.”
A number of distinct cross cutting themes also emerged
from the Security Jam to reflect the fragmented nature of
today’s global security architecture. Within these themes
Jam participants identified a number of areas where
future progress and collaboration can occur. Let us take a
closer look then at how the Jam assessed this quandary
and what kind of solutions it proposed.

The world will be dominated by fragile
powers
America’s unipolar moment appears to be fading. Even
if the U.S. market recovers from the economic crisis and
the Obama Administration succeeds to “re-energise
the nation”, it will be burdened by huge financial deficits
that could weigh on its capacity to innovate. Domestic
problems will weaken Washington’s political leverage
in negotiations with other countries and erode its soft
power. US military might is likely to hold, but the rapid

“Engaging China and India and Russia
and others is a policy which might or
might not have been successful in the past.
In present, and even more so in future
circumstances, one would need to learn to
engage WITH them.”
Dmitri Trenin, Director of the Moscow
Office of the Carnegie Endowment for
International Peace

military modernisation of the emerging powers as well
as the enormous costs of wars in Iraq and Afghanistan
will further reduce its manoeuvrability. In many ways the
United States remains the dominant player on the international scene, but it will have to wield its power more
carefully and selectively.
International politics in the coming decades will most
likely be determined by a loose group of fragile powers.
Still banking on its success during the two great wars
and the long Cold War of the past century, the United
States will be forced more and more onto the defensive
to protect its interests. Russia will continue to slide
backwards, failing to reform its economy and even more
to gain the international esteem it longs for. China, India
and Brazil will continue their attempts to bring their
international status up to par with their vast geopolitical, demographic and cultural potential. They are still
regional powers but have growing global interests which
will produce new dilemmas about how to reconcile their
strained capabilities with growing responsibilities abroad.
Their foreign policies will mainly depend on the extent
to which they are able to tap the international market for
creating opportunities for their expanding labour forces.
China, India and Brazil will follow different paths in pursuit
of unity and affluence. If they continue to experience
success and maintain confidence in the prospects of
an open global economy, there will be more scope for
domestic reform and taking a constructive role in international affairs.
Yet, for all three emerging powers, needs are now
growing faster than the capacity to fulfil them. This has
the potential to engender domestic instability and could
prompt political leaders to focus on national security
instead of personal liberties. In their foreign policies, the
emphasis will be on short-term economic gains and
avoiding costs rather than on long-term international
stability. This greatly obstructs the development of a
consensus with Western countries about the norms that
guide international politics.

Smarter defense for a safer planet
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As pointed out by George Perkovich, vice president
for studies and director of the Nuclear Policy Program
at the Carnegie Endowment for International Peace
“China, India, Brazil, and Russia should be analysed and
engaged as distinct individual states with distinct interests
and capabilities to affect others and the international
system as a whole”. We must recognise “when and where
each could play an effective positive role in redressing
a global problem”. Dmitri Trenin, Director of the Moscow
Office of the Carnegie Endowment for International Peace
echoed this by stating that the problem could be boiled
down to a mere preposition: it is not so much a question
of engaging rising powers, what we need to do is “learn
to engage WITH them”. This requires “a more co-equal
approach from the U.S. and the EU”.

Rising powers:
Hosted by Carnegie Europe, this was one of the most-visited
forums with discussions focussing on the evolving world
order and its impact on the West. A first important debate
concentrated on the question of how fast the world will become
multipolar. The BRIC countries have clearly gained power, but
it remains to be seen whether the United States can overcome
its problems and maintain its leading position. Jam participants
were also cautious of taking the rise of the BRIC countries for
granted and pointed to many domestic challenges that these
juggernauts still have to tackle. One expert even asked rhetorically: “What if rising powers do not rise?” The forum generally
concluded that the transition from a unipolar to a multipolar
world order would create more uncertainty. Many Jammers
asked whether the U.S. could balance between the traditional
transatlantic partnerships and its growing attention to transpacific relations. Another issue of concern was whether the West
should counterbalance countries like China or try to approach
them as potential like-minded partners. Other debates related
to the meaning of influence in a globalised world and the
emergence of new spheres of influence in places like Central
Asia, Africa and the Middle East.
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The political context:
“Does security mean different things in different countries?”
That was the most important issue in this popular Jam forum
hosted by the Barcelona based think tank CIDOB. In this regard
the interrelated questions of who defines security and who
should be the target of new security policies (private citizens,
societies, states, regions) were discussed. Participants even
debated whether we should be aiming at universal security
goals. Another related matter was the meaning of security in
a changing world. Participants asked for example whether
non-traditional threats like cyber attacks, drugs trade, market
disruption, proliferation and extremism have now become more
important than traditional threats such as great power rivalry
or nuclear arms races. But they also discussed the importance
of Western values, like democracy, in building a safer world.
The participants mostly agreed that there would likely be many
national or regional security concepts and that one of the
main challenges will be to reconcile them. This led to another
important debate on the importance of the UN, NATO, the new
European External Action Service and other regional institutions in addressing security challenges. How capable are they
and to what extent can they be truly global actors? Participants
exchanged views on specific cases like Columbia, Cyprus and
the problem of Islamic extremism and concluded that the
complexity of such challenges could only be addressed by more
comprehensive security policies. This represented an important
step in moving from discussing the international security
landscape to formulating dilemmas and possible approaches
for new security strategies.

A comprehensive approach :
So, how coordinated can our responses to global threats be?
This was the main question in the Comprehensive Approach
forum hosted by the Bertelsmann Stiftung. A first concrete
issue discussed by the participants was the combination of
civilian and military tools. It was agreed that the military can no
longer be the sole provider of solutions and that hybrid security
threats required a wide array of policy instruments. “We will not
deliver security from the barrel of a gun in today’s world”, said
Admiral Stavridis. If we see the need to transform conflicts by
changing bad governance into good governance, the EU and
NATO are in need of a fundamental new foreign, development
and security policy that concentrates on conflict prevention.
In such a concept the military force would become the tool
of last resort. Departing from lessons learned in the Balkans,
Afghanistan, Colombia, Haiti and other trouble spots Jammers
presented several suggestions to support such operations,
including better planning processes, networking approaches,
overcoming different cultures by common training, etc. Another
question was whether and how the EU and NATO could reach
out to other actors like Russia and China, by going beyond a
Western-centric comprehensive approach.

What, then, are the geopolitical realities of this new
security landscape and will there be room for constructive
engagement amongst these fragile powers?
Despite its good performance during the international
economic crisis, China’s transition has arrived at a critical
juncture. Selling cheap labour and good infrastructure
to foreign investors proved to be the winning formula for
China’s first period of reform. Its leadership understands
that it will now have to make a qualitative leap forward. But
reducing the dependence on affluent Western markets
seems more difficult than expected and several economic
bubbles plague the domestic market. As New York Times
columnist Steven Erlanger stated in the Jam: “China
seems to be a cautious power, worried about its own
fragility, believing in nothing except wealth and a kind of
hyperbolic nationalism that harkens back to the colonial
wars and the collapse of the great empire.” Beijing
reckons that autarchy is not an option, but it perceives the
world as an increasingly hostile environment with looming
protectionism and other powers trying to contain it. The
attempt of the West to engage it is seen as a schizophrenic strategy to make China pay for some of its own
problems and even to limit China’s influence. We see that
now China is engaged in the international arena, but not
really socialised. Several territorial conflicts continue to be
possible flashpoints.
Although India was described in the Jam as a potential
“future motor of world economy” it remains a low-income
country, a place of acute inequalities and widespread
discrimination on caste and gender grounds. Its political
democracy is in sharp contrast with extensive culturaleconomic segregation. In an ocean of poverty “there
are islands of spectacular economic growth which might
keep India moving in the right direction”, but large parts of
the political elite toy with protectionism.

Smarter defense for a safer planet
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On the international scene it could therefore potentially
remain “a blocker” rather than “a shaper”. Yet, Jammers
recognised that “India has come a long way” and more
importantly “has historic links to Russia, growing ties to
China, is a major regional player, and has increasing
reach in Africa and Latin America”. True, India is less
visible than China, but the Doha Round and the Climate
Summit in Copenhagen showed that Delhi is able to
derail international decision-making processes. India has
also conceived an ambitious plan to develop its own
sphere of influence in Southern Asia through its policies
towards neighbouring countries like Nepal, Myanmar,
Sri Lanka and Afghanistan. Equally, its poverty has not
restrained it from investing fortunes in its military prowess
to counterbalance Pakistan and China.
Brazil has been the least visible emerging power, but
under President Lula da Silva it made remarkable
progress and proved that economic development can
prevail over political fragmentation. As SACEUR Admiral
James Stavridis summarised in the Jam: “Approaching
200 million population, entirely energy self-sufficient, the
largest exporter of food in the world, and with recent oil
discoveries, it will be one of the top oil exporters in a
few years. Brazil has a thriving and vibrant democracy,
capable military, and a growing interest in global
engagement.” Other participants like Peterson Ferreira
da Silva highlighted Brazil’s strategic pursuit of regional
action founded on the idea of constructing a zone of
peace and political stability, based on the primacy of
development objectives and a strong preference for multilateralism. “Brazil’s regional security agenda is therefore
more focused on new issues than on traditional ones.”
Brazil has assumed a leading role in the stabilisation of
Haiti. It could further enhance its regional security role
if the economic momentum is maintained and tensions
with countries like Venezuela are kept under control.
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The prevailing view in the Jam was that Russia is not (re-)
emerging, but that it is jockeying on the rise of Asia by
attempting to get more value out of its natural resources.
Its economic modernisation has not been as successful
as hoped and the political elite have tried to compensate
by appealing to patriotism. Russia risks becoming an
isolated country and losing appeal to foreign investors as
even its new friends in Asia are wary of its military muscleflexing in its neighbourhood. For all the attempts to “reset”
the relations with America the Russian strategic elite
continues to perceive the United States and NATO as its
main challenger.
Japan, finally, has made important strides in its ‘normalisation’. As a regional power it traditionally wielded a lot
of economic influence. As Sheffield University’s Philip
Shetler-Jones remarked in the Jam: “Japan contributes
an enormous amount of cash to finance security action,
including paying the Afghan police for six months, aid to
countries bordering or coming out of conflict and a big
portion of the UN main and peacekeeping budgets. Just
as someone has to provide the manpower on the ground,
someone also has to pay.” Now it is also enhancing its
military capabilities. The problem, however, is that this
normalisation comes at a moment that Japan’s economic
power is declining – even in absolute terms. This has
caused neighbouring countries to worry about Japan’s
future intentions. Will political elites use military prestige
to compensate for Japan’s dwindling economic clout?
Will it detach itself from the United States? While interdependence is still prompting the East Asian protagonists
to invest in new political dialogue, Japan’s long-term
ambitions remain an important source of uncertainty.

Yet, even in this uncertain climate Jammers still identified
opportunities for collaboration on case specific security
issues like Afghanistan. As one jammer pointed out China
is Pakistan’s largest investor, and is poised to become
the largest investor in Afghanistan as well. Engagement
in a regional forum with all stakeholders could play a
significant role in helping to stabilise the AfghanistanPakistan region. In this context, a number of Jammers
across forums debated whether a NATO-SCO security
framework could provide the kind of platform for dialogue
which is needed to reinforce the regional dimension to
Afghanistan. “If we are now at the moment of ‘making the
unconventional conventional’, discussing the vision for
NATO in the next decades, why not to start thinking of this
new perspective of NATO/SCO, shaking hands over the
Pacific?” asked Liviu Muresan the Executive President of
the EURISC Foundation.

Piracy:
Piracy is probably one of the best examples of a hybrid threat.
As a consequence of globalisation shipping and fishing fleets
have boosted maritime traffic along the African coast, but it
seldom benefits people onshore. The jammers in this forum
hosted by FRS discussed these root causes and gave very
concrete suggestions for developing a comprehensive strategy,
including options for working with the Somali transitional
government and the African Union, tackling over-fishing and
toxic dumping in East African waters, building an adequate
international legal framework to put pirates on trial and even for
implementing superior technologies at sea to stymie piracy. But
participants in this forum also stressed that the EU and NATO
alone cannot clear the job of securing an area that is about the
size of Europe. Countries like India and China should become
fully involved in our attempts to prevent and combat piracy.

Environment :
The debate in this forum hosted by Chatham House, the UK’s
Royal Institute for International Affairs centred around three
broad themes. First, it was discussed how environment-related
developments like water availability and ecosystem crises result
in new security threats. Second, Jammers looked at the need
for new tools, modelling, scenario planning, climate mitigation
measures etc. Finally, it was debated how the military could play
a role in coping with environmental threats by pioneering clean
technology through investment in Research and Development
which would not be feasible for civilian actors. Key recommendations were formulated to enhance capacity for monitoring
environmental impacts and to set up an early warning system
perhaps by applying more military strategic risk analysis of
‘worst case scenarios’ as in the recent Quadrennial Defense
Review. The EU and NATO could also develop risk frameworks
to streamline preventive and emergency action. Participants
also emphasised the critical need for investment in developing
and deploying clean energy technology and to strengthen international resource management.
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The main security risks are non-traditional, but nontraditional threats could lead to new traditional power plays
Modern security threats have an increasingly hybrid
character. They emanate from different kinds of actors:
states, terrorists, terrorists cooperating with states, etc.
They can be intentional, symptomatic or collateral. James
Cricks of the US Military pointed out in the Jam that
today’s “Real Hybrid Threats have a cell-phone in one
hand and an RPG in the other”. Thanks to technological
progress and globalisation, threats can transform almost
endlessly, moving from armed violence over economic
warfare to cyber attacks and ‘normative destabilisation’. They can target states or specific groups: ethnic,
economic and political. In the Security Jam, four main
categories of threats attracted the most attention.

Economic instability
Starting with economic instability, the financial crisis of
2008 and 2009 has clearly revealed the fundamental
weaknesses of the international market. In a matter of
weeks financial turbulence destabilised the world’s top
superpower, not only causing major economic damage,
but also affecting its international soft power and military
capability. As a consequence of the mayhem in the US,
collapsing trade led to new social tensions in China.
European markets are now wrestling with recession
raising possibilities of national defence budgets being
cut by 15-30% as one senior participant from NATO
reminded us in the Jam. If the global economic outlook
continues to deteriorate, many developing countries face
grave domestic instability because they will be unable to
create jobs for their growing populations. Industrialised
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countries will be more inclined to protect their economies
and prevent companies from relocating to cheaper labour
markets. Most importantly, a persistent economic crisis
could reverse the process of globalisation, produce new
nationalism and intensify the competition for scarce
opportunities. It is therefore revealing that in an online
poll Jammers rated jobs and the economy as the priority
issue (37%) for international leaders to focus on in 2010
over climate change (30%), terrorism (12%), poverty
(12%) and disarmament (9%).
Yet Jammers in almost every forum also emphasised
that current economic realities should also push international actors to re-examine roles and activities in
order to find ways to enhance efficiencies. As General
Syrén put it in the Jam “We have to turn the challenge
into an opportunity!” Where there is duplication and
competition between institutions the focus should be
on better synergy and collaboration. The financial crisis
should therefore be a spur for greater sharing of capabilities across Europe, more effective procurement and
streamlined supply chains.

“Real ‘Hybrid threats’ have a cell-phone in
one hand and a RPG in the other.”
James Crick, Instructor U.S. Army Command
and General Staff College

Failed States
Prolonged economic instability could also aggravate
the problem of failed states. In all Jam forums, failed
states were considered as the main challenge for the
EU and NATO’s future security strategies. Thanks to
the economic growth in the past decades, many poor
countries have been able to earn more from their natural
resources. However, in many cases, these revenues were
mismanaged and drained away into shady networks of
patronage.

“History is replete with examples of leading
edge technologies being developed by military
organisations, from Global Positioning
Systems (GPS), to the Internet.”

“Few states can be sustained if their economies cannot
provide for the basic needs of citizens,” OSI’s Heather
Grabbe remarked in the Jam, “unless people have
some sense that their living conditions can improve,
they are unlikely to invest in institutions or trust in
structures of governance.” If economic opportunities
for the weakest countries shrink and if governments
are not held accountable for their practices, many of
the poorest countries in the world will continue to be
breeding grounds for violence, crime, terrorism, piracy and
ultimately humanitarian catastrophes.

Environmental hazards

The idea of Millennium Security Goals advocated in the
Jam could be one way of pressuring governments to
prioritise the human security of their citizens by making
specialised and targeted support available to countries in
need.

“Unless people have some sense that their
living conditions can improve, they are
unlikely to invest in institutions or trust in
structures of governance.”
Heather Grabbe, Director Open Society
Institute Brussels

Sherri Goodman, senior Vice president of
Centre for Naval Analyses

In a world that will see its population increase by
another three billion in the next two decades, environmental hazards will almost certainly become one of
the most important sources of insecurity. Even the most
ambitious carbon curbs will not suffice to prevent climate
change from affecting our daily lives. It is threatening
the supply of water in most parts of the world and this in
turn exacerbates territorial conflicts as well as tensions
between cities and rural areas. Rising sea levels not only
threaten the survival of island states like the Maldives;
they will inevitably disturb fragile coastal habitats onshore
and lead to mass migration. This will imperil food security
and trigger a global land grab that could produce new
conflicts for fertile soil. An EU Agency to catalogue and
safeguard natural resources is just one small step to
combat unsustainable overexploitation and a similar
organisation should also be considered at UN level.
Recognising “that defence has contributed to climate
change” Jammers were keen to see the military take a
stronger leadership role in developing and deploying new
green technologies. As Senior Vice president of Centre
for Naval Analyses and former Deputy Undersecretary of
Defense for Environmental Security in the United States
Department of Defense Sherri Goodman pointed out in
the Environmental Security Forum “History is replete with
examples of leading edge technologies being developed
by military organisations, from Global Positioning Systems
(GPS), to the Internet.”
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Technology
Participants also highlighted that the world’s growing
dependence on the internet for personal, economic and
military communication creates new important risks. “The
biggest threat to physical security in the 21st century
is the continuing vulnerability of IT systems”, IBM’s John
Mihalec stated, “future wars will be executed by geeks
against geeks”. But even unintentional digital meltdowns
could paralyse key industries, countries and even
important parts of the international society. The internet
has become an indispensible global common good, but
it is not accompanied by effective global governance
and security measures. However, when Jammers shared
their experiences of the realities of making collaboration
work on the ground they were quick to emphasise that
obstacles to collaboration could be overcome through
use of technology (e.g. social networking platforms)
where mutual trust can be built up and then transferred
to operations on the ground. A good example of this is
off the Horn of Africa where, US, Chinese and European
military vessels (among others) use a live messaging
service to communicate threats.
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“Future wars will be executed by geeks
against geeks.”
John Mihalec, IBM

Afghanistan :
Whereas the U.S. invaded Afghanistan with the single goal of
rooting out terrorism the West is now stuck in one of the most
complicated conflict zones. This Jam forum hosted by the
Atlantic Council of the United States clearly demonstrated that
despite several failed military interventions in the past, the West
still has a long way to go in planning operations more comprehensively. Jammers covered a large number of obstacles in the
stabilisation and reconstruction of Afghanistan, ranging from
very concrete military bottlenecks to corruption and underdevelopment. When it came to defining success in this quagmire
many agreed that Afghans taking the lead in defining their own
needs and becoming responsible for their own security was
essential. While there was a general consensus that providing
security remained the allied forces’ main task; the Jam forum
also highlighted the need for a very sophisticated civilian
strategy. Similar to the forum on piracy in the Indian Ocean,
participants stressed the need for a regional approach and to
“draw the circle a bit wider”.

Building Trust
The challenges of the new security landscape do not
discriminate between nations. Therefore instead of a
traditional Westphalian approach, there is an urgent
need for a global consensus on human security and for
ambitious international synergies to tackle these threats.
Yet, it appears that many countries still continue to reflect
in terms of “state security first”. This is mainly a matter of
mistrust. Regarding cyber threats, for instance, one of the
key proposals in the Jam was to create a cyber command
at NATO, but the Russian Ambassador Dmitry Rogozin
expressed his doubts about the purpose of such a body.
“Does it mean that Article 5 of the Washington Treaty will
be used to fight cyber crimes? And that NATO is now
ready to bomb hackers’ offices?” In regard to climate
change, countries like China and India have replied to
the EU’s proposal for binding emission curbs by arguing
that such measures would pave the way to “green protectionism”. In the same way they considered the promotion
of good governance in poor countries as an attempt
to constrain their influence. Hence even if stakeholders
recognise their interdependence, there is simply not
enough confidence and trust to make progress.
Mistrust between civilian and military actors was also
highlighted as a barrier to a functional Comprehensive
Approach. “Key to building partnerships is establishing
trust relationships amongst partners, particularly when
it comes to sharing critical information” wrote Navy
Commander Chad Hixson of United States Joint Forces
Command.

“We need a new approach to creating our
officer corps. We need officers who are far
more flexible in their approach to learning
about other languages, cultures, and
technologies - especially cyber and strategic
communications skills.”

“The technology exists NOW to effectively
collaborate and share information, but what
often stands in the way are cultural and
organisational trust issues between players.”
Navy Commander Chad Hixson, United States
Joint Forces Command
The need to harness new technologies and media would
therefore be crucial in future. USJFCOM J9 efforts to
bridge informational sharing gaps “that inherently exist
between US Military, Multinational, Interagency, NGO,
Coalition, and Private Partner organisations” were given
as just one example of how to do this. Participants agreed
that “the technology exists NOW to effectively collaborate
and share information, but what often stands in the way
are cultural and organisational trust-issues between
players”. It was emphasised that web-based collaborative
environments can be quickly implemented for a multitude
of varied participants to interact in a “Community of
Interest”. “Establishing such collaborative sites can help
establish trust relationships between participants on more
of a day-to-day basis so that relationships can be more
automatic and information can flow more readily in times
of crisis.”
In many discussions Training and education were seen
as central pillars in redressing this trust deficit. There
were calls for all international actors to re-assess the way
they train their staff. Greater flexibility from both civilian
and military actors was also seen as being crucial to
the success of future operations. In the military context
Admiral Stavridis again pointed out “We need a new
approach to creating our officer corps. We need officers
who are far more flexible in their approach to learning
about other languages, cultures, and technologies especially cyber and strategic communications skills.”

Admiral James Stavridis, SACEUR
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Another hurdle for international cooperation on nontraditional challenges is the primacy of sovereignty in most
developing countries. In the end, states still define what
security is. States at different levels of development
perceive security through different lenses. Most emerging
powers find that they are still in the process of building
united countries and that this requires the government
to maintain its pivotal position in guarding sovereignty
and maintaining stability. Their political structures, the
reasoning goes, are not developed enough to shift
attention from national security to individual security. The
Westphalian system thus remains very much alive and
many of the global challenges are even strengthening the
mandate of the state to maintain security.
Crisis Preparedness:
This forum hosted by GCSP mainly focused on the unpredictability of new security threats, the consequences for
crisis management and prevention and concrete options for
improving the EU and NATO¹s capabilities. Jammers discussed
several forms of crises: from environmental disasters, to
massacres, to hiccups in energy supplies. Often different kinds
of crises tend to blend into highly complicated disasters. All
Jam participants supported a comprehensive combination of
military and civilian tools in responding to these challenges.
While the military can no longer be effective without a clear
civilian strategy, civilian actors need to become more efficiently
organised. Many concrete suggestions developed from this
discussion: a European intelligence agency, an EU-NATO
emergency response training body, a civilian cell at NATO and
the integration of IT technology in scenario building. There is a
huge need for developing such infrastructure, but because of
the lack of financial means this can only be achieved if there is
more integration.
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Human Rights:
The main issues in this forum hosted by OSI were the
relationship between human rights and security, definitions of
human rights and how to protect human rights. While security
is one of the most important human rights, policies to enhance
security often go at the expense of other rights. In this regard,
Jam participants discussed the war against terrorism, attempts
to curb migration, the proliferation of cameras in public areas,
the screening of bank accounts, ethnic profiling, etc.
Participants stated that there is a clear indication that following
9/11 and as a result of tougher national security measures,
many states have violated international human rights law by
engaging in torture, enforced disappearances, arbitrary arrests,
renditions, and unjust trials. A range of laws that undermine
human rights in the name of national security have emerged
and there has been little accountability for such violations.
Jammers also asked whether the quest for security also has
led to deeper cleavages between social and ethnic groups.
Islamophobia is one obvious example. Different states have
different interpretations of human rights and the contributors
to the forum agreed that these differences caused several
challenges in reaching a global consensus on security
objectives. One example is the role of civil society. Whereas the
West has clearly embraced this as an important part of security
operations many developing countries are less interested in this
dimension. The forum also debated how EU or NATO missions
can not only contribute to security but also monitor respect and
protection of human rights during missions.

Capabilities and budgets:
This forum was hosted by SIPRI and saw a number of high
level discussions between top EU and NATO military chiefs,
high ranking officers from national militaries and policy experts.
How do to more with less was a prominent theme with few
arguing that it would be possible to win new resources in the
coming years. The main proposals can be grouped under two
major headings. Firstly participants emphasised the need to
stimulate cooperation across national borders and take more
of an interregional approach to cooperation in order to spread
the burden and draw in new contributors. Secondly, within
national governments there were calls to find cooperation
mechanisms across departmental and agency boundaries.
Closer integration of military and civilian capabilities was a
prominent theme here. Many contributions emphasised that
we must translate the needs of contemporary missions into
relevant capabilities. Eliminating overhanging Cold War legacy
capabilities still found in many armed forces may, in time, free
resources. It was widely agreed that in the face of COIN and

peacekeeping operations ‘Big Ticket’ items will be harder to
justify. Some saw this dichotomy as going to the heart of the
question of NATO’s identity and the key question that needs to
be addressed by the new Strategic Concept. Another pressing
issue highlighted by Generals Abrial and Leakey was the need
to make the case for defence spending to public opinion. Better
interoperability would cut costs in the long run and provide
more value for money. However, this requires sacrifices in
the short run and so the need for strong political resolution
remains. In the European context many comments highlighted
that although there was a need to include industry more in the
debate, industry alone could not hold the solution. Above all to
achieve a more streamlined approach the political will must be
present. As one jammer commented it seems that “the political
dimension…is where capabilities and resources may be most
lacking.” There was some speculation whether the French and
British could re-energise the EDA with another St Malo-type
declaration. Given the current political outlook in Britain hopes
were not high.
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In an increasingly multipolar world order, it will be harder to
build multilateral partnerships against global security threats
It has long been assumed that the evolution from a world
with one superpower into a multipolar order would lead
to more multilateral cooperation. Yet, assertive emerging
powers around the meeting table have complicated
agenda setting. Multilateral policies are increasingly
confined to the lowest common denominators of diverging
interests and norms. Western countries that expected
to socialise developing countries by enmeshing them
into international organisations, now often experience
“reverse socialisation”. The fact that there is a majority
of developing countries in such institutions forces rich
countries to adapt. Moreover, as several Jam participants
remarked, the international security architecture is again
dominated by regional organisations, with norms and
objectives that often deviate from Western standards.
This devolution to the regional level should not be a bad
thing. Regional security organisations give ownership
to local actors and prompt countries to develop
mechanisms for coordination. They could also reduce the
burden on the West, which is becoming more and more
reluctant to play the world’s fire brigade anyway. However,
many of these organisations tend to be used by regional
powers as vehicles to advance their interests, which leads
to distrust and inertia. Several of these protagonists have
resorted to competitive regionalisation to create new
spheres of influence.
Multilateralism, as it develops now, will thus likely
reflect new political fault lines rather than overcoming
them. There are several options for making multilateral
institutes more effective in addressing security issues.
A first possibility is to invite more members to the UN
Security Council, the cockpit of global governance. But
this enlargement will be a painstakingly slow process
and more members would probably only complicate
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the current divisions. This would be even more the case
with a G20 kind of setting. In the Jam, several participants suggested more intraregional cooperation, but this
requires overcoming different standards between regions
as well as competition within regional organisations.
Regional organisations have the potential to become
cradles of collective responsibility centred on mutual
local interests by acting as “functional institutions”, as one
Jammer put it. In turn, these can then serve as building
blocks in a future overarching international security architecture.
The most realistic policy for the EU and NATO seems to
focus on internal security and stability in the immediate
neighbourhood, including the Balkans, Eastern Europe,
Africa and the Middle East. If both players reach a
clear internal consensus about the security objectives
beyond this area, they could start building a consensus
– Millennium Security Goals – with other regional powers,
based on mutually assured protection. However, this will
have to be an interest-based negotiation process rather
than the West trying to impose its political norms on
the rest of the world. As suggested by many in the Jam
the concept of human security could be used to place
citizens as the building blocks of international security
in the 21st century. However, any consensus on global
security needs to be seen as being in the interest of
all states. One model for this block by block approach
was suggested from a senior jammer from the US State
Department: “nations need to learn to do the comprehensive approach at home within their own borders
and cultures. They need to learn to do it with others,
in relatively safe environments. Then, either working
bilaterally or multilaterally, they can go teach partners how
to do it. Then, and only then can we really hope to go out
into the dangerous world and do it together.”

Delivering security in a fragmented world
In spite of globalisation then, the world remains politically
fragmented. A multipolar world composed of fragile
powers will be less stable than the world that we have
known since the fall of the Berlin Wall. Interdependence
will by no means automatically produce cooperation –not
even within the EU or NATO. Shifting balances of power
cause insecurity and a climate of economic uncertainty
will lead to fiercer competition for scarce opportunities.
The main challenge for the EU and NATO will be to
maintain their internal coherence and to build a safer
periphery. In the second place, the objective should be
to conceive a new security consensus with the other
protagonists. But here again, security in a fragmented
world would in the first place require the EU and NATO
to overcome their internal divisions. The Jam forums
generally indicated three possible directions for the EU
and NATO to develop their security policies.
The first option is answering realpolitik with realpolitik.
Jam participants who favoured this approach, believed
that the West would never be able to promote a global
consensus on standards like human security or good
governance. Neither did they assume that multilateral
cooperation would be a feasible option. Rather than trying
to promote norms-based cooperation via multilateral
organisations, Europe and NATO should therefore resort
to interest-based quidpro-quo bargaining. In this regard,
the Jam raised the idea of a zone of interest, implying that
shrinking budgets and capabilities compel the EU and
NATO to concentrate on hybrid threats in their immediate
neighbourhood: Eastern Europe, the Middle East and
Africa. If the EU and NATO use their civilian and military
capabilities more effectively in this region, this could
potentially increase their leverage on other powers. In
such realist strategy the transatlantic partnership would
need to transform into a truly strategic axis that counterbalances the BRIC countries.

The second possibility is to continue to promote human
rights, global security governance and political accountability. Several Jam participants signalled that the BRIC
powers do have ears for most of these standards and
that their rapid economic development will prompt them
to take more responsibility in world affairs. The EU and
NATO certainly do need more coordination, if only to
communicate their expectations and proposals in a
transparent way to other powers. Enhancing civilian and
military capabilities should not only allow them to guard
Europe’s periphery, but also to develop synergies with
BRIC countries or regional organisations elsewhere in the
world.
The third option is a comprehensive approach. Even if
the EU and NATO cannot expect the other powers to
change their attitudes soon, they should become global
leaders in advanced CIVMIL responses to hybrid threats.
Operational success is the best way to persuade other
protagonists that it is in their own interest to invest in
human security, political accountability and the protection
of natural resources. It will pave the way for a new global
consensus on security and even UN Millennium Security
Goals. Operational success will also make the EU and
NATO a more credible partner for developing new
synergies: bilateral, intra-regional and multilateral. Closer
EU-NATO cooperation is in the first place important to
use our strained civilian and military capabilities more
effectively. “The most important factor influencing real
capability development in the next years is the economic
realities and constraints facing us,” the Chairman EU
Military Committee Sweden’s General Håkan Syrén
stated, “The present deep economic crisis is severely
constraining public spending in most European states and
will continue to do so for years to come.” But cooperation
is also needed to reaffirm common norms prior consultation and coordination among Western countries and
even more to demonstrate that coordination is the only
way to build security in a rapidly changing world order. “
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“The present deep economic crisis is severely
constraining public spending in most
European states and will continue to do so for
years to come.”
General Håkan Syrén, Chairman EU Military
Committee
In order to achieve this goal, however, participants in the
Security Jam singled out one crucial element which was
called for across all fora: the need for adaptive leadership.
Again Admiral Stavridis pointed out that it is “only by
embracing change in the training of our leadership cadres
that we will be prepared for the 21st century in which the
only constant will be rapid change.”
As the EU and NATO draw up their strategic concept and
set out security strategies in the years ahead it is now
crucial for them to decide which of these options they
wish to pursue. The real challenge will be for our political
leadership to structure our international relationships in
a manner that encourages rising actors and established
actors to support the global commons. As Michael Ryan
of the US State Department summed up when assessing
the potential for a new multilateral force for good in the
world, “We’ll need both swords and plowshares, perhaps
in equal measure, but if those women and men who sign
up for this new force for good don’t get the international
leadership and support they deserve, then they’ll certainly
be using their swords too frequently.”

Development :
This forum discussed the importance of underdevelopment
as a cause of insecurity and the options for delivering more
effective development aid. The combination of underdevelopment, food shortage and depleting natural resources forms
an important breeding ground for several security problems,
like failing states, terrorism, organised crime, migration,
etc. Development should be put on top of the security
agenda. The Jam participants recognised the importance of
an unequal global economic order as an important cause of
underdevelopment, but bad governance has become an even
larger problem as it prevents poor countries from converting
scarce economic opportunities into tangible benefits and new
catalysts for growth. Several recommendations focused on
how the EU and NATO could promote better governance and
help preventing humanitarian catastrophes. In this regard the
emphasis was on addressing the fragmentation of the donor
community, better coordination between civilian and military
policies, and a division of labour between the UN and regional
organisations.

“Only by embracing change in the training
of our leadership cadres will we be prepared
for the 21st century in which the only
constant will be rapid change.”
Admiral James Stavridis, SACEUR

For the full report, please go to
http://www.securitydefenceagenda.org
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Navigating toward net-centricity
Insights from defense organizations leading the race for
information superiority
The defense industry is undergoing a transformation from
the industrial to the net-centric age. The goal of networkcentric operations is now widely accepted, yet getting
there is proving difficult. Given the scale of the challenge,
are defense leaders confident about making the changes
required to break through their industrial-era patterns –
and complete their progression into the net-centric age?

Executive summary
The volume of information available to support military
operations has grown dramatically, and this information
needs to be shared across a wider network of coalition
partners, suppliers and external agencies. Meanwhile,
the nature of warfare is changing, as sophisticated new
technologies are becoming readily available to a wider
range of enemies. Additionally, the threat of cyberwarfare
1
is increasing attention on information security. Faced
with these challenges and threats, defense forces have
little choice; they will need to further enhance both their
offensive capabilities and their defense against information-based attacks.
Much has been written about the opportunities presented
by the concept of network-centric operations (NCO)
and the challenges that need to be overcome. These
messages are now widely understood by defense forces.
The more urgent question is how to undertake the journey,
actually delivering improved effects and tangible benefits.
This paper shares the key lessons that military organizations are learning en route to the effective application of
NCO. The focus is on those things that military leaders
have direct and immediate control of, not those things
that they must rely on others (namely civilian leaders) to
accomplish.

Our experience and the lessons learned by our clients
have revealed six critical success factors that must
be addressed if the full operational concept of NCO
is to be achieved. The importance of these factors is
supported by an international survey conducted by IBM
in September 2007 that explores defense forces’ progress in implementing NCO.
These factors are:
1. Agreeing on the NCO destination: Understanding
the extent of transformation required throughout the
organization and the need for a range of enabling
projects in related areas
2. Embracing emerging technical approaches: Basing
technical development on the latest organization-wide
best practices to encourage agility, flexibility and
interoperability
3. Exploiting the latest defense-related technical
solutions: Realizing that some of the most difficult
technical challenges to NCO can now be addressed
with more flexible, capable and lower-cost technical
solutions
4. Designing an effective procurement model:
Implementing procurement processes that match the
particular needs of NCO, given the fast-paced nature
of technological change
5. Addressing the change management issue: Making
the necessary changes to individuals’ skills, their roles,
how they are organized and led and how they fight
6. Adopting a pragmatic approach to implementation:
Breaking the NCO program into projects of
manageable size, targeting specific benefits and
putting effective governance disciplines in place.
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Today the understanding and adoption of these six
factors varies. Some are widely understood and are being
actively followed by some of the leading implementers of
NCO; others are well understood but not quite so widely
adopted. Some of the latest technical approaches and
solutions are emerging from the research labs or are
being pioneered by commercial organizations. We are
confident that it is only a matter of time before all six
become widely adopted in defense.
We conclude by suggesting immediate, practical actions
that defense forces can take to develop an NCO road map.
The critical success factors described here are no guarantee of achieving the goal of net-centricity. NCO as a goal
is constantly shifting because the operational context, the
defense ecosystem and the potential solutions offered by
new technology are all rapidly evolving, often in unpredictable ways. However, the essential principles of leveraging
the capabilities of the network to improve information
management and interoperability remain constant.
We have titled our paper “Navigating toward net-centricity”
because we recognize that progress has been made
toward the goal of NCO, yet the journey ahead may
appear daunting, particularly to those traveling alone.
Leaders will make mistakes, and the consequences
may be severe. At times, it may feel easier to turn back.
However, we are confident that the journey can be
successfully navigated if leaders plan carefully, use the
latest techniques, learn lessons from those that have
passed before and seek support from those that know
the terrain ahead. There has never been a better time to
undertake the journey. Ultimately its success will depend
on the confidence, commitment and determination of military leaders themselves.

Lessons from network-centric operations
implementations
Network-centric operations emerged as a concept
approximately ten years ago. Since then, defense forces
around the world have established NCO programs
under a wide variety of names (network-centric warfare,
network-enabled capability, network-based defense
and others). But all have similar objectives: to utilize the
advances offered by information technology to effectively
and efficiently prosecute a new type of warfare and a
wide portfolio of military missions, based on exploiting
the power of the network to deliver conclusive information
2
and decision superiority over the enemy.
In September 2007, IBM surveyed 55 people closely
involved in the NCO programs of defense forces in 17
3
different countries. The objective was to understand
the progress they have made with their NCO programs,
the challenges they face across all stages of the project
lifecycle (design, procure, deliver) and their plans for the
future.
The results confirmed that NCO is becoming a higher
priority, with 70 percent stating that NCO was more or
much more important than two years ago and no one
indicating it was less important. The vast majority is
dissatisfied with progress to date and believes a number
of significant challenges remain. However, they were
increasingly optimistic that NCO will deliver operational
benefits for two principal reasons. First, a number of
improved technical solutions are becoming available.
Increasingly, these are being proven in the defense arena.
Second, respondents have learned from their experiences
to date and have greater awareness of how to design,
procure and deliver their NCO programs.

Seventy percent of our respondents indicated
that NCO is a higher priority than it was
just two years ago.
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For this report, we have researched the new technical
solutions emerging and being deployed. We have also
collated lessons learned from almost ten years of NCO
projects. The aim is to identify the key things that are
important to get right when undertaking an NCO project.

1. Agreeing on the NCO destination
NCO is of benefit to many areas of defense, including
command and control, intelligence and logistics. Yet 44
percent of those we surveyed said that NCO is primarily about
integrating multiple areas of defense, rather than improving a
single area.

Before setting out on the journey, it is important to
have an understanding of the destination end state, an
organization-wide agreement on the NCO concept of
operations. Many defense forces have been hampered in
the past by defining what they mean by NCO too narrowly
or by having multiple views of the NCO destination. For
example, we have seen separate NCO initiatives being
run independently in different areas of a defense organization, leading to expensive and complex integration
problems when incompatible NCO solutions need to be
joined. Similarly, some NCO projects have focused too
much on implementing the technology and have failed
to recognize the importance of processes, policies and
supporting projects in other areas. They then find that the
latest technology will not work effectively without quality
information, redesigned ways of working, flexible organization structures and trained staff.
There are typically a large number of NCO initiatives
underway in different defense areas, each with different
objectives. For example, some NCO projects focus on
logistics, seeking to improve asset visibility and traceability throughout the supply chain thereby contributing
to increased agility and operational tempo. In intelligence,

NCO projects often aim to use more sophisticated analytical tools to deliver high-quality intelligence from a wide
variety of sources and formats (video, voice, structured
and unstructured data) to support operational decision
making. And in command and control, NCO projects
might be collating information from an increasing number
of sensors and other data sources to support planning
and execution of a broader range of mission types, often
working in coalition with each other and with numerous
external agencies. These projects, however, share a
common purpose: to deliver improved capability to the
operational commander. This can only be achieved if the
NCO solutions are able to share information and work
effectively as an integrated, end-to-end capability.
Defense forces increasingly recognize that although new
technology is important in making NCO possible, NCO
initiatives need to be much broader than IT implementation programs to be successful. Supporting projects are
also needed in three other important areas:
• Providing high-quality information that is delivered at the
right time to the end user
• Defining new ways of working, operational processes
and changes to doctrine
• Changing people’s skills, roles, organizational structures
and even potentially the “corporate culture” of the
defense force.
Figure 1 provides an example of the typical range of
issues and challenges that NCO projects will need to
address, in this case in the intelligence area.
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FIGURE 1.
Range of issues facing defense intelligence.
Technology

• Stove-piped architectures, networks and applications, which result in a fragmented view of the
intelligence picture
• Unable to exploit intelligence across domains and across intelligence “stovepipes”
• Slow adoption of most advanced intelligence tools for information exploitation

Information

• Balancing between “need to know” versus “duty to share” and providing commanders with tools to use a
risk-based approach to managing the balance
• Determining provenance, auditability and traceability of information
• Need for an information management architecture

Process

• Processes determined by legacy IT architecture; need greater agility
• Need to adapt processes to reflect capabilities of new technologies – more intelligence, less collation
• Current processes do not support collaborative ways of working, particularly with international forces

People

• Centralized, hierarchical structures are inconsistent with information sharing and collaborative
intelligence production
• Insufficient skills in key areas; need newly defined roles for data analysts and intelligence analysts
• Culture and frequent rotation discourages growth of key competencies

Source: IBM Institute for Business Value.

Many commercial organizations face similar situations.
With globalization and competition intensifying, they
are looking to exploit information technology to provide
increased agility to respond more quickly to market and
regulatory changes and to change their business models.
Many organizations see information as an underexploited
competitive asset. They are seeking to move away from
stove-piped sources of information (by department,
business unit or geography) to an enterprise-wide view,
providing a common picture of operations to support
decision making. Commercial organizations, too, are
opening their systems and increasingly sharing information with a wider ecosystem of customers, partners,
subcontractors and suppliers.
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This complex, multidimensional nature of NCO is not
4
new; it has been described before. And our survey
demonstrates that many defense forces have an increasingly sophisticated understanding of the nature of NCO
programs; they recognize that NCO requires an integrated
approach and attention at all stages of the defense “value
chain.” However, the most important point is that this
understanding must be translated into how they define the
NCO destination and the journey.

Successful NCO programs are much broader
than IT; they also involve information
quality improvements, new ways of working,
as well as changes to organizational culture,
structure and roles.

Organizations need a shared view of how they will
operate in the net-centric future. This should include a
high-level systems architecture, but also an information
architecture and an understanding of the implications for
military doctrine, working-level processes, skills, roles and
5
organizational structures. This view needs to be shared
across all lines of development and departments of the
organization, so it is clear how network-enabled support
functions can help the operational commander.

2. Embracing emerging technical approaches
Forty-six percent of respondents cite the availability of new
technologies as the main impetus for pressing ahead with NCO.

Many defense forces have bought into the NCO concepts
of an integrated systems architecture and interoperability, but have had considerable difficulties making
them happen because of the complexity of their existing
systems. Most defense forces have a vast number of
legacy systems that are often bespoke and based on
proprietary standards from many separate vendors. These
systems are often inflexible and expensive to maintain,
with changes to one system having a domino effect
on other systems in the network. It is difficult for these
systems to communicate, and this problem is multiplied
when trying to share information with coalition partners.
Despite the fact that commercial software suppliers offer
better, more reliable, lower cost and more flexible solutions, we still see defense forces seeking custom-built
information systems.

New technical approaches, now being widely implemented in commercial organizations to address similar
problems, offer a potential solution. Service-oriented
architecture (SOA), information management and an
open approach to systems development are not technologies as such; they are more like technical philosophies,
which together aim to deliver information to end users
across the organization in more flexible ways, by aligning
the information technology to business and operational
needs (see Figure 2).
These three technical approaches are mutually supportive
in providing NCO solutions. A service-oriented architecture depends on enterprise-wide information and an open
approach, which increases flexibility and interoperability.
Together, they potentially provide higher-quality information, delivered in more effective ways to support decision
making, greater agility and interoperability. Because
organizations are not locked into proprietary systems,
application development and maintenance costs should
also be lower.
Commercial organizations across many sectors are
rapidly embracing these new technical approaches.
For example, in oil exploration, SOA is seen as a way to
reduce dependence on expensive legacy IT systems
and to provide the flexibility and interoperability required
when setting up new applications in remote areas, with a
new supply chain, new subcontractors and new suppliers.
From the information management standpoint, global
consumer goods companies are developing strategies
to manage their information worldwide. They are seeking
to standardize information and supporting systems and
processes so that they can deliver high-quality information, a single source of the truth. This will provide them
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FIGURE 2.
Emerging technical approaches that can benefit defense organizations.
SOA

Information management

Open approach

Description

• SOA is a style of developing
and integrating software.
It involves breaking an
application down into
common, repeatable
“services” that can be used
by other applications both
internal and external to the
organization – independent
of the applications and
computer platforms on
which the organization and
its partners rely.

• Information management
uses a number of
processes, techniques and
technologies to manage
an organization’s data in
a holistic way, including
master data management,
metadata management, data
fusion, data integration and
information exploitation
(e.g., using data mining and
predictive modeling).

• Open standards are widely adopted
data formats or protocols set by a
recognized standards authority. They
are usually available to all at no cost.
• Open architectures allow adding,
modifying and swapping of systems
components (in closed or proprietary
architectures, the manufacturer would
determine the components to be used).
• Commercial off-the-shelf (COTS)
software is developed by established
software suppliers and is widely
available and used by a large
population.

Benefits for
defense

• Using SOA is a way to
gradually build increased
flexibility, agility and
interoperability into IT
systems. SOA provides
the ability to plug services
together to easily add new
services that meet particular
operational needs and to
retire those that are no
longer needed.

• This approach delivers
trusted information (a single
version of the truth) in more
effective ways to the end
user. It can also help turn
vast quantities of data into
information and intelligence
that can be exploited to
support decision making.

• An open approach encapsulates
expertise across organizations
and supports interoperability with
other organizations (if using the
same standards). It also introduces
opportunities for common solutions,
reduces lock-in to particular suppliers
and increases flexibility.
• Use of COTS software applications is
often more cost effective and helps
ensure long-term development and
maintenance resources are shared
across a much wider user base.

Source: IBM Institute for Business Value.

with the consistent, reliable information needed to make
management decisions at a global level and serve their
customer base. Custom-built software applications
are rare in the commercial world, as users increasingly
demand the standard commercial off-the-shelf (COTS)
products of mainstream software suppliers.
Defense organizations are increasingly recognizing the
potential of these technical approaches. International
bodies, such as NATO, the NCO Industry Consortium
(NCOIC) and the International Technical Alliance (ITA),
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are carrying out productive research into the application
6
of these approaches to defense. The NCOIC is an organization of approximately 100 members – private sector
companies, academic institutions, non-government and
government agencies – that are collectively addressing
the challenges of standards and methods to enable the
7
concepts of NCO. The ITA is a partnership between the
UK Ministry of Defense and the US Army, led by IBM to
explore the basic science underpinning the “network” and
8
share technical progress and solutions.

Defense organizations are also actively communicating
the benefits of adopting these approaches. When we
asked our survey respondents to rank the new technologies that were important in delivering NCO, SOA and
information management were among the highest (see
Figure 3), when they probably would not have featured at
all a few years ago.

New technical approaches, such as serviceoriented architectures, information
management, and open standards and
architectures, can help defense organizations
improve information quality, agility and
interoperability.

Defense forces are also making progress in deciding
how to take these approaches forward. For example,
in the United Kingdom at the 2007 Coalition Warfare
Interoperability Demonstrator, a federated approach to
9
the implementation of SOA was trialed. Scenarios were
used to highlight how more effective command and
control could be provided across coalitions by facilitating
the quick and cost effective flow of information and rapid
creation of a joint operational picture. It also provided
insight into how defense forces can incrementally and
cost effectively develop new capabilities by building on
rather than replacing existing legacy systems.

There is little doubt that, in the future, more and more
NCO projects will have these new techniques as a key
component. However, designing, procuring and implementing such organization-wide approaches will present
a new set of challenges.

FIGURE 3.
Which technical innovations are most important for NCO?
Service-oriented architecture
Security innovations
Information management
Decision support systems
Realtime systems
Hardware/infrastructure improvements
Other
0

5

Source: IBM Services Products and Defense Exchange conference survey, 2007.
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3. Exploiting the latest defense-related technical solutions
A number of other technical innovations were identified by
respondents as being important, including security, decision
support and realtime systems.

We can only go so far in recommending that technical
innovations pioneered in commercial organizations be
emulated in the defense arena because of four particular
challenges dictated by the nature of defense operations:
• Maintaining the security of sensitive information
• Providing high availability of systems in a range of
difficult situations
• Providing information in realtime to facilitate accurate
and rapid decision making and closer synchronization
between sensors and effectors
• Providing systems with the mobility required for modern
military operations.
Technical solutions, however, are available that address
these concerns, as recognized by our sample’s
responses shown in Figure 3. In the past, these solutions
were often bespoke, with high maintenance costs and
limited flexibility and interoperability. However, more and
more solutions, which use standard software components compatible with the organization-wide technical
approaches discussed earlier, are now becoming available. Research work is ongoing among commercial
software suppliers and collaborative research bodies,
such as the ITA, with the promise of yet more capable
solutions available soon.
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Security concerns have been a significant challenge to
the concept of NCO from the start. With multilevel security
structures (e.g., Confidential, Secret, Top Secret), most IT
systems have been designed with physical separation
between the levels (i.e., an “air gap”) – making networking
practically impossible. It is becoming increasingly difficult
to defend systems from determined efforts to gain access,
as demonstrated by the growth in volume and sophistication of “cybercrime.” Cyberwarfare has recently become
a major concern. For example, Estonia’s state systems
were targeted in May 2007 in a concerted denial of
10
service attack. Resolving the security challenge is more
than just a technological problem. Security policies and
procedures are normally controlled by national bodies
outside defense organizations. Plus, in a coalition, security classifications and policies of the partners can differ
dramatically. Changing security policies does not happen
easily and requires significant political will.
Security solutions are emerging that provide some hope
that these challenges can be overcome. For example,
more sophisticated approaches to labeling and managing
data flows and the use of guards are proving successful
in managing data flow in multilevel security structures.

Commercial, off-the-shelf software
applications are now emerging that can
address key requirements of NCO-namely,
security, high availability, realtime
information and mobility.

Methods for validating access rights are becoming
more sophisticated (e.g., VPN security combined with
the use of biometrics and location data). Research is at
an advanced stage in developing more cost-effective
approaches to security through an SOA-based approach.
There is still some way to go, but developing and implementing more-secure technical solutions is an essential
prerequisite to gaining the level of international agreement
required for NCO.
A similar picture emerges when looking at the other challenges. More reliable and sophisticated software (e.g.,
software monitoring, building in system redundancy) is
helping increase systems availability. The growing requirement for realtime solutions in the commercial sector (e.g.,
to support financial trading) means that defense organizations have access to more realtime solutions based on
commercial software and standard components. Realtime
solutions are consequently available at a lower cost and
are easier to integrate with other systems. Mobile solutions, often based on an SOA approach, are increasingly
capable and portable, making use of increasingly sophisticated applications (e.g., situational applications).
Defense forces have started deploying many of these
solutions with success. For example, the US Army’s
Maintainer’s Remote Logistics Network (MRLN) program
used commercial software installed in vehicles linked
via bidirectional data radios to central maintenance and
11
logistics systems. The aim was to improve the responsiveness of its maintenance resources and platform
availability. The Finnish Defense Forces, as part of their
Network-Enabled Defense initiative (FiNED), have set up
a Center of Excellence with IBM to test SOA-based solu12
tions for the defense environment.

They have successfully completed three proof-ofconcepts so far, including:
• Scaling SOA applications down to the laptop level with
the ability to continue to function in disconnected mode
and to rapidly establish the common operational picture
once reconnected
• Mapping to NATO’s definitions of core enterprise
services and standards
• Proving legacy systems, proprietary systems and other
government systems can interconnect during crisis
situations.

4. Designing an effective procurement model
Sixty percent of those surveyed described their procurement
processes as ineffective, given the particular requirements of
NCO.

Today’s procurement processes are too slow, relying on
processes and procedures that were created in the industrial age and do not meet the military’s needs for NCO. A
lengthy procurement process often means that solutions
and technology are outdated the moment they arrive.
Defense organizations need a new procurement model
that includes:
• A more agile approach that recognizes the spiral nature
of NCO development and the fact that long drawn-out
approaches to platform-based procurement are no
longer suitable
• A higher degree of coordination across departments,
moving away from current stove-piped procurement
• Sponsorship and commitment, as the initial benefits of
NCO are often difficult to measure and support needs
to be sustained
• Improved commercial relations with suppliers to
increase supplier performance and sharing of risk.

Smarter defense for a safer planet

37

Navigating toward net-centricity

More agile procurement for NCO is possible through a
combination of quicker processes and greater flexibility.
Tempo can be increased by breaking down programs into
reasonable sizes and avoiding over-ambitious design and
unnecessarily detailed requirements gathering. By identifying a smaller number of strategic suppliers and setting
up framework-style agreements, the number of lengthy
procurement exercises can be reduced. To gain flexibility,
leaders must understand the spiral nature of NCO, refrain
from producing overly detailed requirements and promote
the use of commercial off-the-shelf applications and open
standards and architectures.
A coordinated approach to NCO procurement can be
difficult given the large number of different projects that
may be underway and planned. Procurement will take
place at multiple places in the organization. In these
circumstances, a “light portfolio” approach to procurement
is likely to be more successful than a centrally imposed
directive. In a portfolio approach, a central authority would
be responsible for mandating standards and overall
technical approaches, while giving other levels freedom
to procure within these parameters. The central authority
would review new purchases to help ensure general
compliance rather than impose a “system of systems”
approach to NCO.
Strengthening commitment depends on communicating
a convincing business case to a wide range of decision
makers and influencers. The NCO program needs to be
seen as being business- and outcome-driven (rather than
as an internal procurement process or an IT program).
Tangible benefits need to be identified. Ideally these
should be in high-priority and high-visibility areas. It is
important to look for specific opportunities for quick wins,
which can be used to maintain the enthusiasm for the
project.

Commercial relations need to become more productive,
recognizing the long-term and strategic nature of NCO
programs. Strategic partnerships should be developed
with a few key suppliers, with a mutual goal of establishing
a long-term, productive relationship based on commitment to key principles (e.g., an SOA approach based on
open standards). Most organizations will need a different
procurement model to increase the productiveness of
their strategic suppliers, by providing them with incentives based on outcomes and encouraging them to
accept greater risk. Delivery projects should be put out for
competitive bidding among a pool of capable suppliers to
encourage the best value to emerge.

5. Addressing the change management issue
When asked to identify the greatest barriers to delivering NCO,
respondents overwhelmingly pointed out the number of issues
related to change management aspects.

It has long been recognized that delivering NCO is about
more than implementing technology. Alberts, Garstka and
Stein wrote in 1999 that network-centric warfare is about
13
human and organizational behavior. They described
a ceiling to the benefits that can be delivered by NCO
systems solutions unless human, organizational and
cognitive domains are transformed as well.
As an example, improvements in command-and-control
systems have the potential to provide better intelligence,
shared situational awareness and decision support to the
front line. This has implications for the data analysis and
IT skills required of soldiers and others in the commandand-control structures (as well as other skills such as
leadership, decision making and working in coalitions).
Command-and-control ways of working and organizational structures may need to adapt, as traditional
multilayer hierarchies slow the decision making process.

To fully embed NCO, defense forces
must become more adept at managing
organizational change.
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The networked information now available to the front line
also poses some difficult questions about the organization’s culture and operating model. For example, should
the organization empower those in the front line to make
more decisions, independent of traditional command-andcontrol structures?
When we asked our survey group to identify the greatest
barriers to implementing NCO (see Figure 4), many
mentioned difficulties in managing change in the organization (e.g., culture change, poor sponsorship, the need to
change ways of working and insufficient skills).
NCO initiatives therefore need to be broad-based and
include approaches for managing the people-related
aspects of change in parallel with addressing the
technology and information aspects described earlier.
There are a number of tried and tested approaches,
as managing these issues is not new to defense or
indeed to most organizations. Traditional approaches

include rigorous end-to-end process design, role definition, governance and organization structure, stakeholder
management, communications and change management.
However, some new techniques are now available
that make it easier to integrate changes in business
processes with a technology transformation. For example,
Component Business Modeling (CBM) breaks down
business functions into different components. Business
Process Management uses metrics to monitor ongoing
business performance to drive continuous improvement;
and the Service-Oriented Modeling Approach aligns business component models to services-based IT reference
architectures. These techniques are now being used by
a number of defense forces (for example, the United
States and a number of European defense forces have
used CBM for different functions and at different levels to
analyze defense processes and to support their transfor14
mation programs).

FIGURE 4.
What are the greatest barriers to achieving NCO?
Security
Culture change
Not integrated approach
IT complexity
Poor sponsorship
Ways of working
Skills shortage
Financial
Information quality
Limited solutions
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Source: IBM Services Products and Defense Exchange conference survey, 2007.
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6. Adopting a pragmatic approach to implementation
Across our survey sample, 72 percent were not satisfied with
progress achieved to date. When asked why projects had failed
to deliver sufficient benefits, 44 percent mentioned difficulties
in measuring the benefits, while 42 percent cited problems with
project delivery.

NCO initiatives must compete for limited funds among
many other projects and demands for resources. Because
of the length of the programs and the difficulties in
measuring benefits, particularly during the initial phases, it
is important to maintain the commitment of the organization. NCO initiatives need to focus on delivering tangible
15
operational benefits throughout their lifecycle. As
described earlier, implementation quick wins should be
targeted in visible, high-priority areas to develop an initial
impetus for the project. A range of suitable metrics should
be defined that can be used to measure and communi-

Defense leaders should expect rework
and realignment when managing a
broad program of rapidly evolving NCO
initiatives. Phased implementation,
continuous measurement (albeit against
frequently redefined objectives) and effective
governance can improve the odds of success.
cate progress in implementing NCO. Once the project has
achieved traction, organizations can encourage take-up
through the use of incentives. For example, it may be
worthwhile to allow use of the system at a discounted
cost (or even for free), as increased user participation will
increase its overall value to all.

FIGURE 5.
Example of an SOA-based NCO transformation roadmap.
NCO culture
Momentum
Traction
• Establish governance
arrangements and
supplier relationships
• Define core services
“spine”
Estimated 6-18 months
Source: IBM Global Business Services.
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• Establish services
framework
• Build initial services
• Integrate some legacy
applications

• Build out from initial
services
• End-to-end process
transformation
• Critical mass established
• Increased delivery of
benefits

Estimated 12-24 months

Estimated 18-36 months

Foundation

• Services-based culture
being established
• Changes to operating
model and organizational
structure
• Clear operational benefits
(e.g., increased agility)
and financial returns

Estimated 24-48 months

For an SOA-based transformation to NCO, we recommend
a pragmatic, phased approach to implementation, as set
16
out in Figure 5. This incremental approach is being used
in Finland, where the benefits of one stage are proven
before moving on to the next in order to sustain political
17
support. An incremental approach is particularly suitable
given the criticality of military IT systems; the failure of a
“big bang” implementation approach could pose a threat
to national security.

Conclusion

Because of the spiral nature of NCO development, NCO
programs themselves will need to have regular reviews
of progress against frequently redefined objectives. In
such circumstances, it is not realistic to measure progress
against tightly defined requirements. It is more important that project traction is achieved and momentum
sustained, with the understanding that some degree of
rework will be inevitable to fully synchronize all initiatives.

Military leaders can take some immediate practical steps.
First, see if there is a commonly defined view of how the
organization will actually apply the concepts of NCO. Check
to see if this view encompasses all areas of defense in
an integrated way, as well as all the different dimensions
affected (technology, information, processes and people).
Assess critically the progress made to date, ideally through
an independent review. Evaluate the current NCO project
portfolio and compare the tools and techniques being
used against the leading practices described in this paper.
Identify potential strategic partners that have the breadth
of capabilities, depth of experience, and trustworthiness
to work toward the NCO goal. Understand the awareness
of and enthusiasm for NCO and the appetite for change
across the organization. After completing these initial steps,
the time will be right to develop a roadmap, with specific
milestones that map the route to net-centricity.

Effective discipline is needed in project governance.
This is particularly important for NCO programs, as
involvement and agreement are required across lines of
business on key decisions such as standards, the definition of services, shared policies and procedures, and a
common architecture and infrastructure. There will typically be several layers of governance, including corporate,
IT, SOA and information assurance, which will need to be
coordinated.

NCO programs are complex, and the target of netcentricity is constantly moving. There should be no
illusions that the journey will be straightforward. However,
we share the optimism of those surveyed who are working
with NCO programs. Through the accumulated lessons
from past implementations and the benefits of emerging
technologies, positive progress can now be made in the
direction of net-centricity.
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Bridging the collaboration gap
Results from a global defense survey on collaboration during
coalition operations
Many coalition operations perform below expectations
because of a collaboration gap – a mismatch between
the demands of the mission and the combined capabilities of the coalition members. Defense forces can take
practical steps to close this gap by understanding the
factors that influence their coalition’s effectiveness and by
enhancing collaborative ways of working, sharing information and exploiting technology. In the longer term, they
will need to make fundamental changes to adapt to the
demands required for effective collaboration.

Executive summary
Results from our global defense survey of over 100
respondents demonstrate that there has been little
noticeable improvement in coalition effectiveness over
the last 15 years. We think this is because innovation and
improvements have only kept pace with the increasingly
complex and diverse nature of coalition operations.
To improve coalition performance, defense forces first
need to understand the factors that help or hinder
effective collaboration. Our survey results point to
several contributory factors. Some of these relate to the
composition of the coalition (i.e., the countries, forces,
functions, roles and individuals involved). For example,
coalitions that share a language, similar societal cultures
and a history of working together tend to perform better
than those that do not. Other factors relate to the nature
of the operation. For example, shorter, more focused
operations tend to demonstrate more effective collaboration than longer, more complex operations.

44

IBM Global Business Services

By understanding the operation’s needs and their
coalition’s collaboration capabilities, defense forces can
measure the gap between the two. They can then take
practical steps to tailor their collaborative approach to the
demands of the mission by either improving or simplifying
their capabilities.
To bridge the collaboration gap, defense forces can take
action in three main areas:
Collaborative ways of working: Aligning policies and
procedures, developing new skills and a collaborative
organizational culture, improving leadership competencies
and implementing flexible command structures.
Sharing information: Implementing data standards,
overcoming language and security concerns plus
improving information management capabilities – so the
right information is presented to the right decision makers
at the right time in the right format.
Exploiting technology: Building a shared technical infrastructure and implementing collaborative technologies,
including language translators, dynamic directories and
compatible applications.
To help ensure continuous improvement in collaboration
performance, fundamental changes in how defense
forces operate are required. Based on our research, we
identified four areas where defense forces should focus in
the years ahead. We recommend they:
1. Greatly increase their understanding of the nature
of collaboration by focusing on leading practices
(whether from other defense forces or the commercial
sector), assessing current strengths and weaknesses,
and identifying how different operations with different
coalition partners require different collaborative capabilities.

2. Implement practical solutions to improve collaboration
capabilities, either by continuing existing programs or
implementing new approaches, perhaps enabled by
some of the latest technologies that aid information
management and collaboration.
3. Improve coalition planning so that coalition capabilities
can adapt to the dynamic demands of an operation,
reducing the collaboration gap. This requires that
coalition planners use their deeper understanding
of the demands of operations and the collective
collaboration capabilities of the coalition partners. It
also requires flexibility, so that command structures,
for example, adapt to the changing demands of an
operation.
4. Provide the leadership, sponsorship and support
necessary to help raise the priority of coalition
demands in national defense forces and help ensure
these demands are reflected in strategies, plans,
policies, procurement decisions and the development
of leaders. Leadership is also needed to facilitate the
organizational culture changes required, build trust
in relations with coalition partners and make sure the
importance of improving collaboration is recognized on
the ground.
These efforts to improve collaboration must recognize
the nature of coalitions – and help ensure that proposals
are consistent with the approaches and interests of
all defense forces involved. Progress made in these
areas should facilitate an upturn in the effectiveness
of coalitions, an improvement in the relations between
national defense forces and, above all, more successful
operations.

The importance of improving coalition
operations
Coalitions are, of course, not new to defense forces – they
have been a feature of military history from the earliest
days. They have often been seen as problematic, as
defense forces have to reconcile the demands of the
coalition with their nation’s own priorities. A recurring
theme involves coalition partners being viewed with
suspicion and information being shared reluctantly out of
fear for national security.
What is new is that coalitions are increasingly pervasive
and more complex. Plus, defense forces have increasingly sophisticated technologies at their disposal – which
should offer improvements in productivity, but instead
often add to the complexity of getting coalitions to work
together.
For nearly all nations, any significant operational
commitment for defense forces in this day and age
involves working in a coalition with a range of partners,
usually including defense forces from other nations. There
are many factors driving this phenomenon, such as the
changing nature and increasing complexity of operations,
the need for multilateral political action when intervening
in international affairs and the need to spread the burden
of resources often involved in large-scale, multiyear
operations.

Defense coalitions are increasingly pervasive
and more complex, but little progress has
been made in coalition effectiveness over the
last 15 years.
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At the same time, the nature of these coalitions is
becoming more complex. As defense forces become
engaged in a wider range of mission types, such as
nation building, peacekeeping, antiterrorism, stabilization
and disaster relief, they find themselves working in
coalitions with more partners. These could include other
defense forces, government agencies (e.g., security),
nongovernmental organizations (e.g., international aid
agencies) and private companies (increasingly involved
as part of the defense supply chain).

IBM Global Defense Survey

New technologies should provide solutions to the
dynamic challenges of working in coalitions. For years,
defense forces have been investing in network-centric
operations (NCO), a range of technologies that aim to
provide the flexibility and interoperability required by
coalitions. Yet, often we hear of technology adding to
the complexities of operations. There is a feeling that
NCO technologies have not yet delivered the benefits
anticipated, and stories filter back from the front lines
about information overload and antiquated communications.

Our survey included over 100 interviews during which
individuals from 12 nations shared their experiences
relating to operations with 340 coalition partners from
62 nations. Their direct experiences in the field cover
a wide range of coalition operations from 1994 to 2009
in Iraq and Afghanistan, as well as other parts of the
world including Europe, the Pacific and Africa. They also
represent the diversity of military operations, including
combat operations, stabilization operations and disaster
relief. Some were relatively short and focused missions,
while others were large, enduring and complex multinational coalition operations.

Since the trend toward working in coalitions will
likely continue, defense forces must learn from their
experiences and make the best use of the technologies and other techniques available to improve their
performance. Collaboration with external partners is
increasing in other industries as well. The private sector
is using new technologies to increase interoperability
and is achieving dramatic improvements in productivity
and service quality as a result. The challenge for defense
forces is to deliver a comparable improvement in coalition
effectiveness.

IBM conducted its global survey of defense forces to
help derive practical suggestions for improving coalition
effectiveness. In conducting this survey, we sought the
perspective of different nations, both on their own effectiveness working in coalitions and their views on the
effectiveness of others. Above all, we wanted a wide range
of individuals to share their experiences regarding what
makes working in coalitions difficult and, more important,
what could be done to improve it.

We are conscious of the problems associated with
jumping to conclusions on such a complex subject
or applying recommendations across all types of
coalition and mission types. There may be many ways to
explain particular survey results. We offer our interpretations and suggest some practical actions for defense
forces. However, we do not see this report as providing
categorical answers, but rather starting a productive
discussion on how to improve coalition effectiveness.

Poor coalition effectiveness results from a
mismatch between collaboration capabilities
and the needs of the operation, creating a
collaboration gap.
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We have shared the survey results with three respected
commentators on defense matters to get further
independent perspectives. We thank Mr. Fred Stein,
coauthor of Network Centric Warfare; the Royal United
Services Institute; and the Hague Centre for Strategic

Studies for their commentaries on the results, which you
will find throughout this report. Above all, we thank all
who took the time to take the survey and to share their
experiences and passion to improve the effectiveness of
coalition operations.

Commentary
by Fred Stein, Colonel, U.S. Army (retired), coauthor of Network Centric Warfare
It is clear that the world is engaged in a critical period of unrest brought on by the onset of the Information Age. This age, like the
Industrial Age, brings great opportunities to those who embrace the new and revolutionary capabilities and threats to those who fight to
keep their populations isolated.
This study is very timely, as it address many of the important issues facing the world as it becomes increasingly connected. One major
challenge that applies to all military and many civilian organizations is how to successfully operate in a coalition environment. This, too, is
timely given the steady movement from unilateral service operations, common in the 1970s to 1980s, to joint operations in the late 1990s
to combined operations in early 2000. Presently almost all operations are now coalition. In fact in both Iraq and Afghanistan, it is national
law that all operations have host nation forces present. In order for these coalitions to work, they must share information, and the better
their sharing, the more effective they are.
It is essential that these coalitions leverage information in a manner to achieve, at a minimum, transitory information superiority and
ideally welling-over information superiority at the time and place of the coalition choosing. In order to achieve this information superiority,
the commander and his staff must be able to obtain, store, fuse, exploit and distribute the information across staff organizations and
between multiple echelons. Successful information sharing is a product of the supporting technology, staff training, commander’s
direction, policies, culture, process and organization.
The more that is understood about the dynamics of information sharing, the better developers and engineers will be able to design
systems, tools and processes.
These wide-ranging interviews provide significant insights on the impact of technologies, organizations, training and command priorities
on information sharing. Some are expected and some are eye-opening, but all are well documented. This documentation will assist
developers, engineers and trainers in providing more effective technologies, more effective organizations and more effective processes.
During my decade of working with units, developing operational concepts and implementing processes to utilize information systems,
I have seen many examples of successful and unsuccessful coalition information sharing. I have also tried over the last seven years to
gather lessons learned or, more accurately, lessons observed that would inform the general community on how information impacts
operations. Unfortunately, there are relatively few formal studies that focus on this vital subject. This study and the older ones from the
now disbanded Office of the Secretary of Defense’s Office of Force Transformation add to the community’s understanding. I commend
IBM for taking the initiative to further our understanding in the vital area of information sharing.
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Minimizing the collaboration gap
Poor coalition effectiveness results from a mismatch
between collaboration capabilities and the needs of the
operation, what we are calling a collaboration gap. This
gap could be either positive or negative, representing
either insufficient collaborative capability to meet the
operation’s objectives or too much capability – which can
lead to both poor effectiveness and excessive use of
resources (see Figure 1).
When planning coalitions, the objective for all partners
must be to match the coalition’s capabilities with the
needs of the particular operation, diminishing the collaboration gap and optimizing both the effectiveness of the
coalition and the use of resources. Our particular focus
in this survey was initially to understand the factors that
influence the size of the collaboration gap. We saw these
as either relating to the composition of the coalition (who
is involved) or the nature of the operation (what they are
doing).

FIGURE 1.
Measuring the collaboration gap.
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Source: IBM Global Defense Study.
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We then wanted to understand the actions that coalition
members could take to reduce the gap. Planners rarely
will be able to change the nature of the operation;
therefore, they need to concentrate on making improvements in areas they can control. We identified three main
areas where defense forces can take specific actions to
improve effectiveness:
1. Collaborative ways of working: Define roles and
responsibilities, policies and procedures, and organizational and command structures. Develop new skills
through training and development programs.
2. Sharing information: Create a Common Operational
Picture (COP) through improved sharing of
information among coalition members. Develop
and implement common standards and policies to
overcome security, language and other constraints to
information sharing. Build trust in partners’ data.
3. Exploiting technology: Implement NCO and the
latest technologies to improve interoperability. Create
a shared infrastructure and the technical tools to
support more effective coalition operations.

Overall survey findings
From the survey responses, we calculated an index of
collaboration effectiveness (see Measuring collaboration
effectiveness sidebar) so that we could track how effectiveness varied over time and was influenced by a variety
of contributory factors.

To improve effectiveness, defense forces should
focus on three key areas: collaborative ways of
working, sharing information and exploiting
technology.

We would expect the effectiveness of collaboration to
increase over time, as nations learn through experience
and apply the latest technologies. In fact, the survey
results indicate that there has been no significant
improvement (see Figure 2). Further analysis shows that
there has been no noticeable improvement in any of
the identified key areas: collaborative ways of working,
sharing information or exploiting technology. There could
be many explanations for this disturbing finding. One
interpretation could be that there is a ceiling of coalition
effectiveness that cannot be breached despite the efforts
of coalition members. However, this is not supported by
respondents’ comments, the majority of which indicate
dissatisfaction with the current level of effectiveness and
propose specific areas for improvement. A more plausible
explanation is that improvements are being offset by
the increasing complexity of more recent operations.
Respondents also may have higher expectations of more
recent operations and adjust their scoring accordingly.

FIGURE 2.
Trends in coalition effectiveness.
Average coalition effectiveness
(1 = very poor; 5 = very good)
4.5
3.7

3.7
3.5

3.7

3.6

3.9
3.4

3.7

To explain variations in coalition effectiveness, we
analyzed two different groups of contributory factors: 1)
the composition of the coalition (who they were) and 2)
the type of operation (what they were doing).
Measuring collaboration effectiveness
We calculated a collaboration effectiveness index from
respondents’ subjective ratings of the overall effectiveness of
their coalition partners on a scale from one (very poor) to five
(very good). To measure the effectiveness of a coalition, we
averaged the ratings of all of the coalition partners. The score is
therefore a reflection of the combined capabilities of the coalition
and how well the coalition partners worked together on the
operation, rather than the effectiveness of the operation itself.

Coalition composition
From analyzing the top 20 and bottom 20 performing
coalitions, it is clear that sharing a language and similar
social cultures and having a history of working together
on operations, on exercises and in training all help to
improve coalition effectiveness. The four- and five-eyes
nations (the United States, the United Kingdom, Canada,
Australia and New Zealand), have a history of working
together on operations and collaborating on shared
1
exercises and other initiatives. Unsurprisingly, they
feature strongly in the top 20 performing coalitions, as do
other coalitions that have shared language and cultural
backgrounds (Pacific nations, for example). Coalitions
comprising a diverse mix of nations with different
languages and cultures feature at the bottom of the
performance table.

1994 1996 1999 2003 2004 2005 2006 2007 2008
Operation midpoint
Source: IBM Global Defense Study.
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Coalitions comprising mostly more mature defense
forces with relatively sophisticated technologies also
tend to score as more effective. Even when there are less
sophisticated coalition members, there seems to be an
uplifting effect on the performance of the coalition as a
whole, perhaps through exploiting the lead nation’s more
advanced technologies and processes.
However, there are some more complex factors at work
here. The participation of four- or five-eyes nations in a
coalition is no guarantee of a successful coalition, particularly if there are other coalition members that feel they are
unequal partners. As one respondent comments, “The
four-eyes nations hampered the information exchange
among the other coalition partners. This resulted in a
poorly informed COP, with information held by four-eyes
HQs only.” There are also some coalitions comprising
only four- or five-eyes nations that ranked among the
lowest performing coalitions. Perhaps these are examples
of excess capabilities compared with the needs of the
operation.
It is interesting to compare the performance of different
nations as coalition partners (see Figure 3). It is not
surprising that four-eyes countries are viewed on average
as the most effective, as they represent three-quarters of
all respondents. But interestingly, Canada and the United
Kingdom are rated as more effective coalition partners
than the United States. This suggests there are difficulties
in being the dominant or lead partner in a coalition (as
the United States generally is). Perhaps the tendency to
lead and use U.S. systems and processes could foster
resentment, or maybe being the dominant partner can
lead to a less conciliatory attitude with partners. One
respondent comments, “The United States encourages
collaboration, but using its standards and policies – not
all nations can agree, and secure collaboration is still a
pipedream with all but a select few.”
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FIGURE 3.
Average effectiveness of coalition partners.
Average coalition effectiveness
(1 = very poor; 5 = very good)
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Source: IBM Global Defense Study.

We carried out further analysis to compare how nations
see themselves with how others see them. Generally,
coalition partners tend to overestimate their own effectiveness at information sharing (the only exception being
the United Kingdom). In terms of exploiting technology,
however, the United States underestimates its strong
technical leadership. And, in all areas, the United Kingdom
appears to have a more modest appreciation of its own
performance compared with how others rate it.
We also analyzed the responses by function of
respondent. Those working in intelligence rate their
coalitions as significantly more effective than other
functions (operations, command and control, logistics and
other). This is not surprising since intelligence operations
rely heavily on effective collaboration and, as a result,
have collaborated longer and developed more effective
processes and systems for doing so. Logistics functions,
on the other hand, have historically often operated on a
national basis with little collaboration needed.

The more junior officers tend to rate their operations as
more effective than the very senior ranks. There may
be many factors at work here. Senior officers may have
higher expectations or be closer to some of the political
and bureaucratic constraints visible at headquarters.
Age could also be a factor, with younger officers more
optimistic (or more naïve).

Operation types
We analyzed the survey data comparing different mission
types and found no noticeable trends in effectiveness
among combat operations, other military operations,
exercises and civil operations. Similarly, at an aggregate
level, there are no trends explained by operation scale,
complexity or whether the collaboration was strategic,
operational or tactical in nature.
A surprising result is that operations of longer duration are
rated as less effective (see Figure 4). This trend is even
more pronounced in collaborative ways of working and
exploiting technology, areas in which one would expect
to benefit from experience and more time to implement
more rigorous solutions. Possible explanations could
be that shorter missions are less complex and benefit
from greater focus and intensity, while longer operations
might suffer from greater complexity, the need for more
bureaucracy, less intensity and rotation of roles. Also, there
is more that can go wrong and expectations are higher
with more sophisticated solutions.
FIGURE 4.
Effectiveness of coalitions according to duration.
Average coalition effectiveness
(1 = very poor; 5 = very good)
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from the Royal United Services Institute
This study shows that there has been no discernable
improvement in the effectiveness of coalitions since 1994,
although coalitions were perceived to be most effective
in 1995 and 2003, coinciding with periods of high-tempo
operations for U.S. allies. Key indicators of coalition
performance – collaborative Ways of Working, Information
Sharing and technology exploitation – were all perceived to
be better in Afghanistan than in Iraq, which indicates that an
established military alliance (NATO, in this case) is likely to
prove more effective than ad hoc coalitions.

Many respondents’ comments also indicate that shorter,
simpler, more task-focused missions are more effective
than the more complex, longer operations. Many complain
about the difficulties of gaining international agreements
at senior levels and the suffocating effect of coalition
bureaucracies. However, when coalition members are
focused on particular tasks at the working level, collaboration often seems to just happen. As one respondent
notes, “Currently, in theater, interagency collaboration is
excellent at the lowest tactical levels but lacks integration
at the higher levels of command.”

Operations of longer duration are rated as
less effective, possibly due to the increased
complexity typically associated with longer
missions.

3.05

Collaboration areas
Source: IBM Global Defense Study.
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There is a need to understand more about how particular
operations’ characteristics influence the effectiveness
of coalition working. As an example, we compared the
experiences from Afghanistan with those from Iraq (each
represented one-third of the overall survey sample).
Afghanistan is viewed as more effective, particularly for
exploiting technology and sharing information (the ratings
on collaborative ways of working are marginally better but
not significant). These results could be explained by the
composition of the coalition (NATO led in Afghanistan
compared with the United States and the United Kingdom
working with predominantly Iraqi forces in Iraq) and
the approach to coalition operations (in Afghanistan,
great care was taken at the planning stage to involve
coalition members in developing command structures
and operating procedures, whereas in Iraq, the leading
coalition partners’ structures and procedures were used).

Actions to improve coalition effectiveness
To understand what coalitions can do to reduce the
collaboration gap and improve overall coalition effectiveness, we asked the survey respondents to comment
on the practical actions they could take to improve
performance in each of the three areas: collaborative
ways of working, sharing information and exploiting
technology.

Collaborative ways of working

Survey respondents recognize that each of these interventions will impact different collaborative behavior
patterns and that they need to be used in combination.
Adapting policies and procedures is rated overall as
the most important followed by developing new skills
and making changes to leadership competencies and
behavior patterns. Incentives and rewards, widely used
in the private sector, are seen to have much less impact
than the other listed interventions (see Figure 5).
An effective coalition needs to overcome differences in
national policies and procedures and agree on common
ways of working. A balance needs to be struck between
detailed documentation – for example, the use of
registers to identify who does what and how you contact
them – and the dangers of bureaucracy from excessive
documentation. In practice, the optimum approach is
likely to depend on the nature of the operation and the
composition of the coalition, so it should be defined at the
coalition planning stage.

FIGURE 5.
Average effectiveness of coalition partners.
Average agreement with statement
(1 = strongly disagree; 5 = strongly agree)
3.66

3.64
3.09

To improve collaborative ways of working, there are a
number of interventions that defense forces can make:

3.37

2.63

• Adapt policies and procedures.
• Change command and organizational structures.
• Utilize incentives or rewards.
• Develop new skills and behavior patterns.
• Make changes to leadership competencies and
behavior patterns.
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Source: IBM Global Defense Study.
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A combination of hard and soft skills is needed to improve
collaboration. Leadership and decision-making skills are
highlighted as important, as are language skills and social
cultural awareness. A number of respondents highlight the
value of joint exercises and staff colleges with coalition
partners to help build cultural understanding.
Leadership competencies and organizational culture set
the tone from the top and can help or hinder collaboration. Defense forces should encourage collaborative
conduct in their future leaders through leadership
development training or the use of performance
measures that recognize coalition success as important.
Perhaps specific collaboration responsibilities should
be included in leaders’ roles and responsibilities.
Collaboration champions could be identified, with specific
responsibilities to facilitate coalition effectiveness.
Respondents were asked which organization structure
they favored to support coalition operations. The
clear leaders are a hierarchical structure with few
levels followed by a partially networked organization.
Emphasized above all is the need for flexibility – to adapt
the structures according to the mission needs, the team
and the tasks at hand. Others saw organizational structure
as an evolution. According to one respondent, “You start
with a hierarchical organizational structure and move
toward a full networked organization. You have to build
your organization to that kind of effectiveness – you are
not able to start there.”

Leadership competencies and organizational
culture set the tone from the top and can help
or hinder collaboration.

Commentary
from the Royal United Services Institute
Collaborative Ways of Working have not significantly improved
or deteriorated over time but peak during periods of high-tempo
operations and dip during stability operations. This variation
may be indicative of the amount of collaborative training and
live exercises dedicated to each of these tasks. The assumption
that if one can perform high-tempo operations, one will also
be able to undertake lower intensity operations may, in fact, be
false in this respect.

Sharing information
For a coalition to be effective, it needs to develop a
COP to facilitate coalition decision making. However,
to get to this point, coalition partners first need to
overcome a number of significant hurdles. In addition to
the challenges relating to different languages and data
standards, some coalition forces have also experienced
a perceived reluctance to share information, either
because of security reasons or because of a lack of trust
in partners’ data. This kind of failure can have serious
repercussions. “Some important coalition partners are
‘sitting’ on their data without caring that this attitude can
kill coalition soldiers,” remarks one respondent.
There is also a problem of information overload. Over half
of the respondents indicate that the volume of information
is greater than their capacity to process it. The greatest
issue, however, appears to be that information is not
supplied in a way that is conducive to decision making.
Respondents highlight problems with the way that
information is accessed, filtered, structured, analyzed and
presented. According to one respondent, “What we really
needed was all necessary available information clearly
visually presented. The remaining information should
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FIGURE 6.
Issues relating to using and sharing information in coalitions.
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Source: IBM Global Defense Study.

be simply accessible. The necessity is level dependent
and availability should be multinational and joint.” These
findings point to the need for more effective information
management, improved analytical tools, more consideration about how information is presented to the user and
a better balance between information push and pull.
Fundamental difficulties undoubtedly remain in
encouraging the free flow of information among coalition
members. Many respondents believe these problems
stem from social and cultural differences and a lack of
trust in coalition partners, the quality of one another’s
data or in how data will be used. Security concerns,
either perceived or real, also obstruct information sharing.
As one respondent notes, “The key element in sharing
information is not technical – it is the absolute honesty
and openness of revealing one’s national position.”
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Commentary
from the Royal United Services Institute
Information sharing was also typically better in 1995 and 2003,
which coincides with periods of high-tempo operations. There
needs to be greater alignment of security policies, particularly outside the four-eyes community. However, despite the
problems surrounding the passing of information, respondents
indicated that there was a need to analyze, filter and present
the information more effectively. Information sharing decreases
slightly during longer operations, which may mean that military
forces become more parochial over time. The issue may also
relate to the loss of experience when units are replaced in theater
during long operations involving force roulements.

There are many concrete actions that defense forces
can take to improve information sharing with coalition
partners. For example, new multilevel security systems
with proper partitioning and access control of sensitive
data can help overcome security constraints. Work can
also continue to align security policies and procedures.
Standardization of data definitions and rigorous
information governance procedures will build confidence
in data quality. High-quality language translators are now

Nearly all defense forces surveyed have a
commitment to the concept of network-centric
operations (NCO) and have invested in new
technologies.
becoming available and can be built into applications and
communications systems, such as instant messaging.
More can also be done at the planning stage to define
and communicate the coalition’s approach to information
sharing, removing unnecessary restrictions.
In addition to new procedures, tools and techniques,
there is clearly a need to create new skills in language
and information analysis, as well as an organizational
culture change. Several respondents mention that
there is a long way to go to turn “duty to share” from a
concept into reality on coalition operations. Leaders and
those who work in coalitions need support, training and
other encouragement to recognize the importance of
information sharing as a core competence.

Exploiting technology
Defense forces have benefited from rapid technological innovation. Nearly all defense forces surveyed
have a commitment to the concept of NCO and have
invested heavily in new technologies. Among the benefits
promoted for NCO are increased flexibility and interoperability – core requirements of coalition working. The latest
Web 2.0 collaboration technologies, including social
networks, wikis, blogs and file sharing, are starting to
be used by defense forces. However, with new technological advances come new challenges. New tools often
take considerable time to become widely established. In
addition, new information-hungry technologies, such as
video streaming, put additional pressure on bandwidth
and technical infrastructures.
Respondents appear to be quite satisfied with the
levels of investment in technology and indicate that the
technology was deployed in the right areas (see Figure
7). However, their ranking of their progress relative to
others in implementing technology is marginally lower,

FIGURE 7.
Attitudes regarding levels of investment in technology.
Average agreement
(1 = strongly disagree; 5 = strongly agree)
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Source: IBM Global Defense Study.
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suggesting that the investment is not properly coordinated
as part of an overall strategy (the lowest score of all).
Some respondents note that procurement of technology
is still more suited to delivering platform-based solutions
for single forces than satisfying the needs of working in
coalitions.
Many technologies are proving effective for coalition
operations. Respondents express a preference for
traditional forms of communication, such as phone, e-mail
and chat, rather than the latest technologies. Some
respondents see potential uses of Web 2.0 technologies
and have used them effectively, but others report frustrations and initial problems. What is clear is that different
technologies will find different uses dependent on the
different roles and tasks carried out by individual coalition
members.

We also looked at how the rating of different technologies
varied with length of service (this is also an approximation
to age). Interestingly, the prioritization of the different
technologies was almost the same, though those with less
than 20 years of service scored all technologies higher.
From an analysis of technical priorities, it appears that the
immediate priority for many coalitions is implementing
a compatible infrastructure with sufficient bandwidth
to support coalition applications. Achieving a shared
infrastructure is a difficult challenge. Often the preferred
solution is to use the lead coalition partner’s technical
standards and systems (in practice, only the United
States is able to fulfill this role). However, this approach
is not favored by all respondents. Alternatives include
building a new infrastructure based, for example, on NATO
standards or adopting open architectures, standards and
commercial off-the-shelf (COTS) software, which is more
likely to be interoperable with coalition partners’ systems.

FIGURE 8.
Most effective technologies for collaborating by respondents’ years of service.
Effectiveness of technology in aiding collaboration
(1 = not very effective; 5 = very effective)
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Source: IBM Global Defense Study.
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Commentary
from the Royal United Services Institute
Technology exploitation was perceived to be more effective in Afghanistan than Iraq. With regard to IT effectiveness, NATO specified and
rolled out its own network infrastructure, which has since been adopted by all partner nations. This mandated approach, born out of
operational necessity, has provided greater interoperability between the different national architectures than 20 years of trying to enforce
NATO Standardization Agreements (STANAGs). This may indicate some fault in the process of developing NATO STANAGs, but it is more
likely that the urgent demands of operations drive progress. If the STANAGs had been implemented nationally, there would have been no
need to adopt a different architecture.
The most widely used technologies are the simplest: e-mail, voice, chat and data links. This should not be surprising because there is a
need for fast, reactive communications. Blogs, wikis, etc. tend to be time-intensive activities both for the authors and the readers.
The priorities for improvement also focused on the more basic issues, such as connectivity, common standards and bandwidth, indicating
that it is important to get these simple things done first. However, there appears to be a lack of appreciation of the benefits of battlespace
management software. There will be no improvement in information processing until this is rectified.
Finally, IT effectiveness is much higher for shorter operations. This may be due to the sheer numbers of deployed forces, which are
typically larger for longer operations, or simply because there is a greater possibility that something will go wrong during longer
deployments.
In summary, coalitions seem to be better at short, high-intensity operations, which is the focus of their training. Established military
alliances are usually more effective, and it will be interesting to see if the International Security Assistance Force mission will improve the
overall rating for coalition effectiveness in the future. Technology is being rolled out in theater and is making a difference to coalitions, but
military operators prefer to rely on simple solutions that work.

Once a functional technical infrastructure is in place,
attention will turn to getting the best out of shared applications and potentially collaborative technologies. Some
of these technologies, such as language translation
and dynamic directory integration technology, can help
improve coalition effectiveness right away. The Web 2.0
technologies, on the other hand, are probably at the “early
adopter” stage but likely will find valuable uses in the
future.

Getting the most out of technology, therefore, requires
actions in many areas: establishing technical standards,
building infrastructure and adding collaborative applications. For these actions to succeed, the technology
needs of the coalition should be properly considered at
the planning stage. National defense forces’ IT strategies
and procurement policies must respond to the demands
of coalition operations. Furthermore, training and support
will be needed to help ensure that individuals have the
skills to use the technology. As one respondent indicates,
“Everything is critical, but you have to implement it in the
right order.”
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Commentary
from the Hague Centre for Strategic Studies (HCSS)
Military campaigns have always ranked among the most complex forms of collective human action. In recent years, additional layers
of complexity have been added because of the hybrid (regular and irregular) nature of most current military endeavors, because of the
opportunities and challenges presented by the transition toward a post-industrial concept of “armed force,” and also because we now
collaborate in entirely novel and far more intricate ways with (highly diverse) coalition partners. Virtually all military operations today are
carried out by multinational coalitions, yet our knowledge about the coalitional aspect of these operations remains disappointingly limited.
There is (quite modest) theoretical literature on (certain aspects of) coalition operations. Much of the more policy-oriented literature is
especially pathos and far richer on normative prescription than on rigorous evidence-based empirics. It is against this background that
IBM Global Business Services set out to collect a new dataset to better understand what influences effective information sharing and to
identify best practices for effective collaboration in a coalition environment.
The survey is not perfect. It is virtually impossible to create a perfectly representative sample for the issues at hand, and there appears
to be a “five-eyes” bias in the IBM sample. As always with such efforts, it is also extremely hard (and sometimes dangerous) to compare
answers across different cultures, definitions, languages, changed expectations over time, etc. Yet, the IBM team clearly went to great
lengths to poll a wide range of participants over time and across countries, services, ranks, functions, types of operations and levels
of activity (tactical, operational AND strategic). This new dataset therefore offers a uniquely rich insight into how officers from various
countries participating in different recent operations rated their experiences with several coalition partners.
The survey certainly yielded a number of findings that struck us as being interestingly counterintuitive:
• That average midpoint effectiveness of coalitions (AND of technology!) was perceived to be higher in 1994 (i.e., during the Yugoslav
wars) than today – despite significant efforts to boost it in the intervening period. The survey formulates some (plausible) explanations
for this depressing finding, but however one interprets it, this finding is certainly a criticism decision makers should take to heart.
• That a recurrent theme throughout the survey is technology solutions may be necessary, but are far from sufficient. Responses to
various questions highlight the critical importance of other factors such as policy, language, skills, cultural sensitivity and leadership.
• That hierarchy is still preferred over networked forms of organization (although flat hierarchies are preferred over steep ones).
• That the real “leaders” in collaboration are Canada and the United Kingdom. Hidden in the data are also some quite baffling differences
within the (non-United Kingdom) “Europe” group in terms of perceived collaboration ability, which certainly deserve closer policy
attention.
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The findings do provide certain glimpses of hope. A new generational change may be afoot, with promises of more openness and
willingness to embrace new collaborative technologies and ways of working (although we observed that – with some exceptions such as
chat, wikis and datalinks – the technology gap between senior and less senior officers is not as great as we had expected). We can also
take heart from the finding that Afghanistan is seen as a more successful example of a coalition than Iraq – certainly on technology and
information sharing (though not in strategic planning).
But overall, the message from this study is clear and troubling. There continues to be a significant collaboration gap – EVEN among the
more “advanced” force providers. Most of us are painfully aware of the large capability gaps that exist within our coalitions. But not all
of us may have been as aware of the worrying collaboration gap this study reveals. And interestingly enough, the “leaders” in overall
capability are not the same ones as the “leaders” in collaboration. One could argue that the value for money in terms of overall coalition
effectiveness would be much higher if all nations started orienting their capability development processes beyond their own national
stovepiped capabilities and toward putting more emphasis on partner-nation capability AND on the ability to collaborate.
The larger defense community (operators, policymakers, analysts and the interested public) owes a debt of gratitude to IBM Global
Business Services for compiling these data, analyzing them and sharing them with others. We can only hope that policymakers at the
national level, as well as in institutions such as NATO’s Allied Command Transformation and the new European Union military bodies, will
follow IBM’s lead by starting to collect and track such information more systematically and by drawing the right conclusions from it.

The path forward
The pervasive and increasingly complex nature of
coalition operations means that all nations need to
improve how they collaborate with their partners. Little
improvement in overall coalition effectiveness is evident
over the last ten years or so. However, there is justification
for optimism. Our survey respondents discuss many
examples of highly successful operations and show great
commitment to understanding the root causes of poorer
performance. It is also clear that many respondents
recognize the value of new techniques and technologies
that could improve their capabilities to work in coalition,
even if it takes time for them to be widely embedded.

The operational necessity to collaborate effectively, in
demanding situations, in realtime and with a large number
of partners from different nations and cultures has led
defense forces to find ways to make coalitions work. And
in particular areas, defense organizations are probably
world leaders in effective collaboration, with much to
teach the commercial sector.
However, the results of the survey indicate that in a great
many cases, there is a disturbing collaboration gap, where
the effectiveness of the coalition is not what it could
be and does not match the demands of the operation.
This collaboration gap applies, to varying degrees, to all
defense forces, in all types of coalitions and for all types
of operations.
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Coalitions, by their very nature, are supranational. Military
forces are organized, trained and equipped to meet
specific national defense and security requirements. The
gap between these often mutually exclusive approaches
must be addressed up front to begin to address the
fundamental ongoing challenges this survey revealed.
There is no legislative solution to that challenge, as there
was with the U.S. approach to forcing the services to
embrace joint operations through the Goldwater-Nichols
2
Department of Defense Reorganization Act of 1986.
Therefore, defense forces need to be encouraged to
improve collaboration in ways that clearly help and in no
way hinder their national interests. For long-term improvements in collaboration capabilities, defense forces need to
make progress in four main areas.

1. Deeply understand collaboration performance.
Defense forces need to build a detailed understanding
of the features of excellent collaboration, their current
capabilities and the actions they can take to improve
performance. They also need to develop or adapt their
approach to measuring the effectiveness of collaboration
on operations. Only then can they develop a rigorous plan
to improve coalition performance.
That said, more work is needed to clearly define
collaboration excellence for defense forces. Much of
this evidence is being compiled by national defense
forces and NATO, which are aiming to learn from past
experiences. In seeking leading practices, defense
leaders should look beyond their own forces and

For continuous improvements in collaboration capabilities, defense forces need to
make long-term, fundamental changes in
how they operate.
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understand lessons from others who may be more
advanced in particular areas. They can also look to the
commercial sector – which is increasingly exploiting the
latest technologies in innovative ways to collaborate better
internally and externally.
Defense forces should develop a far more detailed understanding of their performance in coalitions, supported
by rigorous data analysis. It is important too that they
build up a more comprehensive understanding of how
they are viewed as coalition partners by others. Perhaps
coalition members could agree on common collaboration
performance metrics at the outset and share the results
over the course of operations. The sharing of collaboration
effectiveness data would also help build an understanding
of the factors that influence coalition performance –
the demands of different operation types and different
coalition partners – making it easier to match collaboration capabilities to the needs of the mission.
Building an understanding of collaboration capabilities will
help identify those areas where there is greatest potential
for improvement (for example, functions such as logistics
or particular demographic groups).

2. Implement practical solutions to build collaboration
capabilities.
The survey highlights a number of specific issues that
make collaboration difficult. Some of them (such as the
need to harmonize policies, procedures, and technical
and data standards, as well as the need to overcome
security constraints) are well-known, longstanding issues
that have been investigated in depth by many international working parties. The survey results are a reminder
that these issues remain unresolved and efforts to
overcome these constraints need to continue.

Other issues reflect the changing nature of collaboration
in a digital, information-rich world. Many of the difficulties
concern establishing the technical basics – such as a
shared technical infrastructure with sufficient bandwidth to
support information sharing. Respondents also highlight
the difficulties of coping with vast volumes of data and
then structuring, analyzing and presenting it in ways that
are of greatest value to the user.
Defense forces are unique because of their demanding
requirements relating to mobility, security, high availability
and realtime decision making. Yet, many recent technical
advances can be applied in a defense context and are
supported by survey respondents. Solutions that may
help address collaboration obstacles include:
• Shared or compatible technical infrastructures that use
open architectures and common open standards.
• Net-centric principles (including open architectures)
to improve interoperability and the use of commercial
software when possible.
• Technical infrastructures with increased bandwidth
to handle the demanding requirements of video and
sophisticated applications.
• Multilevel security systems with proper partitioning and
access control of sensitive data.
• Information management approaches and software
widely used in the commercial sector to process,
manage, structure, analyze and present information
more effectively.
• Language translators built into applications.
• An increasing number of collaboration tools (e.g.,
dynamic directory technologies) that can help users
identify the right person, build networks and share
information.

3. Improve coalition planning to adapt to dynamic
operational requirements.
The survey data clearly indicates that different operations
require coalitions to work in different ways. For example,
it appears that shorter, more focused operations will
benefit from simpler coalition organization, systems and
procedures, whereas longer-term operations will benefit
more from documented policies, procedures, structures
and systems to facilitate optimization of the coalition
network.
For this reason, we have introduced the concept of
the collaboration gap. Coalition planners can use their
understanding of the demands of the operation, as well
as their own and coalition partners’ capabilities, to tailor
their approaches and optimize coalition performance
for any given operation. The agreed approach in all
areas (processes, information sharing and use of
technology) can then be documented in shared concept
of operations/standard operating procedures (CONOPS/
SOP).
However, above all, survey respondents indicate a need
for flexibility, so that capabilities can adjust to the dynamic
nature of changing operational demands. For example:
• Coalition information standards need to define a base
level of authorized data to deliver a trusted common
operational picture, on which the rest can then be built.
• Command structures should, in most cases, be flat
(hierarchical or networked) and flexible to adapt to the
demands of the mission.
• Information and security standards should aim to
reduce restrictions in sharing tactical, nonrestricted
data.
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4. Provide leadership and support.
The actions described above will only succeed in
bridging the collaboration gap if military leaders are
fully committed to improving coalition performance and
ensure this commitment is reflected in their defense
forces’ strategies, plans, policies, procurement decisions,
command structures and leadership development.
Technical investments need to be part of a coordinated
strategy to improve collaboration performance and need
to be actively sponsored. If they are not, survey results
suggest they may suffer compared to more traditional
service-based equipment procurements.
Defense forces should continue their work with partners in
defining common technical, data and security standards
and operating tactics techniques and procedures
(TTPs). There then needs to be effective communication
and training in these approaches at all levels. These
standards and the education process must help enable
the various national forces to continue to operate within
their established TTPs, recognizing the differences that
coalitions, by their very nature, bring to the table.

As they build a deeper understanding of
collaboration performance and implement
solutions to build capabilities, defense
forces also need to focus on improvements
in coalition planning and leadership
development.
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Leadership is particularly important in developing collaborative behavior and building trust in coalition partners.
Many respondents talk about the need to appreciate
different national cultures. Training and development
through multinational staff colleges and training exercises
can help build these competencies. However, it is
equally important that these skills are recognized and
encouraged. For example, collaboration skills should be
identified in leaders’ responsibilities and collaboration
“champions” could be identified for each operation.
To bridge the collaboration gap and optimize the use
of resources and the performance of future coalition
operations, defense forces need to make progress on
all fronts and be committed to a long-term improvement
plan. Coalition planners need to understand the demands
of particular operations and compare these with the
combined capabilities of the coalition. Targeted actions
then can be taken in the areas of collaborative ways of
working, sharing information and exploiting technology
to tailor the coalitions’ capabilities more closely to the
demands of the missions. Training to a common standard
and superlative leadership will help ensure these plans
are executed.
As defense forces take these actions to improve coalition
performance, they should benefit from continuous
improvement in the effectiveness of their coalition
operations. This, in turn, will help sustain long-term
relations among defense forces and, most important, lead
to increased success on operations.

About the authors
Alan Baldwin, Colonel (retired), is the market and
solution development leader for the IBM Global Defense
Industry and its Network-Centric Operations initiative,
focusing on global defense and intelligence organizations. He has served as an executive consultant since
leaving the Marine Corps in mid-2004. Colonel Baldwin’s
Marine Corps career culminated with his role as the
Senior Intelligence Officer for both the initial combat
operations in Operation Enduring Freedom and Operation
Iraqi Freedom. He served in a variety of command and
staff positions during his 32-year career. He commanded
infantry, reconnaissance and intelligence units and served
in senior intelligence officer positions in both Marine and
Joint commands. He also held key strategy and education
leadership positions. He holds three master’s degrees. He
can be contacted at alan.baldwin@us.ibm.com.

John Reiners is a senior managing consultant with 20
years of experience directing and working on business
improvement projects for both the public and private
sector. He has several years’ experience on consulting
projects with the U.K. Ministry of Defense, working on
business transformation projects for Land, Sea and
Air Front Line departments. He now works for the IBM
Institute for Business Value, where he researches, writes
and deploys studies on issues of strategic importance to
the Public Sector. He can be contacted at john.reiners@
uk.ibm.com.

Frans Picavet, Major General (retired), is the IBM Global
Network-Centric Operations “Ambassador.” As a senior
subject matter expert, he contributes to the development
of IBM NCO policy, concepts and implementation
guidelines. He has particular responsibility for working
with NATO, where he previously worked as Director of
the NATO Consultation, Command and Control (C3) staff
and covice chairman of the NATO C3 Board. He has 37
years of experience with the Netherlands Army, reaching
the rank of Major General. He is a frequent speaker at
conferences on subjects relating to network-centric
operations, in particular focusing on the technological,
behavioral and organizational transformation required
to achieve NCO. He can be contacted at frans.picavet@
be.ibm.com.

Smarter defense for a safer planet

63

Bridging the collaboration gap

About our contributors
Fred Stein, a retired Colonel of the U.S. army, is one of the
original thinkers at the outset of network-centric warfare
(NCW); coauthor of the book Network Centric Warfare;
holder of the Arthur K. Cebrowski Award; and contributor
to the advancement of NCW theory, NCW engineering
development and NCW support to operational units.
The Royal United Services Institute (RUSI) is an
independent think tank engaged in cutting-edge defense
and security research. A unique institution founded in
1831 by the Duke of Wellington, RUSI embodies nearly
two centuries of forward-thinking free discussion and
careful reflection on defense and security matters. RUSI
consistently brings to the fore vital policy issues to both
domestic and global audiences, enhancing its growing
reputation as a “thought-leader institute,” winning the
Prospect Magazine Think Tank of the Year Award in 2008.
Elizabeth Quintana is Head of Technology and Acquisition
at the Royal United Services Institute in London. She
is the author of the 2007 white paper “Is NEC Dead?”
which analyzed the United Kingdom’s move to network
enabled operations through the lens of the U.K. Ministry
of Defence’s industrial partners. She has a number of
other research interests, which include the ethical and
legal implications of automation on the battlefield, cyber
security and the military use of space.

64

IBM Global Business Services

The Hague Centre for Strategic Studies (HCSS) conducts
strategic research and analyses on issues of international
peace and security, geopolitical developments and global
trends, conflict management, defense transformation
and terrorism. HCSS was established in 2007 as an
independent think tank by the Netherlands Organisation
for Applied Scientific Research (TNO). HCSS combines
the technological know-how of TNO with strategic
expertise, enabling policy-oriented analysis and research.
It translates conceptual thinking into solution-oriented
policy and operational recommendations.
Stephan De Spiegeleire is Senior Defence Scientist at the
The Hague Centre for Strategic Studies. He has worked
for a number of think tanks on both sides of the Atlantic
(ten years for RAND) in various areas of defense and
security planning. He has just published “Closing The
Loop. Towards Strategic Defence Management.”

Key IBM contributors

Contacts

Stephen M. Bahr; senior managing consultant; Global
Defense/Network-Centric Operations; IBM Global
Business Services; Colonel, U.S. Army (retired)

William R. Phillips
Global defense industry leader
IBM Global Business Services
william.r.phillips@us.ibm.com

Michael L. Clifford, Asia Pacific defense subject matter
expert, IBM Global Business Services
Barry Eldridge, Network-Centric Operations enterprise
collaboration solutions leader, IBM Global Business
Services
John Palfreyman, Network-Centric Operations solutions
leader, IBM Global Technology Services
John Park Jr., Network-Centric Operations solutions
business development executive, IBM Global Business
Services
Lawrence Sellin, business solutions partner, Nordic
region, Network-Centric Operations, IBM Global Business
Services
Mike Small, intelligence leader, Network-Centric
Operations, IBM Global Business Services
Fred Streefland, Defense and Network-Centric Operations
solutions professional, Benelux, IBM Global Business
Services
William Timme, Navy/Marine Corps coaccount leader, IBM
Global Business Services

Leendert van Bochoven
EMEA defense leader
Network-Centric Operations
IBM Global Business Services
L_van_Bochoven@nl.ibm.com
Shaun Watson
Asia Pacific defense business development executive
IBM Global Business Services
shaun.watson@au1.ibm.com

References
1

Four-eyes countries are the United States, the United
Kingdom, Canada and Australia. The five-eyes countries
include the previous four and the addition of New
Zealand.

2

“Goldwater Nichols Department of Defense
Reorganization Act of 1986.” National Defense University
Library. http://www.ndu.edu/library/goldnich/goldnich.
html

Smarter defense for a safer planet

65

Exploiting
intelligence

66

IBM Global Business Services

Leveraging commercial innovation
to benefit military and civil
intelligence organizations
1. Executive summary
Today, the challenges to organizations that seek to protect
societal and commercial interests from attack are unprecedented in both magnitude and complexity. Those behind
the threat are increasingly unpredictable, innovative and
agile. Intelligence organizations have access to – and
must gather and analyze – more raw data than ever from a
growing number of disparate sources, in different formats
and languages. Governments demand public protection
and incident prevention in a climate of increased scrutiny, with the ever-present risk of litigation when things go
wrong.
Intelligence organizations are increasingly unable to
combat these complex threats alone and need to collaborate with others to be effective. This requires a very
delicate balance. The most sensitive information must
be protected, but in order to achieve results, as much
information as possible must be shared with trusted third
parties and, in some cases, unfamiliar partners. The ability
to share and analyze information quickly, effectively and
securely lies at the heart of efforts to improve the overall
process of intelligence creation.

noted parallels between the challenges surrounding the
gathering and analysis of intelligence and the need for
commercial and government organizations to transform
their business by making better use of information.
This transformation can be accomplished by changing
the way information is handled within the organization.
New information architectures and deployment models,
developed in recent years, can be of great benefit to
intelligence organizations. An open, service-oriented
architecture (SOA) addresses the need for business
responsiveness and the sharing of information across different trust levels.
When implementing an SOA solution, it is possible to get
bogged down in building the infrastructure itself, diverting
attention and resources from realizing the desired business outcome. We responded to this issue by building a
reusable SOA foundation to help our customers to focus
on realizing the business (mission) services they need to
achieve the outcome they require. This is an example of
how the leveraging of commercial offerings can help intelligence organizations achieve rapid delivery of the total
solution with reduced implementation risk.

IBM is an acknowledged thought leader and innovator in
the use of technology for both business and government.
Our smarter planet initiative is an example of this changefocused innovation. We also have a wealth of intelligence
industry knowledge, gained in a number of projects
with major government agencies. We have, therefore,
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Commercial visualization and analysis packages can also
be used to advantage by intelligence organizations, forming a sound basis for coping with and deriving actionable
intelligence from vast amounts of data. Although specific
customization and configuration will always be needed for
these organizations, starting from a tested base enables
them to benefit from the investments and innovation
enjoyed by the broader technology marketplace.
This white paper is aimed at intelligence analysts and
technology leaders in military and civil intelligence organizations, who are considering how they might leverage
commercial technology and innovation to help them
accomplish their mission better and more efficiently. It
is intended as an overview, illustrated throughout with
practical examples of how commercial innovation can be
applied in this most challenging environment, and purposefully avoids digging too deep into technology.

2. Intelligence challenges
In a climate where governments demand total protection from an unpredictable, sophisticated threat – and
faced with ever-increasing volumes of raw data in multiple languages and formats – intelligence organizations
are required to work in a complex partnership web to be
effective.

Threats are becoming more sophisticated,
and improved responsiveness, combined with
cross-agency and international collaboration,
are needed to combat them.
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Beating the unpredictable threat
The current threats facing intelligence organizations are
extraordinarily diverse. They can be adaptive, improvised,
highly technical, networked, agile, omnidirectional, sophisticated and innovative – or even very simple and basic in
nature. A threat scenario can also evolve out of any combination of these factors. Because of this variability, the
current environment within which intelligence organizations operate is becoming more unpredictable on a daily
basis.
In earlier times, the threat was well known and intelligence
services were organized accordingly. The capabilities,
capacities, the strengths and weaknesses of our adversaries were known and their intelligence strategies were
clear. This is no longer the case due to the diversity and
complexity of threat factors. The dynamic nature of the
threat is also an important consideration: adversaries,
constantly challenged by developments on our side, are
forced to be adaptive, responsive and agile. This aspect of
threat behavior is one of the most difficult to predict.
In the face of the ongoing development of capabilities and
capacities by our adversaries, our intelligence organizations need to gain and maintain information superiority.
Without this information superiority, the creation of highquality intelligence is impossible. This requires intelligence
organizations to improve their organizational processes and
team skills, in order to be more agile than the adversary.
As shown in Figure 2-1, these improvements need to be
underpinned by a robust technology infrastructure that
improves the way in which information is managed and
shared. In this unpredictable and fast-paced environment,
the ability to make the right decisions quickly is critical.
Speed and accuracy – these are the core of the challenge.
We need to not only sense, decide and act more quickly,
but do a better job of developing accurate, relevant and
comprehensive intelligence to support decisions so that
the most appropriate and productive action can be taken,
whether it’s the application of diplomatic or economic
pressure, kinetic force or humanitarian aid.

Figure 2-1.
Beating today’s threat
Figure 2-1.
Beating today’s threat
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The intelligence cycle as shown in Figure 2-2 is a key part
of this process. A good knowledge of the interaction of the
cycle is a prerequisite to achieving the goal of fast, accurate decision support.

Figure 2-2.
The intelligence cycle

Dissemination
Direction
Analysis

Collection
Collation
Evaluation

The data challenge
The sheer volume of raw data being generated around
the world today is staggering. Digital information is growing every day at a rate 350 times the volume housed
in all the U.S. university research libraries. Information is
being authored by billions of people and flowing from a
trillion intelligent devices, sensors and all manner of instrumented objects. Fully 80 percent of new data growth is
unstructured content: e-mail, documents, images, medical records, video, audio and more. To keep up with the
speed of transactions today, systems may have to take
in all types of event information in real time, correlate it,
analyze it and take an action more than 60,000 times a
second.

There is a vast quantity of raw data
available, but it’s in different formats,
different languages, from different source
types and is often hidden from view in
data silos.
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Raw data is in some ways the single greatest issue facing
intelligence organizations. There is certainly no shortage
of it. As battle space sensors become more pervasive,
they are injecting unprecedented amounts of data into
intelligence-gathering systems in a continuous stream.
This can be supplemented with unstructured, opensource data from the Internet and integrated with still more
data from a vast variety of civil and military collectors.
In the last century, obtaining information was a major challenge. Today, management and analysis of information is
the most pressing issue, because in addition to the sheer
volume and speed of the data stream, it is in different formats, often in different languages and is obtained
with different levels of “trust” from different sources.
Furthermore, the expectations of users have increased
because of their familiarity with the pervasive nature of
commonly available networks (Internet, intranet, WANs,
etc.) and their associated search engines.
The need to share data is also greater than ever. Today
the users of data are more willing to exchange it than they
once were, simply because they know there is more data

“out there” in the world; data is seen as more of a commodity than it once was. Sharing between analysts is not
new. What is new is the increasing demand for product
from a far broader customer group, ranging from those
with traditional security clearances to those with none.
Concepts such as information “push” and “pull” (the
automatic propagation and retrieval of information via
electronic means) also add to the management challenge. The growing diversity of the customer
base has given new legitimacy to a broader range of
information sources. Increasingly clients believe that Open
Source Intelligence (OSINT) will provide “the” answer – and
it is, after all, easier and faster to access. This means that
analysts are forced to compare their classified and verified intelligence (from many sources, outlined in Figure
2-3) with the OSINT in order to answer the questions
and thoughts of their clients, and do so in a very short
time frame. This not only results in an increase in the total
amount of data being used in the intelligence cycle, it also
puts added pressure on analysts and systems to deliver
quickly. This high speed of analysis is now considered the
norm.

Figure 2-3.
Data sources
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Abbreviation

Meaning

Example sources

HUMINT

Information collected and
provided by human sources

Diplomatic reporting, espionage, detainees,
refugees, police patrols, special reconnaissance

SIGINT

Information collected by
interception of signals

See COMINT and ELINT below

COMINT

Information collected
by interception of
communication signals
between people

Voice intercepts (including decryption),
text interception, digital channel intercepts,
traffic analysis, direction finding

ELINT

Information collected by
interception of signals
between machines

Collection, analysis and classification of signals,
such as RADAR pulse trains

IMINT

Information collected
from analysis of images

Satellites, aerial reconnaissance,
unmanned aerial vehicles

OSINT

Information collected from
publicly available sources

Media (e.g., newspapers, magazines and
television), Web-based communities and
social networks, government reports,
conferences, academic journals, Web-based
maps and images (e.g., Google Earth/Maps)
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One hundred percent
Rule 1: The intelligence analyst is always right.
Rule 2: If the intelligence analyst is not right, rule 1 applies!
These rules may have applied some 10 to 20 years ago,
but not now. The intelligence community’s clients have
changed. They are skeptical and not inclined to believe
anything they hear and see. Yet, they demand 100 percent
accurate intelligence assessments, preferably on very
short notice, presented in the most innovative dissemination forms.
Clients have access to OSINT sources as their reference,
which is fast, easily accessible and understandable.
OSINT information is not always validated and sometimes
completely wrong, but this fact is often disregarded.
Allowing a situation to arise where clients have to base
their decisions solely on OSINT because nothing else is
available in the required time frame must be avoided at all
costs. Equally dangerous is allowing intelligence analysts
to succumb to the pressure of time and circumstance
and short-circuit the process by relying on the daily news
cycle.

Governments demand 100 percent public
protection, event prevention (rather than
post-event analysis) in a climate of increased
scrutiny due to human rights and data
protection laws.

The consumers of intelligence products often have the
impression that the sources for the intelligence analysts
are complete, structured, clear, and up-to-date. This has
never been true. The fact that most clients don’t have the
knowledge of the complexity of the intelligence cycle
and the current data overload means that the intelligence
community is faced with a constant need to design and
implement a broader and more sophisticated awareness
strategy. This awareness strategy can only be successful
if the final intelligence assessments are accurate and the
intelligence sources and means used to reach this outcome can be explained to the clients.
The smart use of technology is a must in today’s intelligence cycle, where the analyst can add value to the
end-to-end process while technology and smart intelligence tools take the strain of bulk data analysis.
With the correct balance of technology, sources and
human expertise, timely and high reliability decisions
can be made, even in today’s challenging data overload
situations. The goal is to bring the decision point forward
and facilitate anticipatory action as shown in Figure 2-4.
Often this is enabled through assumption-based planning
which relies on judgments being made on the completeness of the available information. This kind of planning
is an iterative process: new information can change the
assumptions upon which the earlier decisions were made
and force a re-evaluation and new decision cycle.
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Figure 2-4.
From reacting to anticipating
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Collaboration is a must in today’s intelligence world. Every
organization, entity and element has something to add to
the intelligence cycle. Without the proper collaboration,
the necessary information superiority state will never be
reached.
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Military missions that are joint or combined are the norm
today and can involve a broad range of potential partners.
All parties need to cooperate and coordinate closely to
achieve mission objectives, which entails a high degree of
information sharing. This requires agreed-upon standards,
procedures and instructions, as well as a solid technological foundation to support collaboration across trust levels.
Of course, this also applies to intelligence organizations.1

The challenge for intelligence organizations is rooted in
the fact that they work with sensitive information, protected sources and need-to-know criteria, which are
not “easy-to-share” elements. An appropriate balance
between the demand for information sharing and the
need to know must be reached. This is dependent on
many factors, such as policy relationships, personal trust,
technical interoperability and culture. Nevertheless, there
is always a conflict between those who seek information
(collaborators) and the protectors of that information. The
challenge for the intelligence community is to reach the
best balance between sharing and protecting, without
losing lives or compromising sensitive information.

3. Commercial innovation and intelligence
While intelligence organizations have very special needs,
the information management challenges they face are,
in many respects, the same as those faced by the commercial sector. This represents a significant opportunity for
intelligence organizations to leverage many of the proven
solutions already available in the marketplace. Although
specific customization and configuration will always be
needed for an intelligence organization, starting from a
commercial basis will enable the organization to benefit from the investments and innovation enjoyed in the
broader market.

Organizations need to collaborate to be
effective. This requires a delicate balance
that involves sharing as much information
as necessary with trusted parties, while
protecting the most sensitive information,
and this in turn places great demands on
security processes and technology.

Parallels and differences
Many parts of the commercial sector are benefiting from
IT solutions that deliver what has been termed information
on demand. In many ways, the nature of this information
and how it is generated is quite similar to that produced
by the intelligence community. Like intelligence organizations, commercial organizations invest in technology to
bring together different information sources, in different
locations, using different formats to achieve corporate and
complex goals – but in their case the goals themselves
may be pharmaceutical research, or fraud detection or
supply chain optimization.
The overall characteristics of the systems required by
intelligence organizations are much the same as those
needed for commercial enterprises, but the intelligence
community places greater emphasis on certain aspects
because of the unique challenges they face:
• Preemptive (incident prevention) rather than reactive
operations
• Elimination of any form of cognitive bias from the analysis process
• Underpinned by complete auditability and accountability
• The need to share information with other organizations
who may operate at a different trust level, while protecting the most confidential information governed by strict
“need to know” principles
Figure 3-1 shows a practical example of the similarities and differences between a solution for intelligence
analysis and an information-on-demand solution for investigative journalism.
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Figure 3-1.
Intelligence versus information on demand
Stage

Intelligence analysis

Investigative journalism

Collection

Information gathering from
diverse, pervasive sources
listed in Figure 2-3. Will
include sensors, open source
data (e.g., Internet) and
specialist collectors.

Information gathering from sources, which will
include open-source data (e.g., Internet), other
research, contacts, network, etc.

Evaluation

Assessment of type, quality
and format of information
in a way that prevents
supposition and supports
legal challenges after
the event.

Assessment of reliability (based on trusted
sources), prevention of supposition, removal
of risk of libel/litigation/damages.

Collation

Activity to standardize, align
and cleanse the information.

Alignment of different sources, correlation
between sources, information cleansing.

Analysis

Application of analysis
techniques to identify the
value in the information.

Depending on journalistic standards in play,
analysis may be subject to bias towards the
journalist’s point of view and highly goal oriented.
In the extreme case may use “shock value” for
maximum impact. Less rigor may be applied,
and is likely to be less tools-based than
intelligence analysis.

Dissemination

Distribution and sharing
of information to operational
units, governed by trust /
security considerations
and dependent on the
information type.

Publish article based on information gathered
and conclusions drawn through chosen
channels (e.g., radio, Internet, television etc.).

Direction

Setting strategic and tactical
direction for the intelligence
function or task

Scope setting for future investigative work,
leading to follow-on articles.

Leveraging commercial innovation
Historically, the demands of the intelligence user have
been sufficiently different from commercial needs
that made-to-order and proprietary technologies were
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necessary to meet stringent requirements, including performance, reliability, security and scalability. However, the
increasing needs of the private sector have changed the
balance, making commercial solutions viable candidates
for consideration by intelligence organizations.

Recent commercial demands and IT innovation have
driven solution development to satisfy numerous challenging requirements, including:
• Performance and scalability requirements for financial
services enterprises
• Predictability requirements for manufacturing industries
• Support for widely distributed and intermittently
connected sensors and portable devices in the oil and
distribution industries
Our approach to building intelligence solutions is to realize as much of the solution as possible using well-tried
and tested commercial offerings, while adhering to open
standards to ensure interoperability. This allows us to leverage the considerable IBM investment in commercial SOA
solutions development, which is currently estimated to
be in excess of US$1 billion per year, to package SOAbased solutions to benefit our intelligence customers.
This approach speeds deployment and reduces costs,
but in itself is not sufficient to meet the all the needs of
intelligence analysis. To complete the solution, we employ
our industry knowledge and technology expertise to build
on this commercial technology base to meet the most
demanding functional and non-functional needs of our
intelligence customers.

The needs of the commercial sector are
increasingly stringent; therefore, their IT
solutions must be increasingly robust. This
fact is of considerable benefit to intelligence
organizations.

SOA for sharing, reusing
Service-oriented architecture is an approach to designing and building IT systems that has become widespread
over the past few years. The SOA approach is inherently
modular. Applications are decomposed into separate,
reusable “services” that are then made available to “consumers.” Services can be consumed independently of
one other or linked together to support business processes. They are also shared between applications, which
makes for much greater efficiency.
A key advantage of the SOA approach is its common,
organization-wide IT and data framework. This helps with
the elimination of data and functional silos and facilitates
information sharing.
SOA is ideally suited to the needs of intelligence organizations that are faced with the demand for faster analysis
and delivery. The adoption of SOA brings flexibility, by
plugging services together to meet rapidly evolving operational needs, while reducing cost by removing duplication
and redundancy. SOA promotes reuse, thus enabling an
increased tempo of solution development in response to
changing threats. By embedding the principles of open
standards and supporting translation between standards,
SOA also allows organizations to work together without
the need for massive change in either technology or processes.

An open, service-oriented architecture
addresses the need for business responsiveness
and the sharing of information across
different trust levels. This can form a sound
basis for intelligence analysis.
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When implementing an SOA solution, it is possible to get
“bogged down” in building the infrastructure itself, diverting attention and resources from realizing the desired
business outcome. We responded to this issue by building a streamlined, reusable SOA foundation for NetworkCentric Operations (NCO SOA-f) that enables the use
of an open standards-based messaging facility (termed
the Enterprise Service Bus) and a supporting core (or
technical) services including Collaboration, Mediation
and Information Assurance. The common NCO SOA-f
infrastructure is an integrated set of software projects
combined with a library of delivery services well suited to
the needs of intelligence analysis, as shown in Figure 3-2
below.

The NCO SOA foundation was designed and built for
rapid implementation and time-to-value, to help our customers focus on realizing the business (mission) services
they need to achieve information advantage rather than
the details of solution development and deployment. It
reduces risk while eliminating duplication, enabling the
realization of the benefits shown in Figure 3-3 below.
For more information about the NCO SOA foundation
and its usage, refer to the IBM NCO Service-Oriented
Architecture foundation white paper (Pub. number:
GVW03007-USEN-00) and the Quocirca Standardised
Battlespace SOA report.2

Figure 3-3.
Selected benefits of NCO SOA foundation

Figure 3-2.
NCO SOA foundation overview
Business services

Intelligence 3 –
Remote

Intelligence 2

Intelligence 1

C2 -3 –Remote

Command &
Control 2

Command &
Control 1

Logistics 3 –
Remote

Logistics 2

Logistics 1

Flexibility

• Built entirely of commercial off-the-shelf software and
according to industry/open standards

Speed

• Includes pre-configured, ready-to-run “images”
• Enables clients to get a fast start to realizing the benefits
of SOA

Focus

• Focuses right away on the mission thread/business process
(business value)

Complexity/Risk

• Enables clients to implement complex functionality faster
and with lower risk

Cost

• As proven in previous customer engagements, implements
faster, with less labor, less risk and lower overall cost

Interoperability

• Includes a full commercial catalog of existing “connections
and adapters,” providing interoperability with existing
enterprise systems, as well as with newer systems

Enterprise Service Bus (ESB)
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ESM 1

2

Messaging

1

Discovery

Collaboration

Application

Mediation

Storage

IA / Security2

User assistance

Core (or technical) enterprise services

Workflow for end-to-end intelligence

Fusion, analysis and visualization explained

While the conceptual process for intelligence analysis
may be sequential, the real-world workflows that support it are, in fact, multithreaded – and this defines certain
characteristics that information systems must have. An
intelligence analyst will often be working on different
stages of the intelligence cycle, as shown in Figure 2-2
on page 69, in parallel, and/or on several requests at the
same time. The system must be able to assist by providing the analyst with the current status of all analyses. This
may be part of a standard, defined workflow for this type
of analysis, but also be flexible enough to record ad hoc
requests and results. Additionally, it should ensure that the
analyst is working on the correct revision of an information
request while facilitating the capture of assumptions, decisions and dependencies.

The core elements of the intelligence analysis process
involve converting data into usable information, fusing
the information from different sources and deriving intelligence value from this information.

The workflow processes must also capture the accountability levels and auditable actions taken at each stage of
the analysis cycle, thus supporting the decision-making
process by allowing the chain of command to understand
how a decision or recommendation was derived and linking this to the underlying data sources.

The challenges of coordinating the different
steps in the derivation of actionable
intelligence from source data cannot be
underestimated. Commercial workflow
methodologies and enabling technologies can
be applied to address the needs of intelligence
organizations.

The data sources can be categorized into:
• Unstructured data, including text documents, interview transcripts, reports, Internet content and text from speech/
video transcripts
• Structured data, including tables, spreadsheets, captured
forms and database content
The unstructured data is first parsed to extract entities
(such as people or places) and relationships between
entities (such as John Smith lives in London) including
translation as needed. These results are then stored
in a “triple store” to prepare it for fusion with structured
data. The triple store lists the relationships found in the
data such as <John Smith> <works for> <IBM>. A triple
always combines two entities with a relationship between
them. By associating each triple with meta data (information about the data, such as its source, reliability, etc.) it is
possible to attain extremely high precision in subsequent
analysis and recall.
The structured data from different sources, locations and
in different formats is then combined using a technique
called “information integration.” This ensures that the user
(or intelligence application) has a unified view of all the
data sources, which individually remain in their original
locations. The triple stores from the unstructured data
analysis reside in this information consolidation layer and
are used to fuse the unstructured and structured analysis
streams into one consolidated view of the data.
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This consolidated view ensures that the underlying data is
undisturbed. High performance can be attained since we
are not shifting vast quantities of data around. Federating
underlying data stores and their procedures enables
efficient analysis without the need for a direct connection
into legacy databases while maintaining data access procedures such as access control.
At this stage, it is important to correlate or fuse information across the different input sources to discover value in
the information that would be hidden if the sources were
examined in isolation. Take as an example the need to
determine that a person identified in a document (from
the unstructured analysis stream) is the same person held
in the personality data store (from the structured data).
This is non-trivial due to the possibilities for misspelling of names, multiple people with the same name, etc.
Therefore, reliable fusion will use multiple parameters to
reduce or eliminate this type of ambiguity.

Transforming raw data into actionable
intelligence is a complex process that has
close parallels in the commercial sector. Data
must be combined, processed and presented
appropriately, so that valid decisions can be
made. There are numerous commercial tools
available to facilitate this process.
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This fused information and the meta data gathered in the
process is then examined by the intelligence analyst to
derive intelligence value. Several complementary techniques are available to enable discovery of the relevant
information in preparation for further, more detailed analysis. Federated search techniques will distribute an analyst
query across many search engines and present a single,
unified view of the results. Semantic search uses the context or meaning of the information (captured in the meta
data) to refine the search results, as shown in Figure 3-4.
Searching is the mechanism by which the analyst can
narrow his focus; the intelligence value is then derived by
using analysis techniques, such as geospatial referencing,
social network analysis and/or timeline analysis.

Figure 3-4.
Semantic search

Powerful visualization tools are available to view the relationship between this information, or alternatively present
the information in a “dashboard” form, as shown in Figure
3-5. Social networking tools are available to sort through
the information with a Facebook-like user interface. The
information can also be presented to the analyst in statistical or dashboard views.

Commercial tools have the potential to form a sound
basis for the fusion, analysis and visualization needed to
derive actionable intelligence from vast amounts of differentiated data. Some examples of these are shown in
Figure 3-6 below. These packages, rendered as business
services on top of an SOA foundation, can provide a flexible and reconfigurable method of deriving actionable
intelligence from raw data.

Figure 3-5.
Information presentation in dashboard format

Smarter defense for a safer planet

79

Leveraging commercial innovation to benefit
military and civil intelligence organizations

Figure 3-6.
Commercial package applicability
Package

Function

UIMA (Open Source)

UIMA (Unstructured Information Management Architecture)
is an open standard developed by IBM Research for integrating
text analysis components.

IBM LanguageWare®

LanguageWare is a suite of linguistic tools that can operate
over 22 languages including the LRW (LanguageWare Resource
Workbench), a tool for generating rules-based text analysis
annotators for UIMA.

IBM TALES

The Translingual Automatic Language Exploitation System
(TALES) is a multilingual, multi-modal analytic system that lets
English speakers collect, index and access information
contained in foreign-language news broadcasts and Web sites.

IBM OmniFind ®

OmniFind Enterprise Edition provides enterprise search
capabilities. With a single query, you can search for structured
and unstructured data content, across file systems, intranets,
public Web sites and various database and content repositories,
and quickly obtain meaningful, ranked results.

IBM Janus

Janus is a visualization application that is able to display, in
an intuitive and effective way, structured intelligence content.
It helps expose identity-related content either in an individual
way or based on relationships.

IBM Cognos®

Cognos allows for advanced statistical report and dashboard
creation by exposing a direct interface to the data collected
during the intelligence process.

IBM Visual Query Builder

Visual Query Builder allows intelligence analysts to perform
sophisticated searches on structured and unstructured data
revealing relationships between entities such as people,
organizations, places and telephone numbers.

ESRI GIS

Geospatial information system for display and manipulation of
map-based information.

Siebel Workflow

Commercial workflow management package.

4. Usage scenarios

Combating today’s threat

The challenges faced by the intelligence community and
how they can be addressed through the leveraging of
technology can be illustrated by a set of six use cases
that typify what organizations face today. Each use case
can be illustrated by the effect they have on the intelligence analyst.

Over-reliance on static, often rigid legacy systems can
make responding to a new and evolving threat time
consuming and expensive, especially when combined
with prohibitive procurement costs associated with major
upgrades of large, monolithic systems. The use of SOA, by
contrast, provides the flexibility to easily and quickly add
new services, replace obsolete applications or integrate
legacy applications and systems as an organization constantly changes to combat new threats.
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Supporting all stages of the intelligence cycle

As shown in Figure 4-1, in a simplified representation of an
open-source intelligence solution, the SOA core (or technical) services can orchestrate the intelligence services
needed to support an analyst in investigating a new data
source.

Without a highly integrated workflow to support the intelligence analyst, inefficiencies and errors will occur due to
the need to manually move intelligence artifacts through
the process and because of the challenge of tracing the
intelligence product back to source data, analysis process
and analyst’s decisions.

In practice, the range of intelligence services can be vast
and varied as shown in Figure 4-2. Basing the solution on
an SOA ensures that the correct combination of services
can be efficiently brought together to combat new threat
types. By using Web services standards, these service
components can come from a variety of suppliers and be
integrated with minimal effort – and without replacing the
whole system.

The essential components of the workflow are as follows:
• Request for Information (RFI) Management – the bridge between
intelligence staff and intelligence providers
• Case Management – information management services to
control the way in which RFIs are responded to
• Collection Planning – the intelligence gathering requirement
derived for communication to partners and the tasking
collection assets

Due to the unpredictable nature of today’s
threat, it is essential for intelligence
organizations to be able to achieve
information superiority quickly, while
relying on proven, legacy systems.

• Report Writing Services – capture findings, assertions and
facts as intelligence products in report form
• Notification Services – provide user alerts to workflow-related
events, e.g., RFI arrival

Figure 4-1.
SOA intelligence orchestration
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Figure 4-2.
Example intelligence services

82

Category

Service

Purpose

Workflow

Request for Information
Management (RIM)

The bridge between intelligence staff (or other intelligence
consumers) and intelligence providers (e.g., analysts or
collectors) as the first step in the workflow chain.

Workflow

Case Management

Information management services to control the way in
which requests for information (RFI) are responded to.
Intelligence products and reports will be stored in such
a way that the context of their creation, the related
document trail, clients and correspondence history are
clear and accessible.

Workflow

Collection Planning

The collection plan represents the intelligence gathering
requirement derived from RFIs for communication to
partner organizations and for the tasking of locally
managed collection assets.

Workflow

Report Writing

Allows the analyst to capture findings, assertions and facts as
intelligence products in report form. These reports will then
be ingested back into the corpus of information available
and/or disseminated in response to a specific RFI.

Workflow

Notification

Support the other workflow-related services providing
the mechanism to alert users to workflow related events
such as the assignment of an RFI or the arrival of an item
for approval, such as a collection plan, case or report
via e-mail or instant messaging.

Visualization

Summary View

Provides a means of displaying a hit list of results returned
from the search service to the user. The information displayed
is in a column format filtered in accordance with the security
permissions of the user viewing the data.

Visualization

Detail View

Allows a user to “drill” into entries from the summary matrix
to show all the available details on a specific entity. The details
include logically grouped relationships derived between the
entity displayed and other entities present within the system.
The information displayed is filtered in accordance with the
security permissions of the user.

Visualization

Link Relationship

Allows the user to render data in such a way that
relationships between intelligence objects and entities can
be easily visualized subject to the security permissions of
the user. The links between entities are labeled to indicate
the source and type of relationship.

Visualization

Timeline

Depiction of time-based intelligence entities as they unfold
over time, allowing the user to understand cause and effect,
identify patterns and decide upon appropriate courses of
action. Allows analysts to track entities over time and to
identify their associations with an event or incident.

Visualization

Chart Service

The generation of standard graphs and charts, depending
on the type of intelligence objects selected.
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The workflow management aspects of the system must
also support the “hypothesis and test” paradigm, allowing
analysts to pose questions in the form of a hypothesis,
for example: “I believe that x is related in some manner to
person y and event z. Find me all evidence that supports
this hypothesis.” The system will then find the facts, if any,
that support the assertion.
Figure 4-3 shows an example of a hypothesis-testing
scenario. In the screenshot the operator has drawn the
picture on the left to represent the hypothesis that “Truck
x is related to a warehouse with a four-story building
nearby” and has asked the system to “Find any evidence
that supports that they are related.” The system has
replied with annotated imagery of a warehouse and a
HUMINT report where the facts extracted show a relationship between the warehouse, building and truck x.

Figure 4-3.
Supporting hypothesis & test

We think truck x is somehow
related to a warehouse and a four
story building in Kandahar.
Find any imagery or documentary evidence that supports that
truck x is related to the buildings.

Fusing together data silos
Traditional methods of analysis focus on drawing intelligence value from constrained data sets. This presents the
analyst with the need to manually correlate information or
intelligence products between data sources. In addition,
effort can be wasted in re-analyzing data that has already
been processed elsewhere, but which is not visible during
the fusion and analysis phases.
Modern IT solutions address this challenge using two
complementary techniques. Enterprise Information
Integration (as shown in Figure 4-4) provides a mechanism for accessing data from heterogeneous data
sources using the concept of data federation. Once the
data is combined into a single, virtual information integration layer, powerful data cleansing software combined
with identify/relationship resolution can provide precise
insight that was previously obscured.

Combining structured and unstructured data
sources
Traditionally, systems have been limited to processing
structured (e.g., forms or spreadsheets) and unstructured
(e.g., text documents or Internet pages) data sources
separately. This leads to the intelligence product quality being compromised, because the analyst may miss
important information that is in the other “view.” The time
taken to sort through unstructured data will also increase
when there is no structured data to fuse it with, and
the correlation and de-confliction efficiency will reduce
accordingly.
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Figure 4-4.
Enterprise Information Integration
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The triple store (shown in Figure 4-5) provides a means
of extracting the relationships between entities in unstructured data and storing these in a form that can be
effectively combined with other structured data. When
combined with the Enterprise Information Integration
techniques described above, provides the analyst with a
single view of the multiple information sources.
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WWW, e-mail

Open text
document

FileNet

DB2 Content
Manager

The fusion of data from diverse sources helps
the analyst gain a more accurate picture of
the true situation.

Figure 4-5.
The triple store
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Coping with vast amounts of data
An intelligence organization is required to cope with the
vast and increasing amounts of raw data available, from
heterogeneous sources (e.g., the Web) without increasing the size of the analyst team. Unless this challenge is
addressed, the multiplicative nature of data sources can
cause analyst overload: a user may focus on a subset of
the information available and may lose sight of the complete picture. Several complementary technologies are
available to help provide analysts with the increased ability to handle data.
Powerful enterprise search utilities such as OmniFind
Enterprise Edition enable analysts to search structured
and unstructured data content across file systems,
intranets, public Web sites, and various database and
content repositories with a single query, and quickly
obtain meaningful, ranked results. Content retrieved is
made available to search applications by placing it into

Small Taliban group led by
Backa Aka seen in Café Abdul,
Bekka Street, Kandahar
between 1000 local and
1030 local.

Mullah Naqib is the
US National known to be a
member of the Command
Council of Arganh.

Naqib left café at 1130
unaccompanied.

a text index. Content classification is another function
of OmniFind, the storage being organized according
to defined criteria. OmniFind is also able to provide for
semantic search.
Portal-driven user interfaces combined with state-of-theart data tools allow analysts to manipulate, visualize and
interrogate data in innovative ways, increasing efficiency
and productivity. Examples of this technology include the
Visual Query Builder shown in Figure 4-6, which allows
intelligence analysts to perform sophisticated searches on
structured and unstructured data, revealing relationships
between entities such as people, organizations, places
and telephone numbers.
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Figure 4-6.
Visual Query Builder

Collaborating across trust levels
To effectively combat today’s threat, an intelligence solution must be built and designed for multi-level security,
cross-domain sharing and policy-based access controls.
All of these features are contrary to the idea of operating
classified systems as enclaves with transducers or guards
installed at any point where “write down” or “read up” vulnerabilities are identified.
The lack of such features can result in considerable user
frustration and agency inefficiencies resulting from an
inability to achieve meaningful external collaboration. In
such an environment, users will be unsure how they can
discharge their duty-to-share in practice.

The fundamental need to collaborate
with external partners and agencies
requires a delicate balance between special
confidentiality protections and a missionbased duty to share information.
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There are no off-the-shelf, regularized, open standards or
open source implementations of tools meeting all of the
policy-based, dynamically modifiable information-sharing
mandates imposed on the intelligence community. The
IBM strategy is to use virtualization concepts to simplify
cyber security models, making accreditation easier while
strengthening the enforcement of policies.
The key to the trusted virtual domain shown in Figure 4-7
is that each component can attest to its integrity each
time it is initialized or started. Each data path is defined
by a configuration that obeys attestation, authentication,
and authorization rules imposed by a reference monitor.
The paths themselves are isolated cryptographically such
that there is a virtual path for each permanent enclave
or dynamic community of interest. The logical and verifiable properties of a trusted virtual domain are exactly the
properties a corresponding physical domain would have,
but virtual domains can be created and destroyed by
operations directed from a reference monitor or security
policy definition point.
Internal and external network paths are both sources of
many system vulnerabilities, but at the same time, cyber
security-based on-network monitoring is a powerful
approach to suppress network-based threats.
Today, network monitoring is driven by prior knowledge
of vulnerabilities associated with ports, protocols, specific
applications or document types, and known signatures of
mal-codes. In the near future the expected orderof-magnitude increases in network speeds will overrun
these approaches, requiring the adoption of new methods
to handle these issues. IBM Research is approaching
defensive network monitoring as a problem in the area
of scalable stream processing, with probabilistic risk and
threat analysis augmenting current heuristic and deterministic threat analytics.

Figure 4-7.
Trusted virtual domains

Attestation:
mutually verifiable
environments can verify
exact hardware and software
configuration and whether
it has been compromised

Authentication:
each system can be
identified, allowing the
auditing of transactions

Mediated communications:
exchange of information between
members of domains is
transparently authorized
and audited

Isolation:
each domain is protected against
attacks from other domains; damage
is limited to one domain

5. Case studies

Innovating by integrating information

IBM understands the challenges faced by intelligence
analysts and has the right combination of business and
technical expertise to help solve the problems they face.
The concepts introduced in previous chapters can be
illustrated in three representative case studies. While
these case studies are indicative of the challenges faced
on current or previous customer projects, the stories are
made anonymous to protect confidential information and
respect customer sensitivities.

Sandy is just starting her 18th month as Chief Technology
Officer for a government intelligence agency in the
Asia-Pacific region. Over this time she has seen many
changes in the way that the agency is run. Her director
is very energized about improving the quality and timeliness of their intelligence product in response to political
pressures, and in a drive to prevent the ever-increasing
number of terrorist activities becoming public incidents.

Gaining a unified view of data helps a
government intelligence agency improve the
quality of its product.
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About six months ago, Sandy’s team embarked on a
major information integration initiative. Before the project
started, the agency processed structured and unstructured data sources separately, with information feeds
populating different databases analyzed by different
teams of analysts on physically different systems. Through
the project, an information integration layer will be introduced, built mainly from commercial software. This will
enable information derived from unstructured sources –
such as the Internet or news feeds – to be integrated with
information held in the various databases that the agency
is able to access.
Although the project still has some months to run, Sandy
is very happy with progress. The quality and timeliness of
the intelligence product has increased, and the analyst
teams are able to get a real insight into the “pattern of
life” for the terrorist threat through advanced visualization
and comparative analysis methods. The new solution has
full workflow support, and inbuilt audit facilities that allow
her director to brief the agency’s stakeholders with confidence. Sandy is also pleased that the project has made
extensive use of commercial software and innovation; this
has been central to keeping agency budgets within the
aggressive limits set by the government.

Enabling information sharing can
help avert tragedy.
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Painful lessons in sharing
To say he was pleased to be home would be a gross
understatement. Joseph had just returned from a
15-month tour of duty as part of the ongoing coalition operations in Iraq. Any combat mission is stressful, but
the past three months were the worst of all. Joseph was a
senior intelligence officer in theater. As part of a coalition
force, Joseph was required to share intelligence with the
coalition partners. This was fine and natural for most of the
partners who were known, trusted and who used systems
that could talk to each other. It was not so fine with some
of the new partners, who were unknown, did not share the
same level of trust and with whom system interconnection
was not possible.
Joseph’s three-month nightmare started when he received
notification from one such new partner that a bombing
was going to occur in a busy market in Baghdad. Since
the partner was not trusted the information was discarded,
and no action was taken – until the bombing occurred,
with considerable civilian and military casualties.
The post-incident analysis was concluded just before
Joseph left Iraq. It revealed that the quality of Joseph’s
own intelligence information was not high enough for dissemination and action; however, had this been correlated
with the information from the partner, action may have
been taken to prevent the bombing incident.
It was further concluded that with the right combination
of procedural and technical elements, information sharing
is completely possible – even with partners who are not
trusted – while at the same time protecting most sensitive information. Joseph can draw some comfort from the
urgent changes planned to the systems, processes and
training in-theater to reduce the chance of this happening
again.

Turning data overload into insight
Giles is a senior analyst with a European intelligence
agency charged with protecting the homeland from
terrorist attack. In recent year, Giles’ organization has
struggled to cope with vast increases in data volume.
Data arrives from more and more sources each day.
Coping with new sources in different languages – some
structured, others unstructured – is the biggest challenge
that his organization faces.
Until recently, the agency employed more analysts to
cope with the increased load. This did not work well, as
they tended to trip over each other, increasing the coordination load on Giles and his fellow team leaders. Even
with the increased budgets made available for counterterrorism operations and a high-profile Web recruiting
campaign, they could not recruit and train new people
fast enough.
This approach changed when the head of technical
operations attended a conference on commercial innovation. After a hastily convened agency board meeting
and subsequent planning projects, they are now starting
to make smarter use of technology. Automated parsers
and crawlers examine data streams and translators take
care of the bulk of the foreign language input. The ability to automatically extract information during this stage
means that only high-precision information is presented
to the analysts, ensuring that they do not have to spend
inordinate amounts of time finding the proverbial needle
in a haystack. A host of graphical tools are also available
including mapping packages, dashboarding tools and
powerful visual query builders. These allow the analysts
to draw conclusions and provide referential evidence to
support arguments quicker and with greater confidence
than ever before.

Using commercial technology can vastly
improve the productivity of an intelligence
organization.

Since this change, Giles has noticed a real difference
in his personal efficiency. He is now able to concentrate
on higher-level tasks, since less coordination is needed
and his analyst team is more productive. His job satisfaction has increased, because his intelligence product is of
higher quality and delivered faster – in turn engendering
more trust on the part of the agency’s stakeholder community.

Find out more
To learn more about how commercial technology and
innovation can be used to serve the unique needs of the
intelligence community, contact your IBM representative
or visit us at:
ibm.com/government
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Foreword
On behalf of the IBM Center for The Business of
Government, we are pleased to present this report,
“Strategic Use of Analytics in Government” by Thomas H.
Davenport, President’s Chair in Information Technology
and Management at Babson College, and Sirkka L.
Jarvenpaa, James Bayless/Rauscher Pierce Refsnes
Chair in Business Administration, University of Texas at
Austin.
Governments use analytics (often described as “business intelligence”) to enable and drive their strategies
and performance in an ever more volatile and turbulent
environment. Analytics and fact-based decision making
can make a powerful contribution to the achievement of
government missions, just as they are now making to the
accomplishment of corporate business objectives.
In their report, Professors Davenport and Jarvenpaa
explore several important applications of analytics in
government agencies and develop an assessment framework for those that either have not yet embarked on the
analytics journey or are still in the early stages. The report

focuses on four governmental mission and management
areas—health care, logistics, revenue management, and
intelligence—to which analytics has been applied.
While the opportunities from analytics for improving
efficiency and effectiveness in government appear limitless, there is much less clarity about the readiness of
government to embrace analytics. While analytics is often
depicted as a technological innovation, Davenport and
Jarvenpaa are careful to point out that the use of analytics requires managerial innovation.
Tom Davenport is at the forefront of research and thought
leadership on issues confronting the information workers
of tomorrow. His 2007 book, Competing on Analytics, has
won wide acclaim. We hope that this timely and informative report will be useful to public executives at all levels
of government.
Albert Morales
Managing Partner
IBM Center for The Business of Government
albert.morales@us.ibm.com
Toni Yowell
Vice President and Partner
Public Sector Strategy & Change
IBM Global Business Services
yowell@us.ibm.com
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Executive Summary
In recent years, breakthroughs in data-capturing technologies, data standards, data storage, and modeling
and optimization sciences have created opportunities
for large-scale analytics programs. Several organizations
in the private sector have not only leveraged fact-based
decision making, but also created sustained competitive
advantage from data-based analytics. They have built
their business strategies—at least in part—around their
analytical capabilities.
While government organizations and agencies don’t necessarily compete with one another, they use analytics to
enable and drive their strategies and performance in an
ever more volatile and turbulent environment. Analytics
and fact-based decision making can make just as much
or even more of a powerful contribution to the achievement of governmental missions as they can to the
accomplishment of corporate business objectives.
In this report, we explore several important applications
of analytics in governmental agencies and attempt to
develop an assessment framework for those that are yet
to embark on the analytics journey or are still in the early
stages of it. We focus specifically on four governmental areas: health care, logistics, revenue management,
and briefly (because of the paucity of public sources)
intelligence. The four sections identify governmental
organizations that are exploiting analytics to meet their
strategic goals. After the description of these activities

and, in some cases, their impact, we discuss key factors
that the agencies have faced in implementing analytics
and relate them to our analytical capability assessment
framework. We ground this framework in the strategic
management literature, specifically the dynamic capabilities literature.
While the opportunities from analytics for improving efficiency and effectiveness in government appear limitless,
there is much less clarity about the readiness of the government sector to embrace the opportunities. Whereas
analytics is largely depicted as a technological innovation
(often described as “business intelligence”), the strategic use of analytics in both the private and government
sectors also requires massive managerial innovation. On
the whole, while we found many examples of the successful use of analytics in government, we did not find
the elements of leadership, an enterprise orientation, and
long-term strategic targeting that would characterize both
managerial innovation in general and a strategic focus on
analytics in particular. That is, the applications of analytics
we discovered were more tactical than strategic in nature,
albeit important to the successful operations of the organizations employing them.
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The Strategic Use of Analytics

Strategic Analytics in Government

In recent years, breakthroughs in data-capturing technologies, data standards, data storage, and modeling
and optimization sciences have created opportunities
for large-scale analytics programs. Several organizations
in the private sector have not only leveraged fact-based
decision making, but also created sustained competitive
advantage from data-based analytics. These organizations make extensive use of sophisticated analytics,
including forecasting and predictive models, simulation,
and optimization. They employ these tools first deeply
within a particular business domain and then broadly
across the organization.

Government organizations and agencies don’t necessarily
compete, but they use analytics to enable and drive their
strategies and performance in increasingly volatile and
turbulent environments. Analytics and fact-based decision
making can have just as much or even more of a powerful
effect on governmental missions as on corporate business objectives. The actual use of analytics in government
can be either strategic—supporting or even driving the
accomplishment of key missions and objectives—or tactical. Discovering just how strategically important analytics
is to government missions was a key objective of this
research.

For example, the gaming firm Harrah’s has chosen to
compete on analytics for customer loyalty and service,
rather than on building the mega-casinos in which its
competitors have invested. Online retailer Amazon.com
uses extensive analytics to predict what products will
be successful and to wring every bit of efficiency out
of its supply chain. Progressive Insurance has become
a major competitor in the automobile insurance industry based largely on its analytical prowess around the
pricing of risk. Professional sports teams such as the
Oakland A’s, Boston Red Sox, New England Patriots, and
AC Milan soccer team employ analytics to maximize the
quality and effectiveness of their players. These organizations, and a variety of others, have clearly changed
the way they compete; they have transformed their core
1
capabilities by investing in analytics.

There are already notable examples of the strategic
application of analytics in crime prevention, including
2
the CompStat program in New York and the CLEAR
program in Chicago, both of which use geographical
data on crimes to drive placement of officers and other
resources. The CompStat movement has been generalized to other urban performance management functions,
3
including public education in Philadelphia and overall
4
city management in Baltimore. This model is well documented and understood, so it is not the primary focus of
our report. Instead, we focus on the ability of government
to apply analytics to business practices in several other
domains. As with these crime prevention and city management initiatives, however, we focus on government use
of analytics that is strategic, that is, closely aligned to the
strategy and mission of the government agency or organization.

In brief, analytics is the extensive use of data, statistical and quantitative analysis, explanatory and predictive
models, and fact-based management to drive decisions
and actions. A fuller discussion of the concept of analytics
is presented in the box on page 93.
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While the opportunities from analytics for improving efficiency and effectiveness appear limitless, there is much
less clarity about the readiness of the government
sector to do so. Whereas analytics is largely depicted as
a technological innovation (often described as “business intelligence”), the strategic use of analytics in both

the private and government sectors also requires massive managerial innovation. On the whole, while we found
many examples of the successful use of analytics, we
did not find the elements of leadership, an enterprise
orientation, and long-term strategic targeting that would
characterize both managerial innovation in general and
a strategic focus on analytics in particular.
In this report, we explore the successes of analytics
in governmental agencies and attempt to develop an
assessment framework for those that are yet to embark
on the analytics journey or are still in the early stages of
it. We focus in particular on four governmental areas:
health care, logistics, revenue management, and briefly
(because of the paucity of public sources) intelligence.
While there are certainly other domains of government
in which analytics can be applied, these four certainly
provide an overview of the issues involved in their application. The four sections identify governmental organizations
that are exploiting analytics to meet their strategic goals.
After the description of these activities and, in some
cases, their impact, we discuss key factors that the agencies have faced in implementing analytics. We discuss

each agency in terms of the key components necessary
for leveraging analytics in our assessment framework. We
ground this framework in the strategic management literature, specifically the dynamic capabilities literature.
To develop this report, we relied on secondary literature
(on both business intelligence and “the business of government”) to identify agencies or external suppliers to
government agencies as adopters of analytics within the
four areas of health care, supply chain, revenue management, and intelligence. We identified a person in charge of
either an analytical group or a key consultant to that group,
and conducted a semi-structured telephone interview with
that individual. In several instances, the person invited two
or three others from the organization to participate in the
conference call in order to provide a more accurate and
broader description of the analytics activities. In a few
cases where analytical activities were well documented
in the secondary literature, we relied solely on those
accounts. We primarily focus on analytics in the U.S. government, but occasionally address examples and findings
in other countries where we could find them.

What Is Analytics?5
By analytics we mean the extensive use of data, statistical and quantitative analysis, explanatory and predictive
models, and fact-based management to drive decisions and actions. The analytics may be input for human decisions
or may drive fully automated decisions. Analytics is a subset of what has come to be called business intelligence: a
set of technologies and processes that use data to understand and analyze business performance….
In principle, analytics could be performed using paper, pencil, and perhaps a slide rule, but any sane person using
analytics today would employ information technology. The range of analytical software goes from relatively simple
statistical and optimization tools in spreadsheets (Excel being the primary example, of course), to statistical software
packages (e.g., Minitab), to complex business intelligence suites (SAS, Cognos, Business Objects), predictive industry
applications (Fair Isaac), and the reporting and analytical modules of major enterprise systems (SAP and Oracle).
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Concepts, Methods, and Tools for the
Strategic Use of Analytics
The existing literature on strategic orientations to
analytics in the private sector emphasizes several
factors that are almost always present in analytical
competitors. Having a strong analytical orientation
would seem to be a function of data and information
technology (IT), and indeed those resources are critical
for analytical success. However, the necessary IT tools,
both hardware and software, are widely available in the
marketplace. The requisite data may be more difficult to
capture and manage, although private sector firms are
increasingly able to mobilize it given their investments
in enterprise software, point-of-sale systems, and
electronic commerce. Providing data for analytical
applications means that it must be of high quality,
separated from transaction systems in a data warehouse
or single-purpose “mart,” and consistent throughout the
organization. The most successful analytical competitors
also uncover data sources that are new for their industry;
Progressive Insurance, for example, pioneered the use of
credit scores for pricing automobile insurance.
A second attribute is that the firm takes an enterprisewide approach to managing information and analytics.
An organization may begin by working with particular
business problems or functions, but their usage rapidly
becomes cross-functional. It is usually necessary to take
an enterprise perspective to pull together the expertise,
data, and systems that allow the optimization of organizational relationships and resources.
Analytically focused organizations apply analytics to a
clear strategic target or intent that they are attempting
to optimize over time. The target may be based upon
strong customer relationships and loyalty; highly efficient supply chain management; precise risk and asset
management; or even hiring, motivating, and managing
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high-quality human resources. In the private sector, the
implementation of analytical strategy has required a
long, often arduous journey. For example, the Barclay’s
UK Consumer Cards and Loans business took more
than five years to implement its “Information-Based
Customer Strategy,” undertaking technological, process, and organizational tasks to exploit analytics in its
6
credit card and other financial businesses.
Analytical competitors also have strong human analytical capabilities at the leadership and analyst level. They
have senior executive teams that are fully committed to
analytical strategies and capabilities. They also have a
cadre of analytical professionals who can both perform
the needed analyses and work closely with decision
makers to interpret and refine the analytical models.
What is not widely available in either the public or private sectors of the economy is the human dimension of
analytical competition: leadership, disciplined management, and deep analytical expertise. It is these human
attributes that truly differentiate successful analytical
competitors. We therefore argue that managerial inno7
vation is a better approach to establishing strategic
analytical capabilities than technological innovation.
There are now a variety of analytical applications, or
tools, which can be grouped under the term analytics. Some of these applications are used for internal
analytics (financial, research and development, human
resources) and some for external analytics (customers,
suppliers). The box on page 95 describes some of the
best known analytical applications that are now either
in use by government or could be used by government
in applying analytics to analyzing the activities and programs of government.

A Model for Assessing Analytical Capability
We can summarize these traits in an easy-to-remember
acronym—called the DELTA model—that can serve as
the beginning of an assessment approach (see Figure 1).
How do these traits apply overall to the public sector?
We believe that most, if not all, are equally relevant to governments and private firms, but there are some obvious
differences in how they are assessed and applied. The
data, enterprise, and leadership factors are certainly relevant, and apply with minor changes.
Data: Governments often have privileged access to data,
for example, though there may be greater restrictions
on the security and privacy of the data. Government
organizations, however, need to not only capture and
“warehouse” the data, but analyze it. In the revenue management area, many states have not gone beyond data
warehousing. While most of the states use commercial
data management software, Colorado’s Department of
Revenue built its own in-house warehouse and data
8
mining applications.
Enterprise: An enterprise approach to analytics may be
equally applicable, since government organizations also
need to work across functions in order to present a unified
face to citizens and constituents. Despite the need for an

Figure 1: DELTA Model for Assessing
Analytical Capability

D

Accessible, high-quality data

E

An enterprise orientation

L

Analytical leadership

T

A long-term strategic target

A

A cadre of analysts

enterprise-based approach, we found that the fragmented
nature of many government organizations is a hindrance
to effectively using analytics.
Leadership: Leadership is also critical in making analytics
a strategic focus within government organizations, though
we found fewer analytical leaders than in the private

Typical Analytical Applications for Internal Processes9
Activity-based costing (ABC): The first step in activity-based management is to allocate costs accurately to aspects
of the business such as customers, processes, or distribution channels; models incorporating activities, materials,
resources, and product-offering components then allow optimization based on cost and prediction of capacity needs.
Monte Carlo simulation: A computerized technique used to assess the probability of certain outcomes or risks
by mathematically modeling a hypothetical event over multiple trials and comparing the outcome with predefined
probability distributions.
Multiple-regression analysis: A statistical technique whereby the influence of a set of independent variables on a
single dependent variable is determined.
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sector. Governmental leaders do not, as a group, seem to
have recognized analytical capabilities as a route to meeting their strategic goals. There are a few examples of this
leadership orientation in U.S. government, such as Robert
McNamara, former secretary of defense in the Kennedy
administration.
Target: We also believe that a long-term strategic target is
critical in the government sector, although we didn’t find it
to be common in the agencies we researched. Strategic
intent begins with a broad, sweeping goal that exceeds
10
the agency’s present grasp and existing resources. It’s
often difficult in government to secure the long-term funding to press toward a strategic target. Our interviews with
individuals in revenue and tax agencies revealed there
is seldom the commitment and resource base to make
the necessary investments unless the constituency base
or the agency at large faces a major challenge, due to
factors unrelated to investments in analytics. As a result,
long-term strategic objectives in government must usually
be achieved through a series of self-funding initiatives.
However, those who embark on an analytics-focused strategy need to devise a clear and compelling strategic target.
This is in stark contrast to the project goals of many of the
current analytics projects that focus on the operational
level, such as dollars assessed or recovered per audit hour.
These short-term goals may well be realizable in an overall
analytical strategy, but they should not be the only objectives, as they are in many government environments.
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Analysts: Finally, analysts are equally critical to private
sector and government organizations, but it may be difficult for government organizations to hire and continue
to employ high-quality analysts. Some government organizations have looked externally for analytical talent—for
example, to federally funded research and development
centers (FFRDCs) such as the RAND Corporation for
military supply chain analysis, and to MITRE Corporation
for intelligence analysis.
However the necessary resources are procured, analytics
strategy should be seen as a key engine of a dynamic
capability of the firm. Dynamic capabilities allow organizations in fast-changing environments to integrate, build,
11
and reconfigure their internal and external capabilities.
Although the concept of dynamic capabilities is often
applied in the private sector, it is increasingly relevant in
executing government functions and delivering govern12
ment services. For example, revenue and tax agencies
face increasingly dynamic flows of tax revenues; health
care agencies face the prospect of aging baby-boomers
and possible health care reform.

Analytics in Government Health Care
Analytics is increasingly important in health care, and in
virtually every society around the globe, health care is—in
part or in whole—a government responsibility. Even in the
United States, where payment for health care is largely
privatized, government paid 40 percent of the $2 trillion
spent on health care in 2005. Whether the providers and
payors of health care are public or private, analytics is key
to health care performance across at least three domains:
evidence-based medicine, payment fraud reduction, and
the identification of patients for disease management.
In the United States, the two biggest government health
care programs are Medicare (administered by the federal
government) and Medicaid (administered by states).
The Department of Veterans Affairs (VA) also has a large
health care program, the Veterans Health Administration
(VHA). All three health care programs are increasingly
focused on analytics. Medicare is perhaps an exemplar
of disease management, while the states have taken the
lead in Medicaid fraud reduction. The VHA is one of the
leading health care provider organizations in the use of
evidence-based medicine.

Evidence-Based Medicine
Evidence-based medicine (also known as evidencebased practice) is simply the use of the best-available
evidence from clinical research studies to guide the
diagnosis and treatment of patients for specific medical
problems. This approach may seem obvious, but physicians do not often consult evidence in making medical
decisions; one study found they relied on their own
memory or intuition in 70 percent of patient consulta13
tions. A RAND Corporation study found that Americans
receive appropriate care from their doctors only about
half of the time, resulting in 98,000 annual deaths from
medical errors, and another 126,000 deaths from physician failures to observe evidence-based care protocols
for four common conditions: hypertension, heart attacks,
14
pneumonia, and colorectal cancer.

In some institutions, guidelines from evidence-based
medicine are incorporated into online health care protocols to be followed by medical practitioners in treating
patients; in other cases, the practitioner is presumed to
consult online or print-based reference sources (though
given the above study, this may be a dubious assumption).
The U.S. federal government has played a role in both
aggregating and publishing evidence-based practice
guidelines, and in applying them in its clinical practices.
In the Department of Health and Human Services, the
Agency for Healthcare Research and Quality (AHRQ)
attempts to collect and distribute evidence-based
practices in a variety of medical domains. AHRQ evidence reports synthesize and summarize the published
evidence for or against the use of methods of testing,
diagnosing, treating, managing, or preventing diseases.
The agency commissions research to 14 EvidenceBased Practice Centers at medical centers based at
universities and research institutes in the United States
and Canada.
The VHA hospital organization is one of the primary
practitioners of evidence-based medicine in the United
States, and has pursued it along several different dimensions, which has led to a high level of care quality and
performance. The VHA’s approach has a number of components:
• An electronic health record system called VistA
(Veterans Health Information Systems & Technology
Architecture). According to one source, “The venerable
Institute of Medicine notes that the VHA’s ‘integrated
health information system, including its framework
for using performance measures to improve quality, is
15
considered one of the best in the nation.’” VistA also
includes online care protocols and safeguards against
inappropriate drug prescriptions.
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• A database of patient records derived from VistA. “…
electronic medical records collectively form a powerful
database that enables researchers to look back and
see which procedures work best without having to
assemble and rifle through innumerable paper records.
This database also makes it possible to discover
emerging disease vectors quickly and effectively. For
example, when a veteran’s hospital in Kansas City
noticed an outbreak of a rare form of pneumonia
among its patients, its computer system quickly spotted
the problem: All the patients had been treated with
what turned out to be the same bad batch of nasal
16
spray.”
• Widespread use of performance and outcomes
measures, even in difficult-to-measure areas such as
mental health.
• A technology assessment program dedicated to
facilitating evidence-based decision making using
multidisciplinary policy analysis that applies the
best-available scientific evidence on the medical,
social, ethical, and economic implications of health
care interventions.
The VHA’s analytical efforts, along with other initiatives
to improve care, have led to impressive results. Another
recent RAND Corporation study found that VHA hospitals outperform all other provider sectors of American
health care across 294 different measures of quality in
disease prevention and treatment. The study found that
the greatest differences between the VA and the national
sample were for indicators where the VHA was actively
measuring performance and for indicators related to
those on which performance was measured. For six
straight years, VHA has led private sector health care in
the independent American Customer Satisfaction Index.
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Fraud Prevention
Since health care payments are among the largest government payments to citizens, they are also often the
domain for fraud. While Medicare fraud prevention is
to some degree a focus for the federal government in
the United States, prevention and reduction of Medicaid
fraud is a much greater focus at both the federal level
(the Deficit Reduction Act of 2005 increased penalties for
Medicaid fraud and required organizations receiving substantial Medicaid payments to describe their policies for
preventing fraud), and particularly at the state level, where
Medicaid programs are administered. Many states have
fraud prevention initiatives under way, and analytics is a
key tool for identifying payments that may be fraudulent.
As a prominent example, New York State is the largest
provider in the U.S. of Medicaid services, at $44 billion per year, and has a strong focus on analytics for
fraud prevention. The New York State Office of the State
Comptroller identified more than $150 million in Medicaid
claim overpayments in 2005 and 2006 after analyzing historical claims data in the eMedNY data warehouse. These
analyses identified duplicate payments, overpayments to
health care providers, non-billing to Medicare, and miscoding of diseases and payments.
Because Medicaid payments in New York State are distributed through county governments, particular counties
also have analytical fraud prevention initiatives under
way. Onondaga County, for example, is using business
intelligence and analytics tools to identify patients whose
Medicaid prescription totals warrant fraud investigation.
Nassau County on Long Island has launched two multimillion-dollar investigations based on data compiled using
business intelligence tools to identify potential Medicaid
fraud by county residents. County officials believe that
they have saved millions of dollars in savings since 2003,
when they began to use the software tools to analyze
Medicaid claims. Nassau County is also using analytical
software to identify fraudulent transportation claims for
Medicaid reimbursement and saw claims decrease by $1
17
million after the initiative began.

Stephen Acquario, executive director of the New York
State Association of Counties, believes that business
intelligence and analytics are confirming that fraud and
misuse are contributing to the substantial growth of
Medicaid claims. “Anecdotes are no longer going to be
the norm,” he said. “Now, through statistical-driven reporting … we’re able to back up what we had suspected in
18
ways we were not able to do in years past.”
The Department of Veterans Affairs also employs analytics for fraud reduction through the Veterans Benefits
Administration (VBA). The VBA matches income data
with the Internal Revenue Service and Social Security to
ensure the people who receive VA pensions (which are
dependent on having low incomes) aren’t getting more
income than they are reporting. The VBA also analyzes
high-value claims checks, which typically go to people
who have had long-standing disabilities but have recently
filed a claim. The organization produces a dashboard
that the heads of regional offices use to adjust resources,
and also has a dashboard that managers use to evaluate
performance and manage their parts of the business.
Of course, fraud reduction can also apply in other
domains of government health and human services. For
example, in 2004, the state of Michigan implemented a
“reverse wage match” to determine whether recipients of
day care benefits actually received wages from employment; since 2004 the program has identified more than
$17 million in fraudulent payments. In Food and Cash
Assistance programs, Michigan has combined data from
recipient electronic benefits transfers, food assistance
records, participating retailers, and geocode data on store
locations to identify sources of fraud. The system identifies
fraud in terms of clients who have left the state but failed
to report their departure, recipients who travel long distances to patronize stores, and excessive reimbursement
requests from convenience stores and gas stations. While
these fraud prevention efforts are important, the dollars
spent on these programs are substantially smaller than
those on health care; hence, the fraud prevention benefits
are much lower as well.

Disease Management
In disease management, Medicare or Medicaid (or,
in some cases, private health insurance) patients with
chronic diseases such as diabetes or heart disease are
enrolled in programs to help manage the disease and
19
lower the costs of treatment. A large pilot study in the
U.S. called Medicare Health Support is under way, with
over 100,000 participants in eight regions. The programs
are focused particularly on medical conditions that lead
to high costs. The role of analytics in disease management is to identify the patients most at risk for diseases
and high-cost conditions.
Two examples illustrate the problem that disease management is attempting to address. About 14 percent of
Medicare beneficiaries have congestive heart failure, but
these patients account for 43 percent of Medicare spending. About 18 percent of Medicare beneficiaries have
diabetes, yet diabetes patients account for 32 percent of
20
Medicare spending. Disease management programs
are designed to control costs and improve treatment by
closely monitoring patients’ conditions, educating them to
manage more of their own treatment and supporting them
in bringing about behavior changes that could improve
their conditions. Patients are also reminded of tests and
treatments needed at particular times in the course of
their diseases.
While the programs provide services to all patients, those
at particularly high risk of future medical complications
are identified through predictive analytics. Individuals at
risk are identified by disease-specific algorithms based
on medical coding structures and, in some cases, pharmacy data. The analytical techniques employed include
linear or logistic regression analyses, classification/decision trees, and neural networks. Identified patients receive
additional health care or social/behavioral interventions
designed to reduce the risk of avoidable, costly medical
interventions in the future.
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Disease management programs have been shown to
foster improved health through prevented or delayed
onset of complications and related diseases, resulting in
less demand on the system and lower cost to government payors. Early studies have suggested that costs
for patients in disease management programs are up to
25 percent less than those for control groups. However,
analysis of initial outcomes for the 2005 Medicare
Health Support program suggests that cost savings are
not yet of sufficient magnitude to outweigh the management fees charged by the private sector organizations
21
conducting the pilots. Patients and caregivers have
generally expressed high levels of satisfaction with the
programs, but greater efficiencies will have to be found if
these programs are to proliferate more broadly.

The DELTA Model in Government Health
Care
Since a major role for government in U.S. health care is
as a payor, only some aspects of the strategic use of
analytics would be relevant to government executives.
From a payor’s standpoint, the data that would be of
primary interest would most likely involve whether reimbursements are being conducted effectively and legally. This
is, of course, a focus at both the federal and state levels.
But the fact that government payments are overseen
at multiple levels creates an analytical problem from an
enterprise perspective. Medicare payments are centralized, but Medicaid payments are overseen by states and
even counties. The decentralized nature of the “enterprise” in this situation often prevents an extensive effort
to analyze spending effectiveness and to reduce fraud.
Leadership also suffers from this fragmented payment
approach; there is no visible national leader to encourage an analytical perspective on medical payments. The
target of analytical initiatives in health care payment is
primarily disease management for Medicare and fraud
reduction for Medicaid. Finally, there is clearly a shortage
of analysts within government to perform analytical work
on payments. Many of the analysts in this domain come
from either outside disease management or consulting
firms.
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Provider organizations in the U.S. government, as noted
earlier, are largely restricted to the Veterans Health
Administration. This organization seems to have the data
it needs, in part because of its relatively early adoption of
an electronic health record system. It acts as one enterprise. It had strong analytical leadership, particularly
in the person of Dr. Kenneth W. Kizer, the former under
secretary for health in the U.S. Department of Veterans
Affairs. According to Business Week, “In the mid-1990s,
Dr. Kenneth W. Kizer … installed the most extensive
electronic medical records systems in the U.S. Kizer also
decentralized decision making, closed underused hospitals, reallocated resources, and most critically, instituted
22
a culture of accountability and quality measures.” Kizer
had a strong emphasis on both “information management” and “performance management” in his critical
success factors for the VA health system, which are critical
precursors of an analytical orientation. The VA’s targets
were primarily around improving health care quality and
performance (although, as noted earlier, the VA also does
analytical work to prevent fraud on the benefits side of the
organization). Finally, the VA seems to have had sufficient
analysts to accomplish its analytical objectives (although
it also employs outside contractors). While the VA hospital
system could take an even stronger and more strategic
analytical focus, the organization seems to have done
quite well with the resources available.

Supply Chain and Human Resource Analytics
in Government
One of the most important domains for analytics in the
private sector is in supply chain management, where
companies attempt to optimize resources and distribution
channels. More recently, organizations have begun to
focus on the “human supply chain,” or the use of analytics
in human resource processes. These two areas are also
important for governments, and their most aggressive
application has been in the military.

The Origins of Supply Chain Analytics
Supply chain analytics arose out of the analytical discipline of “operations research.” These applications were
used early on within branches of the government—specifically in the military. Because of competitive needs
and the drastic consequences of running out of materiel
in wartime, analytics has long been employed in forecasting, supply route optimization, and naval and air force
operations. Optimization models were employed in World
War II by both UK and U.S. researchers—for example,
they were used to design optimal shipping convoys and
23
bomber flying patterns. In England, the Royal Air Force
used both radar and operations analysis to defeat a
24
numerically superior German foe in the Battle of Britain.
Sir Arthur Harris said his Bomber Command’s Operational
Research Section “had saved the lives of thousands of
aircrew and hundreds of aircraft, as well as being an indis25
pensable aid to military effectiveness.”
By the Vietnam War, operations research was widely
accepted and used broadly within military operations,
in part because Robert McNamara, a strong believer
in analytical tools, was secretary of defense. At times,
the military’s use of analytical techniques led that of the
26
private sector. While many of their military approaches
were successful, they have also been accused of a
mindlessly quantitative approach to decision making
(as with “body counts” in Vietnam, for example, during
McNamara’s tenure as secretary of defense in the 1960s,
when he recruited a second generation of “whiz kid”
analysts to staff his policy offices).

The military remains a leading user of supply chain
analytics today, although private sector firms such as
Wal-Mart typically employ more sophisticated analytical
approaches than the military. In part this is due to the
greater complexity of the military supply chain, particularly
in wartime. In wartime operations, the tempo, volatility, and
stakes are dramatically higher, and the variables more
difficult to model. In wartime, the competition is actively
trying to (1) destroy your resources and logistics pipeline,
and (2) to create demand for what you’re already short
of. There is also no fixed end point to the supply chain;
it moves as battles unfold and as military forces move.
Therefore, military analysts have found it difficult, if not
impossible, to fully model the military supply chain during
wartime.

Current Approaches to Supply Chain
Analytics
Today, however, some analytical approaches are being
employed within the military to manage inventories and
supply lines. The U.S. Army, in particular, has changed its
supply chain model over the past decade or so from
one based on “mass”—moving large quantities of heavy
goods with a “just-in-case” approach to inventory—to
one based on “velocity,” or a more agile, fast-moving
supply chain that operates on a just-in-time inventory
27
basis. Rather than detailed analytical modeling, the
focus over the past several years has been on determining and measuring process flows, and converting Army
officials to the new supply mind-set. Part of the change
involved shifting to new metrics, such as the “customer
wait time” measure employed in the private sector.
Within this velocity-based approach, however, it is
critical—more so than in the private sector—to avoid
shortages of critical supply items. To improve the likelihood that needed parts are available, the Army employs
28
an analytical approach called “dollar cost banding.”
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This algorithm for inventory management adjusts “the criteria for determining whether an item should be added or
retained according to the item’s criticality, mobility impact,
end item density, and dollar value.” Items that don’t cost
much to store as inventory, but are mission critical, are
more likely to be kept in stock than larger, heavier, and
more expensive items. The dollar cost banding algorithm
has proven to be more effective than the previous “days
of supply” algorithm used by the Army to prevent stockouts while still lowering the cost of carrying inventory.
Most importantly, repair times for key military equipment
(such as tanks) have been reduced by as much as 29
percent. The decision rules for the new algorithm also
can be automated, which reduces the burden on Army
supply managers.

Human Resource Analytics

Logistical analyses may happen both at some remove
from battlefield activities and in close proximity to them.
They may be done in isolation or as part of an overall
set of battlefield course-of-action alternatives presented
to battlefield commanders. Battlefield operations analysts may also collaborate closely with commanders to
provide insights on how best to achieve their objectives.
According to one inventory of field-based U.S. Army operations research analysts in 2005, there were:

Of course, military staffing can become a political issue
that may overshadow analytical planning for optimized
resource levels. For example, RAND analysts studied
the ratio of occupying forces to population levels in several “nation-building” exercises after World War II, and
concluded that in order to keep the peace in Iraq, over
30
500,000 troops would be required. The U.S. administration
found that number politically unpalatable, however, and
deployed less than a third of that number. Analysts may
have done their jobs (and hindsight has largely suggested
that they were correct), but decision makers relied on
other criteria.

• Six with the Multi-National Forces–Iraq
• Three with the Multi-National Corps–Iraq
• Two with Combined Forces Command–Afghanistan
• One with Combined Joint Task Force-76 in Afghanistan
• One with the Headquarters, 3rd Infantry Division (UEx)
According to Lieutenant General David Melcher, the
deputy chief of staff, their presence was at the request
of field commanders, and the organizational designs for
Army transformation call for specified numbers of analysts
29
at particular points in the field hierarchy.
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The military has also increasingly employed analytical approaches to the human resources “supply chain.”
Particularly in wartime with an all-volunteer military,
the U.S. armed forces are turning to analytical decisions related to recruitment. The analytical domains
include forecasting, recruiting segmentation and pipeline
models, attrition models, and force reduction strategies.
Forecasting analytics generally takes place at the level of
large military populations (for example, specific services
such as the Army or the civilian force within the Army) and
includes modeling and testing of alternative policies and
resource (for example, enlisted vs. civilian vs. contractor)
mixes, and the impact of realignments, incentives, retirements, and so forth.

Recruiting for the armed forces is increasingly viewed as
similar to a marketing and sales exercise, and many of
the same techniques employed in commercial firms to
attract customers are being employed to attract recruits.
Segmentation models employ geodemographic data to
determine which types of potential recruits should receive
31
which promotional materials. Pipeline analyses model
the number of recruits at every stage in the recruiting

Typical Analytic Applications in Supply Chain32
Capacity planning: Finding the capacity of a supply chain or its elements; identifying and eliminating bottlenecks;
typically employs iterative analysis of alternative plans.
Demand-supply matching: Determining the intersections of demand and supply curves to optimize inventory and
minimize overstocks and stockouts. Typically involves such issues as arrival processes, waiting times, and throughput
losses.
Modeling: Creating models to stimulate, explore contingencies, and optimize supply chains. Many of these approaches
employ some form of linear programming software and solvers, which allow programs to seek particular goals, given a
set of variables and constraints.

process (similar to a sales lead pipeline) and alert recruiters when the pipeline falls below desired levels. The U.S.
Army Recruiting Command, for example, uses geospatial
data in its Graphical Accessions Mapping Analysis Tool
(GAMAT), which tracks the progress of recruits from first
contact through boot camp and presents the information
33
to recruiters in geographic form. Recruiters also have
access to online market penetration analyses and their
34
own performance reports. Attrition models are used to
identify recruits that have had some contact with the Army,
but who have not yet enlisted and who are in danger of
falling out of the process.
Supply chain and human resource analytics for the U.S.
military are most actively pursued outside of government,
in research centers, consulting firms, and universities. The
RAND Corporation has been particularly active in both
supply chain and human resource activities on behalf of
the U.S. Army. RAND’s Arroyo Center is the Army’s only
federally funded research and development center. In addition to traditional military research programs on strategy
and technology, Arroyo has a “Military Logistics” program
that carries out analysis on supply chain programs, and
a “Manpower and Training” initiative that “applies sophis-

ticated economics and social science methodologies to
Army personnel and training issues. It stresses quantitative
analysis and testing of alternative policies and resource
mixes, all oriented toward choosing appropriate strategies for manning, training, and structuring the Army for the
35
future.”
Consulting firms also play a role in analytical research
and practice development. Booz Allen Hamilton, for example, has worked with the U.S. and other governments on
analytical projects since the late 1940s. Today large consulting firms around the world work on complex projects
assisting governments to manage operations and supply
chains.
Researchers at several military-oriented universities and
colleges assist in analytical supply chain projects.
The Industrial College of the Armed Forces, Defense
Acquisition University, the Naval Postgraduate School,
and some faculty at the U.S. service academies have
done substantial work on behalf of the military in the
realm of supply chain and human resources.
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Inside the military, the primary sources of supply chain
analytical expertise are within individual services, and
in cross-service organizations such as the Defense
Logistics Agency (DLA). Demand planners at the DLA, for
example, work with military customers to develop demand
plans based on statistical forecasts. Individual services
also have logistical units, such as the Army Materiel
Command organization, that create demand plans for service-specific supply items. Unfortunately, the prevalence
of different organizations doing supply chain work for the
military often causes problems. For example, there is no
unified approach to how to deal with supply containers in
war zones.

The DELTA Model for Supply Chain and
Human Resource Analytics
The DELTA model for supply chain and the “human supply
chain” has some similarities to those of the other analytical
domains in government. The amount of data for this area
is increasingly not a problem, as the various branches of
the armed services and the Defense Logistics Agency
install enterprise resource planning (ERP) systems that
track movements of goods and people. The primary
problem from the data perspective is that each branch
of the military (Army, Navy, Air Force) has a different ERP
approach and strategy. Even if the desire existed to do
analytics across the different services (which is questionable), it would be difficult given this data environment.
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In the same sense, the military has a problem with the
enterprise component of this model, in that there are not
only multiple military services, but also multiple supply
chain organizations serving them. Leadership is also a
problem in such a fragmented environment; while particular commanders may have an analytical orientation,
this has not been a focus at the level of the joint chiefs
or other combined military organizations. Efficient, effective replenishment of both goods and people has been
the primary target of analytical efforts in government; it
is probably helpful that the target is so straightforward.
Finally, there is a lack of analysts in the government itself,
but the military has sufficient resources that it has been
able to buy them from the RANDs, the Booz Allens, and
the many professional services organizations that serve
the government.

Analytics in Government Revenue
Management
Revenue management in government involves efforts
by tax authorities to maximize the amounts of revenue
legally collected from citizens. Tax revenue agencies
report significant increases in collections from analytics—on the order of 10 to 15 percent. Tax agencies have a
great need to improve their yield from their taxable populations. Many tax revenue agencies are facing increasing
population and business growth, yet must simultaneously
deal with declining internal resources, the mass exodus
of seasoned workers due to retirements, and legacy information.
The tax agencies primarily use analytics to address the
“tax gap.” The tax gap refers to the lost revenue when
agencies do not effectively identify, audit, and collect overdue taxes. Lost revenue in uncollected and underreported
tax revenues leads to massive budget cuts in critical
state and local services and resources, and impacts the
public in general. The U.S. Internal Revenue Service estimates that tax agencies typically lose 15 percent of total
revenues to underreporting, tax evasion, and other types of
noncompliance. The tax agencies’ mission is to ensure that
everyone pays their fair share of the cost of government,
not just those who are compliant. The tax agencies must
meet this mission despite changing tax statutes and more
rigorous privacy requirements.
Reducing the tax gap involves, among other things, segmenting the constituency base of citizen and business
groups for their highest expected net revenue contribution. Infrastructural advances such as e-government,
electronic filing of tax returns, tax portals, desktop
statistics software, and investments in enterprise data
warehouses, among others, have made analytics more
feasible in the revenue management process.

Analytics is playing an increasingly critical role in at least
four domains of governmental revenue management:
•

Revenue analysis

•

Compliance systems

•

Fraud detection

•

Taxpayer customer services

These applications promise to deliver financial benefits
as well as improve the public image of tax agencies and
the government overall. In the U.S., both the federal government and state tax agencies have developed their
own analytical models for these domains. State-specific
models are needed as taxpayer behavior changes across
and even within states. Many analytical applications in
revenue management have received awards from industry
groups and vendors.

Revenue Analysis
Revenue analysis involves performing micro-level revenue
forecasts on an individual firm, citizen, or a small group.
The forecasts are used to anticipate taxpayer behaviors
from new legislative or executive policies or changes to
existing policies, particularly during fluctuations in the
36
economy at the national and state levels. Data analytics is also useful in identifying a problem from tax data or
noticing the inclination for a problem from recent legislation or noncompliance to legislation before it grows into
a much larger issue. What-if scenarios provide insight
into future probabilities and trends (for example, predicting an increase in farm tax revenue due to high levels
of corn seed purchases). Data analytics is also used to
project expenditures to make sure that the states stay
within their budgets (for example, Florida and California).
Although revenue analysis applications are widespread in
the U.S. as well as other countries at the sectoral (macro)
level, they are still evolving at the micro level. Desktop
hardware and graphical interfaces have eased the model
permutations and enabled real time, iterative runs during
legislative deliberations.
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The Congressional Budget Office of the U.S. federal government has developed an individual income tax model
to project individual and aggregate tax liability for future
tax years. Such projections are necessary to ensure that
sufficient tax revenues will be forthcoming to fund new
governmental programs. Several states, including Iowa,
have developed forecasting models that predict individual
income. Such forecasting helps to understand the shifts
in taxable revenue as the baby-boom generation retires;
Iowa’s tax code includes several preferential provisions for
37
the elderly.
In 1994, the state of California passed a law that required
the California Department of Finance to develop a
dynamic revenue analysis model for tax bills with significant fiscal effects. The law was enacted to deal
with the highly volatile revenue system. The state was
experiencing rapid increases in personal income tax
as a percentage of the total tax revenue, with increased
concentration of income at the high end. High-income
taxpayers have volatile income sources (stock options and
capital gains). California’s dynamic revenue model was
to take into account the probable behavioral responses
of taxpaying individuals and businesses. The size of the
model had grown to some 1,100 equations at the time the
law was sunset in 2000 because California’s policy makers
did not extend the law. Although the quantitative benefits
of the dynamic revenue estimation faced many challenges
(particularly because of data and specification problems),
the qualitative benefits were much less under debate.
Dynamic revenue forecasting provided new and useful
insights and opened new lines of discussion regarding the
38
ramifications of tax policy changes.

Compliance Systems
Data analytics can help reduce tax gap (lost revenue) by
improving tax collection with the same or even reduced
resource levels. Compliance applications focus on getting
the right cases assigned to the right people, for the right
39
action at the right time.
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The applications address one or more of the following
areas:
• Discovery of nonfiling businesses and individuals with
potential tax liabilities
• Selection of those taxpayers for audit who are likely to
underreport
• Application of risk-based collection strategies for each
collection case
Whereas in the U.S. and Canada, many of the applications focus on identifying nonfilers and/or optimizing
tax collection strategies, the emphasis in European tax
authorities has been the application of analytics to the
auditing of tax returns.

Discovery of Nonfilers
By the 1980s, the U.S. Internal Revenue Service (IRS) had
developed scoring systems to identify those most likely to
be nonfilers or those underreporting their taxes. Called the
Taxpayer Compliance Measurement Program, the scoring
system was validated through detailed audits of selected
taxpayers. The use of scoring has been demonstrated to
40
result in higher tax assessments. More recently, the IRS
has improved its capabilities to detect tax cheaters among
corporations with offshore operations.
Many states have built data warehouses and engaged
in matching records to identify nonfilers of taxes. These
include states like Virginia and Massachusetts. The state of
Massachusetts uses an off-the-shelf tax recovery program
to perform record matching with nearly 50 databases such
as Internal Revenue Service, U.S. Customs, state licensing
boards, business filing of unemployment insurance, customer records, and so on. Such matching programs can
identity a company reporting a certain number of employees on its payroll to state tax agencies, while providing
another figure when reporting unemployment compensation benefits. The system identifies taxpayers who owe
taxes but have not filed returns, as well as people who are
underpaying or overpaying. Discovery of nonfilers cost the
state $6 million while bringing in $325 million in additional
revenues.

Massachusetts is also using Clearinghouse, a collaboration among eight state tax commissioners, to search
tax cheaters who are exploiting state boundaries.
Massachusetts has spent about $500,000 to launch the
operation. The goal is to make this system operate in real
time (verifying the accuracy of the claim when the taxpayer claims a credit from the state of Massachusetts).
One of the first states to use predictive modeling analytics to identify nonfilers was Texas. The state enacted
enabling legislation in 1997 that allowed it to build a data
warehouse and a year later to have a system in production for the tax discovery (nonfilers) group. The enabling
legislation was needed to accommodate benefit-based
funding of the system. The system matches data from U.S.
Customs and Border Protection, employment records,
state motor vehicle and private airplane registrations, and
so on, with franchise tax (business tax) filers and sales tax
records. It has found many nonfiling businesses for franchise and sales tax liabilities. For example, one business
had bought three airplanes in one year but was reporting no sales revenue. As the system was benefit based,
Texas spent on the vendor some $4.7 million that helped
return $48 million. The state has also considered tapping
into commercial sources such as Dun and Bradstreet
databases to find nonregistrant businesses and nonfiling
taxpayers, but has yet to do so.
The state of California has employed a variety of data
sources—including IRS data, wage and sales tax information, property sales, and mortgage interest—to identify
nonfilers. The California Franchise Tax Board identified
800,000 nonfilers, recovering $350 million in taxes. Costs
were recouped within one year. The agency estimates $36
million annually in new tax revenue.
Matching applications of different data sources often
produces too many leads. Given the limited staff available
to follow up, predictive modeling is used to prioritize the
leads and predict the tax dollars owed by the organization
or individual taxpayer. Data mining is also used to analyze
if existing taxpayers have liabilities for other tax types than
what they have filed.

Audit Selection
Predictive models are also used to select tax returns for
audits. The tax administrators have much knowledge of
what types of errors taxpayers make and why based on
historical data. Predictive models help to increase this
knowledge by developing the profiles of those taxpayers which were found to be highly compliant during prior
audits. These models help to identify those taxpayers that
are most likely to make errors and predict how large of an
error they have made. The predictive models are used to
identify compliance problems at the time a tax return is
filed. The solutions are capable of data mining thousands
of tax returns in seconds, and can potentially help save
years of tracking, investigation, and collection costs. Audit
selection is most effective when there can be an early
detection and rapid follow-up. In most cases, the audit
selection solutions provide only decision or informational
support to the auditors; it is up to the human auditors to
act upon the information.
Analytics-based audit systems have been implemented in South Carolina, Iowa, Texas, Virginia, Kansas,
Massachusetts, and Connecticut. The California Board of
Equalization (which manages sales tax) is also making
progress toward the full deployment of scoring models for
audit selection. Texas located $400 million in unpaid state
revenues between 1998 and 2004, and expects to collect about $70 million a year over time. Virginia reported to
have located $73 million. South Carolina expected to collect $100 million in the first five years from its compliance
solutions.

Collection Strategy
The earliest applications of analytics in tax agencies were
in collections. Currently, about 20 percent of the states
in the U.S. have implemented risk-based collections
including California, South Carolina, Missouri, Michigan,
Massachusetts, Virginia, Arizona, and Iowa. Texas has
also recently implemented its collection models, although
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the models are under further development. The collection
applications enable agencies to maximize overall collections while minimizing the amount of resources to handle
the collection of unpaid tax. Risk-based collections work
on the assumption that taxpayers have different levels
of risk of nonpayment. The applications assign taxpayers to different classes of collection strategies/treatments
based on their likelihood of paying. Different strategies
treat taxpayers differently from the beginning to the end of
the process. Those considered low risk are sent a “softer”
letter and allowed more time to respond than those considered high risk. The agencies report that many accounts
close before a phone call is needed. High-risk taxpayers
are moved to enforced collections as quickly as possible
because timely field enforcement increases the probability
of collection. For example, in Iowa, the increased revenues
from an improved collection strategy were estimated to be
$4 to $5 million in less than one year. Annual projections
are in the $4.5 to $9 million range with future opportunities
41
identified worth $12 to $29 million per year.
In some states (for example, South Carolina and
Massachusetts), the models not only segment taxpayers, but also in some cases determine what actions to
take and drive interactions with the clients. These compliance solutions go beyond prediction to optimization.
Optimization extends analytics into the area of treatment
strategy design, taking into account the taxpayer’s history
42
and circumstances. Optimization yields higher returns
but also requires major organizational change in the
agencies.
Canada Revenue Agency has also embarked on an ambitious plan to build sophisticated models for auditing and
collections, along with the United Kingdom and Australia.
Of the continental European countries, in Belgium and
Sweden the tax authorities have major programs under
way to exploit data analytics in audit selection of tax
returns.

108 IBM Global Business Services

Fraud Detection
As tax refund fraud schemes have become more sophisticated, tax agencies have had to deploy more powerful
methods to stop fraudulent return checks before they go
out, while maintaining expected refund times and avoiding
inconvenience for compliant taxpayers.
At the U.S. Internal Revenue Service, the Electronic Fraud
Detection System (EFDS) evaluates every tax return
requesting a refund to rate potentially fraudulent individual tax returns. About 80 percent of returns requested
a refund in 2005. The system includes only personal
information (no private sector data and no other agency
data). The prototype was first introduced in 1995 and
deployed nationwide for the tax year of 1996.
At the IRS, a consulting firm was hired to deliver an
updated web-based version of the existing client/
server-based system by January 2006. However, the
implementation was unsuccessful and the 2006 tax
season had to proceed without any electronic detection
system in place. The IRS estimated that it paid over $300
million in bogus tax refunds. The treasury inspector general
for tax administration released a report on an investigation
43
into the troubled system in spring of 2007. Work is under
way to restore operations of the client/server-based EFDS
system for the tax year of 2007.
In addition to refund fraud, preparer fraud has grown
more significant. For example, preparers convince uninformed people that they qualify for a “refund program”
and then file on their behalf. New York State has developed a predictive modeling application that evaluates
returns in semi-real time to look for preparation patterns
(for example, high deductions), audit questionable returns,
and then potentially prosecute for preparer fraud. New
York State has also developed a very successful analytical system to identify fraud and abuse of the Earned
Income Tax Credit (a welfare benefit for low-income
individuals).

Businesses, particularly self-employed businesses, sometimes falsify income to qualify for tax credit programs.
Iowa has experienced a decline in corporate income
tax collections for about two decades. The drain in tax
collections points to corporate income tax credits. In
response to state legislation, the Iowa Department of
Revenue developed a Tax Credits Tracking and Analysis
System to monitor and consolidate tax credits by taxpayers. The agency is also expanding the system to include
analysis of all credits awarded by agencies to certain selfemployed business classes (for example, contractors
and consultants).

Taxpayer Customer Services
The emerging area for analytics in revenue management is taxpayer customer services. The applications
are similar in some ways to customer services analytics
systems that have long been in commercial use in the
private sector. These systems are typically based in customer relationship management (CRM) applications, and
identify customers who are likely candidates for some
sort of intervention. Taxpayer services provide proactive
interventions to reduce nonfiling and underreporting. The
applications exploit models that evaluate inbound telephone calls and assess the likelihood that the taxpayer
has not registered for all necessary tax types, does not
understand the tax law change, will become a nonfiler, or
will likely have certain types of questions. Such systems
also often involve an outreach educational component.
The Massachusetts Department of Revenue is an agency
that has worked on taxpayer analytics services. Future
versions of the system may leverage data sources such
as auditors’ notes.
Some of the taxpayer services will be built on the case
management systems that are already in use in many
states. These systems are designed to manage all interactions with customers across various channels, including
mail, call centers, and websites. For example, the California

Franchise Tax Board uses a case management system
with an integrated web and interactive voice response
front end for improved customer service. The system can
be used by nonfilers to request additional time to reply to
their notices and grant extensions online via a web-based
interface.

The DELTA Model for Revenue Management
About 20 percent of the states in the U.S. deploy analytics
as part of their compliance systems. As one consultant
remarked, “Analytics represent a niche market, with few
states taking it seriously.” Many of these are in relatively
early stages of implementation. Although the access to
data is increasingly less of a problem (some note that
the problem is too much data), data quality can be an
issue, although usually a manageable one. Many states
have implemented data warehousing strategies. However,
some states have built up analytics infrastructure but
because of the lack of analysts and the necessary leadership are unable to exploit their infrastructure. In some
states, leadership remains skeptical whether data analytics yields better outcomes than traditional methods.
The targets are primarily tactical and operational, such
as dollars assessed and recovered per audit hour. For
the most part, the projects have met their operational targets, recovering tens of millions of dollars in unpaid taxes
annually in various states. While such targets can be most
helpful in managing and evaluating specific projects, the
initiatives have lacked the longer-term horizon and strategic purpose that are also needed.
Revenue management also lacks an enterprise focus,
although there is an increasing awareness of the need to
integrate analytical activities with broader work flow processes at the departmental level and even at the agency
level. But tax and revenue management is spread through
a variety of different tax agencies with widely different
missions. We found little collaboration among the differ-
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ent state agencies charged with revenue responsibilities
regarding their analytics. Even within the same tax and
revenue agencies, departmental boundaries hindered
collaboration on analytics. There was, however, considerable collaboration across state agencies (visits,
presentations, conferences) with similar responsibilities.
Much of this collaboration occurred through professional
and federal groups as well as skilled and experienced
consultants. Many of these consultants had built their
expertise in the private sector and are now leveraging it
in the public sector. However, consultancies tend to “contribute more to the innovative process, than to the new
44
sustainable capabilities” in daily work practices. Those
agencies that have had sustained success with analytics (such as Massachusetts and Texas) have engaged
themselves in long-term relationships with the same
consultancies. Yet, as one of these consultants with a
long-term agency relationship noted, “Consultants cannot
lead these projects….”

Intelligence as an Analytical Domain
In addition to health care, supply chain management,
and revenue management, there are, of course, other
analytical domains within government. One of the most
important is intelligence. Some areas within intelligence
are highly analytical—for example, the perusal of
global telecommunications traffic. Traditional “spying” or
intelligence agent activities, however, are much more
difficult environments in which to gather data, quantify
observations, and perform quantitative analyses.
Types of Intelligence
If one breaks down intelligence into four different types
of information gathered, as did a U.S. congressional
commission in 1996, the latter three types are heavily analytical and quantitative:
• Human source intelligence, or HUMINT, is the
operational use of individuals who know or have
access to sensitive information that the Intelligence
Community deems important to its mission. The
Central Intelligence Agency and the Defense HUMINT
Service, an element of the Defense Intelligence Agency,
are the primary collectors of HUMINT.
• Signals intelligence, or SIGINT, consists of information
obtained from intercepted communications, radars, or
data transmissions. The National Security Agency is
the primary collector. Within the SIGINT discipline, there
are subcategories of communications intelligence,
electronic intelligence (essentially emanations from
radars), and foreign instrumentation signals intelligence
(such as automated data from space vehicles).
• Imagery intelligence, or IMINT, is the use of
space-based, aerial, and ground-based systems to
take electro-optical, radar, or infrared images. The
National Geospatial-Intelligence Agency coordinates
imagery collection and processing.
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• Measurement and Signature Intelligence, or
MASINT, is the collection of technically derived data
that describes distinctive characteristics of a specific
event such as a nuclear explosion. The Defense
Intelligence Agency and the military services are the
45
primary MASINT collectors.
There is little doubt that there is considerable analytical
processing applied to signal intelligence, or SIGINT. The
National Security Agency is one of the world’s largest
consumers of high-powered computers, and numerous
vendors assist intelligence agencies with specialized
software and hardware. For example, Nice Systems, an
Israel-based vendor of analytical software for the analysis of communications content, notes that it works with
governments as well as corporations. The company offers
intelligence agencies “interception, mediation, collection and analysis of telecommunication interactions for
46
both telephony and Internet data.” However, neither Nice
nor other sources reveal the details of how analytical
approaches are applied in this context.
There is also considerable interest and activity in the
area of analytics for image intelligence, or IMINT. A walk
down Main Street in virtually any city will confirm that
video image capture is a growth industry for both the private and public sectors. Because there are not enough
humans to economically analyze all the video footage
for terrorism or crime threats, companies are embracing analytical approaches to identifying threats. This
capability is called “video analytics” or “intelligent video
surveillance.” The Central Intelligence Agency’s (CIA)
venture capital arm, In-Q-Tel, has invested in one com47
pany that provides this type of solution. It is obvious
why that organization would be interested in the technology, but of course no details of its interest are publicly
available.

Quantitative analysis can also be applied to other intelligence contexts, such as identifying state and regional
instability. A Military Operations Research Society Working
Group in 2004 reviewed instability forecasting approaches
48
and identified two different approaches:
• Strategic forecasting models: forecast several
years ahead the likelihood that states will fail or will
become unstable based on quantitative analysis of
social, political, demographic, and economic factors. Examples include the CIA’s Political Instability
Task Force and the Center for Army Analysis’ ACTOR
(Analyzing Complex Threats for Operations and
Readiness) model.
• Operational forecasting models: monitor, assess,
and forecast trends in behavioral interactions
between people, organizations, and states, and predict changes at the event level. Examples include
Psynapse Technologies’ ABC Terrorism Prediction
Model, which mines textual reports to forecast terrorist attacks, and the Center for Army Analysis’
FORECITE Monitor, which collects data for indices of
the “character and intensity of interactions between
individuals, organizations, and states.”

Need for More Analytics in Human
Intelligence
Although there are many examples of quantitative analytical approaches to intelligence, a recent study of the
HUMINT intelligence community in the U.S. suggests that
its processes are not sufficiently analytical. Rob Johnston,
an anthropologist, studied the U.S. intelligence community in depth just after the September 11, 2001, terrorism
events. One of his key findings was that the intelligence
community does not have an orientation to scientifically
valid analytical approaches. Rather than scientific analysis, it practices “tradecraft”:
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Tradecraft purposefully implies a mysterious process
learned only by the initiated and acquired only through
the elaborate rituals of professional indoctrination. It also
implies that the methods and techniques of analysis are
informal, idiosyncratic, unverifiable, and perhaps even
unexplainable … there is no formal system for measuring
and tracking the validity or reliability of analytic methods,
because they are both perceived and employed within
49
the context of idiosyncratic tradecraft.
Quotations from Johnston’s 489 interviews illustrate the
issue:
• “What we do is more art and experience than
anything else.”
• “Science is too formal. We can’t actually run
experiments here.”
• “How would you actually test a hypothesis in
intelligence?”
• “Science is what you do in a lab.”
• “We’re not scientists; we’re analysts. We don’t
generate the data.”
The absence of a more rigorous scientific approach to
methods means that the intelligence domain will find it
difficult to ever measure or improve itself in a disciplined
way. Johnston’s findings are a reminder that simply talking about “analysis” does not necessarily mean that a
rigorous, scientific analysis of data is being undertaken.
His anthropological research approach is also a reminder
that the culture of an organization (or, in this case, a larger
community) can be an important determinant of the analytical approach it employs.
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The DELTA Model for Intelligence Analytics
In all but the HUMINT approach to intelligence, there is
plenty of data—in some cases perhaps almost too much
to deal with. The ethnographic research by Johnston suggests that HUMINT could become more data focused.
It is perhaps the enterprise dimension of the DELTA model
that causes most of the problems in the U.S. intelligence
community—for analytics and many other issues. The
intelligence community is still fragmented across many
different organizations—the CIA, the FBI, the Defense
Intelligence Agency, the National Security Agency, and
so on. There is no common approach to analytics across
these groups and no good approach to managing or
even sharing data across them.
The relatively new Office of the Director of National
Intelligence was established to create a “single enterprise”
approach to intelligence, but it is small relative to other
intelligence agencies and is now working to increase
analytical collaboration. According to our interviews, the
director of national intelligence—currently former Navy
admiral Mike McConnell—is attempting to develop a more
analytical orientation in the community, and certainly to
create more sharing of data and knowledge. One of his
first actions was to announce a 100-day plan to develop
greater integration and collaboration across the intelligence community; he also supports an “Information
Sharing Environment” initiative. His is the only visible
leadership role in this regard with respect to the U.S. intelligence community overall.
Identifying terrorists and preventing terrorism has become
the primary target of analytical work in intelligence. Only
time will tell whether this is the right approach for the U.S.
government to emphasize. Finally, the intelligence agencies are perhaps the only branches of government that
have plenty of in-house analysts—and even they are
heavily supplemented by external FFRDCs and contractors. Analysts are not the problem in intelligence.

Conclusion: Analytics as an Effective Tool
for Government
The transformation to analytical competition in
private sector firms is a long-term, broadly focused organizational transformation. In order to truly compete on
their analytical capabilities, organizations must transform
not only their technology and data, but also their cultures,
their business processes, and the day-to-day behaviors of
their employees. Historically, information technology applications that challenge the prevailing institutional logic are
short-lived and ultimately unsuccessful. Sustained longterm change in the public sector will require the same
types of organizational transformation and managerial
innovation as seen in the private sector.
Few agencies we studied were examples of such transformations. In these agencies, the interviewees described
mutual adaptations to policy or strategy from leveraging
analytics. For example, in one state tax agency, analytics
has begun to have an impact on the strategy design of the
agency. Analytics is used to improve customer service in
addition to compliance. This is also accompanied by structural changes to leverage the knowledge more efficiently
between the areas of auditing, collections, and customer
services. Other agencies noted changes in tax legislation
because of the knowledge gained from analytics.

Sweden: Strategic Analytics in Government
We did find an example of a highly strategic application
of analytics in government. In Sweden, the leadership
of the national tax agency has risen to the occasion of
transforming its managerial processes. The transformation
has come on the coattails of a new broadened agency
mission and centralization of what was formerly a highly
decentralized organization. The agency has an aggressive goal of reducing the lost revenue from the “tax gap”
by half by 2012. The agency has invested in analytics
infrastructure as part of its knowledge-based strategy.
This strategy calls for increasing the agency’s knowledge
of taxpayer behavior; the knowledge is leveraged to
take actions that improve citizens’ confidence in the tax
authority; improved confidence increases tax compliance.

The analytics directly supports the knowledge-based
strategy and transformation of the underlying institutional
logic.
The agency set a broad goal of improving the confidence of taxpayers in the tax authority. Studies helped
it to determine that confidence in the tax authority is the
most effective and efficient way to improve compliance.
The analytics activities brought knowledge about taxpayer
behaviors and their common errors. This knowledge was
used to change the tax forms so that taxes are done right
from the start. Because the analytical activities are linked
to a larger agency “target” of taxpayer confidence building,
the analytics activities are visible and of interest to the highest levels of the agency leadership.
The knowledge from analytics is not only used to change
the agency managerial processes and interactions with
taxpayers, but also to shape the broader tax system. One
of the agency’s studies revealed that about 35 percent
of the sales of international share funds were declared
incorrectly by private persons in their tax returns. The
errors were largely due to oversight or lack of information
about how to declare the sales. The agency engaged in
a communications campaign to educate the taxpayers.
The errors continued and even increased even after the
agency’s communications campaign. A follow-up study
was undertaken to understand more deeply the taxpayer
behavior. The root cause was in lazy compliance attitudes of taxpayers. The agency convinced the Ministry of
Finance to change the legislation to avoid the problem.
The legislation meant that the sales of foreign funds were
automatically populated to the tax return without any
involvement of the taxpayer. The agency was concerned
about raising fears of “Big Brother” and deliberately used
the media to portray an open and transparent organization with integrity in its actions.

Smarter defense for a safer planet 113

Strategic use of analytics in government

Signposts of Effective Use of Analytics
in Government50
•

Analysts have direct, nearly instantaneous access
to data.

•

Managers focus on improving processes and
performance, not culling data from laptops,
reports, and transactions systems.

•

Data is managed from an enterprise-wide
perspective throughout its life cycle, from its initial
creation to archiving or destruction.

•

High-volume, mission-critical decision-making
processes are highly automated and integrated.

•

Reports and analyses seamlessly integrate and
synthesize information from many sources.

The Swedish tax agency illustrates how the use of analytics to create sustained value requires managerial
innovation. Managerial innovation requires coordination
of complementaries of strategy, organization structure,
policy, processes, and so on. Managerial innovations
require direct involvement of the highest level of agency
management; commitment to a long-term, big strategic
initiative; and the adoption of new institutionalized values,
processes, and practices. Just as growing numbers of private sector firms have begun to make analytics the core
of their strategies, government organizations can also
put this powerful resource at the core of their efforts to
achieve their missions.
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Next Steps: Implementing Analytics in
Government
Just as growing numbers of private sector firms have
begun to make analytics the core of their strategies, government organizations can also put this powerful resource
at the center of their efforts to achieve their missions. We
can use the DELTA model to hypothesize some of the
next steps that government agencies might take in order
to develop more strategic approaches to analytics.
Many government agencies have considerable data at
their disposal from various forms of transactions, but they
do not often analyze the data in detail to identify opportunities for better service or more revenue. In many cases,
they have limited resources to prepare data for analysis.
However, this does not mean that they cannot move
forward to take advantage of the data. We found several examples of public-sector/private-firm partnerships
in which the private firms’ fees were paid in part from
efficiencies or fraudulent benefit recoveries. Such partnerships would be more difficult in agencies not oriented
to revenue collection or benefit disbursement (such as
defense or intelligence), but in the current governmental
climate in the U.S., defense and homeland security agencies are relatively well funded and may be able to afford
analytical initiatives on their own.
We view the enterprise orientation of governmental agencies as a key factor in developing successful analytical
approaches. Managers in governmental organizations
around the world can increase their analytical sophistication by partnering with other internal functions, other
agencies at the same level, or even government agencies in completely different jurisdictions. Tax evasion, for
example, often occurs across state and national lines.
Disease management in health care would undoubtedly
benefit from consolidation of data in individual Medicaid
programs, just as state-level Blue Cross and Blue Shield
programs are sharing and consolidating their health data.

The various branches of the military would ease battlefield analysis considerably—and have considerably more
resources for analytical work—if they employed the same
underlying systems and data. Cross-jurisdiction analytical
efforts will probably encounter challenging data standards issues, but the payoffs can be high.
Perhaps most importantly, governmental organizations
need a generation of analytical leadership if they are to
use this tool strategically. Governmental leaders must
learn what analytical capabilities can do for their agencies and jurisdictions, and develop their own skills as well
as those of their employees. Schools of public policy can
play a helpful role in educating leaders and managers
about the potential uses of these powerful tools. Leaders
of private sector firms that have excelled at analytical
competition can be brought in to advise governments on
how best to move in this direction.
We also found a lack of strategic targets in many of the
governmental organizations we interviewed and surveyed.
Selecting targets is another function of an organization’s
leadership. A knowledge of analytical tools must be paired
with a clear understanding of an organization’s strategic
priorities if capabilities are to be put to their best use.

Finally, governmental organizations need to develop
a cadre of analysts—both professional and amateur.
Analytical professionals—those who can develop new
algorithms and quantitative models—are already present
in some data-intensive agencies, such as the Bureau of
Labor Statistics. Hence, there is reason to believe that they
could be recruited elsewhere. Those governmental organizations that, for whatever reason, cannot hire their own
analysts can attempt to source them through consulting
and contracting relationships. And as analytics becomes
embedded into key governmental processes, those who
work with them on the front lines—for example, call
center agents who discuss tax returns—will need to be
generally aware of, if not expert on, the analytical tools
used to carry out an agency’s work with citizens.
As with any form of managerial innovation, developing
a strategic approach to analytics will be difficult. As we
have noted, it may take substantial time, as it sometimes
has even in the resource-rich private sector. However,
the relatively few examples we discovered of a strategic
orientation to analytics, such as in the Veterans Health
Administration and the Swedish Tax Agency, are both evidence that it is possible and that the potential returns are
worth the considerable effort required.
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Utilising SOA in defence logistics
The logistics function within the defence arena presents distinct and complex
challenges which can be mitigated through the adoption of a SOA architecture
Defence logistics have multiple touch points with logistics
systems operated by civilian and quasi-civilian organisations, and must be able to operate effectively, rapidly and
transparently with these systems. However, as defence
logistics approach the battlespace, the capabilities
and needs change: communication lines become less
predictable, physical drop points for reprovisioning and
carrying out in-field repairs may be moving in real time.
Further complications are introduced through the sheer
scale of maintaining a successful operation, with the need
to maintain supplies of items ranging from personal supplies of rations, razors, mail from home and so on, through
armaments and ammunition to the likes of lorries, tanks
and helicopters. Such complexities cannot be allowed
to compromise the supply chain and the logistics flows:
today’s battlespace requires an end-to-end approach to
processing supply needs and providing the logistics to
fulfil these. Cost remains a major issue and, as such, battlespace logistics must also ensure that all actions are
financially optimised, while kept in balance with the real
time critical needs of the assets in the battlespace itself.

Using open standards to enable defence
logistics to operate effectively in a rapidly
changing environment
The defence environment presents a set of distinct and
complex issues when it comes to logistics in the battlespace. The range of items required in an ongoing
operation ranges from the very small and relatively fragile,
such as rations, through to the very large and less fragile,
such as tanks and heavy machinery spares. However,
integration with civilian organisations is a key requirement,
and a mix of commercial and home-grown systems used

here adds further complexities to an already difficult environment. Using SOA to underpin logistics processes can
help address many of the associated problems, such as:
• Ensuring granularity of response: The battlespace
requires rapid response in many cases as replacement
parts and a continual provision of consumables including food, water, ammunition and small armaments are
required. However, wherever possible, logistics have to
be aggregated to ensure that items are not being supplied at too high a cost - both at a pure monetary level
and also at a risk level, as supply chains to the battlespace will have their own risks to contend with.
• Creating and maintaining a battlespace logistics capability: No battlespace situation can be sustainable
unless there is a capability to maintain suitable logistical
support. Having the wrong assets in place, or having
assets that are missing key components, will not just
compromise a battlespace capability, it could lead to
the loss of a strategic position or capability.
• Using just-in-time in a real time response environment:  
Building up large quantities of items in a battlespace
is not recommended. Not only does it lead to poor
inventory management and the probability of assets
not being available where they are needed within a
reasonable period of time, but it also opens up problems around the security of the assets themselves. If
the inventory is compromised, either through theft or
through damage incurred by enemy action, then it is
lost. Better to keep the assets away from the threat
zone, but be able to get the assets to where they are
needed rapidly and effectively.
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• Enabling micro-distribution sites for rapid response: In
an active battlespace environment, it will be necessary
to ensure that certain items are continually provisioned,
for example ammunition and rations. These sites may
need to move as the battlespace changes, and large
stocks of items will either compromise the depot’s
capability to move rapidly, or will just have to be left
behind or destroyed as the depot moves. By keeping
small, front-line sites provisioned from a larger behindthe-lines depot, such more immediate needs can be
effectively managed.
• Monitoring of equipment for proactive logistics: Larger
assets, as well as items such as communication equipment, can often be continually monitored to warn of
an incipient problem, or to show the root cause of an
existing problem. Through the use of remote monitoring,
asset utilisation can be maximised, and failure requiring
complete removal of assets can be minimised, with the
logistics chain providing spares support on-demand as
required.
• Shared logistics with other defence forces needs to
be managed in a secure manner: Few battlespaces
exist where it is one single party in an operation against
another single party. Formal or loose coalitions of
friendly groups, often involving in-theatre teams of military, police or private security assets are far more the
norm, and a means of ensuring that logistics capabilities are not overlapping and that supply chains are not
overly redundant is an important consideration.
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• Integration with existing civilian logistics systems: Much
of a supply chain’s contents will be supplied from purely
civilian or quasi-civilian suppliers. Military systems must
be capable of providing information into these systems
and receiving information from them in a manner
which makes the whole set of logistics processes more
effective, flexible and supportive of the needs of the
battlespace.

Conclusions
Logistics in a defence environment has to embrace standard commercial systems, yet also needs to be able to
deal with the specific issues arising from conditions at the
front line of the battlespace. The use of a SOA architecture
enables the rapid exchange of information required to
ensure that massive inventories of equipment are not kept
in multiple large distribution depots, yet also ensure that
items are available within the short timescales necessary
within such a dynamic environment.

1. Introduction
Although the issue of defence logistics has been around
for as long as battles have been fought, the scale and
complexity of the logistics systems has increased exponentially as conflicts have become aggregations of allied
forces interacting with civilian and non-governmental
groups attempting to respond to the rapidly changing
needs within the battlespace itself.
Although technology has been brought to bear and has
enabled rapid communication across a single supply
chain application, this is proving to not be enough. The
use of different applications within a single force’s supply
chain, and the need to pass information rapidly and effectively up and down a complete chain of different groups
means that monolithic standalone applications are now
becoming more of a hindrance than a help in the logistics
arena.
What is needed is a different approach: one that combines open standards, interoperability and flexibility in a
secure architecture, while still allowing the various groups
within the existing logistics chain to continue to participate
with minimal changes to their existing systems.
The best approach to this is through the use of a services
oriented architecture (SOA). Here, functionality is made
available as services that can be called as required.
Core functions can be shared across boundaries in a
completely standardised manner, while security can be
implemented at a highly granular level that enables different participants in the chain to have different access
rights to information at different times. Existing applications can have their functionality surfaced as web
services that can be peer items within the SOA environment, so maximising existing investments and enabling
external parties to rapidly integrate their systems into the
overall SOA-based logistics chain. Efficiency and effectiveness can be massively improved, and improvements in
flexibility enable better response to the rapidly changing
needs of front-line forces in today’s battlespaces.

This report looks at the background of how defence logistics has reached the point it has, how this presents major
issues to the effectiveness of a battlespace and how SOA
can provide a platform for short and longer term needs.
The report will be of interest to both military and civilian
personnel involved in any aspect of defence logistics.

2. Background
Logistics is generally a mature market, with commercial systems being used heavily in many standard
environments, such as manufacturing, retail, and business-to-business (B2B) supplies. Improvements over the
past decade or so have concentrated on areas such as
just-in-time deliveries, container and transport space utilisation optimisation, in-cloud B2B transactions and so on.
However, the defence markets have tended to stay
outside of the reach of such improvements: existing
logistics solutions have been created built on proprietary
approaches, and any exchange of information between
these systems and logistics systems used by civilian
suppliers has tended to be based on either fully manual
transcription or on highly specialised semi-automated
systems. This can lead to slow response times, and also
to transcription errors leading to the ordering and delivery
of the wrong item, or of the right item to the wrong place.
While it cannot be argued that the battlespace should
move to the usage of commercial logistics systems, the
use of many of the commercial best practices need to be
brought in to play, and flexible, standardised approaches
will need to be introduced so that the intricacies and
complexities of such a specialised environment can be
effectively dealt with, and that the total defence logistics chain can be made more flexible, effective and cost
optimised. Monolithic, bespoke systems do not have the
flexibility or openness to deal with the complexities of
today’s logistics needs. A more open approach is required
– one that is typified by a standardised service oriented
architecture (SOA), based around the federated usage of
a series of enterprise service buses (ESBs).
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The scale and range of defence logistics is vast. Troops
need not only a continuous supply of military equipment, including uniforms, armaments, ammunition and
ancillary equipment, but also need rations as well as
personal supplies such as mail and parcels from home.
The battlespace commanders will need new assets to
be delivered as required, which may range from mediumsized armaments through to tanks and helicopters.
Battlespace engineers will require a capability for the
rapid supply of a complex mix of spares to replace items
that have either failed or been damaged in the field.
On top of this, casualties may also need to be evacuated: high priority cases may have access to dedicated
medevac resources, but many more may have a dependency on sharing their evacuation needs with existing
transport being used within the logistics chains.
With defence logistics, many issues come to the fore. For
a start, the sheer quantity and range of different items that
need to be dealt with dwarfs the majority of supply chains
in the commercial space. The variability in how such items
need to be handled is also an issue: for example, rations
for troops may be specialised and be in a form that can
be stored for years and packed in containers that can be
handled roughly, or they may be perishable and fragile
supplies such as fresh vegetables and meat. Any system
that aggregates such supplies into one “bucket” will tend
to create a logistics nightmare where certain goods do
not reach their destination as expected. The environmental needs of certain assets may need to be specially dealt
with so that it meets the specific conditions of its point
of use, and this may mean that changes are required to
the item as it moves down the supply chain. The innate

“The sheer quantity and range of different
items that need to be dealt with in defence
logistics dwarfs the majority of supply chains
in the commercial space.”
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dynamics of a battlespace situation means that the
requirements for logistics may also be changing, in as
much as the types of supplies required and the point of
delivery may be changing. Even relatively major distribution points in the battlespace may need to be mobile.
To get to the battlespace, the logistics feed starts from the
component supplier, which may well be a standard civilian
commercial entity, or may be a specialised defence contractor, but still operating as part of a civilian organisation.
These components may need to be assembled, often by
another civilian entity, and the assemblages need to be
put together as a final item - or as a super-assembly that
is required by the point of delivery. Up until this point, the
items under consideration will generally still be in a nonaggressive theatre, and the main issues being dealt with
will be information security and speed of fulfilment. Much
of the logistics being carried out here will be relatively
standard, and commercial systems may well be used to
manage the flow of goods and information.
From this point, the assets may well be under the control
of a fully militarised system. The assemblages and items
that have been delivered from the civilian groups will
be aggregated at specific depots, either in the military
group’s home country, or at bases in friendly countries
closer to the envisaged point of need. From here, the
items may well be repackaged and be sent to in-theatre
depots ready for distribution. In these depots, the items
will be broken down ready to move to the point of need
itself. Even at this point, the overall delivery may still be
as an aggregated collection of items that are required by
a group of different battlespace points. These items are
then delivered to a forward point final depot, from where
the items are delivered directly to the point of need.
Throughout this chain, new items may be added, assemblages built upon and items removed as required for
delivery or use by the depot where the items are being
dealt with.

Although the logistics processes need to be better formalised to ensure that automation and efficiencies are
improved, it is also apparent that the systems have to be
massively flexible and capable of integrating with a raft
of other standardised and non-standardised systems.
Therefore, any defence logistics solution chosen cannot
be prescriptive or proscriptive in how it lays down its technological capabilities: whatever is chosen as a system
must be capable of being flexible now and in the future.
Quocirca believes that the only approach that provides a
suitable flexible and open, yet secure, platform for managing defence logistics is one based on SOA, built on open
standards but configured to provide the granularity of
information sharing and security demanded by defence
logistics.
This report is a partner report to “Standardised
Battlefield SOA”, which gives more depth on the concepts of a SOA architecture itself. This report looks
specifically at the needs of the battlespace, but lays the
foundation for an overall need for a unifying platform
across defence environments. The report can be read
and downloaded freely here: http://www.quocirca.com/
reports/22/standardised-battlefield-soa. A section from
this report describing SOA in more detail is contained
within this report as Appendix A.

3. Defence logistics
Main findings:
• Although defence logistics have been around for a long time,
much can be done to provide better efficiencies and greater
effectiveness.
• Changes in the manner in which modern warfare is waged
means that different logistical approaches have to be
looked at.
• The need to interoperate with other military, quasi-military
and non-military groups means that a pre- or pro-scriptive
approach cannot be taken.

The need for defence logistics goes back to ancient
times. “Scorched earth” tactics were used by many a
general to prevent attacking forces living off the land, so
stressing their supply chain and minimising their capabilities to maintain a full military campaign. Successful
campaigns have invariably been supported by well
thought out and implemented logistics. For example,
Alexander the Great could not have created his empire
without ensuring that his armies were well supplied by
a series of highly dynamic logistics. As he invaded and
consolidated new territories, Alexander ensured that new
central supply depots were rapidly built and manned, so
keeping his supply chains relatively short.
Napoleon and Hitler both managed their supply chain
logistics well in the major parts of their successful campaigns, but came undone where longer chains were
involved. Napoleon lost in Egypt and in Russia as his
supply chains became too long for rapid responses to be
made, and Hitler’s campaign was fatally impacted through
the lack of his logistics capabilities to manage the issues
of the Russian Front through a hard winter.
In more modern times, the US struggled with the need for
a highly dynamic logistics capability in 1960’s Vietnam,
where the “front line” was no longer definable, and troops
and assets were distributed over large areas with a need
to be continually mobile. It was during this conflict that the
helicopter proved itself as a battlespace logistics vehicle:
its rapid means of getting in and out of a battlespace
meant that it could supply small groups of troops effectively. However, such logistics are not cheap, and it did
not take long for the Vietcong to realise that a helicopter
could be brought down from the skies just as easily (if not
more so) as a vehicle convoy could be stopped on the
ground - and that such an attack could have far greater
impact than attacking a convoy.
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The Gulf Wars of the 1990s and 2000s have also shown
how a more guerrilla-style conflict can lead to logistic
issues, with the need for assets to be moved from one
part of a country to another in short order. The mixed
logistics operations employed here have shown the
various strengths and weaknesses of each approach,
when faced with insurgents capable of employing improvised explosive devices (IEDs) against road traffic, and
rocket propelled grenades (RPGs) and surface to air
missiles (SAMs) against helicopters. Increasingly, the
logistics function has become just as much part of the
battlespace, requiring its own defence support functions
and also planning for how best to get mixed supplies in
and out of a hostile environment.
In its simplest form, a defence logistics process is shown
in Figure 1. Here, original parts are manufactured which
are then either built into assemblies directly or are supplied to another commercial entity who adds value
through further assemblage. These items are then sent
through to a centralised storage depot, from where items
are then shipped closer to the point of need. From these
distribution centres, items are shipped to battlespace distribution depots and are then provided to the front line as
required. Defence procurement, in this case, is involved
in the ordering of any additional items that are required
between the main depots and the suppliers. In other
cases, procurement will be involved at the initial contract
stages, but in a battlespace situation it is far more likely
that procurement will have a more passive role, mainly
in ensuring that items are on the existing preferred list
and that costs are being kept under some semblance of
control.

“Napoleon and Hitler both managed their
supply chain logistics well in the major parts
of their successful campaigns, but came
undone where longer chains were involved.”
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Figure 1: Simple defence logistics
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To ensure that the whole logistics chain can be kept fully
optimised, any issues with items anywhere need to be
captured and information has to flow back up the chain
so that suitable actions can be taken.

What is battlespace logistics management?
Battlespace logistics management can be split down into
three different types: theatre support, external support
and systems support. Theatre support is the provision of
items needed within a theatre operation, and is provided
at a low level of granularity. For example, theatre support
may be focused on ensuring that uniforms are provided:
this will not be of the order of tens or even hundreds of
uniforms, but in getting thousands of uniforms to the
theatre of operations. External support tends to be provided within the theatre itself, but is provided either by
the host nation’s military logistics or via in-theatre civilian logistics teams (via agreements such as the DoD’s
Wartime Host Nation Support (WHNS) approach). In the
vast majority of modern battlespaces, theatre and external
support will be provided by civilian commercial entities.
Systems support, which is taken as being focused on
weapons systems and other battlespace military assets,
will be supported by more “trusted” logistics capabilities,
generally provided by a mix of the military and the direct
supplier.

“The necessity of accurate and rapid reporting
against a set of events across the whole of the
chain has to be taken into account.”
Existing approaches
Since 2001, the US Department of Defense (DoD) has
used a procurement approach called Performance Based
Logistics (PBL). With PBL, civilian logistics operators are
paid based on a guaranteed level of performance and
system capability, rather than on the number of items
bought. This therefore puts the onus on the civilian logistics company to ensure that the logistics are fine tuned,
minimising inventory and enabling non-functioning items
to be rapidly turned around and returned into the battlespace. Invariably, the PBL drives logistics companies
and original equipment suppliers to work closely together
to ensure that supplies and logistics are closely linked
in how they operate together. For those working in the
systems support environment, PBL has led to marked
improvements in asset availability, in cost control of inventory and in battlespace readiness and availability of key
assets.
The US Army also uses the Logistics Civil Augmentation
Process (LOGCAP), which enables civilian contract
logistics capabilities to be utilised for the support of auxiliary logistics, with the US Air Force and the US Navy
having equivalent agreements, the Air Force Contract
Augmentation Program (AFCAP) and the Construction
Capabilities Program (CONCAP) respectively.
Similarly, the UK Ministry of Defence (MOD) uses its
Contractor Logistics Support (CLS) system. Under this
exists the Contractors on Deployed Operations program
(CONDO), which looks at how civilian contractors can
provide support to military logistics.

Similar approaches exist within the vast majority of
modern defence teams, meaning that the logistics chains
are a complex mix of differing systems with little commonality in function, in data structure or in standards.

Baselining battlespace logistics
For optimised logistics, the mantra is “observe, orient,
decide, act”. Battlespace intelligence is required to provide
the baseline against which the logistics process starts. If
a non-active battlespace condition is used as the starting
point, logisticians will need to know what kinds of assets
will need to be deployed, in what order, how many of each
and when. Getting everything to the right place at the
right time, often with the utmost secrecy, means that standard usage of mass logistics is often unusable, and highly
specialised systems, such as aircraft drops, concealed
provisioning and so on are required.
Once the assets are on the ground, many of them will
need to be deployed to primary active positions ready for
use. However, each active deployment will still require a
backup system of spares and supplies positioned near
enough to the active assets to give rapid support, yet
centralised enough so as not to spread the support structure too thin across an active battlespace. These backup
systems must, however, be fully supported themselves, so
as to be secure and protected against capture or damage
by enemy action.
Once the battlespace becomes active, the condition and
location of the assets will become highly dynamic, and
new field intelligence information will begin to come in
on the status of assets and the components within them.
Field logisticians then need to be able to respond rapidly
to the changing status of the battlespace, ensuring that
spares and supplies are rapidly deployed and redeployed
as needed, second guessing the needs of the forces,
and also ensuring that supplies and spares are not left
in positions where they are of little use, where they are at
risk of being destroyed or of being captured by opposition
forces.
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For many battlespace assets, proactive logistics can help
to ensure that assets remain in an active condition for
the greatest amount of time possible. Through the use
of general purpose sensor architecture (GPSA), the performance and status of components within, for example,
armoured vehicles, helicopters and weapons systems can
be monitored in real time. If a tank is found to be running
light on fuel, it can be pulled out from the battlefield and
sent to the right supply depot for refuelling, ensuring a
rapid return to availability. A helicopter with an oil pressure
problem can be pulled out and sent to the nearest position where a suitable spare is available, ensuring that a
repair can be carried out rapidly and safely, returning the
helicopter to readiness as soon as possible. The focus
here is to maintain active condition of assets as much as
possible through constant monitoring of consumables
status and for the possibility of component or assembly
failure.

Civilian sector best practice
The practice of maintenance, repair and operations
(MRO) is well known in the civilian space, and best practices already exist in how best to manage the flows of
spares and resources to ensure that maintenance and
repairs are carried out in the most effective manner. For
example, processes exist to evaluate whether it is more
cost effective to attempt a repair in the field or to request
a return to base (RTB); whether a set of replacement
sub-assemblies should be sent to attempt a repair, or
just send a swap-out asset; and whether a replacement
item can be sent out for field replacement by the user, or
whether a skilled resource will need to be sent to effect
the replacement. Although the battlespace does introduce specific issues (e.g. few civilian MRO operations will
involve having to repair items under enemy fire), Quocirca
recommends that defence logistics specialists do look
at how geolocational, isochronic and least cost pathways
are used in the civilian MRO logistics space to ensure
optimised operations.
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Even taking care of logistics and ensuring that a battlespace is kept supplied with the items it needs is still
not enough in ensuring an effective battlespace capability. For example, asset reconciliation is needed: were
items requested actually delivered, and if not, have they
gone astray to a different location, or were they mislaid or
stolen? In all of these cases, where was the last known
place the assets were logged, and where are other assets
situated that can be used to meet the needs of the original requirement? The necessity of accurate and rapid
reporting against a set of events across the whole of the
chain has to be taken into account.

Complexities of mixed environments
Adding to the problem is the need to work in a mixed
environment. Although NATO and the UN have pushed
hard for standardisation of items across different defence
forces, this has not been pushed into how logistics are
managed. Therefore, even though there is now general
standardisation across areas such as the calibre of
small arms ammunition and in certain vehicle and other
asset spares, it is not always easy for one group in a
battlespace to ascertain whether items that they need
are available locally from a friendly group, or whether
the items will have to be brought in from a more central
depot away from the battlespace. If the latter is chosen
when the items are available more locally, not only is the
process less effective than it should be, but the effectiveness of the whole battlespace may be compromised.

“For many battlespace assets, proactive
logistics can help to ensure that assets remain
in an active condition for the greatest
amount of time possible.”

Even where a degree of visibility is possible, other problems can get in the way. For example, one defence force
may have a catalogue number for a certain item that is
different to the catalogue number used by another force.
Therefore, even though items may be available locally in
the battlespace, the requesting force may not realise that
this is the case, and so have to go for a slower and less
effective centralised logistics request and supply process.
The whole set of logistics processes are dependent on
information and physical items being able to flow in both
directions - both downstream towards the battlespace
and upstream towards the supplier. Logisticians have to
be able to gain an immediate view of where items are and
what demands are being placed, and to pull everything
together to ensure that demands are met in the most
optimum manner - balancing immediate need, logistics
capability, item availability and cost of supply against cost
of non-supply.
When the issues of modern defence logistics are examined, it becomes obvious that there is a strong need for
a more flexible and dynamic architecture to underpin
activities. This architecture is available using web services
in a service oriented architecture (SOA) model. To fully
understand how SOA can help, it is important to look at
the problems that defence forces are currently facing with
their logistics in real situations.

4. Challenges within existing approaches
Main findings:
• Extended supply lines and lines requiring aggregation of
items across a broad geography leads to a need for greater
monitoring and control.
• Gaps in the logistics chain caused by the lack of interoperability between different systems not only causes process
inefficiencies, but can have a detrimental impact directly on
the battlespace.
• Lack of common data models can lead to wasted resource in
supplying the wrong item to the battlespace.

The main issues that occur across a traditional defence
logistics capability include:
• Lack of integration between diverse systems.
• Lack of visibility across the whole chain, including the
lack of capability to monitor and report against activities to ensure the requisite knowledge of where items
are and how quickly they can be sourced to a different
area.
• Breaks in informational flows up and down the chain.
• Lack of correct configuration of items for the environment.
• Errors introduced in transcription between various
systems.
• Speed of response constraints introduced through
breaks in automation capabilities.
• Lack of commonality between item identification across
multiple systems.
• Maximising efficiencies across multiple logistics
choices, maintaining effectiveness of supply at optimum
cost.
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The best way to take a complete look at the issues
involved is to take a real-life example. For this, Afghanistan
provides a suitable case. As an active battlespace with
multiple active fronts and a guerrilla-style war being
fought, Afghanistan typifies the sort of problems increasingly faced by logisticians in modern warfare. The
International Security Assistance Force (ISAF) was set
up by the UN in 2001 under the Bonn Agreement, and
provides a force that is split across 5 regional areas of
command.
Outside of the main conurbations, the population tends
to be tribal, and the major tribal leaders maintain their
own militia. However, these groups often come together
with a view of fighting a common foe: in the current battlespace scenario, the coalition forces are viewed as the
enemy, by some from a religious viewpoint and by others
as a threat to their commercial activities, in growing opium
poppies and trading drugs, guns and people. The insurgents are well supplied with rockets, small arms, mortars
and IEDs, so both air and land operations are hazardous.
As of February 2010, there were around 86,000 coalition
troops in theatre, from 42 different countries with continuous rotation. Added to this, the Afghan National Army
(ANA) comprises of some 100,000 personnel, and another
100,000 in the Afghan National Police (ANP). Over 90%
of ISAF activities are undertaken in conjunction with the
ANA.
For logisticians, getting equipment into Afghanistan is no
easy task. Although Bagram airbase can be used by large
supply aircraft (e.g. C-5 Galaxy, C-17 Globemaster and
Boeing 747), the airbase is not deemed as secure against
ground-to-air missile attack. Therefore, much logistics is
carried out as a mixed sea/land operation. 75% of goods
are landed at Karachi in Pakistan, from where they are
then shipped by land convoy 1,700km to Bagram, having
to cross the Khyber Pass. As a strategic bottleneck,
the Taliban has focused on trying to gain control of the
Khyber Pass and, to remove the Khyber Pass as a critical weak link in the supply chain, US logisticians have
also been using an alternative route through Chaman in
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Pakistan through to Kandahar in Afghanistan. However,
this route is also now coming under increasing pressure
from insurgents. Even without direct contact, the capability
for insurgents to blow up strategic bridges can effectively
close supply routes for days on end, and leave supply
convoys in critical positions while repairs are made. It is
expected that Russia will now agree to open up a new
route through its land, using rail routes to get non-military
supplies through to Kazakhstan then through Uzbekistan
to reach Afghanistan. Russia is also expected to provide
enhanced support for the Russian helicopters and vehicles used by the Afghan forces.
For the existing routes, even while the convoys are in
Pakistan, attacks by the Taliban cannot be discounted,
and even attacks by groups of thieves are relatively
commonplace. Once in Afghanistan, planned and coordinated attacks by insurgents are far more likely. Local
drivers, highly paid to drive tankers and lorries over the
Pass, have been known to also be under the pay of
the Taliban and will work to sabotage the convoy, or to
abandon the vehicle in the middle of the road and make a
run for it when trouble starts.
This all makes for a constant problem for logisticians.
Supplies from the NATO forces have to be suitably aggregated at shipping ports to fill a ship enough to make a
sea-borne delivery effective. The balance of speed of
response against cost and risk has to be calculated:
the need for a tank to have a track replaced may require
faster delivery of spares than can be managed by placing
the replacement track on a boat, getting it to Pakistan,
loading it onto a vehicle and driving it 1,700 km through
difficult terrain. However, such a heavy item will cost a lot
to fly in by transporter and from a central base to then
use a Chinook helicopter to get the track to where it is
required. Contextual knowledge is needed: is the existing
track fixable? How important is it that the tank be made
serviceable again and in what timescale? Can a temporary fix be implemented until the spare can be made
available?

Another issue is in configuring assets to be suitable for
the environment. As well as the standard configuration of
whether this is to be a troop carrier, a cargo, a medevac
or other kind of helicopter, it is necessary to make a decision as to how the helicopter will need to be set up for
its use in theatre. Is a helicopter being supplied into the
mountains, where low temperatures are a major issue, or
into the plains, where dust is a bigger issue? What type
of blades should be fitted - ones for maximum speed or
maximum lift? What sort of grease is needed - thick to
deal with large temperature changes or thin for a more
stable temperature range? What types of air filter need to
be fixed, and how often will they need to be changed?
What types of auxiliary batteries need to be fitted? Some
of these decisions can be made back in major depots,
others may have to be left until the helicopter is already in
theatre.
When it comes to one of the most used and required
supplies - small arms ammunition - the US military uses
around 1.8b rounds per annum in total, with the majority
being used in Iraq and Afghanistan. The rate of usage is
so high, and the issues with supply direct from the US
so problematic, that deals have had to be set up with
Israel (and the UK has an agreement with Pakistan) for
the provision of ammunition to help meet demand. The
need to get ammunition to forces on the ground at a suitable rate cannot be underestimated. A ground force can
only carry so much ammunition with it, yet when it comes
to be under fire, will use up its supplies rapidly. Groundbased resupply will not always be possible, and air-based
resupply will have to be resorted to. However, the presence of helicopters tends to draw enemy fire, and these
assets must then also be protected, either by troops in the

“The US military uses around 1.8b rounds
of small arms ammunition per annum,
with the majority being used in Iraq and
Afghanistan.”

helicopters themselves, by helicopter gunship support for
strafing and targeted cover, or by air fighter and bomber
support to provide sufficient bombardment to subjugate
the attacking force for as long as is necessary to enable
the resupply to take place.
Even so, problems can still arise at the point of supply. In
2008, a $300m contract signed with Miami-based AEY Inc
was suspended when the ammunition supplied was found
to be 40 year old Chinese stock in a poor state, rather
than the Hungarian stock promised. Then, at the point of
usage, things can go wrong. It is suspected that many of
the Afghan military and police forces being trained and
armed by the coalition forces are providing their guns and
ammunition directly to the Taliban. Certainly, US ammunition has been found on the bodies of insurgents. However,
it is incumbent on the ISAF to ensure that the 200,000
Afghans involved in the ANA and ANP are suitably provisioned so that they can be fully trained and involved in
the transition to handing over an increasing responsibility
in the running of the country.
What we see in Afghanistan is a major mix of different
groups, from the various defence teams that constitute the
coalition forces, through groups that have to be viewed
with a degree of circumspection, such as the Afghani
military and security forces, through civilian groups that
will include Western supply and logistics companies and
local individuals employed to drive vehicles and act as
interpreters and local factotums. Different technological
systems will be in place, different assets with different
capabilities will need to be supplied and kept in service.
Information flows across the theatre and back to major
depots and tactical headquarters will need to be maintained. All of this has to be done to maintain operations
across multiple fronts, in a generally hostile environment
against a guerrilla opposition force.
Flexibility is required, and existing systems must be
reviewed as to their efficacy in supporting this new type of
battlespace situation.
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5. SOA and service bus in defence logistics
Main findings:
• Interoperability has to be seen as the main issue for defence
logistics: security of information flows and the need to
enable and disable access to supply chain processes has to
be covered.
• A flexible, functional approach, where existing technologies
can be used in a multi-modal model provides the optimum,
least cost/greatest flexibility end result.
• Any solution chosen has to be able to deal with a mix of
high and low bandwidth environments.

Defence logistics will involve information and physical
item flows up and down a complex environment. Unlike
the standard commercial sector, this environment will
include a mix of commercial civilian and defence systems,
each of which will have its own set of inputs and outputs.
However, the necessity for speed dictates that information flows in both directions have to be in near real time,
and manual interventions must be kept to an absolute
minimum.
A defence logistics environment will also have other constraints on how it can all work together. At the battlespace
environment, the network system will be a mix of very low,
low and higher bandwidths, and will be subject to constant issues as parts of the network are destroyed, fixed
or redeployed. Within itself, the maintenance of network
capability is a logistics issue, with the supply of network
kit being a high priority in a space where information flows
can define who will gain pre-eminence in a battlespace
condition.
Likewise, hard-coded connectors between one system
and another should also be avoided, as this will prevent
either side from making changes to their system as and
when required without it having a possible impact on
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the other partner’s capabilities. In particular, hard coding
impacts the capability to rapidly include and exclude
groups in to the logistics chain. A local logistics company
may need to be included at one stage, but as soon as
the group is perceived to have been compromised (e.g.
drivers having been bribed or otherwise coerced by local
insurgents), any access the group has to the logistics
system will need to be effectively removed.
The only realistic way in which to ensure that a highly flexible and dynamic logistics solution can be put in place
is to use a bus approach. Here, all connectivity is dealt
with through a unified capability (see Figure 2). Any function within a system can be connected to the unifying
SOA backbone through the provision of a connector. For
many commercial systems, such connectors will already
be available; for other, more proprietary systems, a connector can generally be created in a short time scale.
The idea is to create a method in which any system can
talk to any other system by using the capabilities of the
connector and the unifying SOA environment. A main part
of an effective SOA implementation therefore has to be
a backbone, or an enterprise service bus (ESB). In this
manner, logistics solutions within the defence organisation’s control connect through to the bus, and the bus
provides secure and highly functional transport and translation of data through to the individual connectors where
data is required to flow through to those parts of the logistics environment that is outside of their control. Therefore,
any compromise of security can be dealt with easily and
rapidly by revoking the external connection. Also, each
connection can have its own definable capabilities, such
that, for example, a defence partner can have access to a
greater depth and breadth of information than commercial
suppliers.

Figure 2: Service bus in defence logistics
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Indeed, SOA provides the best way for defence logistics
to operate. Functional components of existing applications
can be surfaced as discrete capabilities that can be used
as core centralised points of reference within the chain.
For example, one member of the chain could create a
master data model, and could “own” this database on
behalf of the other members of the chain. Whenever
any member of the chain wants to refer to an item in the
chain, they use this master data as a reference point,
and the security of how other databases interact with this
can be controlled via SOA and the service bus. In this
way, everyone operates against a single item description - manual matching of one group’s catalogue number
against another group’s different catalogue number is not
required: simple look-ups against the master data model
can be carried out ensuring full commonality of reference
across the whole chain.
Even where such cooperation is not feasible, the service
bus and SOA approach provides a means of information
exchange on a far more formal and efficient basis than
is found in the disparate systems of today. By defining
a “service”, the data structure required for this service
to take inputs and provide outputs will have to be codi-

fied. Functions within existing applications can therefore
be connected to the service bus: information can be
structured such that the application sees no difference
between the incoming data stream from the service bus
and its normal mode of operation, and information can be
taken from the application for use within the more flexible
SOA environment. As the service matures, its information
needs may change, and all that will need changing is the
service connector between the service and the enterprise
bus being used in the defence logistics chain.
In Figure 3, the different needs of example stages in the
logistics chain can be seen. Within the commercial sector,
it will often be the case that connectors will be available to
interface with the standard commercial logistics systems
in place. Even with older systems, or even home-grown
systems, it is generally relatively easy to create the requisite connectors that can either provide the business logic
required to make the system a full peer part of the logistics chain or, at a bare minimum, ensure that information
feeds are transposed in both directions to meet the needs
of both the application and the general logistics chain
itself. Once we come into the defence realm, however, we
may need to create specific connectors that can deal with
existing systems that ensure specific security needs are
met, or that reflect the specialised nature of the capabilities of a battlespace.
Figure 3: Interfacing defence logistics
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Figure 4 shows how logistics within the battlespace itself
may be needed. Increasingly, battlespace assets will be
heavily monitored via sensors, and any anomalous activity will trigger alerts that can be picked up by systems
around the battlespace. RFID, or other near field systems
within the assets, can send small amounts of data to a
meshed communications environment based on WiFi, 3G/
EDGE/GPRS or UWB systems that can then feed information back to a more centralised environment via resilient
redundant wired systems.
Such an approach can ensure that any asset in the battlespace can be continuously monitored for failure at both
a component and an overall asset level. In this manner,
the overheating of, for example, a cooling system within
a tank caused by the clogging of an air filter by dust
can be seen before it becomes too much of an issue.
Low-bandwidth hardened meshed WiFi systems can continuously monitor systems in the battlespace itself, feeding
back to front-line wired systems, which will, in themselves,
integrate with the greater supply chain back to logistics
centres and suppliers. At the same time as the tank commander is informed of a possible problem, events can be
initiated that identify where the nearest spare filter is, and
how it can be brought closer to the active battlespace.
The filter, the tank and the engineer required to fit it can
then be brought together in a less dangerous position
outside of the battlespace and the filter can be changed,
enabling the tank to be redeployed back into the battlespace. Without the capability to monitor at a granular
level and to integrate information flows across a range of
different systems, it would be far more likely that the tank
would suffer a more catastrophic failure in the battlespace
itself, endangering its crew and compromising the battlespace situation. In this case, the use of SOA at the tank
level through GPSA, integrated through federated ESBs to
other parts of the logistics chain, ensures that equipment
is kept working as needed.
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Figure 4: Smart battlespace logistics
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Quocirca believes that a SOA approach to defence
logistics offers the greatest capabilities to all parties
concerned. The logistics chains can be opened up as
necessary, while still maintaining full levels of security.
Groups and individuals can be added and removed as
necessary, and different levels of information access can
be provided. Master data models can be implemented
across the complete logistics chain, ensuring accuracy
of information flows up and down the system. Speed
of response and accuracy of supplies are improved.
Flexibility is provided for the future, enabling forces to be
rapidly deployed across existing and new theatres while
still enabling defence logisticians to see the complete
picture and to minimise the need for massive oversupply
of supplies to try and ensure that no one specific theatre
is left under supplied.

6. Use case scenarios
To enable a clearer picture of how SOA can be used
within a defence logistics environment, it is best to take a
series of different use case scenarios. The idea here is not
to give a total factual picture of any real life cases, but to
give a high level view of the types of issues defence personnel and defence logistics specialists have to deal with,
and how SOA can help in ensuring that such issues can
be more rapidly and effectively dealt with.

6.1. Deployment planning
Prior to any defence deployment, there will be a vast
amount of information being exchanged between on-theground intelligence personnel, command personnel and
other defence and civilian groups. Based on this information, decisions will have to be made on how much of
what type of assets will need to be deployed across the
total battlespace theatre. These decisions will also need
to take into account where these assets are already, what
state of readiness they are in and also whether the assets
are suitable for the conditions the battlespace will present.
For example, a decision to deploy more assets into a
desert environment may show that there are sufficient
helicopters available in a state of readiness for “standard”
use. However, that definition of “standard” may not mean
that the helicopter is ready for use in the environment
it will need to be deployed into. For example, it is also
necessary to ensure that the rotors fitted are suitable to
withstand the harsh abrasion of sand in the desert air,
and that the air filters in place can deal with the dust and
dryness of the environment.
As it is unlikely to be the case that a “standard” configuration helicopter will meet the exact requirements, events
need to be triggered to identify where the correct components are being held, identify the most effective transport
to get them from where they are to where they need to be,
and the correct resources that can rapidly and effectively

exchange the existing components for the new components. To add further complexity to this is the question as
to where the exchange takes place - at the place where
the helicopters are currently, at the target environment, or
at some midpoint depot between the two.
SOA helps here in being able to interface between the
various tools being used along the logistics chain. The
current state and position of the helicopters will be held
within the defence group’s own databases, whereas the
position of suitable spares will be a mix between existing
inventory held by the defence group and the availability
of spares from the supplier. The decision as to where
the replacement takes place will be dependent on decisions made by the battlespace commanders, and this will
impact the decisions that need to be made by logisticians
as to the type of transport required to move both the helicopters, the spares and the right skills to the right place at
the right time. By using connectors between a service bus
and the various applications in use, such interchange of
information can be easily carried out - and the right levels
of security can be applied as well.
Indeed, by taking a SOA approach, the various functional
parts of applications along the logistics chain can be
broken down and used as single points of function as
required, so reducing functional redundancy and enabling
much better optimisation of the whole chain.

6.2. Vehicles out of readiness awaiting spares
In the harsh conditions common to many battlespaces,
the failure of small components can mean that assets
need to be removed from the battlespace until they
can be fixed. Not only does this mean that vital assets
are unavailable for a period of time, but often significant
amounts of skills and resources are tied up in identifying what the root problem is and then in finding spares,
getting them moved to where the asset is and then fixing
the problem.
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With SOA and smart asset monitoring, many issues can
be seen proactively. By the use of sensors in battlespace
assets, status information can be fed back to local and
central command centres on any issues that could cause
an asset to fail. Therefore, prior to the failure happening,
the asset can be removed from the battlespace to a point
of relative safety.
At the same time, information from the sensors can be
used to identify what component is likely to fail, and SOA
can then be used to identify where the nearest replacement parts are, along with how best to transport these
parts to the battlespace and, if necessary, how best to
transport the replaced part either to a point away from the
battlespace (for security reasons) or back to the supplier
(for examination reasons).

6.3. Asset recall and replacement
The failure of a component is generally due to the specific circumstances surrounding the use of the individual
component. However, it can also be that the initial design
or manufacture of a component can be defective, which
may only become clear once failures start to happen in
the battlespace.
In this kind of failure, it is imperative that all assets using
the component be serviced as rapidly as possible and
the component replaced. However, within a battlespace
environment, managing such a massive issue can be
highly problematic.
It is necessary to have a full inventory of assets that are
currently using the component. This also needs to be
cross-referenced with where the assets are - the data
for which will generally be held in a completely different
database - and can cover assets that are at a central
depot, those that are in transit and those that are actively
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deployed. This information needs to be available across
the supply chain, so that front line logisticians, as well as
suppliers, can see the scale of the issue and can work
together to remedy the problem. It may well be that there
are already other components near to hand which could
act as a replacement, even if only for a period of time so
that some level of readiness can be maintained. However,
if it becomes apparent that battlespace readiness will
be impacted due to the lack of component availability,
a broader search may have to be carried out to identify
what other assets can be deployed to the battlespace, by
what means and within which timescales. Finally, the delivery of the replacement components to central depots,
to in-country distribution points and to the battlespace
itself will need to be dealt with. Again, this is a complex
mix between the various different types of transport available, the timeliness of delivery required and the cost of
each type of transport. The logistics chain will cross over
the lines between supplier, the defence group and civilian groups in multiple different ways as the information
flows impact the physical chains of component and asset
moves. Again, this involves information that is held across
multiple different systems, from basic supplier catalogues
through supply chain rosters and cargo manifests to battlespace activity records. Only through the use of a SOA
approach can such diverse information sources be pulled
together and actions taken that ensure that everyone concerned is kept informed of the changing situation.
Within a PBL/CLS environment, managing the complexities of such component recall and replacement issues
can heavily impact the profitability of a deal, and it is in
the best interests of the supplier to optimise the information and physical supply chains as much as possible.

6.4. Shared spares and supplies
The majority of battlespaces are no longer a situation
between two highly defined groups of protagonists. The
pattern now is of groups, such as NATO, the UN or a
group of allied forces, facing a similar group of antagonists. Information superiority can define who gains the
upper hand in any confrontation.

However, such “openness” also has to be flexible. For
example, the training of nominally friendly forces could
mean that such communication flows are required to
maintain the readiness of their own assets. Should these
“friendly” forces be seen as a security threat, it may be
required that the lines of communication be rapidly shut
down. SOA enables this through the use of point connectors from the service bus. Where such a shutdown is
required, the single connector can be closed, so cutting
out the affected group while maintaining the availability to
the systems for all other groups.

However, each party within the group will have their set of
data that they are working against, and will share this data
as necessary. Security has to be a priority, and yet the
groups have to be able to respond to each others’ needs
in real time.

6.5. Battlespace logistics

Within the logistics environment, this may mean the
sharing of spares and components, or even of complete
assets. For example, over time, NATO has managed to
standardise on many aspects of battlespace assets.
Ammunition calibres are now relatively standard, voltages
used within equipment have been standardised. Vehicle
and other mobile asset spares are becoming more standardised, and even consumables for combatants are
being standardised.

Logistics within the battlespace itself show the greatest
complexity. Here, nothing is static: forward deployment
points change on a regular basis, assets are in constant
motion, failure can be either through component failure or
via opponent action. Storing large amounts of inventory in
the active battlespace itself is not a viable situation - the
inventory is at risk from damage due to enemy action,
could be stolen and used by the enemy to shore up its
own assets or, at the very least, ties up inventory and
costs that may be more useful elsewhere.

This does mean that if an asset has a component failure,
the owning party may not have a spare, but an allied force
may be better positioned to provide the spare than the
owning party’s own logistics chain can. Therefore, it is
important to enable two-way communication across the
various data stores and applications being used by allied
forces, such that the overall force readiness is always at
an optimal level. No single force is in a position to dictate
to other forces how their information communication
capabilities should be configured, though. Again, SOA
can solve issues across different information schemas
and models by enabling the transposition of data at the
connector level, taking information flows into and out of
systems and reconfiguring them on the fly to meet the
needs of other systems. Therefore, each group can continue to use existing systems, but can create a high level
of informational fidelity up and down the logistics communication chain.

Therefore, it is desirable to minimise the inventory at the
front line itself, with a hierarchy of just-in-time depots and
distribution points being in place. However, these all need
to be tied successfully together so that responses can be
made in real time, ensuring that asset availability is maximised in the battlespace.
This requires continual monitoring of assets, both locally
and remotely. Those using the assets on the ground need
to have proactive notification of any possible problems;
those away from the direct field also need to be aware
of these problems so that advice can be provided on
alternative approaches, on when the asset needs to be
pulled out or left behind, on how long it will be before a
new asset can be provided, or spares delivered so that
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a fix can be carried out. If the asset is to be pulled out,
the user needs to know where to and at what time. They
need to know at what point do they hand over the asset,
whether they get a replacement, a different replacement,
or whether they need to stay with the asset until it is fixed.
Others on the ground need to understand the impact that
all of this has on them, and what steps are being taken to
mitigate any such impact.
With disparate systems, this whole procedure becomes
too complex to be viable. Information transcription
between systems leads to errors, particularly in life and
death situations where speed is seen as being the priority, rather than accuracy. However, manual transcription
introduces high degrees of information latency as well, so
both speed and accuracy are compromised.
SOA enables disparate systems to be brought together,
and the use of an enterprise bus means that information
flows can be completely automated, maintaining accuracy
and optimising speed. By using sensors within battlespace assets, information and events can be triggered
automatically, so freeing up the battlespace personnel to
do what they need to be doing - not monitoring their own
assets.

7. Conclusions and recommendations
The defence logistics environment is complex and
dependent on many links in an extended chain. Existing
approaches of using siloed systems and manual transcriptions between internal and external systems lead
to errors and to issues in timing which can compromise
the capabilities of a battlespace or a complete theatre of
operations. The need to rapidly fix and redeploy assets
within the active battlespace means that demands on
defence logisticians are growing exponentially, and yet
political pressure to minimise costs means that oversupply of items is not an option.
The use of SOA enables disparate logistics and supply
chain systems to be pulled together in a secure and flexible manner. The need for different military, quasi-military
and non-military groups to work together can be enabled,
with different parties and individuals being given different
levels of informational access dependent on their trusted
relationship. If necessary, such access can be rapidly and
effectively removed.
SOA also enables existing systems to carry on being
utilised. In an environment where cost is a major issue, the
capability to completely replace existing systems is not
high: SOA enables existing systems to be made available
as sets of functions that can be individually used within
the overall logistics processes. Therefore, costs can be
minimised while capabilities are maximised.
Through using SOA, information flows can be increasingly automated, cutting down on any need for manual
intervention and removing transcription errors. The use of
a common data model means that errors can be further
removed, as system catalogues maintain views of what
catalogue numbers refer to what items across the whole
chain.
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Overall, SOA presents today’s defence logisticians with
the lowest cost, highest benefit approach to dealing with
existing issues and providing a flexible platform to deal
with issues in the future. While still using existing systems,
SOA can be implemented to add additional functionality
and capability. SOA does not have to be an impacting
project: the capabilities can be introduced alongside live
systems and defence logisticians, intelligence operatives
and finance/procurement personnel can all start to benefit
from the additional capabilities provided as systems are
brought together, processes become more streamlined
and information availability allows for greater visibility and
monitoring of where assets are within a total system.
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Appendix A: SOA – a proven architecture
The key to creating a platform for communications and
data transfer within any environment is to use open
standards wherever possible. This enables the easy interchange of information between different systems, and
also ensures that processes can be streamlined and
more effective.
A service oriented architecture (SOA) is a technical
platform based on open standards where applications
cease to be the main focus for the provision of solutions
to the user. Instead, small discrete functions are created
which can be used as required within any process. As
a simple example, we can look at the need for a timing
component. Within a monolithic application, the code for
managing a timed event will be generally built in to the
application itself. If there are multiple such applications,
you have multiple different means of managing a timed
event (see Figure 5). If any one of these has a flaw within
it, any dependency between the timing of events that
cross the applications will fail. Further, any integration
between applications tends to be done via hard coded
connections, leading to further complexities. Within the
concept of the common operating picture (COP), there
may well be many different systems with different timing
capabilities built in to them. The possible variances
between the timing services could drastically affect situational awareness.
For example, if this were to happen within the targeting
cycle, we can see a situation where one system could be
analysing an event, and a decision made to eliminate the
target with artillery. This analysis system could be using
one timing routine, and calculates that a particular type
of force should be used to destroy the target. The artillery round to be used needs to hit the target in so many
seconds, and explode a fraction of second afterwards.
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Figure 5: Archetypal application architecture
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This information may then be handed over to a fire control
system, which repeats the calculations within its own
systems and then fires the round. If the times were to be
calculated as actual times (e.g. 10:04:05 UTC), then any
issues with the core timing routines between the two
systems would lead to the round being fired at the wrong
time, hitting the target at the wrong point (or missing it
completely), and/or exploding at the wrong time.
Now, assume that there is a single timing function. The
analysis process needs to use this to calculate the
required response. It then passes this information to the
fire control system, which then uses the exact same timing
routine within its own calculations. Therefore, there cannot
be any issues with timing as everything refers to the same
routine. Mission effectiveness is optimised, and the communication of events among the various command and
front-line personnel involved is improved to ensure greater
agility and accuracy in decision-making.
This functional reuse is central to the concept of SOA, and
changes the way that the battlespace can be regarded in
IT and communication terms.

Figure 6: SOA architecture
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An ESB also provides other benefits. As a core component within a system, it provides the connection points to
other systems. As well as acting as the broker between,
for example, one defence group’s systems and another,
it can also act as a gateway between new web servicesbased systems and existing monolithic or proprietary
applications. Through the use of specific connectors,
existing applications can exchange data with the ESB in
a manner where the ESB can then serve such information
to calling or responding services. Therefore, there is no
need to carry out immediate replacements of old systems
– this can be carried out when time, money and need
dictate.

Each functional component within a SOA is termed a
service (often referred to as a “web service”), and can act
as both a calling and a responding service. Therefore, in
the above example, the timing routine can be called by
any other function that requires such granularity of timing
within its own event, and the timing routine itself could call,
for example, a calendaring service should its own output
need to be comparative against a higher level, known
datum point (such as a zero time/date event).

The reuse of web services is managed through a catalogue of such services. By ensuring that this catalogue is
the central point for accessing the web services, re-use
is more effective, with developers being able to see what
services are already available during their work. Indeed,
such catalogues should provide a great deal of information on the capabilities of the service, such as throughput
capabilities, how many calls it can service in a given
period of time, what inputs it requires and what outputs it
provides.

For a SOA to operate effectively, it needs a common
means of transferring information between the various
web services, and from one environment to another. In
the majority of cases, this is carried out via an enterprise
service bus (ESB), which contains all the functionality
required for carrying out such critical tasks (see Figure
6). Therefore, should a responding web service not be
available for any reason, the call can be re-routed or held
by the ESB functionality so that the call can be effectively
serviced.

An overall process facilitated by a SOA platform is known
as a “composite application”. Here, we still have the
concept of an overall application that provides a solution
to a specific problem. However, we have a level of granularity within the system that gives greater flexibility. Using
our previous example, if a better timing web service is
found, it can replace the existing timing web service, and
all other services that use this timing service will be automatically upgraded.
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A SOA environment also enables data to be dealt with
more effectively. For data that is associated with an application, it is often the case that the data is specific to that
application, and access to the data has to be carried
out through the application itself. If the data is needed
by a different application, then hard coding is generally
required to carry out extract, transform and load (ETL)
activities on the data to move it to the database that the
new application uses. However, a SOA can provide direct
connectors to databases, creating a means of federating
them in such a manner that the movement of the physical
data from one database to another is no longer required.
Instead, the SOA uses these connectors to dynamically
access the data as the composite application requires it.
Through this means, action is always carried out against
the latest data available and systems are not working
against multiple instances of key data.
Within standard commercial environments, SOA has taken
off as the main means of providing flexibility within their IT
platforms and networks. SOA is now a tested and mature
approach, and today’s solutions provide fast response
times, highly resilient systems and flexibility to embrace
existing systems. Therefore, taking an existing SOA
approach as a basis for the design and development of
networks within the battlespace means that the proven
capabilities and the use of market-based standards will
provide a suitable platform for creating a robust interoperable and reliable battlespace information solution.
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Security, performance and SOA
Security within a SOA architecture should be viewed as
different to that within an archetypical application environment. Whereas, within an application, security can
be viewed as being distinct and specific to the application, with data between applications being encrypted,
SOA presents more issues. As services are calling and
responding to each other, trust models have to be set up
and maintained to ensure that only known services are
requesting and responding. This requires the setting up of
a technical “contract” between services, which needs to
be brokered through a trusted environment. Again, as in a
standard application-centric environment, all data on the
move has to be encrypted, and here the ESB becomes
the major means of ensuring that data is maintained in a
highly secure yet highly optimised manner. Through these
means, each service can be fully secured as a discrete
item, opening up connections to other services only as
the trusted broker decides that this should be the case.
Once the services have been opened up to each other,
any information flows are fully secured via encryption and
tunnelling (ensuring that point-to-point information flows
are maintained, rather than packets of data finding their
own way around the network).
Within the technical contracts, a SOA can enforce more
than just trust levels. To further drive optimisation of the
various infrastructure assets, the contract can define
what the performance requirements are. For example, a
requesting service may require a single response to its
request, and the responding service can therefore be
provisioned as a small service utilising only a small proportion of the infrastructure assets in order to meet these
needs. A different service may be required to respond
to many requests per second or minute, in which case
it will need to be provisioned with more of the available
resources. All of this can be managed through the use of
a technical contract broker.

Transformation of the Department
of Defense’s business systems
Foreword
On behalf of the IBM Center for The Business of
Government, we are pleased to present this report,
“Transformation of the Department of Defense’s Business
Systems,” by Jacques S. Gansler and William Lucyshyn,
School of Public Policy, University of Maryland.
The Department of Defense launched an ambitious effort
to transform its vast network of back office mission support systems in 2001. It has since invested large amounts
of funding in the effort. What progress has the initiative
achieved to date? What has been its impact? Should the
new Administration continue the existing effort, terminate it,
or revise its approach? This report provides answers and
insights into each of these key questions.
The authors of this report have extensive experience in assessing the Department of Defense business modernization efforts. The authors describe the wide-ranging transformation of defense mission support systems, which started
with more than 4,000 systems needing coordination. The
effort expended $440 million in its first four years and
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experienced criticism that little was changing. Congress
intervened in 2005, mandating a new governance structure
leading to a greater focus on results that matter to the
warfighter.
The authors anticipate that the transformation effort will
likely take another decade. They offer a series of recommendations to strengthen the initiative’s leadership, staffing,
governance, and the management of business transformation.
While this report focuses on the experience of the Defense
Department, it also offers a broader set of lessons for
large scale business transformation efforts in other agencies. We hope that this report will be a useful resource for
both policy makers and public managers as they continue
transforming government to be more results-oriented,
efficient, and productive.
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Executive Summary
The Department of Defense (DoD) is one of the largest and most complex organizations in the world. DoD’s
budget dwarfs that of the world’s largest corporation,
it employs millions of people that operate worldwide,
and the Department carries orders-of-magnitude more
inventory items than the largest retail corporations. Yet its
business systems are far from world class; they are still
based on several thousand, non-integrated, non-interoperable legacy systems. In addition to the inefficiencies
and errors generated by this amalgam, it is difficult, if not
impossible, for the senior leadership to get the enterprise
visibility necessary to make sound management decisions.
In order to meet the 21st century national security
requirements, the Department needs business systems
that enable it to be flexible, adaptive, and accountable.
Recognizing these deficiencies, the Secretary of Defense
initiated a transformation initiative in July 2001. This report
aims to examine this effort; review the lessons learned;
and, finally, make recommendations aimed at maintaining
and accelerating the program’s recent momentum.

Transformation in the Public Sector
Several trends that both public and private organizations face in the 21st century, create the environment that
drives transformation. The first of these is the continuing
impacts of the information technology (IT) revolution,
and the increased connectivity made possible by the
internet—enabling continuous and immediate horizontal
communication—while accelerating globalization. Second,
and partly as a consequence of the first, is the new and
larger role that knowledge plays in the operation of most
organizations. Third is the increased criticality of security;
information assurance as well as physical security. The
importance of this was, obviously, highlighted by the terrorist attacks of September 11, 2001, which demonstrated
the disruptive potential to public and private facilities from
new forms of innovative attack. Finally, and perhaps most
important, will be the growth in federal entitlement spending, and the downward budgetary pressure this will exert
on discretionary programs; most notably, defense. As a
result of these trends, organizations won’t be able to just
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improve or reengineer processes; they will need to be
transformed; which will require them to do new things in
new ways (Rouse 2006).

DoD’s Initial Attempt at Defense Business
Transformation
The business transformation effort within DoD can be
traced back to demands from Congress for better management and accountability of appropriated funds for all
federal agencies and organizations. The GAO was also
pushing DoD, along with the other federal agencies, to
produce clean financial audits. There was an underlying
assumption that the kind of accounting practices followed
by the private sector (financial accounting) would add
value to government activities.
In July 2001, Secretary of Defense Donald Rumsfeld
issued a memorandum to the Department of Defense
establishing the Financial Management Modernization
Program (FMMP) under the sponsorship of the Under
Secretary of Defense (Comptroller). Although the program
included all business activities, as well as finance and
accounting, its early focus was clearly on obtaining an
auditable financial statement. Developing a DoD financial management enterprise architecture was identified
as a critical first step. Much of the effort of the program
over the next several years was devoted to that end.
The FMMP was renamed the Business Management
Modernization Program (BMMP) in May 2003.
Through 2005, the BMMP increased DoD-wide systems
visibility by identifying the existing inventory and developing an understanding of over 4,000 business systems.
Although the program claimed some progress, such as
publishing a standard for uniform coding of financial
data, BMMP faced significant challenges. The limited
results also came at a significant cost—approximately
$440,000,000—leading some to wonder if more progress
could have been made.
There were numerous issues with DoD’s initial transformation effort. We outline three here. First, there was the
lack of appreciation for the breadth and depth of the
DoD Business Mission, and the unwieldy scope of the
required transformation. Second, the initial overall direc-

tion of the business transformation strategy maintained a
focus on obtaining a “clean audit,” rather than an effort to
transform the overall business management processes
of the department. Finally, the program focused almost
exclusively on building an architecture, rather than delivering business capabilities. Even with that focus, after
three years of work there was little significant change in
the content of the architecture, or in controlling how the
department was spending funds on existing and new
business systems (GAO 2004).
Any large-scale transformation, such as the one being
attempted by DoD, would be complex and problematic.
However, the slow progress of BMMP demonstrated the
need for a new approach, if the transformation was to be
successful. The new approach was implemented in 2005.

Current Transformation Effort
Several specific provisions were included within the
National Defense Authorization Act (NDAA) for FY 2005,
that compelled the DoD to sharpen its focus on the
development and modernization of its business systems.
One key requirement, designed to rein in the uncoordinated and escalating cost of business systems,
requires certification approval of any business system
modernization in excess of $1 million, over the system’s
development and modernization lifecycle, by a Defense
Business Systems Management Committee (DBSMC),
chaired by the Deputy Secretary of Defense. The Act
also mandated that the DBSMC become the principal
agent responsible for DoD Business transformation. This
external pressure significantly altered the trajectory of
the Defense Business Modernization effort. The DBSMC
was chartered to comply with the requirements in the
NDAA FY 2005. In addition to the DBSMC, a series of
Investment Review Boards were established to assist in
the review of all business system modernization investments over $1M.
DoD also adjusted its approach to business transformation and sharpened its focus on improving its ability to
more efficiently complete its mission and articulated the
following four strategic objectives:

•

Support the Joint Warfighting Capability of the DoD.

•

Enable Rapid Access to Information for Strategic
Decisions.

•

Reduce the Cost of Defense Business Operations.

•

Improve Financial Stewardship for the American
People.

The DBSMC recognized the need to focus their energy
on enterprise-wide imperatives, and introduced the concept they identified as “tiered accountability:” relying on
accountability at multiple tiers of the DoD organization.
The new approach also recognized the need for horizontal
integration across the functional competencies. Business
systems capabilities would now be prioritized based upon
their alignment across the five Core Business Missions
(overseen by the appropriate Under Secretary), with a
focus on end-to-end business processes.
The Deputy Secretary of Defense and the DBSMC
acknowledged the need to institutionalize the transformation process, and established the Business Transformation
Agency. The Business Transformation Agency (BTA)
would provide day-to-day management of the business
transformation effort at the DoD Enterprise level, ensure
that it aligns to the warfighter’s needs, and provide direct
support to the DBSMC and other transformation governance bodies. Once it was established, the BTA identified
the DoD’s business enterprise priorities as: personnel
visibility, acquisition visibility, common supplier engagement, materiel visibility, real property accountability, and
financial visibility. With these as a focus, the BTA began to
develop their products, such as the Business Enterprise
Architecture, and the Enterprise Transition Plan.
The BTA also assists with the investment review process
on behalf of the Investment Review Boards (IRBs), since
the requirement to certify IT investments of over $1M (over
the system’s life cycle) created a significant level of effort,
and could have easily overwhelmed the IRBs. Finally,
the BTA was given the responsibility for the acquisition,
development, and deployment of 27 information systems,
each of which is focused on delivering an enterprise-wide
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capability; and all of which must be integrated. To provide
oversight for these programs, the BTA designated an
office of Defense Business Systems Acquisition Executive
(DBSAE).
The BTA was organized just over three years ago; during
that time the trajectory of DoD’s Business Transformation
has been significantly altered. Real progress has been
made in completing and revising the business enterprise
architecture. The latest version represents a major step
forward. First, the building of the family of architectures,
which are needed to adequately guide the investments
across all of DoD (GAO 2007). Second, the enterprise
transition plans have been developed and updated on
the planned schedule. Those plans describe the department’s approach to business transformation and define
the priorities that DoD will use to manage major information systems and transform human resources, materiel
supply, property management, weapons system development and financial management programs. Third, a
well-managed, timely system has been put in place to
efficiently review the IT investments, in order to comply
with the NDAA 2005. Finally, programs placed under the
BTA umbrella have demonstrated a much-improved management.
DoD’s Business transformation landscape continues to
change. The FY 2008 National Defense Authorization
Act (NDAA) implemented the requirement for a
Chief Management Officer (CMO) and Deputy Chief
Management Officer (DCMO), and directed that the
Director of the Business Transformation Agency report to
the DCMO. There were several other initiatives, including
the requirement for a Performance Improvement Office,
as well as designating a specific continuous process
improvement strategy (Lean Six Sigma), and the designation of three senior governance councils, that will all
influence DoD’s Business Transformation.

Findings and Recommendations for the New
Administration and Congress
Although DoD is over ten years into its journey to transform its business management, little progress was made
until Congress passed the FY 05 NDAA. That law provided
the impulse for the DoD to refocus the program’s priority and restructure the governance, eventually leading to
the establishment of the Business Transformation Agency.
These actions put in place a structure and a variety of disciplines; and meaningful progress began to be made that
included the development of a useful Enterprise Transition
Plan, common data rules, data standards, and a structure
to manage the development of enterprise systems.
The DoD has a scope and scale that continues to present
a significant challenge, and, unfortunately, given the timeline of this transformation initiative, today’s snapshot of
success may not accurately predict a future that remains
almost a decade away. The legacy systems, processes,
and supporting organizations developed over decades,
have been optimized to serve subordinate organizations’
goals and objectives, rather than overall DoD enterprise
management. Consequently, efforts to transform these
systems and processes inevitably meet with significant
inertia and resistance.
Maintaining the progress made, and accelerating the
pace will be a critical task for the new administration.
The following are our significant findings and recommendations:

Leadership of Business Transformation
Finding 1: Leadership emphasis has proved critical to
energize DoD’s Business Transformation.
Finding 2: Initial DoD business transformation efforts were
plagued by a lack of stability in leadership at the program
level.
Finding 3: Within DoD’s components, especially in the
military services, uniformed leadership is critical, but not
always evident.
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Recommendation 1: The new Administration must continue to make Defense Business Transformation one of its
top Department of Defense priorities.
Recommendation 2: Congress, the new Administration,
and especially the Secretary of Defense, Deputy
Secretary of Defense, and the Service Secretaries and
Chiefs, must continue to ensure that Defense Business
Transformation effort is able to recruit, hire, train, and retain
the necessary key personnel.

Management of the Business Transformation
Finding 9: DoD employees often lack the necessary
experience and skills to spearhead the planning and
managing of the implementation of the business’ transformation, within the scope envisioned.
Finding 10: Successful transformation requires adequate
and stable resources, especially sufficient funding.

Governance of the Business Transformation

Finding 11: An architectural approach is necessary to
conduct true business transformation, since it focuses on
functions and processes, not systems.

Finding 4: Evolving from DoD’s legacy, stove-piped structure into integrated, enterprise-wide systems naturally
meets with individual and organizational resistance.

Finding 12: Some DoD business modernization programs
have tried to do too much in a single initiative.

Finding 5: DoD’s business modernization program
governance requires a committed steering body of crossfunctional, senior executives.
Finding 6: There are three federal laws that continue to
complicate the Defense Business transformation (i.e.
Goldwater-Nichols, Clinger-Cohen, and the NDAA FY
2008).
Finding 7: Even with the establishment of the Business
Transformation Agency, some important organizational
issues remain.
Finding 8: The BTA directly manages only some of the
enterprise systems, but its involvement with the many
other large business information systems managed by the
Services and components is necessary, and can be of
great value.
Recommendation 3: Congress and the new
Administration must work to resolve specific organizational
barriers to BTA’s ability to act on transformation initiatives.

Recommendation 4: The Congress, the Secretary of
Defense, and the Service Secretaries and Chiefs must
continue to ensure that Defense Business Transformation
effort and the Business Transformation Agency have adequate and stable resources.
Recommendation 5: The new Administration must work to
strengthen the role of the BTA to lead the management of
DoD’s Business Transformation.
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Cyber defense
Understanding and combating the threat
Introduction
Each year, IBM hosts the Global Defense Solutions
Projects and Defense Exchange Conference (SPADE).
The conference brings together organizations involved
in network-centric operations, intelligence activities, and
other general defense aspects, and fosters discussion
and information exchange in a controlled and safe environment.
IBM SPADE provides industry leaders with a venue to
network and trade ideas, discuss lessons learned from
their projects, share best practices on how to maximize
resources and operational capabilities, and engage in
panel discussions with defense experts from around the
world.
The eighth annual SPADE conference was held in Berlin
in September 2009. It featured three distinct discussion
tracks, one of which was cyber defense. The purpose of
this document is to summarize those discussions, which
involved approximately 50 representatives of IBM and
customers from around the world. The meetings covered
all aspects of cyber defense, from the nature of the threat
to technical and nontechnical mitigation approaches.
While SPADE is a defense industry event, the scope of
discussions encompassed government, commercial and
consumer IT infrastructures because these are essentially
inseparable when analyzing the threat and the likely vulnerabilities. For this reason, the discussions are of interest
to those in defense, public and private sectors alike.

Executive summary
Much has been written on the topic of cyber defense.
Press reports of hacking, cyber terrorism, cyber fraud or
virus attack occur almost daily. Yet, the topic is not widely
understood and is often surrounded by much technical
jargon and a considerable amount of hype.
The cyber threat has no consistent definition or categorization, but it is useful to consider it in terms of source
(where it comes from), techniques and technologies used
(ranging from hacking to misuse to virus attack) and the
threat pathway (local, remote, network, application).
An analysis of the different layers of a nation’s IT infrastructure in terms of vulnerability and criticality reveals
nonmilitary government and corporate IT systems, such
as those at media, telecommunications and utility companies, as the “soft underbelly” of the IT infrastructure and
could therefore be the most likely target for a cyber attack.
Such an attack can be seen as a lower-cost alternative or
precursor to a traditional, kinetic attack.
Although many organizations rely on firewalls for their
cyber defense, this is no longer enough. Effective mitigation against the threat of cyber attack can only come from
a combination of technical and nontechnical measures.
Technical mitigation techniques include firewalls, security
patches and network intrusion detection. Nontechnical
mitigation combines leadership, education, policy development, and enforcement. An effective defense against
the ever-evolving threat can only be achieved through a
balance between these two complementary techniques.
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The threat
The source and nature of cyber threats,
with likely targets and threat scenarios
Key messages
• Effective cyber defense is only possible through identifying, analyzing, classifying and understanding the
threat. This is challenging, as there are a variety of
threat sources ranging from malicious individuals to
nation-states. The cyber threat presents as strategically asymmetric, real and insidious, but it can be
executed symmetrically for enhanced tactical effect.
• The threat to civilian infrastructure should be of great
concern to governments as it represents a relatively
“soft” target.

• The cyber threat is cheap (in comparison to kinetic
attack), easy, ubiquitous, proliferating, flexible, agile
and increasingly sophisticated. Unless the threat is
addressed, the whole notion of the network-centric
concept of operations is at risk.

Understanding and categorizing the threat
Successful mitigation of any risk depends on the comprehensive assessment and categorization what could
go wrong. Only then can thorough risk mitigation begin.
This is particularly challenging for cyber defense, where
the risk can come from many different directions, impact
in different ways and take on a multitude of different forms.
As shown in Figure 1, the cyber threat can come from a
spectrum of sources, ranging from a single disgruntled
individual with hacking skills to a nation-state preparing
for a kinetic attack on an adversary. The potential impact
of the attack increases accordingly, but much damage
can be done at all points along the spectrum.

Figure 1: Cyber threat source continuum
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Nation-state
cyber enabled
kinetic attack

Any or all of these threat types can bring a vast array of
techniques and technologies to bear. These are outlined
below.

Figure 2: Threat categorization
Category

Description

Examples

Hacking

The act of breaking into a computer or
network to gain some form of control.

• SQL Injection
• Denial of Service
• Access via Default
• Credentials

Mal-ware

• Key logging and
Short for malicious software, this is
software designed to infiltrate or damage spyware
a computer system without the owner’s • Botnet
• Trojan
knowledge or consent.

Miss use

• Abuse of system
The abuse of computer systems.
Examples include password or credential privileges
• Embezzlement
theft, or abuse of personal privileges
for malicious intent.

Deception The act of manipulating an individual to • Phishing/Pharming
& Social gain unauthorized access to a computer • In person
• Phone
system or network.
Physical

The act of trespass or threat to gain
unauthorized access to a computer
system or network.

The nontechnical methods such as social engineering –
which may be as simple as persuading someone to give
over their password – or physical access through trespass
or deception should not be underestimated, as these
can cause breaches even in systems with a high level
of “trust.” Many high-profile government organizations
go to great lengths to protect themselves from technical
threats; therefore, their greatest risk exposure is seen as
coming from insiders, who may spend years building trust
and rising within the organization in order to engage in an
attack.

Threat scenarios
To understand cyber threat scenarios, it’s useful to use a
layered model of a country’s IT infrastructure as shown in
Figure 3.
Figure 3: IT infrastructure domain layers

• Wire tapping
• Shoulder surfing
• Assault/threat of
harm

Consumer

Criticality

The technical methods can focus on a number of pathways, including business applications (such as the
accounting package, or emergency response coordination system) or the physical network, such as the Internet,
or an intranet and its wireless extensions. Pathways can
be remote (originating from outside the organization) or
local (for example, from a disgruntled employee or someone trespassing on the organization’s premises to gain
access to its computer system).

Vulnerability

Business

Government

Military
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The outermost layer is used by the consumer for activities
ranging from entertainment to online banking. The next
layer belongs to corporations that will use the same infrastructure for a variety of mission-critical and administrative
activities. Some of these corporations will be deemed
“critical” to the nation’s ability to function, such as the telecom providers, banks and privately owned utilities. The
third layer is government IT systems, which again could
be categorized according to their criticality to operations
of state and local services. At the core of the model are
the military IT systems, which again can be administrative
or mission-critical in nature.
The vulnerability of the IT components in these different
layers generally decreases from the outside in. If consumers are not mindful of basic cyber-hygiene such as the
need for operating system patch management or wireless
network security, their systems can be compromised and
potentially used to host malicious software, which in turn
could be used by a third party to mount a cyber attack on
any country’s IT infrastructure. Corporations and governments are usually more mindful of the cyber threat and
adopt security policies to prevent nodes in their networks
from becoming compromised. Military systems are the
most secure of all, especially when static or headquartersbased. Note that vulnerability levels will be static over time,
and only change when technology improves or process
change occurs.
In contrast, criticality increases from outside in, and will
change if the host nation-state moves towards a conflict
or the incidence of a terrorist attack increases. The government and business layers include critical assets such
as emergency services, hospitals, power, telecommunications, traffic control, air traffic control and so on.
This leads us to consider the tipping point between vulnerability and criticality, as this could be seen as a likely
target for cyber attack. Corporations and nonmilitary government IT systems constitute this “soft underbelly” of a
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nation’s IT infrastructure. This does not mean that the military is “off the hook” for cyber defense; it simply means
that they are ahead of the curve in providing protection for
their own networks, making them a harder target.
The task and responsibility for overall national cyber
defense is shared across all stakeholders – military, government and private sector alike. This implies a huge
coordination issue that will stretch the nontechnical mitigation approaches of policy, training and collaboration to
the limit.
The cyber threat can be characterized as shown in Figure
4 below.
Figure 4: Threat characterization

Characteristic Explanation
Cheap
(compared
with kinetic)

Traditional military attacks can be costly
in fiscal and humanitarian terms. Although
an effective cyber attack will require a
good degree of coordination, it is likely to
be cheap in comparison.

Easy

The tools and technologies needed can be
readily downloaded from the Web.
Unprotected computers can be compromised
and used to mount cyber attacks without the
owner knowing.

Ubiquitous

The threat can come from anywhere, at
any time.

Proliferating

As communications and computers
proliferate, so does the ability to
mount a cyber attack.

Flexible, agile Cyber attacks are cheap and can be
mounted by a single person with nothing
more than a laptop and a public Internet
connection, or through innocent, unaware
proxies like consumers.
Increasingly
sophisticated

Today a great deal can be done using readily
available, consumer-level commercial
hardware. Tracing attacks is also becoming
ever-more difficult because of complex routing
through dummy hosts and proxies.

Shared perspectives
Consensus viewpoints regarding
vulnerability to cyber attack and effective
mitigation
Key messages
• The whole of an organization’s it Infrastructure is vulnerable to attack, from an ever-present threat.
• A firewall is what many organizations rely on today, but
it’s no longer enough for effective cyber defense.
• Effective mitigation must involve through lifecycle education, clear leadership and investment.
• A risk management approach to cyber defense may be
beneficial, by helping to understand the potential impact
of the threat.
• Cyber defense requires a balance between the need for
privacy and cost-effective threat mitigation.

States of readiness
The cyber threat is ever-present and can come from
many different sources, ranging from a disgruntled
employee to a malicious nation-state. The preparedness
of organizations to deal with this type of attack varies significantly.
As discussed in the previous section, all elements of an
organization’s IT infrastructure represent potential targets for cyber attack. Techniques like SQL injection can
target Web applications such as e-government services
including hospital booking systems, vehicle licensing
applications, etc. Cross scripting can be used against the
servers which host these applications, while denial of service attacks can be mounted against the organization’s
public Web sites. Figure 5 explains these threat techniques in nontechnical terms.

Figure 5: Selected threat techniques
Threat Technique

Explanation

SQL Injection

• Most e-government applications (e.g., a benefits claiming system) offer a convenient way for a
citizen to gain access to, and alter, information in a database held and managed by the government.
• The citizen enters or modifies information using a Web browser-based form and the e-government
application converts this to Structured Query Language (SQL) commands needed to access the database.
• SQL Injection involves misusing a field in the browser-based form (e.g., an address field) to enter a
SQL command, such as delete all records in the database. If these commands are not effectively excluded,
the information held in the database can be compromised or corrupted.

Cross-site scripting

• This is a form of vulnerability in a Web application that can be used by a malicious third party to get
access to an authorized user's security credentials, and thus access or change information on their behalf.
• For example, if such a vulnerability existed in a benefits claiming system Web interface, it could be
exploited by a cyber criminal to access the benefits record as if he or she were an authorized user and
alter the bank account details so the benefits are paid into their account. Similar access to more sensitive
government systems could have disastrous consequences.

Denial of service

• This form of attack targets an organization's interface with the Internet (known as the Internet gateway)
and attempts to overload it with constant requests for information.
• This can result in normal users being prevented from accessing the organization’s Web sites or
cause the organization’s Internet gateway to malfunction.
• A simple analogy is when one person is bombarded by rogue telephone calls. As soon as one call
is answered, the phone rings again. This cycle continues over a long period, preventing real
customers from getting through.
• When these repeated information requests originate from one computer, the Internet gateway can
fairly easily block the request, but a distributed denial of service attack ensures that the request
originates from a large number of different computers across multiple geographical locations.
These attacks are much harder to counter.
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The motivation behind a cyber attack can include
information acquisition (e.g., espionage), information
exploitation (e.g., to gain competitive advantage), data
corruption, a disgruntled employee and prevention of
operations.

Unfortunately, many organizations still believe that the
installation of a firewall is adequate protection from the
cyber threat. This is far from the truth: Effective mitigation
against the threat of cyber attack can only come from a
combination of technical and nontechnical measures.

Dealing with this type of vast and varied threat presents
an array of technical, process, educational and organizational challenges. The response to these challenges
ranges from ignoring them (hoping that the threat is more
hype than reality) to adopting a holistic set of technologies, policies, leadership and education to counter the
threat. An example of the type of cyber defense framework recommended by IBM to its customer base is shown
in Figure 6.

Effective countermeasures

Figure 6: Cyber defense framework
Risk
management

Mission
requirements

Security
policy

Security management
Detect, react, modify, protect
verify, inform
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In this context, a risk can be seen as a cyber attack from
the array of threats outlined. By analyzing the impact
on the organization’s business, much of the press hype
around cyber threat will be excluded from consideration.
For example, attacks against the latest social networking
site may be newsworthy, but are unlikely to be of significant business impact to most organizations.
Effective mitigation approaches – or countermeasures – are
all a matter of careful balance. This balance can take on
several dimensions, as shown in Figure 7.

People
Processes
Technology

Mission elements: networks, systems, capabilities, information

When planning how best to counter the cyber threat, it is
useful to adopt a project-like risk management approach.
This involves cataloging all the different risks that may
occur, then analyzing each risk according to its potential
impact (if it happens) and the likelihood (or probability)
of it happening. Risk mitigation approaches can then be
designed to address the most likely risks with significant
impact to the organization’s business.

While the natural tendency of an organization may be to
focus on the technical methods of cyber defense, this is
unlikely to be sufficient. The IT infrastructure is as vulnerable as its weakest link. This may be an employee ignoring
established security procedures and operating system
security patch management. It is therefore essential to
ensure that there is executive leadership for the organization’s cyber defense and that investment in education,
process improvement and policing of compliance balances the technical defensive measures adopted.

Figure 7: Dimensions of balance
Technical mitigation
Firewalls, security patches,
network intrusion detection

vs.

Nontechnical mitigation
Leadership, education, policies

Effective threat mitigation
Ability to counter all possible threat
types (Figure 2) across the entire
threat continuum (Figure 1).

vs.

Privacy/Data protection
The need to protect the privacy of the
individuals in an organization and
information of a personal nature

Cost incurred
The financial investment for effective
technical and nontechnical
threat mitigation

vs.

Degree of protection
The amount of protection offered to
the organization against the spectrum
of cyber threats

Preemptive protection
vs.
Defensive measures to prevent an incident
from occurring. The medieval castle
analogy is building higher and thicker walls

Reaction to incident
the ability to minimize the impact to the
business post occurrence by responding
quickly and isolating/quarantining the
virus/mal-ware etc.

Technical mitigation
Protection through infrastructure security
Key messages
• Standards-based trusted computing is a key component of combating cyber threats.
• Advanced, defensive infrastructures based on commercial products are evolving and show much promise.
• Auditing is needed to improve defenses, but could
impinge upon data protection and civil liberties.
• Technical methods are most – or even only – effective
when combined with nontechnical mitigation.

Defensive infrastructures

The keystone of cyber defense technologies is standardsbased, trusted computing. Adopting these principles and
practices will ensure that security is designed into the
system and its components from inception. This has been
mandated practice for military systems for some time, but
recent use of commercial technologies in building secure
infrastructures to support sensitive government operations
has resulted in the crossover of trusted computing methods into commercial infrastructures.
Industry standards are also of vital importance. The
Trusted Computing Group develops, defines and promotes open industry standards for trusted computing.
The Security Content Automation Protocol (SCAP) is a
community-based initiative that aims to address the holistic needs of system security. SCAP promotes a checklist
approach to setting the security configuration of operating
systems and applications based on community-furnished
use cases. SCAP aims to extend operations into compliance, remediation, and network monitoring.
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The auditing of an IT infrastructure and its usage remains
a fundamental part of an effective cyber defense. The
central issues are data storage and analysis. What data
and information needs to monitored, captured and
stored? For how long should the data be stored? How
best should the vast amounts of data be analyzed for
optimum event detection and incident prevention? These
questions raise challenging issues, and the answers must
be balanced against the need for data privacy and the
protection of civil liberties.
Infrastructure audits are both effective as a pre-emptive
measure and essential when reacting to an attack. It
should be understood that no organization is impervious
to attack: At some point an intrusion will occur and will be
successful, most likely from the inside. Through effective
audit measures such as database transaction logging,
document access tracking and the like, it is at least possible to limit the damage and take appropriate reactionary
measures.
Advances in virtualization technology lead towards selfhealing infrastructures. Virtualization enables the use of
a separated network zone (in the form of a Virtual Local
Area Network or VLAN), which can serve as a quarantine area where a virus (or similar) can be contained and
analyzed in isolation. Virtualization can combine with
autonomic computing so infected areas of a system can
be shut down, and services taken offline, until the threat
is eliminated. This can be a semi-automatic process,
through the rule-based monitoring and analysis of rogue
system events, which generates triggers to the system
manager who instigates the segregation and threat elimination processes.

Defense in action – a simplified case study
It is useful to consider a simplified use case to examine
how modern systems can be equipped to prepare for and
counter a cyber attack. Figure 8 shows the IT system that
may be used by an organization to allow their customers
to examine stock levels and order an item for delivery.
The customer accesses the company Web site using
a browser over the Internet. Stock levels and the order
management application run on the company’s application server, which is connected to internal users over an
intranet.
As shown below, the system contains five interrelated
cyber defense mechanisms:
1. Application scanner – Performs off-line, static scans of
application software for vulnerability. Typically performed
prior to production deployment as part of release procedures.
Figure 8: A five-layered defense
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1

Customer

2. Perimeter protection – Monitors information traffic flowing
between the Internet and the corporate intranet, using an
IBM WebSphere® DataPower appliance that will protect
the application server against a Web services attack.
3. Identity management – Ensures that only known users
with correct credentials ban access the corporate
intranet. For secure systems, this can include multifactor
identification.
4. Intrusion detection – Oversees networks and infrastructure assets to detect and block attacks via the intrusion
protection system (IPS).
5. Management console – Evaluates all security events
and vulnerabilities, creates appropriate actions and alerts
system management personnel.
These mechanisms protect the organization in two ways:
First, by spotting vulnerabilities before an attack takes
place, and second, by intercepting and helping to thwart
an attack once it occurs.
The application scanner is used to detect vulnerabilities
unintentionally created during the project design and
build phases. The IPS is also working continuously to look
for and flag vulnerabilities before an attack occurs. If a
new vulnerability is detected by either of these systems,
an alert is sent to the management console so corrective
action can be taken if needed.

In the case of an attempted cyber attack, the initial
defense is perimeter protection. An IBM DataPower appliance scans incoming traffic against a known xml schema
and throws away anything that does not match. It does
not really know that it has detected an attack. However,
it is possible to flag certain events as alerts, to be sent
to the management console for review and appropriate
action.
If an attack is successful in bypassing perimeter protection, the next barrier is identity management. The access
manager software informs the management console of all
unauthorized access attempts.
Finally, if an attack manages to evade both perimeter
protection and identity management, then the intrusion
protection system will detect the network attack and alert
the management console.

A holistic approach
As discussed earlier, an organization should focus on
effective technical threat mitigation, but its full benefit
can only be realized if it is combined with effective nontechnical mitigation. Figure 9 shows the combination
of technical and nontechnical approaches in a single
integrated security framework adopted by IBM across all
operating divisions and all geographies.
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• The public health analogy may be a good model to
understand and plan effective cyber defense.

Figure 9: IBM Security Framework

IBM Security Framework
SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

PEOPLE AND IDENTITY
DATA AND INFORMATION
APPLICATION AND PROCESS
NETWORK, SERVER AND END POINT
PHYSICAL INFRASTRUCTURE
Common Policy, Event Handling and Reporting

Professional
services

Managed
services

Hardware
and software

Nontechnical mitigation
Protection by addressing the human
element
Key messages
• Communication and information sharing is vital to
cyber defense; this is key to understanding and overcoming ingrained cultural attitudes.
• Training and education across the ecosystem are
essential. The education of citizens is crucial, and
interesting methods are being adopted by some
countries, including cyber defense exercises.
• Active and meaningful industry and government
cooperation is required; the state of this differs from
country to country.
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Overcoming ingrained attitudes
Effective mitigation of the cyber threat is dependent upon
overcoming attitudes, misconceptions and cultural norms
of those involved in all domains of IT shown in Figure 3.
While cyber security technology can be incorporated into IT systems, it can never be enough to overcome
user ignorance. For example, most wireless gateways
include industry standard encryption, but this is of no use
whatsoever if the user disables this feature or fails to activate it in the first place.
The continued need to learn about basic threat mitigation is also critical. Simple consumer actions such as
accepting operating system security updates and keeping anti-virus software up to date would render botnet
malware (See Figure 2 for an explanation) ineffective. It is
tempting for governments to assume that computer users
would do this naturally, but this assumption can be misguided and dangerous. Cyber defense can be regarded
as counter-cultural, as users tend to “trust” computer systems; constant education is therefore necessary.

Cyber defense strategy
Effective mitigation of the cyber threat can only be through
comprehensive planning and preparation. All stages of
an attack/defense scenario must be considered in this
strategic plan. Some considerations in building a comprehensive cyber defense strategy are outlined in Figure 10.

Figure 10: Cyber strategy– elements to consider
Section

Contents

Training

•
•
•
•

Mandated and job/role related
Continuously evolving
Must be verified
Flexible to age, role, level of understanding

Understanding

• Knowing the threat
• Likely attack vectors
• Consequences of failure to defend

Communications

• Covering whole eco-system: not locked to organizational boundaries
• Improved information sharing: public/private sectors
• Improved collaboration: cross international boundaries

Analogy – public health and disease control

For more information

Up to now, technical and procedural considerations have
been central to cyber defense. However, these have been
seen to be lacking. An alternate method worthy of consideration is the public health/disease control analogy.

The IBM SPADE Conference program brings together
defense organizations involved in Network Centric
Operations, Defense ERP activities, and other general
defense aspects. The goal of those conferences is to
foster discussion and information exchange in a controlled and safe environment.

In this analogy, cyber threats look like disease vectors
and organizations such as the World Health Organization
(WHO) focus on determining where the disease comes
from, how it is spreading and what effects will it have. The
analogy is outlined below.
Open information flows are as key to effective cyber
defense as they are to disease control. If the same
media-centric communication methods applied during
the recent swine flu pandemic were applied to imminent
cyber threats, the populace would be better equipped to
prepare for, respond to and recover from an attack.
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IBM SPADE provides industry leaders with a venue to:

• Network and trade ideas
• Discuss lessons learned from their projects and share
best practices on how to maximize resources and
operational capabilities
• Engage in panel discussions with defense experts
from around the world
If you would like information on future conferences, please
visit our Web site or contact your IBM representative.
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