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1. SMF #> 7« 7075, 0 hzRL£7, 22X AEN/~ RACF SMF
V:~Fﬁ(b:—F-54i8m3UJ1AGQSMFV: REE, Tho
T4 > SMF Ld—RE (Lad—R - Y147 30) 263 L %7,

B2, HBH/NEEER D AT LT, 1| HIZETS NS EHE0E MAN 7—4 -
ty NOYOBZEY > TOREEN 5 BZELET, IFASMFDP 7107 F 4
DHNITIE, RACF L O— REE7&I1L ACF2 SMF L J— REIZDW T, 50,000
32,000 69,000 49,000 BLN 27,000 NrLEEINTNSHELET, ZOHE.
B7s 1 HiIcESIAEN/Z RACF L I— RFEZIE ACF2 SMF L a— Ro&E
¥ 227,000 12720 £F, SMF 30 L d— RD%iE. 19000 15000 31000 23000
BEW 17000 TL7z., ZDHFE. SMF 30 LI—RD 1 HOEFHIZ 105,000
IR0 ET,

2. 77— Lih—MMERRERNS 1 2 (740 ) THHERELT. 1 124
— NV %S 0D a— REEZELET,

ZOEITIE, 1 M7= 227,000 / 1440 = 158 £ RACF L d— RE7/-13
ACF2 L d— R &, 105,000 / 1440 = 73 £ SMF-30 L J— RAERES N E
—g-c

3. 25O SMF L d— ROYHWL L J— REZAS77-8, SMEF ¥> 7 - 70
75O T ERERLET, RACF L d— ROBEAIE 250 - 300 /N1 ~. ACF2
L a— ROEFAEIL 600 - 700 /N1 . SMF-30 L a— RDO#HAEIL 1000 - 1500
INA M-S TWABIET T,

4. FHL O—REIEE L O-REZFERETDIE. 1 1 27 —)VLYS7Z0 DFEN
w T y— YA XMW MNDET,

ZDO/NREES AT ADOEITIE, FEERIE (158 * 274) + (73 * 1224) = 132,644 )N\
4 MR ET,
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5. BEDOIAT LMEEAROEHZEE L T, B LZFHEEIC 5 280, &b
NGO DWWEIEIZYI D B2 & bufsize /8T A — % — T Heitd O BAGR SLHY53 7
D%x9,

ZDOBITIE. bufsize )NT A—HF —DFREMITIZ 700 KB 2N#EY) T,

BR/NNY T 7 — A AR Mo 725, RIGBERINY T 7 — D&M 50 EN
DEJ, AIROXDIT. BINNY 77 —BOEEMOA X2 R ICBEL T E
9. FIZE, =5 =2 10 2T 10 [EEB A5 RACF OV F ViEREERLTZ
EERXT I REERLEZVWES, Ny 77 —IlREFT557—50EIE 10 50 E
ERLTVWDBRENRHDET, 1| DONY 77 —IZITHITH L WA R MREZA
FNB0. FHLT O AICIERTEERA. LEN> T, ARITKDLDIC
B0 ET,

Numbufs > (Averagelnterval / Interval) + 1

R EL T, ZORRKITEDIINY 77 —8D 2 BOMHEEHEHL TS ZE W0, L
7Moo Ty Tntervall ®F 7 +)V M (60 #) & TAveragelnterval) O 7 # )b
6 (300 #) ZfEAL TWAHEEIE. BT 2%((300/60)+1) = 12 /Nw 7 7 —IZ/%
U ij_o

ZOFIETEODIRSNIZEBMDONY Ty —Id, ATL T TT4ET 4 —NEWN
K DA —N—T7 00— - Ny 77y —ELTHHATHZENTEET, BE. IO
L7z N E<fm< 2 &i3H D EFR A, EITRLUEZFEHFITIE. BEOED 3 5
M5 4 50 SMF L O— RZEKRH 1 205 2 4) ZHRDASKERND 555
EEELTNHET,

FREDBITIX,  Tinterval)l & TAveragelnterval] W27 7 4 )V MEZEMFHT 5 Z & %4
ELTWEY, INSDNRNT A=Y —ZRET 2720 DEREEDT, L R— MERK
FHETT., <O AN INVEARETIE. £ 1 207 T — MuERREET T
. Z3UE, E A—ILRZOMD Y T — MEEHE DM T OIREREICB W T HiE
Y7 BT, TAveragelntervall D3FE. 5 DA >4 —)NVZEHEHTIUL, BED
Mol 7 I— LB TEDICTRBESITY, £k, 79— hapEET5FE
W EDIRREZERINT 5126 T 72KEHTY,

LR D%, OPTION /S A—4% —& REPORT /ST A—4 —OBtAE & L CTEH
THIEMTEET,

Bufsize
RACF Y AT LDHEEIT 1024 (=1 MB). ACF2 ¥ AT ADHEIT 2028
(=2 MB).

ZDOfElZ. RACF L O— R%7/13 ACF2 SMF L I— ROEHDES, Fid
DIRESINIZA =NV, BEXOT I T4 ET 4 —DNEWKRHEDO 1 &
W70 40 D RACF L Od— RE/=1E ACF2 SMF L J— RiZE DN
TWET,

NumBufs
12

Zud, B LU EWEAR ( TAveragelntervall ) & Tnterval) HARIIZIE

TNTNWET, /2. 6 [HOBEIMA—N—T70— - NwT77—HZEL TV
ia—o
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Interval
60

Averagelnterval
300

zSecure Alert OJHIFEFTI;IZ, DEBUG BUFFER {EH 7% /213 PARMLIB I >
REMHALT, ARU—KNNy 77y —DFEHRNZEZSY—LET., TORMREL
T, ZNZTND nterval] W DHKDDIZ, 3 DOAvE—INERINET,
C2P0325 Avt—& C2P0326 Avt—T1F, SMF LO—R&E WTO Avt—
THEHINENY Ty —« AR—ADRZEZRLET., K127 —/NV)LD SMF L O
—R& WTO L O— ROAR—Z&DOGHFN, AT7v 7 4 TEHL YA XITEW
EIZ o E. Ny T y— « AXR—=ATHUREIC/R > TnWb ), TN ED
BEEIHEHDERTL, ATv T 5 TR, FPHINDFEHLEAR-AD 5 FD
Ny Ty — A XEH/ELELE, LENRST, Ny 77 —0OK 20% 7721 {#
AN ENTHEINET, UKD, AT L T IVT 4 ET 4 —DEENC
AT, TR AR—ADHEREINET,

ATOFHEFITHEAL /2D EFUEEZEMT 2L, UTOAy =N PRESH
ESCIN

C2P0333I Buffer index is 09
C2P03251 Buffer stats: SMF(cnt,len) 00000214-00131928
C2P03261 Buffer stats: WTO(cnt,len) 00000000-00000000

INEDAY =5, FERLEZLI—-RENFIFELN->Z2 & (FPRELE
231 LO—RIZHLT 214 LO—R), BEXOLOA—ROEEH A LXHRESEL
Ty & (FPRLE 132,644 1L T 131,928) ZHERTEET,

/\‘\“/77—‘ TN e Ay b—IEEIHET D &, zSecure Alert 1. A —/N—7
N Ty —INBBEIZRDZNNIA =B ERLET, UFOAyE—2
WJ’EEEEL LTL7ZEW,

C2P03341 Extended buffer used

C2P0333I Buffer index is 02

C2P03251 Buffer stats: SMF(cnt,len) 00002728-01037650
C2P03261 Buffer stats: WTO(cnt,len) 00000000-00000000
C2P0333I Buffer index is 03

C2P03251 Buffer stats: SMF(cnt,len) 00000814-00307855
C2P03261 Buffer stats: WTO(cnt,len) 00000000-00000000

INSDOAyE—IF WEONY 77 —FHHRIEA Yy Z—2IBMLU THRITIN
9, AvtE—ITRINTVAENY 77— T02) &, B&EEDO/NY 77— (103])
WA —=N—=70—LTWEeNY T77y—T7, Nv 77— 103] 1. 23Uk <@
@D C2P0325 Awt—T& C2P0326 Awt—I TREINTNET, C2P0334 A vt
=MW 1 BiZEE L DI WEE, Ny 7y — U X aEic/iz-> T
W50, TN EOEFEIZLED D FH A, WBHEOUEIZB N TIE, C2P0334 A
vl —=UNEEH I EIND ZENTFEINETY. Z1UT. Ny 77y —ORECH
BERTHDTIEIH D ER A,

FRRICGRLEAT Yy T2k, BERATL - VY —A2FHTE &/, B
HIZE > Tem/NNy 77— - ﬁfZ&A/77 KEBIRTHZEMTEET, Z
DHIETIE, BDBEIDEC TP T I ENTEDLLDIT, NSRBIy 77— 5B
LET, RDODDOHEELT, ZEORERNY Ty —NE6HEBL. Ny T7—0
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Mt Ayt =22 €Y —F22LEBTERT, TAMEREFETLEZS, Ny 7T
7— « A XOHIKAIRE/Z B2 HI T 2 Z EMNTEERT,

Ny 77 —2EODIRDGEEIL. zSecure Alert BAIEAY X7 JCL THRE I NSREA
M —CORHEZEETHHENH D ET, JCL NOEB/NT A—4—I3. bufsize &
numbufs [ZE> TIHRESNZEGEINY T 7— « AR—ZALXD, Ha<LH 64 MB

DIZTFRELTHLENH D ET,

zSecure Alert D&%

12 2—v—-

SDIRIICDONT

zSecure Alert F5p% 7' 00t Z1213. zSecure Admin and Audit A =2 —DF 7 3>
SEA MEETTEINSONDAT Y ITNHDET, ZOA T a &RIRT 5L,
KON EFTRTEET,

Menu Options Info Commands Setup StartPanel

zSecure Suite - Setup Alert

Option ===>
A Alert Select and customize alerts
E E-mail Configure e-mail address lists

<] 3. zSecure Suite: zSecure Alert ZHip T D728 D [Setup Alert] /NFIb

zSecure Alert ¥k 7 7V —2 3 id, AFOA T a U 2BEL T,

« VI PRUEHROTY T — FDSLEZHRT 21T1d, [7I—b) ZHEHALX
ER

o 7I—MERNTN—RIA—FT 42 73N/ E A=)+ 7TRLAZMH LN
WIZ, WEBT—% « 2y S E A=)« Y RLAZEET 2 HEEERT DI
3. TE A=)V #EHALET,

FE

zSecure Alert ZHERRT 211X, U FOATY TZ#EFLET,

1. #72a>&EL T, N—=RIO—=FT 4 27 ZN/= E A=)+ 7 RL ZADIFE %kt
FBEDIC. TI— MERTHATS E A=)k ellia<std 1 DEHZELE
9, 2L, 73> SEAE ZHioTHEBETEET, i 1 28RLTLE
Uy,

2. SN HBITEETN TS T 73 IV MDY 7 — M#ERL (C2PDFL) 22 —L
F9, COATY TELTFDODEATY Fd, 7> 3> SEAA ZffioTEHT
=T, 12 EZ2RLTLES N,

3. —RFBEEWREL LT,

4, 77— ML XV TY 79— Mok afiE L 7,

5. BEZA—L7EWT I—hEGEBIRLET, 2070 ADM, 5kE T 77—
FehFd)— - LRNNFEFEEADTYS—h « LNV TIRELETEET,

6. 77— MERERAELET. £ 3 Z2ZZRLTIZE W,
7. 7= MERREY T Ly S a XEEIHLLRT, 1 3 2ZRLTIES 0N,

V77 L 2A Za7b



YR DIER

1

1. DATw TEFET LI MMOATy 7T E A—)VEkZEHHT
ETEF. UL, RERZNDTHEATHHEIE. A7y 7 LI2RX=2)] 22
FoTTEET, TOYEIE E A—IEEEZHEHTEERTAN, ZNTH E A
= T RLVAZT I—MERNTN—RI—FT 4 > T2 EMTEET, &
DHETED, 7 I—FDEZY —EERICDOVTORBREFD Z LN TEX
T, zSecure Alert #FEETHZDHDAT—I T, k7O AZ2HETS &
MTEET, TORRT, LER E A-)gLEEEML, ThoZ2HT5 K
DY I— bR EZLEE TEET,

2. A7y WEENTVBHEE. T74)hOT I— MERIZL
—P—MEHOHERDOT > 7L —FE L THHAINS ZEMRESNTNS DT
T Fe. TOHMMNS, BTLHITRXTORENT 7 4 )L b O THAH SN
LD TR EFHA, 77— MEROIEKIC TaE—] O REFEHTSH I
EDRIIFIREL T, HBRT7 77U r—2a > T I—P— TR TR TOHERK
ATy TRHEBIERINET, LEN>T, ATy TZ2BHT 2068 TIHD
FHAN, BERT =)V RICATTTH0LENH D XTI,

3. AT w762 R=) E 2=\ 1F. EBE5H, EHINET T— MMl
f%7 zSecure Alert ¥ RL A «+ AR—ATHHRIREICT 572DICKHETT ., G5
Lo T, INSDO T H U2 a b a@mlETTLILENRHD XTI, 2l
LFOXSREGETT,

« KOUEWIUYU—AD ISPF 1 > F—T7x—AZ IR L%, 74—
INw 7 B RATT BN URGEIE.  TIBM Security zSecure CARLa-Driven
Components: 1 > A N—IBFIATTOA Ak 1Rl ONw 27T K&
T 7L —RICETE Y a ESRLTIEZI N,

« IBM Security zSecure DFFED I >R —3 > MIx U TRSFDTTONZSHE
HOET, ZOHEE, RFOA DA S—T—NOHAIEZTHHENRHD £
KR

DNFotr 2 a>rTld,. AT DET, RFERDITTDHDD E A—=)V3EEDt
w7 w7, BXOMBEOY 79— MEEDBMETD HIEITOWTHHL £,

75— MERk: 75— MERODEIR (SE.A.A)
ZDYIRIICDONT

7 I — MEREEMT I3, 73> SEAA (PI—BMEHEHLET, 75
— MERIZ, EZY LW I— &M E. 7 I — NOBEREELEBIVRERG
FHiEERELUET., £/, zSecure Alert BAIRSY A V7 I\ —M /N T A —4 —
HbENTNET, 2/0S f A=Y ET—EIZTY VT4 JIZTEDY 7— MERKIZ 1
DIEFTT, 7 I— &M, 5. BIUONTA—FY—2RELEE. 77— M
RERETDZHENDDET, METOL AL, BRIC—EBERHD., HHTEA
SBBEIIBIT—NEENTNARANI EZ2HRLET. MENFEALLETY 59— M
i, 7O T4 TICTHIENTEET,

H: 79— MERICINAZEEILZ, 47> 3> SEAA 2795 F TREMNIZIX
TREINER .
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T 7 ar SEAA (7I—b) 2RIRTDE, RONFINERINET,

Menu Options Info Commands Setup

zSecure Suite - Setup - Alert Row 1 from 2
Command ===> Scroll ===> CSR

Managing alert configurations

Line commands are available depending on the configuration stage: C(opy),
D(elete), I(nsert), E(dit), W(Who/Where), S(elect), V(erify), F(Refresh),
B(rowse)

———————————————————————————————————————————————— —=-----—=----—--- Configuration steps ---

Name Description Set Des Sel Ver Ref Act
C2PDFL zSecure Alert default alert configurati Req Req Req Req Req _
PRODA1 Alert config for production image Al Req Req Req Req Req

Bottom of data

X 4. [Setup Alert] /NFIb: zSecure Alert DFERL

ZONFIE, BEEDOY 77— MEROBE &, BN E X TEIT LM ERL X
9. [Configuration steps] ZlZ, AT v 7M5ET L TWAHEHEE Tkl 28, 75—
NERICZDRED ATy T ETHIUL Req) NFERINET, [Act) FliC
3. ZOTAT L ETHRNBIET 774 T THEMNEIMIRINDGEENHD
¥9, -3, ZOFREMMTIXRTOBRAT Y TEETTHHEND D F
o TONFIVICIE, LFD 7 4 =V RINFIRINET,

Name 77— MEROART. 77— MEkAIE. BEA T, &RKED 6 XFTRIT
N0 EH A, 2P OB ZF DY 7 — MEkAIZ. IBM Security
zSecure HICFHISNTNET, ZOAROEELZEZFFOW DMND PDS/E
AN, &) V) BEY TUTLwal (F) f7av>RZ&oT
ERESNET, INEDAT Y T THERIND A N—IZDNWTFHLLIZ
R7 X=2D I7F— Kk 77— MEROKRE) SR T EI 0,

Description
7 Z— bR DA,

Configuration steps
DT 4—=)VR - ZI=TE BREZTT2LDITBERATY T L, £
3160)7\7‘/700)“[@“7&?1/‘([/\&'3‘ MINT H{7a~< > RiE, GiOAT Y
TINGET UEGARICOAMEATEET, #IICIE. AT v 71d TReqs &L
TORESNET, %@XT}773\IE% B T5E, FRiE TOK) IT72D %
T UFDOAT Y TEETLET,
1. Set: zSecure Alert /NI A—F —ZFELXT, MET2raA~ > R

E. DED. — MY 7 — MERGERE DRE T,

2. Des: 2D7 T7— MERTEININZITXRTOT 73— bEBIZODNWT, 7
TNV INDT T— iR ELET, hkliE. E A=)V 7 RL A,
TFAL - Avt—UHEREFEOZE . SNMP 7 RL A, WTO A v
t—. UNIX syslog DWINTHENENERF A, MIETHITITR
I W DD, 79— EZETEBANERILT I7— NOREEBEROIEE
T,

3. Sel: EZ—L7aWY I— b GEHEEERL, A7 a>&L T 79—
N E7 o—h - A7V —FZIdEcDT 5 —h « LXJVTHREL
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¥9, MEHOT7 I— MEHZIBETHZEDTEET, KT 7T
RIS, DFED, ZOT7T—MERDT T— N EZDEEDIFET
ERS

4. Ver: HigtD TR TOATw TE2E T LIz, 7 I — MERICT Z—73
WNESNRET ZHENHDET, T 27aAT 2 RIE V. OF
0. 7I— MEROBMETT,

5. Ref: MREMNIEFIZTE T L2, BMEMNBALY 7— MEkE EE#ITRKE
TEINEIMNERDBZENTEEY, UTLvyia) a2 R
W< DD PDS/E AN—ZBIFEOHEH A N—D EiIcaE—L X%
T, IBIIZ. U Tbyia - ax Rk, TOATLNTTY V5747
ThHhHEEDND zSecure Alert 7 RL A « AR—=ZAITH LU THETS
NET, ZOAXRIZED, AT LIFRERRA >N —Z FHE A D
F9, METHTIATCRIEF DFED, EFHAN—D) T v a
<9,

f: BHIAY A7 JCL N® PARMLIB DD A5 — kA > bid, #kT—
ety hEZDT T—MMERZERA L TWBHENRH D ET,

6. Act: ZDFIN Yes] DEFH., TOT T— MMERIZTD 20S A A—
YT 4 THERTYT., TOWIE, HTLHBETIEIHD EHAL,
B5. TOHERERDET/ZDICHNER 2/0S MODIFY O< 2 REFLT
5T HEREZ, -9 =2 TWaRWEEbHINSTI., 7
T4 TIRBMRY X7 DRI T T — MERR THRE S N2 4RIC 3 L
WS, TAct) XTI 2712730 £9,

7 T — bRERRBEE N FIVIE, TRTOY T — M EHEREZHA THWET., XD
Zid, EHTERTAY Y REHHLEZBOTY, —Hof7a~ > Rid, TOHID
WA T Yy TORRET LR TOAEHTE LY, BEHFITSNTHAITaY RE
FKRT DI, ATva () EANLET,

#2. 77— MEREHOfTOY >R

c 7 I—MEREIE—LET, TOT7 U a LD, IRTOT 44—V REHAT=
—RRE/NRINEEZRTEET, NS5O T4 —)VRIE, BIRLZTY 77— MERNS
AE—3NET, =720, T4 74—V RIEBRE, 27 7— MER T EICHE
ATRITFTNUIRD £/ A,

I [HLWTYI—MEREFALET, ZO772 a2k, IRTOT 4=V ERT
T T RRENFINMEREINET, BERTNTDOT =)L RIZANT
L. HLWY I— MERIEBIMSNET,

E DT T— MERO R EEREL T, MIETHHEAT v 7L, [Set) TY,
BININZT 77— MERZEHIRL ET,

W 7 I— R ET T— MMERL RV TERELET, sEEIE. E A—=J)L- 7 RLVA, T
FAR - Awb—HEEEFE O, SNMP 7 KL A, WTO X wt—3, UNIX
syslog DNWTNTHENENFER A, ST LHHERAT Y 713, Des] TT,

S |EZH-LEEWT I hEHEBRL, A 7232 ELT, 75— MikET 55—
ke HFTY—FA3lHExD7S5—k - LNV THEELET, MEADY 5— MEfh%
ERT2ZEHTEET, MSTHHMEATY 713, [Sel) TT.

v 7 T — MERICZ T =W NEIPBEL T, MnT ATy 71, [Ver)
T9.
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F2. 7 I— MEREHDOITOY >R (FE)

F EEAN—2ZY T L wialEFT, RENBFAZAN—IL, EEFA S NN—AOE
—XINFET, TOTATLETT KL R « AR=ANT 754 TOHEEIL., FDEH
AN—Z R T L2012 2 RAFEfTINET., Tk, BEY A7 JICL 7" T
DY T7— MEREHERT2HEEICOAENTYT., MInT 2R AT 71E. [Ref] T
R

B DT T— MERDO—KREET T TIALET,

75— MEBRK: —IRRTEDIETE
—RERE/NFIIE, T T — MERMEE/ SRV T E (W), C (IE—). I (#EA) O
WENNDITAY > REFHALZEZICERSINET, 20 3 D077 a>DE
BEWE, BRSNS FRIVICERSINDEROETT,
o [HREE) T2581E, BIRLHRICBET 5 TR TOBITHERNEZRINET,
o [a¥— T28E81%. T4RH DSADOTXTOREHRN I E—ITCORERN S B
INET,

« Al 2581 T7HIIVIRELTINANEINTHET, BREAZ)IRD
DITT ZITIE, EBNEREZ ANT 2HENDH D X7,

ROWEHEIZ, JE—] O RE2HFHALTT 74V D7 5 — &K (C2PDFL)
ZOAE—TFHEZICERINAINRI)N « A A= RLTNET,

~
Menu Options Info Commands Setup
zSecure AdmintAudit for RACF - Setup - Alert
Command ===>
Name . . . . . . . .. AHJB (also report member)
Description . . . . . . zSecure Alert default alert configuration
You may scroll forward/backward to view all parameters
SMTP node . . . . . . .
SMTP sysout . . . . . . B
SMTP writer . . . . . . SMTP
Interval . . . . . .. 60 (in seconds)
Environment refresh . . 60 (in minutes)
Average . . . . . . . . 300 (in seconds)
Buffer size . . . . . . 1024 (in kilobytes)
Number of buffers . . . 10
RACF database . . . . . BACKUP (PRIMARY or BACKUP)
Collect started task C2PCOLL
CKFREEZE data set . . . CRMA.T.DATA.SP390.C2POLICE.IOCONFIG
CKFREEZE Collect time 0100 (Time of day in hhmm)
Extended Monitoring . . y (Y/N)
Snapshot retention .12 (Number of hours, 1-99)
Enter / to view/edit the global CARLa skeleton
_ Skeleton C2PSGLOB )

X5, [Setup Alert) /NFI)b: T 74 hDT F— MNEERD T E—

ZDONFIVT, BEEEREIRRETA2HENHDET, 74 —IVRICATILES,
END F— (PF3) ZfiHHL T, INS6DOHREEMRETHENTEEY, Ak
— | F2E Al f7ax > REFHL TIO/NIIVEERRLZEEIL. END 24
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FTEHIBICHER 7O ZADRD ATy TITHEARAET, TNLNOHEL. 7T T—
MERRBIZE SN RIVICR D T EMNTEET,

HH: CONRIVEMERTLHNC, BR—2D TRROHTA RI1 2 E/XT+—< |
ANDEE) EBRUTIZE 0,

—RERENFINTIE, UAFDT 4 =)V RBRHD XY,
Name 77— MMEKOAHT. ZD7 4 —)L RIZVBATT, Namee BHL T2

[/ ) o
Description

7 T— MEROFHH, ZO7 =)V RIZHETT,
SMTP node

E A=)V D 7= D ITRRKIEE S 55D JES 5 atiE L £7.
ZOFREL. #HIZIZ SETUP OUTPUT NS E&ESINET., (ZDFA T3
3. zSecure Admin and Audit 1 > —7 = —AD—HT9, ) SETUP
OUTPUT THRE N2> 28813, SMTPNODE DOfEZHGT 5729
IZ. REXX SMTPNOTE OB NFETINET ., SMTP H—/\N—72n T
DO—H) « PATFATEITINTVWEEAEE., ZOT4—IVRETF>2H
DEFICLTHNFVWERT A, SMTP Y—N—NZTHEHOO—H)L - > A5
LATEFINTWSIEAIE, VAT L - 7OV IY—ICIELWHEZBWE
OETLIZEI N,

SMTP sysout
E A—)L® SMTP MBI T2 JES 7 FAZEELET.
DOFEL. #HI2IE SETUP OUTPUT M6 HEINET . fEEIian-o
AV, sysout VT A B OF )V ERMEREINET., TOT7 14—V R
IIMHETT ., ELWREICDWVWTIE, AT L - JOyIsx—IClngbt
TLZE W,

SMTP writer

E A—JL® SYSOUT T—% - v h& @RI 5T SMTP THHT 5%
HiZEELET, ATESHL 707 I L04RNE. SMTP 7V RL A « AR
—AD%ARETEF U TY, ZOREIE. FIHICIE SETUP OUTPUT 7 5 s
INFET, SETUP OUTPUT THEE S Nan > 28513, SMTPIOB DfE %
ST 572912, REXX SMTIPNOTE OMBEMNFETEINET, ZD7 1 —)b
RISHAETT, ELVREICOVTIE, AT AL 707 I7—ICB0WED
HTL SN,

Interval
LAR— MERRBIRBEIEELET. &1 27—/ T EIZ. zSecure Alert &
INEL7Z WTO BELW SMF LaA—RZ9HL, 7I—h - Avtk—T%
ERRLET, 2O —NNE, Avt—T2RETEHEDERLE
T, ZEHFE YITRAIIATLEITRTOTY I—MIETHIAvE—
., FDT T—E N 2HZ—=)N)LHIZ 1 BILLE RN H—ENTWBEHEIC
RS LET. 774V M 60 BHTT.
[£>%—)N)V] I&. REPORT 7 72 = > INTERVAL IZHRL £7,
[IBM Security zSecure CARLa-Driven Components: -1 > X N—ILBLNT 7
O X2k« 744 K] ® REPORT IX > RDt2 3 >T lInterval] 7
4 —IVRDFHHESRL T /ZE 0,
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Environment refresh

zSecure Alert MERBEKIF OBIRFLMER LK TS (DFED. RACF T—F X—
AB XY CKFREEZE 7 7 1)V &5 L. BIfED RACF T —F X—ADH
BICHEINWTTY I—hERZY 7Ly a9d) BRBEEELET. 774
JVME 60 53T

Environment refresh /3. REPORT # 72 3 > @ STAGEIINTERVAL T4
J L TWET,  TIBM Security zSecure CARLa-Driven Components: -1 > X |
—INBIOATTOA AN - 51 K] ® REPORT AX > ROt 7 3> T
[PreProcessInterval| £ 72{3 [Stagellnterval] 7 ¢ —)l RODFHZSIEL
TLEE W,

Average

zSecure Alert 78, BE)T 4 > R DD, FEDA N2 SOFEED
S a RO DEOMGH M ZBD B THELET. 7 74V ME 300, DX
D 5% 7TY, [Average] . [Intervall . 3L [Number of buffers] D
FIDEAFRIZDOWTIE.  [Number of buffers] 7 4 —)L ROFHEZEL T
LTEE W,

[Average] !d. REPORT # 7 3 > AVERAGEINTERVAL 2k L £
9, TIBM Security zSecure CARLa-Driven Components: 1 > X h—I)LHB LN
T7OA4 A« 1 F) ® REPORT OAX> ROt/ a3 >T
lAveragelnterval| 7 ¢ —)L ROFHHZSIL T /Z 3,

Buffer size

A 2 =)NVHARIH, WTO BEW SMF L O— RERETHDICHHT
HAEY—HNNy 77— 1| [HOYA X%, FONA NEMTIHRELET,
ZOEIEIE. 1 75 16384 T TTARIFNERDERA. T 74V NI
1024, DD 1 MB TY., H51 =NV, 1 DO\ 7 7 —"TId/N
STELZEMNDMH2HE. zSecure Alert I EARMFHD /N 7 7 —i2g)D
BZAEOELET, EENY Ty —Na0EAIR. HHEWHBHRNA A>T
BNy T 7 =BT ERN A —N—L A INFET, N T 7—DH A X5
AT RRGET., T—FHEELT— - Avtb—oROoVICiEEINETd,

[Buffer size] !X, OPTION BUFSIZE IZkHR U £ . [IBM Security
zSecure CARLa-Driven Components: 1 > AZ M—IVBLATF 7T OA X~ - I
1 FJ] @ OPTION X > RDEZV I a>T [Bufsize] 71 —)L ROFHZE
ZHLTLZI 0,

Number of buffers

OBy 77y —ORZEHEELET, ZORMEIT 2 S 32 £TTART
D EH L., ZOEMEIZ. Average / Interval + 1 fHD/Nw 7 7 —Z#
WMIT DD THRETRINEERDERA, AR MERROE—7 2L
TELLD., BMEZBAARNTENY 77 —ZE0IRE> THBBENRH D
£9. RNy Ty—lF, Ny Ty — - F—=N—T70-NEES/ZHEITMHE
HAT&E%x9,

[Number of buffers] /&, OPTION NUMBUFS ZxizL £9, [IBM
Security zSecure CARLa-Driven Components: 1 > X M=)V BL T 7O+ X
>k 51 Kl ® OPTION %> RDtZ 3> T Numbufs] 71—V
ROFHZZRL TSI,
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Security database

R ICIRAF S 2 RINFLUEZ LR T 5721, PRIMARY 7213 BACKUP t
Fallgg— - T—HIXR—AEMFHTLEZNESINERELET., 2—H—N
BRI 7 ALERMARE, BEoREHER2ERNITIMEADY 5— 2%
ERR T 585, PRIMARY T—F RX—ZAZFHA LTINS RNI END
DET, ENLDSNDOYH. BACKUP T—IN—XZHHTHE, DT A
T Lo AR —F 2 MW 28N R/NIRD, HRICERSINLETY T—
N THHINZTXRTOBRNREINET,

Collect started task
zSecure Alert 7 R L A « ARX—AIZL&> T ICKFREEZE Collect time|
BRI NZBAGAY A7 D4R ERELET. ZOMBY A21E. Tar I A
CKFCOLL ZM-OH L TRET — 7 ZINEL X7,

[Collect started task] (¥, OPTION COLLECTSTCNAME IZxfixL £7,
[IBM Security zSecure CARLa-Driven Components: -1 > X N —ILBINT T
O4 X2k~ +«5+14 Kl ® OPTION OAX > ROt/ 3T
[CollectSTCName| 7 1 —) ROFHAZSIL T Z3 W,

CKFREEZE data set
BET—4YMMA->TW5S CKFREEZE T—% - v hO&HiE2fREEL T,

1£: zSecure Alert Tld, I—HY—MNZI I THETSHT—% - v MM
[Collect started task] @ JCL TIHEINTWAHAATE L T T
HENFENFET AL, TOHE, I—F—NI I THEELLARNL. BT 77—
NMERRD THE ] WO EZICOAFREINET. Z07—4% - v b,
[Collect started task] THREINTWSYH, H [CKFREEZE Collect
time| ICU 7L v aanEd,

CKFREEZE Collect time
[Collect started task] % BAfET 2MNENH HRFLZHE L £9. E 0000
1. zSecure Collect for z/OS BHIAY A7 Z R LU THIIAL TIdR6RNWT &
RS OICHAL X7,

[CKFREEZE Collect time| (&. OPTION COLLECTTIME IZ&)&L £9,

[IBM Security zSecure CARLa-Driven Components: -1 > X N —ILBFNT T
O4X> k-1 K] ® OPTION I > RDtZ 3 >T ICollectTime
T4 =)V FOFHAZSRL TSI,

Extended Monitoring

ZO74—I)VRIF, HIREZY— - TORCAZET VT4 TITTHMNEINE
WEL XY, [YES] ZiHELGE. ke —IdEEbkanxd., <
DFER.  [Environment refresh] 7 ¢ —) RIZIEESIN/MBE TS AT

L AFwTay MRS SN, CKFREEZE 7—% « v MIEZAE
NEJT, ZOF T a g, EEZY— - 77— FNERSN TV D HE
WCDOBENTY ., JLREZY — - 7T — IR N TORVWERIL, BRE
TOvATEEAyE—UNRITINET,

Snapshot retention
WEEZY—DAF v T ay bk -F—% -ty hORENHZEEL £
T, FEELZMBEDEWAFy Tray k- F—% -ty M. HEIWIC
HIfRS N £ T . ZORAEMMIL, B THRELET. ZOfEIF. 1 715
99 DOEIDHIPH (1 & 99 Z&FT) TRIFNIERD A, T7+)1 MiElZ
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24 FEICY, AFwv T avh 5= -ty NERET D ERERIT.
ERINZTY T— FNOFMEIT TELZEITHDET,

Skeleton
Z DA )N—IF. ALLOCATE. DEFTYPE. BX U DEFINE A7 —h X >
NeEDZO—)N)l7z CARLa AT—hANEFALTWET, MEDOY I
— MR ERLEGEE. ZOF T a BB ETT, B3RX—0 1]
[ ZAr=lE®k 77— b1 ESRLTIZI W, L., BFEIL #itah
% C2PSGLOB A N—ZfHL F7,

MMEBR: 75— FEEDIEE

7 T — MEBMEE NIV EZIZNTNNDT T — MRSV T, W (NBEFT 173
N RIMNET I— RNV ERBINTEET, ZONFITIE. 77— FDERE
HICLEWEHRZEETEXET. WITIX O RZ2EHL T, UFOTYS5—b - 1
TOENTIUIHLT, 77— MNEREIEETEET,

o« 7 T— MR

s 79—k AFaYU—

s HlxD7 77—k

ZONFIE. T I — MERBIE NIV T O —) £7213 A HEEEEHT
U, HEIMICERTEET, ZD/8S%IVIE. END F— (PF3) ZfH L T &%
EEKTLREGBICFERINET,

ZONFINTEIDF LY A TE2ERTHIEICED, TI—h - Avt—T%H
BOHRAY A TICEETEET., TNTNOHEY 1 3. MADOmEEEFEDZ &
MTEET,

TRTDIBHRY A TERIRL 256, BRINDNNFIVTROBEHD LS ITRD F
—a—o
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Menu Options Info Commands Setup

zSecure Suite - Setup - Alert
Command ===>

Select the alert destination
/ E-mail
Write e-mails to C2RSMTP DD

Specify e-mail recipient(s)
From . . . . . . . &jobname at &system <mbox@domain>

Mail to . . . ..
(You may specify : to receive a 1ist of defined recipients :setname.fields)

CC. ..o
HdC 6 0 0 0 0 0 ©
Reply to . . . . .
Output format . . 1 1. Normal (MIME/HTML)
2. Plain text (formatting may be lost)
Font size . . . . _ (number in range 1-7)

/ Text message to cell phone
Write text messages to C2RSMTP DD

Specify text message/cell phone recipient

From . . . . . .. &jobname at &system <mbox@domain>
Phone@gateway
(You may specify : to receive a 1ist of defined recipients :setname.fields)
Reply to . . . . .
/ SNMP

Write SNMP traps to C2RSNMP DD

Specify SNMP receiver address(es) (multiple addresses in parentheses,
separated by a comma)
Address . . . . .

/ UNIX syslog
Write messages to C2RSYSLG DD

Specify UNIX SYSLOG address(es) (multiple addresses in parentheses,
separated by a comma)
Address (es)

/ WTO
Write WTOs to C2RWTO DD

Reset all existing destination settings for this Alert Configuration

\Z J
6. [Setup Alert) /NFIV: LY A T DIFE

B YA L 24 x 80 DBFA. TRTDT 4 — )V REERTAHIZIIAZO—)LY ™
ST BHENHDET,

ZONNIVD Mail to] BEU TPhone@gateway] 7 4 —)L Fid. W< DD 7+

—XVEFDE A=)+ Y RLVAZRZITANET, HETED E A=) - T RFL XA

X, LFOEBDTY,

e 2% () TKRYIo7= 1 DLLED auditoremydomain.com B XD E A—)L « 7
RLZ,

* E A=)+ 7 RLAMT—% - £y NIEENTHBD., TOT—4% - v MMZE
NUSNDT—F HITHEFDHEENTWRWEEIE. /data_set_name = TZFE
—g—o

45 2 % zSecure Alert #EE 21



22 a—¥—-

* E A—J)VBREEREAH THDHEIL. TN%E destination-name. field-name 75
SHTEET,

E A=)V3Ee DAl KRB LZT 4 =V READRD NS RN EEIE, B—03
02 () Z2EALTEREZERTEET., ERSNL E A%k, BRUENS
DEFRENTZT 4 =)V ROBERY X SBA S TeNNFIVINERENEKT,

RO 7 4 —J)VRIE, Email ¥7 >3 ICERSINET,

Email

7I—h%&E A-J)LELTEELET,

Write emails to C2RSMTP DD
ZDT7 4 =)V K& TEmail) OWHIZY TRFNTWBES, ERE N E
A—=)UIFEEEINT, C2RSMTP DD ICEZAENET, ZOA T3>
3. MEHO7 I— M B EERTHEZIHEHTEET, ERSND T I7—
N DBINARHEN G EE, ZOA T a itk BRLEZERICT 79—
FD E A=IVDRBILIBWEDITTBHIENTEET,

From [#EETL] D E A=) T7RL A, ZO7 RLAIZ., TFrom:] "N ¥ —IC
BMEINET,

Z5%r &jobname B XN &system. DFD SMF > ATFAL ID 27 —ZAD—
HMELTHATEETN, 5IAFOFRTHEATZ ZEITTEER . HIZ
Z. &jobname % &system<mbox@domain> THEAL £9 . T 5DEEIC
1. RUNCFORXBINSH 0 F9, &SYSTEM, &system. B ILIN &System (LFF
ENFETN, FNLSNOEEIIFF IS NEH A,

Mail to
D E A=)+ 7RLAZANLET, E A=)l + 7 RL ZADIFEITD
WTFEHLLIE, Z2otvZr7 i a o THiicbR/z Mail to)] BEN [EEE O
TFICHET2IEMESRLTSZI N,

CcC EA=)DIAE—2ZETEZEZED E A=)« TRL A%, I TK
Yo TANLET,

BCC E A—ILORELAI—FR « AE—2ZETIZEED E A=) TRL X
Z, DX TRYSTAALET, 2507 KLU, %68 X Mg
RENEH A,

Reply to
E A—)L® [Reply-To] N ¥ —IZEREINDT RLAERZIET RLZADY
X ]\O

74—y b
COFTad i, LE—ROT4—Ty MEERICHAT B HREHEET B
FOIHHTEET, $H— FENEFT L a i ROEBDTY,

Normal
HIRfTE HTML > 3— R® MIME/HTML E X—) )L &2 L %
—a-o

Plain text
ek 7+ —~< v FFREFITWER A, ZHE. MIME/HTML T
d— RN fThnanwZl Ezm2% L £7,
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Font size
I, E A—)VIZHHTS HTML 74 > b - A1 XZ2RELF
9, 774V ME 1 T9, HIML 74> b - A X3 1 5
7 OHEPFEOEMTYT, 23U, 779 —DFT T HIVE c TH b
W12 A MIREINTVWSES, 8. 10, 12, 14, 18, 24, 26
DHRA B - A XL ET, I—F—1F, TNELETEE
ER

UFDT7 4=V R, TFADL - Avt—2 - 2723 VITERENET,

Text message to cell phone
7I—hETFAN - Avt—TE U TEREFEEIIR T v MRIVITERF
LEd,

Write text messages to C2RSMTP DD
ZD7 4 —)V K& [Text message to cell phone) Difi 124 7 ff AT
L8568, ERINZTFAL - Ayvt—IIdEESTNT. C2RSMTP DD I
HZIAENET, 20T aid, MADOY I—FGRMEEERTHLEIC
FHTEET, ERINDT T— NOBRRHEN2GEIL. ZOF T ar
KD, BRLULEZEHIITY 79— FDPRBEILBZVWEDICTLHIENTEE
KR

From, Reply to
INS6DT 4 =)V RIZ. E A=) -7 a>d I#%Eix] BELY Reply
to] DT 4 —IVRTT,

Phone @gateway
<phone number>@<gateway> &L COBEFHEZIITFAL - X=T ¥ —D7
RLZ, [Mail to] 07 4 =)L RHEBAHBIL TS,

RO 74—V RIE, SNMP &7 a JicEREINET,

SNMP 7o5—hk% SNMP v 7 ELTERELET, SNMP 7 4 —)L RD%BEZE
fBETH2LENHD FT,

Write SNMP traps to C2RSNMP DD
ZD7 4 —)V K& ISNMP] DMl HIZY TN TNWBEE, ElRI Nk
SNMP K v FI3#EE ST, C2RSNMP DD IRt BB TEIAENE
I, DFED, EFED ASCH b T 7 T/i<, sortlist HANEZAENE
T, ZO74—I)VRIF. TANHTY,

Addresses
SNMP Z#ERL7ZHEIT. TOT7 44—V REMHEHLT SNMP ~F v 7Dk
BREEETH LEND D ET, 56513, AT (DNS Ik > TREINL
#En. IP 7 RV A, FRIEZAR TR 57ZUARTHONENET A, &
NZENOHROERIC, a0 & 10 EEXOR—FNESZHEITHIENT
EEI N

PLFD 7 4 —)V RiZ, UNIX syslog £7 >3 JICERINET,

UNIX syslog
7 Z— k% UNIX syslog IZEfEL X7,

Write messages to C2RSYSLG DD
ZD7 14 —)V B & TUNIXsyslog] DMz @R 256, ERENLT 77—
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K« Awvt—1d UNIX syslog ~NiE{§ X419, C2RSYSLG DD ICHEHEAE
NEJ, 2074 —IVRIZ. TANHTT,

Addresses
UNIX syslog Z#RLZEGEIE. ZOT7 4 —IVREZHEHLTY I—h - Ay
TV DOREBELRERETHILEND D XTI, k. fART (DNS IZX->T
BMRIN4ED. IP 7 RLA, £R2EFIYTRY>ZUARTHENEWN
FHA, TNETNOEEDOERIC, 202> & 10 ERRXOR— FESEHT
HZEMTEET,

PIFD7 4 =)L RIEZ, WIO 73 IicERINET,

WITO 77—h®DO WTO 24K L £9,

Write WTOs to C2RWTO DD
DT 4 =)V R&E TWTOJ OWHGIZY TR NWTWBIEE, Elkahiz
WTO 1332V —IANEESINT. C2RWTO DD ICTEZIAENET, 20D
T4 —IVRIE. TARNHATY,

Reset all existing destination settings for this Alert Configuration] 7+ 7' 3 >
i Blx20Y I7—hDITRTOSEEREEZ VY NLET, ZOFTalid, 7
T — ML NV TOAMHTEET,

T7o5—MER: 75—b - h73VU—nERR
ZONNFIE, TI—MHERT S GBI 7O~ REFEHL TBIRTEET,

ZONNHIE, T I — MRSV T TaE—) 7213 Al 28775
E. BEMICEREINET, 2L, END F/213 PR3 Ik ->TY 7— MEde/v %
WESET LIRBICEREINET,

~
Menu Options Info Commands Setup
zSecure Suite - Setup - Alert Row 1 to 8 of 8

Command ===> Scroll ===> CSR

Select the alert category you want to work with

The following line commands are available: W(Who/Where), S(elect)

Id Category #alerts #selected

S 1 \User alerts 15 0

_ 7 Group alerts 1 0

_ 2 Data set alerts 6 0

_ 3 General resource alerts 3 0

_ 4 UNIX alerts 8 8

_ 5 RACF control alerts 3 0

_ 6 System alerts 2 0

0 Other alerts 1 0
Bottom of data

- J
K 7. [Setup Alert) /NFJ)v: 77— K « 17T —D#ER

ZONRRIVIE, EATRERY I —k « BT T —NERENET. UFDT 1 —
VR RENET,
Id LR—hk - A73U— 1D, 77—hK ID @ 2 HiHZHEHLTHTIU -0

HRIENET,

24 a—4¥—-UIyL A XZav)l



hyay—
zSecure Alert L R— b « 5T —, BIE, LFOATIY —NEHEIN
TWET,

e User alerts
+ Group alerts (RACF ¥ AT LADLFEHDH)
e Data set alerts
* General resource alerts
e UNIX alerts
e RACF (7213 ACF2) control alerts
e System alerts
e Other alerts
#alerts ZDHNT I —TERINLZT T7— MDD,
#selected
ZOHTIY—TERINEZT 77— DK,

W. DF0 TA] £213 T8 offa~x > REFHLT, 20ohT7IY—IZEE
NBITRTOT T— MDOWREIR/ETEET, TOHEE, COhLTT)—D7 TF7—
M2 D7 F— bk « LRV TRESNFRIHEINET,

S GBI O~ RiZ. ATTV—HNDITRNTOY I—hEERLET., HlZIZ.
RACF VAT AT, 77— FOFERIZIROEH DI DITRD ET,

Menu Options Info Commands Setup

zSecure Audit for RACF - Setup - Al Row 1 to 13 of 15
Command ===> Scroll ===> CSR

User alerts

Select the alert you want to work with.

The following line commands are available: A(Preview), C(opy), D(elete),
E(dit), I(nsert), W(Who/Where),S(elect), U(nselect), B(rowse)

Alert Id Sel gECSWU CA EM
_ Logon by unknown user 1161 No g Uu __ N
_ Logon with emergency userid 1162 No g U Y N
_ Logon of a userid with UID(0) (Unix superuser) 1103 No g u N
_ Highly authorized user revoked for pwd violatio 1104 No g Uu __ N
_ System authority granted 1165 No g Uu __ N
_ System authority removed 1106 No g Uu __ N
_ Group authority granted 1167 No g u _ N
_ Group authority removed 1108 No g Uu __ N
_ SPECIAL authority used by non-SPECIAL user 1109 No g u _ N
_ non-OPERATIONS user accessed data set with OPER 1110 No g u _ N
_Invalid password attempts exceed limit 1111 No g Uu __ N
_ Password history flushed 1112 No g u _ N

Suspect password changes 1113 No g Uu __ N

Bottom of data
&

X8 [Setup Alert] /NFJ)V: BIRIN/=H 7T —D7 77— NDER

ACF2 AT ATIE, 77— FOERIZKOBEEODOLDIT/RDET,
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Menu Options Info Commands Setup

zSecure Suite - Setup - Alert Row 1 to 11 of 11
Command ===> Scroll ===> CSR

User alerts

Select the alert you want to work with.

The following line commands are available: A(Preview), C(opy), D(elete),
E(dit), I(nsert), W(Who/Where),S(elect), U(nselect), B(rowse)

Alert Id Sel gECSWU CA EM
_ Logon with emergency logonid 2102 Yes gE Y N
_ Highly authorized user revoked for pwd violatio 2104 No gE N
_ System authority granted 2105 No gE N
_ System authority removed 2106 No gE __ N
_ Invalid password attempts exceed Timit 2111 No gE N
_ Password history flushed 2112 No gE N
_ Suspect password changes 2113 No gE N
_ Too many violations 2115 No gE Y N
_ non-SECURITY user accessed data set with SECURI 2116 No gE N
_ non-NON-CNCL user accessed data set with NON-CN 2117 No gE __ N
_ non-READALL user accessed data set with READALL 2118 No gE __ N
\ KkkKk * *xxxx%x BOttom Of data ***xxkkkrkkhkrkhrrhhhrkkhhrrhhrds /

K9, ACF2 > X T LD [Setup Alert] /N3)b: BIRSNZHT7T)—DT 77— NDER

PTFDT 44—V RNERSINET,
Alert 77— MDA,

Id 77— hOEME ID. IBM @Y 77—k ID . 1000 5D 1999 D#ipH %
AL X, 4000 705D 4999 OHFiFIZ., 1 > A M—ILEEY 77— MHIC
FRISINTWET, 2O ID IE. ATV - AN—%, WTO i1 A
t—%FF., BEXWKXSNMP Iy VBEEERT HOICHEHINET,

Sel D7 I—FMNEREINTVWENEINEZRLET,

gECSWU
WITOY O RTHRESINZ., 2O 77— DRy A 7, #RINs etk
DHHEIILUTOEBDTY,
E: E A=), C: #H#H&EiE (FAL - Avt—), §: SNMP kv 7,
W: WTO. U: UNIX syslog
EORNZ Tgl WME<HFERH O, UL, DT T— MERT W 73~
PREZES T/ O—NIVZRESIN TSI EZEKL X,

C ZDT T— A, BERICA > A h—VEA O4HIZEDHARKMRENS Z
EEFTEMESINERT I TV, TOT7T— MEEIRTDHE, HREE
fTTEDLD. NFNNERINET, (109 RX—20 THFIERT 77— LD
[k |zl T EEn,

A COYS—IBT7ra - AR REERTHEIITHREINTNENE
IMERT T T,

EM 07 5—hW, 7 I— MER—MEEE /N F)L TIIRE =4 — DR 8k % 2%
HETHPREE=Y— - 7 I— b THINEINERT I IV, LEE=S
— 7 I—hIOWTHEHLLIE [R=2D T | & 5| BEU[]
=20 7 S—NEBLICET 2 HA K51 I BBRLTLIZS N,

LFoffa~x > REEHTEET,
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K3 77— FDUXNKRTHHATEDTIYR

A CARLa I—FKDFLEa—, ZO7 73 3 i, ISPF BROWSE E—RTZDY
F—RMZDWTHERSIN/Z CARLa Z2ERLFT,
c TI—bDAE—, ZOT7Vaid, IRTOT =)V REHATZTY 7— MER

SRRV EFRLET., TNE07 4=V Rid, @RLEY 5— babab—3hE
. 22U, 74—V K ID BHRE, TREY I— F CEREETRTERD £

A,

D BIREINZT T — FOHIBR. IBM Security zSecure TEFRSIN/=T7 77— M ZHIFRT
HZEIFTEER

E 75— 0%, YI—F D, LOA—FK %7, BXW CARLa I— K72 ED
7I— Mk ERREL £,

I LW I—FDMA, ZO77arid, §RTOT4—IVRNT I ThD

T I—REBNRINEFRRLET, LERITXRTOT L —IVRICATTDHE, #il
W7 I —hNBEMmanEd,

W 75— b DRFEERD NG, 5. E A=) - 7RLVA, TFAL - Avt—
PHEREDZEH. SNMP ¥ RL A, UNIX syslog 7 RL A, BLWLN WTO 7
=X v FOVWTNTHENEVNERA, HDT T—bDOTRTOHEEENELZE
ald. =07 I—h - AFad)—omENEHINET, 7I—hr - ATTU—D
HREBREINTNRWES, 7I— MEROmRENFEHINET,

S TI—FDER, 7T MEROBRERIRI T L v oD, TDT T— NI
HEINET,

] 75— FOEREER. 77— MEROBREBIRI 7L v oD, TO7I—h
B I N0 £,

B TI—bMEBEBDTIIR, ZOT7Va idr7oI—bEHFEERLET, £/2. 7

7iar - AXVRERETDHZIESTEEY, [109X=20D 7 I7—FERK
[ I'Specify action] ] EZHL TSI,

C(IE—) FF 1 (FA) FaAX 2 RE2HEALTY I— b 2BINT 5 HEITDON
T, B3R=DD I A N=)VEHRT 7— I EBRLTIZI N,

75— MMER: 75— MERDRE

8 XR—=T DM 10| ICERSNTWVD/NINE, 7T — MERME/ ST TaE
—1 £/21F HEAL 2EETNEHIIMNICERTEET. 2. 75— &M
BRETE T LEBICERINET,
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Menu Options Info Commands Setup Startpanel

zSecure AdmintAudit for RACF - Setup - Alert
Command ===>

Use SETUP FILES input instead of zSecure Alert input data
The following selections are supported:
B Browse file S Default action (for each file)
V View file

Enter a selection in front of a highlighted 1ine below:

AHJBVS Stage one member

AHJBVO Environment dependent selection criteria
AHJBV zSecure Alert report member

AHJBVE zSecure Alert extended monitor member
AHJBVP zSecure Alert parameter member

Press Enter to start Alert set verification

N J
X 10.  [Setup Alert] /NFIb: 7 F— MEKDRE

%472 a > [Use SETUP FILES input instead of zSecure Alert input data] 7% %
WIzL, tFaUT4—  T—IR=ZREZDTI—b - Ly MNHCHER SN
CKFREEZE 7—% -t hTl372<. SETUP FILES TERZNIZANT—% -t
v RORBREICHEHA S NET,

H: COF T a i, E#EECoAEREINET, 79—h« 7 RL X « AN
— 2%, wicktFaUs 44—+ T—HXX—Z & CKFREEZE 7—% -« ttv s &k
INZEBDIHEHALET,

Enter 243 &, RU/NRIVICHRE IO AR RENEREINE T, - =13,
BMEZ7OVZICE > THERSNZA S N—2T T XFEREERTHIENTEE
T, REFICZT—MHmHINEZHEEIL. TI—0NEENTWD T 7 J)VINRTH
FWERINET, EWICTE 7 L= TAlert Generation) #7701t AD CARLa H
%FRT HITIE, SYSPRINT AT REFHATEEYT., RETOADM.
SMF BXW WTO L O— RIS NZND T, EROY 7— MLkt
oo

PLFDA U N=—DE T Ot Aic k> TERENET,

<configuration-name>VS
&I N7z zSecure Alert stagel A2 /N—, ZDAN—IZIE, 7IF— 5
FroEZIHEA SN AT LMK CARLa ERAT— M AL FEAKRT S
DI TN/ CARLa IAX Y RPFENTWET, F 7aAY > RaH
195 &, ZTDAZIN—IFA 2 )N— <configuration-name>S ([ IE—INE
9, stagel AZN—ODHEREIZDWTIX,  T[IBM Security zSecure
CARLa-Driven Components: { > Z M=)V BELOATF 7T OA X2~ - F1 R
DY T—hb T RVA+ AR—RAICHTH Y a3 22ZRL TSN,

<configuration- name>VO
ZDAN—IZIE, SHRFICEH T2, stagel A 2 N—IZXK > THEK SN
Pﬁﬁf@bmgﬁﬁaiﬂfmijoC@X?N*@\l~ﬁ_’4y5
— 7z — AL > TOAEHINS/D, zSecure Alert LR — 1k « AN
—ZMAETEET, zSecure Alert FAIHSY A7, T stagel 1%
C2P10OUT DD IZEZAAET,
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<configuration-name>V
MAE I N zSecure Alert LiR— b « A2 )N—, ZDAN=IZIF, NEL
L= RO ENzE7 FEA) CARLa X 2 RRGENTW
X9, FAONRZRTIDE, ZOAZN=NAN—
<configuration-name> |[ZJE—311 X7,

<configuration-name>VE
IRE=ZY— - 77— FNHOME I N/ zSecure Alert L'AR— K « AN
—o ZOAN—ITIE, BHD 2 DO CKFREEZE AF vy avy b -5
—% -ty bEEKTHOIENTS CARLa XY RRFERNTNE
T FITAXRERTTEHE, ZOAZN=IPALN—
<configuration-name>E [ZJE—INE T,

<configuration-name>VP
ZDAN—ITIE, zSecure Alert /8T A—F —NEENET, F 7A >
REFITTDHE, TOAZN=ININTA—=F—+ AZ)N—
<configuration-name>P ([ZJE—3N X9, TD A /)N—IL, PARMLIB DD
&> THgRY A2 JCL TEIDIRSNE T,

75— MBK: 75— MERDUTVya

FlE
. 79—MERTF () 70bwia) fTAXRREFHALT. ZO/SRIVZEZEIRL
EJCRN

ORI, AW DR TRFIZY T — MRERBEE/N )L T TaE—] £iF
MHEAl 2792 E HEICERRENEKT,

M 7bwial ATy 7T, BlRT—% - £y FNOBES NI A N—NE
FIAN—IZAE—SNEXT, JE-DIEEITE T LR, ROMER/NFIVNE
RENET,

4 N\

zSecure Suite - Setup - Alert
Production members generated. Use '/' to issue a refresh
command for the current system. The selected alerts will then
be reported.

_ Refresh Alert started task

Enter to continue

K11, [Setup Alerts /NFJ: 7F— MEEDU 71w

2. ZD)NRIVT, BAIRY A 2712k LU C REFRESH OX > RZ2FHITT2HLENDH D
ZEERRELET,

BIE~ A2 @D JCL (PARMLIB DD A5 — K A > ) WBITD7 7 — MERZ
AT DI ENTWBEA, REFRESH O~ > RIZBHBY A 712, HiRA >
N—ZHIH T L5 RLET,

3. [/) Zf@HL T, MVS MODIFY C2POLICE,REFRESH 1< > RZF{T9 52 &
MTEET,
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PE3 ZHLTU T L wia NIV ERTTDE, 7T7— MER/NSRIIVDEHORE
RENFET, ITRTOWEEAT Y TMEEICETT S E, IRMOFERMN [0k 12
R0 ET,

EA=JL-7KLVR-URI (SE.AE)

30 a1—v—-

zSecure Alert Tl E A—JL« 7 RL A - UANZEFHALT, BHEDOANIZT T—
e Avt—2DA=)VEHTZENTEET, ZHUL, BEDO/SKIVT E A—
W7 RVAQOARRYID YA RNZEBEEL T, 15 Z2EMNTEXT, E A—
WeFTaicid, REOFENRHVDET, E A=)V - AT arhs, 57—
ety hE HELO—RNS5 E A=)V 7 RLVAZHMBT 2 HiEZEELET,
INZIAREYD E A=)V« 7V RLADY A MEXTZ72DIC, E A—)L3E5%
EWOHRBZEMHALET, ARNCK> TSR UL E A—=)V3E%EE. 77— D
Mail to] 74—V RTHEATEET, #L <1 [Mail o) |71 —)V ROHBZ
ZHRLTLZIN,

H: 79— MERICIAZZ2EIZ, 472 3> SEAE 2K 179 % FThEMNIZIZ
REINEFHA.

zSecure Alert ZH]O THHT DAL, ZOWKRATY T2 AFy T TEET, #
THOERWKE E A=)« 7 RLUANRBEIZB > HEE. 20ovr T a VITHY
TR ALT, B E A=)BEREERLTIZEI N,

DA T a  EHDTANTBEEE. RONFIVDERINET,
H: PIELT, BEAEDT 4 —)L RIZEEICASEATT,

~
Menu Options Info Commands Setup

zSecure Suite - Setup - Alert
Command ===>
Enter zSecure Alert definition for e-mail destinations
Name . . . . . . . .. SECADM
Description . . . . . . Security administrator e-mail addresses
Enter / to edit the e-mail destination data set
/ Data set name 'C2P.DATA.MAIL(SECADM) '
Field definitions
Field name Start  Length||Word Delimiter
secadmin userid 1 8
e-mail address 2 5

J

12, [Setup Alert] /NFJ)b: E X—)VIEEDIGE

ZONNFIITIE, WFO 74—V RBHDET,

Name Z®D E A—)LsEe0BWidih4, 207 4 —)L RIZMAT, EHA TRITN
0 FER L, 77— MEROEZIC, ZOLFTEFHLT. 2O E A—
WEREESIRTEET,

HW E A—=J)VEEOFHH, 207 4 —)L RIZIWAETY,

Data set name

E A=)+ 7 RLABEENTNET—S - £y b, THUL IERTF—% -
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ty "R T—4% -y hETHIENTE, HIZIL
'C2P.DATA.MAIL(SECADM) DX D12, A N—%%ENTHAET, X
DT—% -ty b, TENIL PDSE ZFHL T EIWN, BRERS, T—
& v NI zSecure Alert 7 RL A « AR—AIZL > T (DISP=SHR T)
EORENDEZNETY, ERT—% - £y hTIE, WEICHHMUM T > F 21—
INLBEIZIR D ET, 207D, BBY ATICE>TEDT—% - v MNEE
WEIDIRSNTWAHHEIT, TNERETER<RDET, £/, PDS T
. T—% -ty NEEMT 2HEND DG EITHHMU T > F o — e EIC
D ET,
AN=IZRTBTNTHEHEIT, F C2POLICE.REFRESH Z &2, /28R
B I7Lwia A=V EITENTROET, T74)0 ME 60 5
<9,

Field name

Start

Length

Word

le-mail address] 72 ED 7 ¢ —)L R4,

FT—4 2y b E A=)l 7 RLAZTTHERINTVWBIZTHMND S
I, TRENHDHEE1E. [Start] BEY Length] 7 ¢ — )V RZ[MHL
TEA—J)-7RLZA-T74—)VREELXELET, HlZIX. FB 80 T—
5 -ty hOBET. TBEME 1. TERX) W72 2AHNLET,

F—% +w M E A=)+ 7 RLZADEFNIHDERN G TN TN S
BlE. VOA—ROEDEDDMERALZWE A—J)L « 7 RLATHBMN%#H
BT 57512, [Field Name] ZIEET H2UNENH D ET,

7 T — MERD & = destination-name.field-name “i8E€ T 5 EI12XKD.
D74 —I)VRZEZRTEEXT,

T4 =)V R OB EOBMEZ AN L E T BIAIE, DT 5 EHER
B AIZid. 1 ZANLET, 2074 —I)VRIE, T -y M5 E
A=) - 7 RLVAZHET 20T TRE] 74—V FE—EICEHAESNE
‘3_0

DT 4=V RZ, 74—)VE Word] BX Delimiter] & [FEFIZ{HH
THZEEETEEE A,

TA—=IVROES, 2074 =)V RIZ. TRk 74—V RE—HEITHEH S
NETJ,

ZDOT74—IVRZE., 74—V Word] BL Delimiter] & [E]FFIZfEH
THZ LT TEEEA,

WE (3B O —7 2 AKS, ZOT4—)VRIZ. 5—% -ty b5 E
A=)« 7 RL AZHHT 572912 Delimiter] 7 4 —J)V K& —EICHE RS
NnExd,

D74 =)V R%Z, 74—)VR IStart] BN Lengthl EI[FRFICMHHT
LHZEITEEE A

Delimiter

EEAWIIOBET A1-DIEHEINA T, FlELTIE, [ F21EFAX
—ANBODET, TOT 4 —ILRIE. Word] 74—V RE—FEITMHHS
nEx9d.
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D74 =)V R%Z, 74 —)UR [Start] BELW Length) &[FIFFICHEHT
HZEIFTEERA,

T—% 2y MO | ZEANTSHIEITED, E A=)ty hERIRE
WBRETEET, BOR=—DDMIATRLEZET—FYDHE, 7—F -y b LA147
U MIUATDOELDITIED XY,

~N
File Edit Confirm Menu Utilities Compilers Test Help
EDIT C2P.DATA.MAIL (SECADM) Columns 00001 00072
Command ===> Scroll ===> CSR
Top of Data

000001 C2PSA01;JohnBrown@company.com;
000002 C2PSA02;MarkTyler@company.com;
000003 C2PSA03;Stevedohnson@company.com;
000004 C2PSA04;Karendones@company.com;

Bottom of Data
- %

K 13. E X—) 55ty FEXRELIIHET D/720D/NFI)L

E A—)LFE5EM, END Z#d Z LIk > TRESINLGAEIL. RISRIIVNERRS
NET, TONFINIMHFEHTES E A—ISBREOMEBEEZRLET., ZO/NNRIVEfH
HALT, EZERTHIENTEET, ROBITIE. 1| DO E A—IVEBEIZTN
ERINTVET,

Menu Options Info Commands Setup
zSecure Suite - Setup - Alert Row 1 from 6
Command ===> Scroll ===> (SR
CKRM839 E-mail destination added
Select Alert e-mail destination
The following line commands are available: B(rowse), C(opy), D(elete),
E(dit set), I(nsert), S(elect), V(iew)
Set name Description
Data set name
SECADM Security administrator e-mail addresses
'C2P.DATA.MAIL (SECADM) '

Bottom of data

X 14.  [Setup Alert] /NFJ)b: E X—VIESEHH DERBA v & — 2 DIRIF

E A—)lgisety MIEN L TIE, UFoffa~x > REfHTEET.,
FK4 E A=)ty MEEN)L CHEHAIRERfTaA~N > R

frTax R B

/ AT Y RERLERY TT v 7« NRIVERRLET,
c E A—)V5iZIE—LET, 2077 a i, BoRX—2 DR 17 IR

TEIIZ, TRTDT 4 =V REMATZER/NN I EFERLET, 205D
T4 =)V RIiE. E A=)V C A TRITNUI/R 5720 [Name] 7 «
— )V RZRRE, BINLZ E A-)smhensa1—3nEd,

D E A—)VSEe &ML £d, 2077 a i, EETST—% -ty b
1T 8 A,

I HLWE A=JFEEEHFALEYT., 2077 a id, §XTDOT 4—)b
RINTZ 20 THIEE/NNINEFLRLET,

S ZD E A=)V KEREE, ZEHOZDIERL ET,
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K4 E X—I)L5sety MEE/N )L TR AIRERITAN > R (&)

frav R S

B ISPF BROWSE ¥ —EZX&fHL T, 7—% -y &7 I ALET,

E ISPF EDIT 4 —EX&fHL T, 7—% - v h&HEL. E A—)L -7
RLZAEEHETEETY,

v ISPF VIEW ¥ —EXZMFHL T, ¥—% - v h&EFRLET,

A1VAM—IVEERTS— b
BEOT I— hEIE—LTAET S0, 77— NERDD SERT 5 Ik
D, HLWT T— R EERTEET,

7 I— bOIRER, RESMWATIVE Y« A2N=DW DMOD CARLa I— R -
o aTirbnEd, TOATIV L2 - AN=lE, &) #Eo L=,
zSecure Alert T2 ZIETHEIED CARLa Z1ERT Bl HINE T, &
2. ZNUTIEEE/R CARLa A—F « 2T DAFIVBKETY, ZOHBIE. 0
U a eRonitgEmo> TWET, §EL <. TIBM Security zSecure Admin
and Audit for RACF: User Reference Manual| Z#ZWL T</Z3\,

77— hEERT 2551, LTFTOEBZRDDZLENH D ET,

e 7I—K ID, 2D 4 HiOFBFIIFHBITELTHAEEL ., HICTHLDHFETT,
IBM #2fft7 7 — MZid. 77— &S 1000-1999 (RACF). 2000-2999 (ACF2).
B I 3000-3999 (TSS) M NTWET, HiPH 4000-4999 (RACF). 5000-5999
(ACF2). BEL N 6000-6999 (TSS) 13, T AM—IVEHRT 77— MHICTFHINT
WET, ZOBFD 2 HHIZ, 7I9—rETI—bF - ATV —IZED Y TE
‘a_o

e YI—hrENIA—=LIZNARI ],

o TI—REUENSOHEET—F %2, 79— MIEDXIITT+—< v hRET D
7530

e YI—FMWHAYIAXAHETHENE DD,

BZIE, 7 I—hMNIT—% -y bEEZIFZI—T— ID OU A SRRBREIC/IRDSY
BHHVET, I—H—F. ZOYUALZE, BEIATIV N D EFEET D ERL
REFLIENWEZBEZET, Y I— M E2HAYIA XA[EBICLIEWESIE,. 2zl
AT IA R TEDL/INHRINDHIETT,

INFIINDONEBLE, ZD/)INFRIVIRT T— e AT IA XT BH720I2%I1F ANS/N
TA=H—F, =T —NRDET, NIV ERIANSIERT D0, BHICHES
I HEEUE zSecure /NRIVEMEHAT BN, =T 50, HHWIT O— 2 %ERK
THIENTEXT, MO EZLEETHI—F L, TNEZHREDTA
T3 —IRETHLENHVET, TDTFA( T FY—% ISPF THATZS X
5129 51213, UPREFIX/WPREFIX zSecure M§hR/NT A —% — &3 2 L8N
&V £9, UPREFIX/WPREFIX /XT A—4% —I{ZDWTIE, [IBM Security zSecure
CARLa-Driven Components: 1 > X M—IVBINTFT 7 OA X~ - H1 K| &5
LTL7EZn,
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2TV, 7I—bhD CARLa 24T 272D MBI /INT A—45 —Z it
T HITIE, FTNSDINT A—F—D4Hi%E EXTVAR EWD AHETOEEITE D 4
THHENRHODET, DFD, LFOEBDTT,

&extvar='c2peeus0,c2peeus1,c2peeus2,c2peeus3,c2peeusd’

7I—bhEEETHTr—< v MI, YA T TLIHEESINET, LAFD5EE
AL TNHOET,

*« E A=)

e TFAL  Avt—2

* WTO

*« SNMP ~T v

* UNIX syslog

E A=)l 74—<v MM, BOLRNARDOTT, MRICHETZ 75— Mg
HEDOLATIRRHOET, ZOLA T MIDOWTIE, o R—=> 0 THEHE H
(A=) - L7 b [CHHLTWEY, E A—JLE, HTML 74—~ v N T
BFanx7,

IBM Security zSecure M2t T 5T RTOT7I—FDTFAL « Avt—2 - 7%

=Xy MMIE A—IDSETFAL « Avt—IADF — Iz A THMAZINS E
A=)+ T+ —x v bOEM/N—Y3>TY., ZOTF—bUzA T ZEHE #

ZIE, BERERHEZIIRTY NIV 13V E A=)V Avt—ID [To) Nw¥—
NTHESINET, 7FAL - AvE—CHKE, Y¥— bz TG0 T, 44X

X E A—IVOARENSTETEET, LN T, FHEEEINLIARKIL. X
SPTWET, 2720, RMRITIFDUFHEL WIEHRNAS TWET,

WTO 74—~ ME, BEfLEN/ERNY 7 b7 THATEEXT,

SNMP kZ w7« 7%—<w K. IBM Tivoli Compliance Insight Manager F 7213

Tivoli Security Information and Event Manager. X/zl3%w N7 —27 «- 22 —)L'T

FHTEET, ZOT7+—< v MIOWTHLIZ, 123 X=20 I8k A. SNMP|
EBRL TSN,

75—b8ID &ETF—% - V—RADIRTE
FIig

7 I — hEERT DI AFOAT Yy T2EITLET,

1. 79— b&ERT ST A7 3> SEAA ITEA, WELZNWTY T— MERK
ZIEIRL £7,

2. 7I—bF«AFTU— XKL T, [System alerts] 72&, WINNDHTIY
— &@LU 7,

LAWY I—MNET 27U —d, 77— FOERICHER LTI —T
1372<, 77—hD 2 HiIHTHRED X7,
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Menu Options Info Commands Setup

zSecure Suite - Setup - Alert Row 1 to 1 of 1
Command ===> Scroll ===> CSR

System alerts

Select the alert you want to work with.

The following Tine commands are available: A(Preview), C(opy), D(elete),
E(dit), I(nsert), W(Who/Where), S(elect), U(nselect), B(rowse)

Alert Id Sel gECSW C EM
I  SMF data loss started 1601 Yes gE W N
~ SMF logging resumed after failure 1602 Yes gE W N
SVC definition changed 1603 No gE W Y
Bottom of data
- J

K15 [Setup Alerts /NFI: DAZL + T IF3—hDT F—hID ET—5 + V—XDIFE

3. C(AE—) FRIZ I dFA) TAXREFRITITHIEICED,. 7I— MEER
TZ%9, [@AE—] axv>RE 72— ID UAHOTRTOT 44—V R%ZE
| E’_bij‘o

KONHIE, T AR RE2RIFLEBICERSINET,

~
Menu Options Info Commands Setup
zSecure AdmintAudit for RACF - Setup - Alert
Command ===>
Description
Member prefix -
Alert id. . . . Severity. . . . (I, W, EorS)
Data source . . SMF
Parameters . . .
Panel name . . . (Panel for additional customization)
Specify SMF records to be collected for this alert
Type Sub Type Sub Type Sub Type Sub Type Sub
Specify WTO filters for this alert
Prefix Prefix Prefix Prefix Prefix
Allowable destination types ~ E-mail _ Cellphone _ SNMP  WTO
_ UNIX syslog Action command
Specify action . . . . . .. N (Y/N)
Extended Monitoring alert . .  (Y/N)
View/edit the alert skeleton _ ISPF Skeleton
- J

X 16. [Setup Alert] /NFIb: 7 Z— NDEN

UFDT 4 =)V RIRFEIRENEKT,

Description
77— b D,

Member prefix
3 XFEMSERDE, ATIVE Y« AN—OEEEE, ERINDATIV
> AUN—D%HIIL. <Member prefix>S<Alert id> 7320 F9, 3 X
TOHHEIE, LT T@l . T4 . 8] OWTNNTIHEDMEN
HO., MFTHDDZEIFTEER A

PG C2P 13X IBM Security zSecure FIC TSN TWET,
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Alert id
77— hrO¥E ID. IBM @7 Z—k ID (3. #ifd 1000-1999
(RACF). 2000-2999 (ACF2). BX TN 3000-3999 (TSS) ZfEH L £ ., #i
4000-4999 (RACF). 5000-5999 (ACF2). B XX 6000-6999 (TSS)
3. A AN —IVEERY I— MHIZTFRINTWET, 2 HiiHIZ. 77
— ke ATTU—ZRELET, ID 1T, ATV - AUN—DARIZE
R BH7OIERINET,
WTO %%y A 7L TRIRLAESS, ZOMEIIAYyE—
ID C2P<Alert id><Severity>] @ <Alert id> 7 1 —J)L RADILD A H
WZhHINET,

HKE 77— FOHEKE, WIO Z5656E5 1 7L TERLZSE, ZOEld
Awt— ID [C2P<Alert id><Severity>] @D <Severity> 7 1 —) R\
DO DIAHATHFEHETNET,

ROV AN, BRBEREEZRLTWET,

I BH. VU a VIFAETT,

w HE. 77 a hbEBEREEHHVET,
E II—, 77 a nbhETT,

S BRILT—, 772 a  PNERITHETT,

A A TN UNIX OF 7—bDFE., TNSOEKEITRDOY X BT
R I EINET,

HOREE BESEIRNL

I 117
A\ 116
E 115
S 114

Data source
7Z—hK® CARLa HIHU AL - ¥4 TOFT—% - V—Z BHAIX. SMF
2 WT0 72 &),

Parameters
ZD7 4 =)V RliE EREI N7z NEWLIST AT — kA > MTBEM/NT A
— 5 —ZETHDOHDTY, REZSY— - 77— hOHFE. 2D
74—V RIZ. &ZHD COMPAREOPT=<compareopt-name> % AJ19 % ik
EMHDET,

Panel name
LWy I—hahAF <A XARRICLIZWERIF. I AL XHOD
NI DAFTZ DT 4 =)V RICHEL XY, fHET /5008, El:
IS T DREUE zSecure /NI E LT, FB3A—Y—BHEMNERL 2
NIV EUTBEZHEEL, YV ARRETH A I ENBETT, ZD/N
TINE, FLWT T— FOERIFIC, RO T ¥ a &L THER
SINET., T 207 T— MIHTHFROBRICOEATEET.

Type T —% «Y—ZMW SMF Q%6 207 77— MNHICIET 2068 NH 5
SMF Ld—R 4147, ACFR2 L O— RZINETIHEAIL. 8y 17

V77 L 2A Za7b



Sub

Prefix

ACF2 ZHETEET, zSecure Alert 7107 T Ald. ACF2 ffilfHl 7 0w
IMBIELWLO—R - Y14 T2MBLET,

NETHZMNENHS SMF LI—R - BT TEBELET, ZOY
THATE. SMF La—R « 147 30, 80. BXLWN ACF2 L Oa— RIZ
OAFHINET, ZNLINDOTXRTOD SMF LO—R - ¥1 7D
B, IOV T TIEAINE T, TV A T LLFOX D IR
INET,

Rectype 30 ¥ 7% 1 713, {Z# SMF L d— R - 7% 1 7 T9,
Rectype 80 Y741 71& RACF f{X> bk + 3—RT9., RACF T\
ke d—=RD%ELKEU ARMIDNWTIL, [RACF BEEHLEZEDH A1 K]
R LTLEI N,

Rectype ACF2 ACF2 741 7 D52/ A MIDOWTIE, [IBM

Security zSecure Audit for ACF2: User Reference Manual) ZZW 1L T<
ZEW,

T—4 V=AM WTO OHE: ED Ay t—DHIEHEZINET 03
MHBHMEfREL X,

Allowable destination types

ZDY 7= ML TUR-PEERTED5EY 1 T2 RRL £,
T I—=hRDATIV L, BIRES N5 A T LIy v a v ER
STWLRENRH D KT,

Specify action

DT I—hOT7 7T a ERETHIE. Y] ZBRLET,
[(R=>D T'7 55— hEF - [Specify action] J [FZHL T I,

Extended Monitoring alert

D074 =V, TI—FBREZSY — - T IR THEZNED N
EIRELET, BIEELLIAIO CKFREEZE AF vy Favy bk« 5—4 -
ty hERBETAIEE=Y— - 75— MDA Y] Z2HELE
T, ARE - R=Z2D7 F7— b DOEFHIF. N] ZHEEELET., &
3. [Data Source] 7 —J)L RiZid, ILRTE=Y —REIC—HITSIEL
WEZHEEL TSI, ANk - R—=Z2D7 77— hDOHE. Data
Source] 7 4 —)V ROf#EIL SMF %7213 WTO TRIFNIXRDEH A,
EE=4— 77— DA, Data Source] 7 4 —)b RiZid, ¥R
— hENTWS CKFREEZE X—A® NEWLIST 71 7 Thiu, ED
EOBMETHHEETEET, WEE=ZY— 7 I—MIDNWTFLL
2. [ X=20 75— MEIEICET A1 RI1 ) [EBRLTL
I,

ISPF Skeleton

ZDYZ7—h®D ISPF A7)V k& fwmETHITIE. TOT 44—V RITA
TFvia (/) EBANLET, ATV ATE. 7I—FEM 7I—F
NE., BLOTYI—bF - LA 7T MEHEETSH CARLa I— RPEFEN
TWET,
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[OE—) ax > REFALTY I— LB 258a. V—A -7 7
—hOATIVE RO E—SINET, TNLBLOHEE. ETIV - AT
W MERENET, AT 2DNERET 556, TUIEEINE
JENIVN

WHRE=ZS—+ 7T — OHA, TO TISPF Skeleton] Thd, R
e, 7I—MNE. BLXOTYI—F - LA T T NEZTNPEESINET,
a—H—i3, BHCHEET ST 74 )V h®D CompareOpt A7 — h A2 K
K <L/ AZHD CompareOpt AT — A ~Z&, Z/O—)\)L CARLa A
TIE O TFEICEMT 206EEH D ET, HZEHD CompareOpt AT —
A ROAHENE. ZOYU X N THIIZR A= Parameters| 7 ¢ —)V R
IHRELET,

#lz 1. APF U A 7Y SETPROG X RTEHFIENHEBIC N H—3n3
7I—hEEFETDHITE. LFOLIICLET,

~
Menu Options Info Commands Setup
zSecure Admin+Audit for RACF - Setup - Alert
Command ===>
Description . . APF List changed using SETPROG command
Member prefix AHJ
Alert id . . . . 4000 Severity . . . . W (I, W, EorS)
Data source . . WTO
Parameters . . .
Panel name . . . (Panel for additional customization)
Specify SMF records to be collected for this alert
Type Sub Type Sub Type Sub Type Sub Type Sub
Specify WTO filters for this alert
Prefix Prefix Prefix Prefix Prefix
CSV410I
AlTowabTe destination types / E-mail _ Cellphone _ SNMP  WTO
_ UNIX syslog
Extended Monitoring alert . . (Y/N)
View/edit the alert skeleton / ISPF Skeleton
o J

X 17. [Setup Alert) /NFIb: 7 F— hDETFE

BRFED7>5—bhD CARLa AT IV >

BMGEDA A N—VERT 7— D CARLa A7)V N> ERETEET, HLDO7
F—RNIHT S E (W) 1A RTERIND/NHIVT.  [ISPF skeleton]
Ta E TEMITLIZE N, IBM Security zSecure $efft7 77— Mk L TZ
DT arwEFETTBHE RODIT ISPF VIEW bty a W ETEINET., B
(779 7aAX 2 R THRIUUNFINDERINET,

C(OAE—) FLEF 1 FA) 1A RTY I—MZEMLELAEIL. FRIND
INFIT, ZOF T a iy T aMfrbENTEET, TOHE. B T3
FEATIVE Y c AUN—WNEELER A, TJE—] OFEIEF. aE—anizY
FT—RDATIVEY « AN=—D5AE—DMTHONET, AE—INLAZN—T
O—HIVERHEIR 7 4 VY —NEREINTWDHEEIT. ARIOBHSZRIT 5720
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I, AE—NOZNEDAFZEET H2HENHD XY, INS5OAHFIE. 7 I—
FID NTHKRTT2bDEMESNET., MHHA] OBEIR. 122 OATILE
2 AUN=INEIRENET,

Dt aOE0DOIMHTIE, 28] OATIVE A N—IZEDNTHRIAL
F9., WINOHEETH, CARLa I—RZ2HD 7 DOtV a > NFERINE
T D 2 DO rTarid, 79— EEEBEELET. TORD 4 DOt
a3, SEIERFELEYATDTI—F - Avt—2 - 75— v hERTE
LET, REOLY a3, 77— FEEMIB EFoNZEZICRTTE5a
YO RERELXT,

27V R NDE CARLa 27 23 I2id. RO XD R#HO O X > MMTadft
WTWET,

)JCM Pass one query

Z Z T3, stagel AN—D 2 /NAD CARLa BEZIFETEET, 77
— MEBDREICKET 285813, TNEfHLET. ZOBRKD stagel
27y 7T TOMAMN LR — MERA Ty 7OBEEGHE L THEHASINE
T, ZOMHNIE, BIEOREOMEMNIRDIAENS 1 /NAD CARLa AT
T, INEFHTSE, EROBRICEDNT, HAHEREZ2ERTEET,
ZOFEFERIL, 7 I MEHTRRTEET, FanERE. REOU T L
v aaFETTAHLNNCHBEINET, @, 2L 1 I 1 BT,
[l6 X=20 T7 F— MR —RREDIRE] BB T30,

)JCM Alert condition
7I—ha R N)H—LEWY I— b EHZEEELET., IEEZY— -7 7
— hDBE. complex DBEIRDOANKHETT, HlZIX, select
complex=(base, current) T3, EOLI—RNXYF—hZE KU H—F 20
EBiRDDT 4 —)V RiE, ZO—/N) CARLa A7)V k> TEHRI N
CompareOpt AT —h A FOHFTHESINET,

JCM Action command
T 773>y - AXVERZRETEDED, LFDAT—HM A B
DIAAHEIRE TEET,

)IM C2PSACTX
)IM C2PSACTS

(109 K= D 17T — hEF - [Specify action] | JEBHL T2,

)JCM EMAIL sortlist
ZZTldE E A=IVBRECHEHRATZLA T T NNDTY T—F - Avt—%
fBETE£T,

)CM Cellphone sortlist
ZZTHE TFAR « AvE—YNTHEHTSLA T FAOT I—h « X
V=V ERETEET, ZETFAL - AvE—I0M4E E A—)LD
KEODEE SNSRI NLSMIE, HHLTWS, E A= S5TFA b -
A= ADTF—h Tz AL TRED LT, TXTD IBM Security
zSecure LY 7 — M, A EREOWEDOHF T, K<PUEAVE—TZ
ERELXY,
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)JCM SNMP sortlist
ZZTld. SNMP 38 EICHERHTAL A YT RNDY I—h - Avt—T%
BETEET,

)CM UNIX syslog sortlist
Z ZTld SYSLOG SuEIEHT2L AT MDY T—h « Ayt—2
ZHRETCTEET,

)JCM WTO sortlist
ZZTlE, a2V —=IVZEB LA T MHNDT T—h « Awvt—T%ET
=E7,

)JCM Command
ZZTl SUENRELZESICHRITTSAY REEMTEET,

FHLBEWAYyE—2 - 74—y FEIREETAHEEIHDERTA, 27ZL. TD
Tx—X v hTHHENLZY I—FE2ZBTEDHLD, frraizdikza<sd
7I—hKID ZREELTHBLZENTEET, 77— ID OFIE. &c2pemen.
2T VBN ENAE TR TEET,

EPKDEK CARLa 77 3 213, )SEL & )ENDSEL AT IV « T4 LT T4
TICEO>TRYSNTNET, stagel Va2 ildH M T4 LVT 4 TDRHDE
T, IN6DOT A4 LI T 4 TEEELTLIRDER A,

PFOXYZa7)ldt 7 aTlid, TNENO CARLa ¥V a3 JIDWTEL
<FHHLET, ATV N OEEMNELIE S, PR3 2L TY 77—k « ISRIVITE
NET, 77— hZEMLESEGIE. TNOEHBNICERIRINET, PF3 2351
2 [|EffdE, TI— b%WAZw IRDHIEMNTE, ZITV WE) a2 REH
fTILT, LW I—FZ2RETEET, MENEEICTETISE F(U Ty

) AXYREANLT, HiLWTY I— hE2IEELTHZEMTEET,

IRIBE&KF DR
7 T — MR TR OBIRFEEZMEH L 20WiEE1E.  CM Pass one query]
v a AT HRENHDET,

ROBIZ, IBM Security zSecure F2f7 T — b~ 1204 BE 2204 DATIVE > -
A 2)N— C2PS1204 MEDHDTT, ZHUT. stagel BEERLTHD, BHEED
T—4 -ty hAY APF U A MZEENTWASA, DED, NEWLIST
TYPE=SENSDSN @ DSN 7 4 —J)VR& APF 757 « 74 =)L RZEI AT LICH
WEDHDE XS, LI, TIBM Security zSecure Admin and Audit for RACF: User
Reference Manual] ZZRLTL/Z3W, INHDOT—% - v b4 B SINT
@D CARLa BRITHAAENE T, £ TRWVWGE., ZORKFEGIAFICHEEN
TW2D, ZOEFEHNT7 7 ANTE—SN, LAR—MERAT Y 7ORED
BARICR D £9,
)CM Pass one query
)SEL &C2PEPASS = Y
n type=system outlim=1 nopage
sortlist,
"n type=smf name=uapf1204 outlim=0" /,
)SEL &C2PESECP = RACF
" select event=access(allowed) intent>=update likelist=recent," /,
)ENDSEL

)SEL &C2PESECP = ACF2
" select likelist=recent acf2_subtype=D," /,
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" acf2_access=(0OUTPUT,UPDATE,INOUT,OUTIN,OUTINX)," /,

)ENDSEL

n type=sensdsn nopage
select apf
sortlist,

n 1] dsn(O) | ||,||
n type=system outlim=1 nopage
sortlist,

n )u /’

" sortlist ''"

)ENDSEL

BRI NZIREITIE. ARSI/ N (Newlist) A7 — KA N ED NAME F+—1Y
— RIZ& > T, UAPFI204 OARINTEET, ZHUTLD, 7 I—FRGIZZ D%
HiZZMTEET, NAME 3. o7 I — N THRESINEZ T 4 INF —EDAFTDFH
BT 5D, 79— K ID TKDOODET,

ARSI NIRRT FRBIRERATH L7720, HHEERTH2HEN/RNT E2F
9% OUTLIM=0 Z{FEL TWET., ZOFEFIHERIL. RACF P AT AICKT S
event=access(allowed) intent>=update ® SMF L JI— RHATY, £/ld. ACF2
AT LT S acf2_subtype=D ACF2_ACCESS=OUTPUT Hl. BRUED T AT L
SEfGI N/ APF 7—% - v NHATT,

& 51T, LIKELIST=RECENT fild. #RZHFTD L R— MERERRHICESAEN
72 SMF L O—REFICHEL TWET, XOtr T a > Tld ERIEST S
SMF BEW WTO ANT—4 ZI5ET 572012, ERFHTE2HMER 7 4L Y
—IZDWTHBHL £,

75— &Y

77— hEFFLEWRZ7RTIZIE. HCM Alert condition] &7 3 2 IZ AT
THHENRD D ET, KOHII., IBM Security zSecure 27 77— 1204 BI N
2204 DATIVE 2« A)N— C2PSI1204 N5 HD T, ZORREMIT, BE
IZ UAPFI1204 EWD ARTOFEFHER TR TLTWET, ZOFHFHERIL. miotr
2arTmLEEDIC, 207 7 — MOREKFZENICE > TERSINLZHDT
R

)CM Alert condition
)SEL &C2PEPASS = N
)IM C2PSGNEW
select Tikelist=uapf1204

MM T4 L7 T4 I THAAENTZ AT IV K>« A2 )N— C2PSGNEW I3,
EIREMERIZ CARLa NEWLIST A7 — M A MEERLET, )IM AT—hF X
kD12, DEFINE BX R SELECT AT —hA> 2 ANTEET,

LIKELIST F—"U— Rid. %79 % NEWLIST ZZM L. ZHid. FUEZEFD
NAME F—7U—RZF>TWET, Lz2>T. D NEWLIST 75 DH XN
i, fiELTHEAINET, 208G, TNEME—OFRDOT, o< HU#E
WOMEHEINET., 79— FMNTHEAIND 7L —3. HOT T7— bk E D4R
DBl T52DI12, 79— ID TRHODLZENTEET, oy o—/\N)b
HAHBR 74N Y—&, 79— FEEKOFTERINEZ T4 NI —DARZER T
IV, MDY T—FNTDT 4 IVF—DBIIN, BET D0 LEWNNDLREEILH D
FH A,
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7 I— b EBIE. EDO SMF BELD WTO AN ZEREEZIIMBENICEZY—72%
MZIRT 2O, HIZTZ7O—=)NVERHER T 0 )VY =TGN TWLHENDH D
£9. ZO¥A. UAPFI204 FHiERIIVEIC RECENT Hil#iR 7 1 )Ly —ITHES
INTWBLD, ZOLRMBIFRBMICH SN TWET, FOo—)\)VHEFHER T ¢
IWE =13, KOU A SMEEIRTEET,

likelist=recent
BT D LR — MERBRRHICE S A ENZEHO SMF L a— RIZHEL X
@_‘D

likelist=history
ESG) 1 27—V ESAENL B8V« > R 53t SMF L
O— RIZkESE L ET . recent & history OfJICA—N—F v 7IH 0 FH
A/O

likelist=wtorec
BT O L A — MEREIFETICHZAENRHO WIO A vt—JITHa
LE9d,

likelist=wtohis
[SEEE) A 27 —)NVRiIcESIAEN (BEIY « > R 28 WTO
Ayt —IIZH#HEL £, wtorec & wtohis DA —/N—Fw F3H 0D X
A,

ZOYZAME, Fa—=)N)b - A7)V k> C2PSGLOB IS NET,

A BETHNL, 7I— MERICHOZ7O—=)N)L « A7)V s D E2ERTEET,
NS OHEAERRTIE, £<DHE. SMF L I— R® TYPE BXLUN SUBTYPE.
F7213 WTO @ MSGID 12X T Z@BINNE 51T BIC/ 0 £9, #1121, SELECT
likelist=wtorec MSGID(CSV410I) 72 £ T9,

REZSY — - 77— DA, 7T — FEMHITIE complex DEIRDAHNMAET
9, BlZIE. select complex=(base, current) TY ., 7=7Z2L. KHEDL I—RZT
MEENDLD. PATLEREBLOEF 2T 0 —HEDOHESDORRZZHIET
51213, EBMOBIREENKBIZRLEENHVET, HIAEE. 7I—bh 1207 T
|3 NEWLIST TYPE=SENSDSN W INFET., UL, ZORERIT, LE#EEL
APF F—% « &y FZFITHIRL £ @ ID 1207 ZBWL T
I, 957 4 =)V RZEZHEET S CompareOpt AT — A2 ~ME, ZO—N
JU CARLa A7)V K> TEEINET,

EA=J)-VAT7DIF

IBM Security zSecure f2ft7 77— NI, PO X—=20 TEHE E X —)L - L1 7 1|
[N cRTLOBIEL AT "B ET, KOFIE. 75—k 1302 Z2RLT
WEJ,

)CM EMAIL sortlist
)SEL &C2PERCTP = MAIL
sortlist,
recno(nd),
"Alert: Audited program'(t) resource(t,8) 'has been executed'(t),
"Alert: Audited program' resource(0) 'has been executed' /,
'A program with auditing specified has been executed' /,

/ ' Alert id &c2pemem; ',
/ ' Date and time'(18) date(9) time(11),
/ ' Program'(18) resource,
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Data set'(18) dataset,
User'(18) user(8) name,
Job name' (18) jobname,
System ID'(18) system,

i 1 BVERET () 13, E A—ILOWAERET SHOIHHINET,

TFAM - AyE—D-LA4T7DH

CM Cellphone sortlist] ©27 3> T, 7FAb - Avt—YO5EERHITY 77—
F e Awt—2DLAT7 T NERETEET, ZETFAN - Avt—U0M4E
E A—JLOREKDEE SMSESESINLINE, FHLTWS, E A=) 6TFX
e Ayt—ADTF—F Iz AICL>TREDE T, TXTD IBM Security
zSecure 27 7 — NI, A EREKOMGTOH T, K<PLAvE—TZEELEX
T ROFNE. 77— b 1204 Z.RLTHET,

)CM Cellphone sortlist

)SEL &C2PERCTP = CELL

sortlist,
recno(nd),
"Alert &c2pemem;: Update by'(t) user(t) 'on APF data set'(t),
dataset(t),
"Alert &c2pemem;: Update by' user(0) 'on APF data set',
dataset(0)

)ENDSEL

SNMP L1479 bk

NCM SNMP sortlist] 277 3 > T, SNMP ZEEHADT F7—h - Avt—2DL
A7 NERETEET, ZOLA 7Y RTIE. BEEZTONROHMAGHOE ZE
FLET, [123 =20 ThHE A, SNMP 111 | HBIRL T 7230, ROFI.
7I—h 1204 ZRLTWET,

)CM SNMP sortlist
)SEL &C2PERCTP = SNMP
sortlist,
recno(nd),
'&c2pemem. ' /,
'eventIntegral’,
"Alert: Update on APF data set' dataset(0,hor) '-',
'"APF data set successfully updated' /,
'eventWhen' datetime(datetimezone,0) /,
"onWhatDSNAME' dataset(0,hor) /,
"onWhatGRANTED' intent /,
"onWhatALLOWED' access /,
"onWhatINTENT' intent /,
'whoUSERID' userid(0) /,
'whoNAME' name(0) /,
'whatDESC' desc(0,explode) /,
'whatJOBNAME' jobname(0) /,
'whereSYSTEM' system(0)
)ENDSEL

UNIX syslog L1 7D b

NCM UNIX syslog sortlist] 27 > 3 > T, SYSLOG %D 7—h « Avt
=LA T I NERETEET, KOFINZ. 7F—b 1204 Z2/-RLTWET,
)CM UNIX syslog sortlist
)SEL &C2PERCTP = SYSL

)SEL &C2PESECP = RACF
sortlist,
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recno(nd) '<&C2PEPRIO.>' | date(month,3) date(monthday,0) time(8),
system 'C2P&c2pemem.',
' [C2P&C2PEMEM. ',

'onWhatDSNAME=""' | dataset(0,firstonly) | '"',
'onWhatGRANTED="" } intent(0) | """,
'onWhatALLOWED="" | access(0) | e
'onWhatINTENT="' | intent(0) | '"',
'whoUSERID="" | userid(0) | '"',

'whoNAME="" | user:pgmrname(0) | '"',
'whatDESC="" | desc(0,explode) | '"',
'whatJOBNAME=""' | jobname(@) | """

'whereSYSTEM=""' | system(0) | '"]',
'"Alert: Update on APF data set' dataset(0,hor) '-',
'"APF data set successfully updated'

)ENDSEL

avyk -t ary

RACF ¥ AT LD¥E, ISPF CARLa A7)V k> @ )CM Command 7 3 >
T, 79— EUHRRELLZEEZICHITISHAY > REF T a L TIRETE
F9., ROHFITIE, BIRSNET T— MDA THSHI—F—IL. RACF IZ&->
THRODHINET,

)CM Command
)SEL &C2PERCTP = CMD

"alu" userid(0) "revoke"
)ENDSEL
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%3 E BMERTYS—hH

ZDETIE,
A FNOFHBHIZDOWTI.
ZHRLTLFEWN, LFOETIL.

zSecure Alert ICIRfFSNTNBET T—MIDWTHHL ET,

7
[RX=20 75— MEBRICBET 201 RI1 ) &
TERE] FIOBEKRICOWTHHALEXT, ID N

1000 705 1999 DEPFHNIZH DT 77— hld RACF 77— M T, 2000 7% 2999 D
HPEHNICHDT 77— KNI ACF2 75— TT,

x5 FHiiE®RT 77—k

ID B4 A |HEHKE
1001 N=hE=b - AR (ZOEGBIEVEEH T THHZ |3 0
EEIRT)
1101 N2 RS e i R B a2 2 3
1102 RoRI1—Y— ID 2fFHLZO A 1(%) 3
1103 UID(0) #FfDI1—H— ID (UNIX A—/S—I1—H—) |2 2
ourt
1104 NAT—RIZEDEVWFIIL NN OI—HF—DEDHEL |2 3
1105 AT LMHERRDFER] 2 3
1106 AT LHERR DERZE 3 2
1107 TN —THEBR DR 2 2
1108 T —THEBRDFRE 3 3
1109 JE SPECIAL Z—H—I2& % SPECIAL HERR D 1 2
1110 JE OPERATIONS Z1—H—IiZX% OPERATIONS %ffi |1 3
AL7zT—% -ty bADT A
1111 RN T2 /XA T — BT OHIR O 2 3
1112 NAT—=R+bEANI—=—DTTvia 2 3
1113 SEDO L WS A T — RAH 3 2
1114 CREATE L D HEGHERR D% E 2 2
1115 BRNELTED 1 3
1201 F—4% « v R TO WARNING E— R+ 77t 1 2
1202 DATASET 7O 7 7 A JL'TD UACC>=UPDATE DFHE |2 3
1203 DATASET 7107 7 )L'CT®O UACC>NONE D& 3 2
1204 APF 57—% - £v hTOEH 2 2
1205 SETPROG ZffifiL 7z APF U A hADT—% - v b |2 3
DIEM
1206 SETPROG %ffHL7 APF U A NMNS5DT—% -t |2 2
~ DFRZE
1207 APF UZ RADT—% - v hOBMOMH 2 3
1208 APF UZA RNSDT—% - v FDFREDBH 2 2
1301 STC AOEEN 707 71 )V Offi A 3 2
1302 ERNET OV S ADET 3 2
1303 —#U Y —ZATD WARNING E— R - 77t 1 2

© Copyright IBM Corp. 2002, 2013
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K5 FAERT 77— (#F)

ID B IR |HEKE

1401 UNIX 77 1) - 772 EK 3 2

1402 TyA) 7B ZAOEREKEO 7 O— N EZAHLDIE |2 3
E

1403 TyA)N 7R AOEEREO 7 O—/N)ViEAIRD OfF |3 2
E

1404 JEARIBMEDATE (1409 ICESHA SNELR) 2 2

1405 BEEM S UNIX 707 T LADEFT 3 2

1406 A== —H kD H 5 UNIX 7077 LDFET |2 2

1407 A=Y —PNA—=N—D—Y—RHEDOH 5> IV G |2 2

1408 UNIX 7075 LA TDA—/N—L—F —HHEDHRE 2 2

1409 IEREE DT 2 2

1501 =NV« £F 2 U F 0 —JROIEEL 3(¥%) 2

1502 =NV« £F 2 U 50 —KROIEEBL L(%) (%) |4

1503 gO—=N)b s tF a7 —WERKERFTA T a > DE |1 3
3

1504 RACF UV —2X - 7 5 ADi&#L 2 2

1505 RACF UV —2RA + 7 5 ADIEIEEL 2 3

1601 SMF 7 —% {8k DB 1(*) 5

1602 EEDHO SMF OF > 7 O 3 2

1603 SVC EFDEHE 2 3

1604 IBM Health Checker IZXDEKEMKL )V OMED |3 2
i

1605 IBM Health Checker ICK2ERENHFH L N)VOMED |2 3
He

1606 IBM Health Checker IZKHEKEMNS L X)VOMED |1 4
g i

1607 SMF L I2—RD7 5w ROMKH 1 4

1608 SMF Ld—RD7 Iy RickalLd—RoRoy 7o |1 5
BtA

1609 T4 —HANC K-> Ty 7 N7y rnas |2 2
= A VAR AV

1610 TI7HIVE - T4 VI —HAlick->TT oy 7 EINiT |3 2
&y 7RSI N B>

1611 FED SMF 119 L O— RREZAENR< 5o - B |1 3
BEREPMNIATESE

1612 IPv4 £7213 1Pv6 7 4 )5 —JLEES R — F B XU 1PSec |1 4
k>3 - B — hOIEEENE

1613 1024 KD TCP F£7zld UDP R— "N TR I NZ</2 |1 4
o7z

1614 A2 =T 2= ADEFa VT4 — -V ITADER 2 2

1615 IP 7 4 V5 —HIRIDZEE 2 2

1701 BRI T ) — T O 2 3
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xS FHAEFRT 7— b (HEE)

1D L VAP HORHE

2001 N—hE—=hK AR (FORBILIHBEEHFTHEZ |3 0
E&IRT)

2102 RAFf1—— ID 2@ L0V %> 1(%) 3

2104 INAT—RIZEDEWFAIL ) OI—F—DEOIHEL |2 3

2105 AT LHERDEER 2 3

2106 AT LR OBRE 3 2

2111 A—H—ITHT BN/ A T — RIITORIBROE®E |2 3

2112 NAT—R AN —DT7Tva 2 3

2113 FEH LW/ AT — RAHE 3 2

2115 BRNELTED 1 3

2116 JE SECURITY 044 > ID I2&% SECURITY HERED |1 2
fifi

2117 JE NON-CNCL O %% > ID 12L& % NON-CNCL HEBE |1 3
DOAF

2118 JE READALL 124> ID 12X % READALL H#ERR®D |1 3
fif

2201 F—% + v hTD WARNING E—R - 7712 1 2

2204 APF 57—% - v hTOEH 2 2

2205 SETPROG #ffifiL 7z APF U A hADT—% -ty b~ |2 3
R EY

2206 SETPROG ZffifiL7= APF UZX M50 FT—% - v |2 2
~ DOBRZE

2207 APF U A RADT—4 v ~DBINOMH 2 3

2208 APF U Z NS DT—% « &y hOBREDH 2 2

2301 STC DT 7 #)V k STC B5 %> ID Offiff 3 2

2407 I—HY—INA—N—2—Y—FEDH 5> IV ERE |2 2

2409 PLARIE DA 2 2

2501 Ja—)N)b - tF a5 —HEDBI 3 2

2502 a—]N)b - tF a7 0 —EOHIBR 1 (% 4

2503 JO0—=N) - 2FaU 5 —MRELIA T a>0E |1 3
H

2601 SMF 7 —% {85 D BiA 1(%) 5

2602 BEEEDHDO SME OF > 7 O 3 2

2603 SVC EFEDEH 2 3

2604 IBM Health Checker 2L 2BEKEMNMEL NIVORED |3 2
i)

2605 IBM Health Checker IZ K DEKENH L X)VOMED |2 3
f H

2606 IBM Health Checker IZ&HEKEMNE L X)VOMED |1 4
fo

2607 SMF L a—RD7Zvy ROKH 1 4

53 3 HmERT I~ 47



K5 FAERT 77— (#F)

ID SEH VAP P N3
2608 SME Ld—RD7 5y RiZkBLa—RoRoy 7o |1 5
D
2609 TANI—HANCE>TT O I INETF v 7RO r |2 (%) |2
I =R VAR ANV
2610 T - T VY —HANCK>TT7 Oy 7 EINE=T |3 () |2
& Ak I s o
2611 FRED SMF 119 L O— RRFEZAENARL o7/ - Bi|1 (¥%%) |3

BIEPHIATE S

2612 IPv4 F7213 IPv6 7 4 VY —LEEHR— R B XN IPSec |1 (¥+*) |4
k>l - YR— b OIEEEIML

2613 1024 AKifi5D TCP F7z1d UDP HR— "I FPR I N/ |1 (¥+%) |4
o7

2614 A —Tz—ADtFa2UT 44— JTADER 2 () |2

2615 IP 7 4 )Ly —HAIOZEE 2 (e |2

(*) TOY T—bRRETENGE, MERISEDLETT,

) ZDTT—METT—F 1503 TEENTWBEH, MiFDTY 77— TRIUZ
BRINRESNTNWDEEHEE, ZOT7 77— h2EELL THHFTDEURNH D FE
/UO

%) ZDT T—rDU7 TABIPEKRER, XIEdT5 RACF 79— FDU7 I AH
KUVEKELFLC T,

MEKE | T, Tivoli Enterprise Console 3K N IBM Tivoli NetView T7 T — b
WCBEMIT TWAEREL N)LEY A ML ET, BERELN)LO#HFAIZ, LLFITR
TEIIT 0 M5 5 TY,

& 6. Tivoli Enterprise Console BN NetView TODEKEL NI)L

HAE Tivoli Enterprise Console T |NetView T®Dik
DRk

0 mE 79Uy

1 A5 RHETE

2 Bi5 G5

3 XA - XAF—-LTT—

4 7T 4 7 7T 4 b

5 Bueine) Ay —

7I—hE AFOIEIERT74+—~y NTHEHWERY I— K « Avt—21C
Ko TRESINET,

*« E A=)

« TEAN - Avt—

« WTO

« SNMP ho v
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e UNIX syslog

BAX=20 TR SR LT<EEn,

Y2TND E A—NBIRTFA - Avt—%, HLOFMERT T—hE&
HIZ, TOETRLET, SNMP hTw 7« 75— v MIOWTIE, [123 XR=
[0 THiEk A, SNMP HiJ1J [ICFBAN S D £,

ZDEDRD DD TIE. E A=)+ 75— v bO—RL AT MIOWTHH
L. BRIERTY 7— bEHEREN T =IO CTEEICHILET., 79— 2
RTEDHE, TOT7 77— RMIDWTI I THBHALET,

7I—hZEIZ, BED SMF LO—R - A 720758 T 50, FED WTO
At —2RITTHMLERDDET, IFEAEDOEHEFERY 77— NT. SMF 71
7 80. RACF WLENVETY, 45D SMF ¥ 720712583550 M
LTWET, TOMOITXRTOEMSZ, HxDT7IF—FEEBITRLET., SMF O
FoONF, BT ATFLIEICHIBEEINET,

ZEEE A=) -LAT7DP
FTRTDE A=)+ T7F—b « Avt—0OH MBI TWET, PARICRTEE]
BE72 E A—I)LDHIZZRL T 7ZI W,

From: C2POLICE at DINO
Subject: Alert: Audited program ASMIDFA has been executed

Alert: Audited program ASMIDFA has been executed
A program which auditing specified has been executed

Alert id 1302

Date and time 07Feb2003 13:44:43.20
Program ASMIDFA

Data set SHARED.LINKLIB

User C##BDV2 DIONNE VONT
Job name C##BDV2

System ID DINO

ZZT. 7—% « v b SHARED.LINKLIB @ ASMIDFA WS 7075 ADFEST
MBBINZZ ENGNDET, 07T L%EFETLEI—F -3 C#BDV2 T,
I—Y—%13 Dionne Vont T, 707 I L&, A5, DINO TPa~J
C##BDV2 IZBWVWTETEINET,

E A—IVO#EEMNE, 1> —T7x2—AZFHLTHERTEET, 774V M.

jobname at system name T . E A—ILDHHNY F —BIUIAIE, CARLa I
—RIZE->TEREINET, E A= HEAIE E A—IIAXD 1 fTHERUTY,
ZlEL, 74—y ENETRELZGENHDET., TOTOTITIE, 1 X2 RC
DWTRIRTHPHANY F—NH D £,

7I—hDOANwF =D I, FlERLEE 7 a b0 ET, 1 fTHICIE.
77— ID DVRENET., ZDOFFIL. SNMP. WTO. F7/zid SMS oz
ALTHIETET7I—RERBLEZD, ZORFaAT—2 3> CHEb)ARIEHZ
BMRBRLZOTHOICHHATEET, 2 fTHITIE. A X ERRELLZHEMNRIN
F9., TDORIC, TI—NEAED T 4 =V R EE T, ®kic, a4, Pa
7 ID. BEOLATLAMATARTHNUL, TNENU A RINET,
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HAIEE RACF 75— b

50 a—v—-

PUFD REw 7 Tld, zSecure Alert IZf1E9 % RACF 77— hDAFTIYU—IZD
WTHBAL £7,

A—Y¥—-75—Fh

FRAI—-HF—I2&BO05F > (1101)

ZO7I7—hKE, UTFD 2 DOEBEICMIA—anFET,

1. RACF IZ& > TARHZRI—Y =2, TSO ICIEFICcO A > Lid, 01—
H—13. SYSL.UADS ICIFFERINTWETA, RACF ICIIERINTNEYR
oo

2. TOIATLIHLUT, IO AT LD NIE IZ&> TNy F « 2 a TNEFEK
FEEINZHE, ZEMN AT AT, Ya dz2ETEEL7-1—Y—13. RACF
WWEBINTWER A,

D7 I—hEZETAHIZIE. SMF La—FK - %147 30 Y7917 1 20712
BT A ENDH D ET,

7I7—bDE A=) THx—<v I, LFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Logon by unknown user

Alert: logon by unknown user
A user unknown to RACF Togged on or submitted a batch job

Alert id 1101

Date and time 10Feb2003 06:53:16.60
User *

Result Success

Job name + id  TSOB JOB00042
System ID DINO

T7I—bDTFAL c Avt—2 - Tx—xv M, LFOEBDTT,
Subject: Alert 1101: Logon by unknown user * job TSOB

Alert 1101: Logon by unknown user * job TSOB

BRI E A=)V - LAR—MTFEIT, 2—P—%2K7 [+ &, OJF 205k
UTZINEDSMIVRENEKT,

SATAIA—T—ELT ¥ 20JICEHT 22T R20T, Az 7+ >0y
— AT 5 ONRERGENHVET, 72720, RACF ICEZRIN TN
—H'— ID 7 SYSLUADS 7—% - v MIEFENTWRNWI EZERTEET,
o, RERI—P—ICX DY a TETKEZFIET 572912, SETROPTS
JES(BATCHALLRACF) Zi&E TE£T,

RLaB1—-Y— ID 2ERALAZOST A2 (1102)
BAHOIL—T— ID 2 TSO OV A > FZIEINyF « P a JTORMKEICHEH S
NELEE, 7TI—- IR EINET,

DT 5—hEZETAHITIE. SMF Ld—R - %147 30 75147 1 20712
BT HBLENDH D ET,
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7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Emergency user IBMUSER Tlogged on

Alert: Emergency user IBMUSER Togged on
Successful Togon or job submit with a userid meant for emergencies

Alert id 1102

Date and time 03Feb2003 09:38:44.94
User IBMUSER IBM DEFAULT USER
Result Success

Job name + id IBMUSER TSU05900

System ID DINO

7I—=hrDTFAK c Avt—T - Tx—<v NI LFOEBDTT,
Subject: Alert 1102: emergency user IBMUSER Togged on

Alert 1102: emergency user IBMUSER Togged on

ERENZ E A=)V LR—=HKIZIE, P ATLANOOTF RSNzl —8—
ID & ORI IEENE DM REINET,

A MIEORTTY I—F2WBRTEET, 77— F2BRT 2, Yo7 b
MR EREINET, HHT2ORBRRFOEEOAETLI—F— ID % 10
BETANTEET, [I0R=20 TERHI—T—HK (7 7—b 1102 BXY
Ri02)J Bl L T2,

UID(0) ##FD1—Y— ID (UNIX R—N—1—H¥—=) oOs#*+>
(1103)

UNIX UID 0 ®1—H— ID ZfH L T TSO £/&Iid OMVS "D OV F >N frH
NEHE, 7I—-RIRREEINXT, A—-N—1—YP—EEZEHRLTO AL
TR 5d, BBEIRCTRODIC Tsul ZHHT S ENS DN, UNIX TOHERE
ELUEAITY,

DT I5— b EZETHITNE. SMF LdA—R « Y47 30 Y7417 1 2O712
FLERT DM ENDH D FT,

7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Superuser C##BMR1 Tlogon

Alert: Superuser C##BMR1 logon
A user with uid(0) has logged on

Alert id 1103

Date and time 03Feb2003 09:38:44.94
User C##BMR1 MARY ROBERTSON
Logon to TSO

Result Success

Job name + id  C##BMR1 TSU05900
System ID DINO

T7I—hDTFAN  Avt—2 - Tx—<v NI, UTFTOEBDTY,
Subject: Alert 1103: Superuser C##BMR1 1logon to TSO

Alert 1103: Superuser C##BMR1 logon to TSO
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ERREN/Z E A—)L « LAR—KIZE, P ATFANOOFF I SINz2—H—
ID. @A MTbhbNZY TS AT A (TSO £7213 OMVS)., BLAra 7+ > oIk
WMONRENET,

D7 I7—hEZELEEE. ZOL5RI—F—0 OMVS ¥ A2 KT UID 0
EHRERETDIHLENHDET, UNIXPRIV 7 7 ADTOT 71 ILBXN
FACILITY 7 5 A® BPX.SUPERUSER ZffifL T, Z—H—|ERHA—/—1
—H—HERZ (5L £,

NRAT—=RICEKBFVHFALANIIOI-YF—DEYEL (1104)

W DISN T2 IS AT — RIRTD7DIC, AT L+ LRIVHER

(SPECIAL. OPERATIONS. F/zl3 AUDITOR) Z&KDI—F =W DHEINZHE
2. 207 I— MR MUH—NET., RABENI—TF—D/NNAT— RE#HIL X
HELEIEMN, ZOT7 77— DOFRERTH D REMENSH D T

H: AT LHERZREDITRTOI—F—NERFHCIRDEEI LN DITERT S

WG D ET, SPECIAL HERZFFD, BOEINTWaWI—H— ID 2407k <
EH | DHMERITEILTA-00M60OFEEZHAEZEL TBBENH D ET,

7I7—bDE A=) Tx—<v ME. LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Highly authorized user C##CX44 revoked for password violations

Alert: Highly authorized user C##CX44 revoked for password violations
System-Tevel authorized user revoked due to excessive password attempts

Alert id 1104

Date and time 07Feb2003 14:58:27.13
User C##CX44 TEST USER
System ID DINO

T7I—FDTFAL  Avt—2 - Tx—< v NI LFOEBDTT,

Subject: Alert 1104: Highly authorized user C##CX44 revoked for password violations
Alert 1104: Highly authorized user C##CX44 revoked for password violations
LAR—MIZiE, BEDONAT— RERKDOZHIZRDHINZI—Y— ID BLOF
BEd 5707 I —AMNRINET,

2R LKERRDERT (1105)

I—HY =N AT L« LXNJVHERR (SPECIAL. OPERATIONS. AUDITOR. E7zid
CLAUTH) & L7Z8H12. 77— MVEREINE T,

DT T7— b EZ(ET 5I21E. SETROPTS #%E AUDIT(USER) BL N SAUDIT %
BN BHENHDET,
7I9—KDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: System authority granted to C##BMR2

Alert: System authority granted to C##BMR2
System-Tevel authority granted to user

Alert id 1105
Date and time  29May2000 13:25:12.42
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Authority SPECIAL

Granted to C##BMR2 MARY ROBERTSON
Result Success

RACF command ALTUSER C##BMR2 SPECIAL
User C##BMR1 MARY ROBERTSON
Job name C##BMR1

System ID DINO

T7I9—hDTFAL Avt—2 - Tx—< v NI, UTFTOEBDTY,
Subject: Alert 1105: System authority granted to C##BMR2 by C##BMR1

Alert 1105: System authority SPECIAL granted to C##BMR2 by C##BMR1

VIiR— NI, BRSNS AT LHER, HERZRA S Nz1—8—, B2
RACF OY 2 R, BERUIAY Y ROMRAREINET, /2. RACF IX > REE
frllca—"v—8rRINET,

AT LAHEBRDERE (1106)

AT LRIVHEBR, 9725, SPECIAL. OPERATIONS. AUDITOR. F7-1%
CLAUTH MNI1—HY—M5REINZHEIC. 77— MNEEINET,

DT 7— MEZET 5ITIE. SETROPTS %€ AUDIT(USER) LN SAUDIT %
BHINZTBHENHD ET,
7I—rDE A=) T3x—<v M UFDOEBD T,

From: C2POLICE at DINO
Subject: Alert: System authority removed from C##BMR1

Alert: System authority removed from C##BMR2
System-Tevel authority removed from user

Alert id 1106

Date and time  29May2000 13:25:16.15
Authority SPECIAL

Removed from C##BMR2 MARY ROBERTSON
Result Success

RACF command ALTUSER C##BMR2 NOSPECIAL
User C##BMR1 MARY ROBERTSON
Job name C##BMR1

System 1D DINO

7= DTFAL c Avt—T - Tx—<v MI, LTFTOEBDTY,

Subject: Alert 1106: System authority removed from C##BMR2 by C##BMR1

Alert 1106: System authority SPECIAL removed from C##BMR2 by C##BMR1

LiR— M3, BRESINHR, HRZRESNZ1I—T—, %478 RACF a7 >
R, BLOOY 2 ROERIREINET, £/, RACF a7 > REEfFLEI—Y

—bRENET.

JIV—THERDFER (1107)

TIW—"T « LN)VHERR, J724>5. SPECIAL. OPERATIONS. %/7-1& AUDITOR 7%
I—HY =R NEHEIC. 77— MRERSNET,

ZDT I— N%EZET 5ITIE. SETROPTS #%E SAUDIT. AUDIT(USER). F/=i3
AUDIT(GROUP) 2B T HLEMNH D £,



7I7—bDE A=) Tx—xv ME. LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Group authority granted to C##AR02 in C##C

Alert: Group authority granted to C##AR02 in C##C
CONNECT Group-Tlevel authority granted to user

Alert id 1107

Date and time 02Feb2003 09:47:23.29
Authority SPECIAL

Granted to C##AR02 RICK OXSON
Connected to C##C

Result Success

RACF command CONNECT C##AR02 AUTHORITY(USE) GROUP(C##C) NOADSP
NOAUDITOR NOGRPACC NOOPERATIONS OWNER(C##C) RESUME
SPECIAL UACC(NONE)

User C##BERT ERWIN RETTICH
Job name CRRAC#17
System ID DINO

7I9—hDTFAL - Awvt—2 - Tx—<v ML LFOEBDTY,
Subject: Alert 1107: Group authority granted to C##AR02 1in C##C

Alert 1107: Group authority SPECIAL granted to C##AR02 in C##C

ERENZ E A—)L - LiR— Mid, B N=HER, HRZRE SN2 —1
—, TOI—Y—DFET 57 —"7, 7%E&7 RACF I~X > R, I7 > ROKEE,
BXLUravREEFLEI—T—DRINZET,

f#: TRACF command] 7« —J)VRICIE, fEESN/ZOY R« F—TJ—RBLN
FTIHIVE « F=T—RARINZ72D, T4 —=IV RPN DELRLZZENHD
E AN

TIV—THEBRDERE (1108)

T)N—"7« LX)VEFR], 97245, SPECIAL. OPERATIONS. F/zi3 AUDITOR
A—F—NoREINSZEE, FRERTOXIOBRHFNZ2E DI =N )L —T»
SBREINZEEIC. 7I— IPERINET,

DT T— b EZ{ET SITIE. SETROPTS #&KE SAUDIT. AUDIT(USER). F/=iZ
AUDIT(GROUP) ZHINZTHHLENH D ET,

7I—bDE A=) Tx—<v NI, LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Group authority removed for C##AR02 1in C##C

Alert: Group authority removed for C##AR02 in C##C
Group-Tevel authority removed from user

Alert id 1108
Date and time 02Feb2003 09:47:23.29
Authority OPERATIONS AUDITOR

Removed from C##AR02 RICK OXSON

Connected to C##C

Result Success

RACF command CONNECT C##AR02 AUTHORITY(USE) GROUP(C##C) NOADSP
NOAUDITOR NOGRPACC NOOPERATIONS OWNER(C##C) RESUME
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SPECIAL UACC(NONE)

User C##BERT ERWIN RETTICH
Job name CRRAC#17
System ID DINO

T7I—hDTFAKN  Avt—2 - Tx—<v NI, UTFTOEBDTT,
Subject: Alert 1108: Group authority removed for C##AR02 in C##C

Alert 1108: Group authority OPERATIONS AUDITOR removed for C##AR02 in C##C

LiR— MiZid, BREINMER (7213, BESBRESIN-HAIL <CONNECT
REMOVED>), #fRZREINZI—YT—, ZOI—HY—2NET 27—, 5
272 RACF IX >R, OY 2 RO#EE, BLUlax  RE2EFLEI—F RS
Nk,

##: TRACF command] 7«4 —JVRIZIE, HESN/ZIY KR« F—TJ—-RBLN
FTIFIVE « F—T—=RWREINDTZD, T4 =)V REEDNBDELBZZENHD
‘i—a—o

JE SPECIAL 1—Y¥—(CKk % SPECIAL #ROER (1109)

AT LERIZTIN—T D SPECIAL #HrlZFf/z/zni—H—n, JI)—T7 /=1
T AF D SPECIAL FAZHHL TaO~X> REETFTLESEEIC. 207 I7— kN
AREINET., UL, == FI—TFEIET AT LD SPECIAL & %%
95O REEFEICETT HA[EEMEND 50, SPECIAL HEFR HRZ£f> Tz
WZEZBEWRLUET, TOIREIL, APF 3]V 7 h U = 712K - TRE S 115 1] HE
HENH D ET,

H: BRER-S727 07 I L0 EHBETE00RIORAEL T, 77— NBFET
SNREETICY a JICBE L Tt S /2 SMF L O— RZ2D0IT 206 ENH D
EJCIN

ZDT T— hEZET BITIE. SETROPTS #RiE SAUDIT ZHNCT 20ENH D
EJCIN

7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: non-SPECIAL user C##BDV1 issued SPECIAL command

Alert: non-SPECIAL user C##BDV1 issued SPECIAL command
SPECIAL authority used for RACF command by user without SPECIAL

Alert id 1109

Date and time 17Jan2003 03:00:16.89

User C##BDV1 DIONNE VONT

RACF command ADDSD 'SYS1.APF.NODATA.**"' NOSET
Result Success

Job name C##BDV1

System ID DINO

T7I—hDTFAK  Avt—2 - Tx—< v NI, UTFTOEBDTY,
Subject: Alert 1109: non-SPECIAL user C##BDV1 issued SPECIAL command

Alert 1109: non-SPECIAL user C##BDV1 issued SPECIAL command ADDSD
'SYS1.APF.NODATA.**"' NOSET
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LiR—hiZid, 22— —, 2T —0NFEfF L7z RACF I > R, BXUrav > RN
R LM ED DRI NET,

FANFAIR LICOR > RAFET SN2, SPECIAL #FAIASYE & N7z R %
N, ThERETHLENS D T,

JE OPERATIONS 1 —H—[C&k5 OPERATIONS #{#ER LT —

-y bADT7IER (1110)

VAT LNEIZTIV—TD OPERATIONS % ff/z/sW\WI—H—IN, V)L —T %713
2 A5 D OPERATIONS MEFRZHHALTTF—% - v M7 V7 ALEHEEIT,

7 I—NNERINET, ZHUL, I—H =2 ACL IZL> THRIMNICIER N T
WBHEEERE, I—Y—0OHENOTRTOT—4 - £y M7 V7 A TESZ
EEEWLUETY, APF #Frl 707 5 AN, RACF #lEl70Ow 7127 —T£7=1d>
AT D OPERATIONS HEFRZ 3% E L7235 0812. ZORENEL S 0lREMENH D £
R

H: BRESS T 07 I AR KFETDHROOENDORAE LT, 77— MNNFT
SN EETICY a I LTSN/ SME L O— REZDMTH20ERNH D
ijﬂo

DT T7— bEZE9 51213, SETROPTS %€ OPERAUDIT ZHZNICT BTN
HOFET,

7I7—bDE A=) THx—<v I, LFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: non-OPERATIONS user D##MUY  accessed data set with OPERATIONS

Alert: non-OPERATIONS user D##MUY accessed data set with OPERATIONS
Successful data set access using OPERATIONS by user without OPERATIONS

Alert id 1110

Date and time 22Jan2003 10:26:16.81

Data set D##BEV.GBSOQ01.D##Y.DC107SCK.BVOGBSOO
Access ALTER

User D##MUY

Result Success

Job name D##MUY

System ID DINO

7I—hrDTFAL c Avt—T - Tx—<v b3, LFOEBDTY,

Subject: Alert 1110: non-OPERATIONS user D##MUY  accessed (ALTER ) with
OPERATIONS data set D##BEV.GBSOQ01.D##Y.DC107SCK.BVOGBS0O

Alert 1110: non-OPERATIONS user D##MUY accessed (ALTER) with OPERATIONS
data set D##BEV.GBS001.D##Y.DC107SCK.BVOGBSO0

TI—=hMZE, TV RAINET—F -y b TIEA LN, TUERALR
I—Y—, BTV a >OBRIMREINET,

TV ADENZHDTIRWES, 25O OPERATIONS #FFalN&E SN /-# i
2R, BLEISNCTHRKZRETHDIHERDH D T,
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B/E/INRT — FERITOFIBROER (1111)

FrE ORFEIPET 1 DORED I —H— ID 1T LT, EWRN/NAT— REHEELT
KMU7=07F g E28812. 77— MR EINET . HEMREI.
REPORT # 7' =z > Interval 3K\ Averagelnterval D& 5T, [IBM Security
zSecure CARLa-Driven Components: 1 > A N—ILBFOT 7014 A2~ « 11 R
@ REPORT X > RIZBHT B IEMESRL T<ZE W,

£5&E%) &id, 5 B EEEREINET. HOKIREZHFHT 225G, 2075
— R EAAN—IVEERETY IJ—MNIOE—T20ENHDET, HILWATIL I
S AN RDA DAY AN 4 DHD LT,

#history(nd,<5), #total(nd,>=5),

INEINTZE, 5 ORODITHET LHRZLEH TR ITTHEL X7

7I5—rDE A=) THx—<v I, UFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Invalid password attempts exceed limit for C##BSG2

Alert: Invalid password attempts exceed 1imit for C##BSG2
Excessive number of password attempts by user

Alert id 1111

Date and time  03Mar2003 13:30:04.39 - 03Mar2003 13:39:23.78
Attempts 6

User C##BSG2 SUSAN GAYNOR

Result Violation

System ID DINO

T7I—=rDTFAL c Avt—2 - Tx—< v NI LFOEBD T,
Subject: Alert 1111: Invalid password attempts exceed 1imit for C##BSG2

Alert 1111: Invalid password attempts exceed 1imit for C##BSG2

ERENZ E A—)L - LiR—RMiZid, ora 2 ilirntrbnz-img. frekk. >
AT LANOOTF VETICERINZ1—T— ID. BXROT A+ DRENREIN
F9, 2OV I7— T, OV IEEICERKTT,

BME, a4 270y —2 @GiR) 2XRTH5IEETEREA.

NRAT—F -EAMI—DT75vra (1112)

FrE ORI TRIED I —H — ID 18T 2/8NAT — ROEEREED, /XAT—
R« BEABRYU—0 SETROPTS REXD LM -8B, 77— bREESINE
T, ZhF, PPN AT—F - EAMI—2KET Ty al, WD/INAY
—RFZHEHEHTELXDICLEIEZEKL £, AEMKEILZ. REPORT F 7 3
> Interval 3X N Averagelnterval D55 T, [IBM Security zSecure
CARLa-Driven Components: { > A N—ILBELNANT 7O X~ « FT1 ] @
REPORT <> RIZBHT 2ERESL T ZI 0,

TF:

. 7—5 1112 & 13 IFEELTWET, NXAT—RKR - bZXR)—DT Ty
aIZ AR — MERREIENK T LESEEE 79— 1113 KU A—3n, 75
WIAaMETLESEERET7I—8 1112 %A LET, MCI—T—ITHL THE
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BOYI—k 1113 22 LN 7I—b 1112 2ZEFELEr 7566, &
AR)=DT7TFyapEEZONET, I—F—1d7 7y 2il® 5D UKEH
ZBEE L TWrTReENH D £77,

2. 77— 1112 & 1113 EMA EH. IBM Security zSecure DFTHL/NA T — R Hi
OZiGEEM LT 5N EDMNTELAINET . TIBM Security zSecure CARLa-Driven
Components: 1 > A F—ILBLAITTOA X2~ « 1 R #ZRBL TS
W 774V ETIE, ZOHMOEA A M—)bEN, wEbINET, FHHE/SA
77— RMHAOMNEE LI NAEEE. JOB 1— RIZL> TIThN/XA T — REHEE
Oy G RTINS AT — REFEICL D, SMF L a— Rid.
PASSWORD <> RIZx L THERINAZ SMF L O—REE-<SHELITRD
9, INSDONAT—REFEZ, 7I—F 1112 BELW 1113 THASNTW
F9, IBM Security zSecure DFH/NZA T — RHOZIFEML LR WEE, JOB 5
—RICE > TIFONENAT = REEH O F VRITONZ/NA T — REE S
I NER .

DT T— b EZ{ET SITIE. SETROPTS AUDIT(USER) ZHZNIT HHENDH D
ECIN

7I—KDE A=)V Tx—<v NI LLTFOERDTT,
From: C2POLICE at DINO
Subject: Alert: Password history flushed for C##BSG2

Alert: Password history flushed for C##BSG2
Repeated PASSWORD commands flush password history

Alert id 1112

Date and time  05Mar2003 11:47:11.21 - 03Mar2003 11:47:12.04
Pwd changes 33

User C##BSG2 SUSAN GAYNOR

System 1D DINO

7= DTFAL c Avt—T - Tx—<v MI, LTFTOEBDTY,
Subject: Alert 1112: Password history flushed for C##BSG2

Alert 1112: Password history flushed for C##BSG2

ERRENZ E A=) LIR—RIZIE, NAT—R A MY —DT Ty adfth
Nz, NAT—REFEK, BXONZAT—R A M)—2T7T7v>aliz
I—HF—DLI—F— ID RS NET,

BHOULWRT—RZEE (1113)

FEE ORI TRED L —H — ID 1T 2/8A T — ROLEERNL T E D08,
AT =R+ EARY—=DNERIZTTvad3NDd (TOFER., 7I—b 1112
FET D) 1FELIFRBRWERIC, 7I— MR EINET. £TES) &id. 5
B EEEREINET, HOGIREZFERT 285G, 20757 —heA A N—IVE
£77—NMIAE—T20LENHDET, HILWATILEY « AN—=IZ, LLFOD
AAY AN 4 DOHDET,

#history(nd,<5), #total(nd,>=5),

INHINRTE, HEITDHMZEMT2EIDITABL TIZS W,

DT 77— hEZ[59 5121d. SETROPTS AUDIT(USER) ZHINTT HMHENH D
ijﬂo

V77 L 2A Za7b



FEICOVWTIE, BT RX=VD INZATU—=R - AR =DT7 Ty a (1112)) FS
WL TEE N,

7I—hDE A=)V T4—=xv ML UFOEBDTT,
From: C2POLICE at DINO
Subject: Alert: Suspect password changes for C##BSG2

Alert: Suspect password changes for C##BSG2
Excessive number of PASSWORD commands by user

Alert id 1113

Date and time 03Mar2003 15:17:12.32 - 03Mar2003 15:17:13.11
Pwd changes 7

User C##BSG2 SUSAN GAYNOR

System ID DINO

T7I—rDTFAL - Avt—2 - Tx—< v NI LFOEBD T,
Subject: Alert 1113: Suspect password changes for C##BSG2

Alert 1113: Suspect password changes for C##BSG2

ERENZ E A—)L - Lih— RZiE, SAT— REENTONZERR. /SXAT—R
AHEEE, BIONAT—RNMAEHAEINZI—H— ID RIS NET,

CREATE LI EDIEGHERDERTE (1114)

#5i1Z CREATE LA EOERR L NVDERE S NG, 77— MR EINE
T, ZOEIHIRLNI)VTIE, HEREFL. VIV—T - 5—% -ty - TO7y
AN ZEBIMTEET, L)LA CONNECT /213 JOIN OBE, 21— -3 5
2. BEDOTARNTOILI—Y—24HEO I — TR TEET., LIV JOIN O
LA, A= —d BT TIN—TEERL. TI— T B kiR Z o 1 —
=532 2EHTEET, 51T, I—H =2 USER 7 T ATV 7 AHER
(CLAUTH) 2286, V) —TICHH I - — 2R T2 &b TEET,

DY I—bE2ETHITE. P7< &H SETROPTS #&XiE AUDIT(USER) ZH%)
T BHENH D ET,

7I—hDE A=)V Tx—xv I LLTFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Connect authority JOIN set for C##BSG2 in C##B

Alert: Connect authority JOIN set for C##BSG2 in C##B
High authority specified when adding or altering a connect

Alert id 1114

Date and time  08May2003 10:11:09.51

Authority JOIN

Granted to C##BSG2 SUSAN GAYNOR

Connected to C##B

Result Success

RACF command ALTUSER C##BSG2 AUTHORITY(JOIN) GROUP(C##B)
User C##BERT ERWIN RETTICH

Job name CBERT#17

System ID DINO

7I—hDTFAL c AvtE—T - Tx—<v MI, LFDOEBDTY,



Subject: Alert 1114: Connect authority JOIN set for C##BSG2 in C##B

Alert 1114: Connect authority JOIN set for C##BSG2 in C##B

RSN E A—)L « LAR—NZE, @eaniz=r)— TR, 1——&5—7
w ke Z—7, 58&7 RACF O~X >R, O~X > RO#EE, Brka~vx > RE%ET
Liza—g—>Nranxd,

#: TRACF command] 7«4 —J)VRICIE, SNV R« F—TJ—RBLNK
FTI7HIVE « F=T—=RIPREINDTZD. 74—V REINRODELRDZIENHD
9,

ERNVETES (1115)

zSecure Alert @ REPORT # 7' a > Averagelnterval |2 &> THE I N7/zMET
BEOI—H— ID IZBEL T, BRINEZHELDBZ < OERDREESINLSHGE
2. ZOBIEY 77— MRAERENET, 5L <X, [IBM Security zSecure
CARLa-Driven Components: 1 > X h—I)LBINT7OA Xk« HH1 K| @
REPORT IX > RIZBT2EHESHL TS ZE W,

ZDO7I7—K"EEKRTSICIE. RACF 7V v AERERFTHAHENHDET, 7
7Y ZERIE. 7T AD LOGOPTION REBLNTOT7 v IV DOEEREITIGCT
LRSI NET,

D7 T7—hME EXLTWSHI—Y— ID #HEHWICHDHETLDICEETES
EWVWDET, BIEY 59— bT9, 72, zSecure Admin 712> X2k D,
ALTUSER REVOKE 1< > RdDfX1> D IZ CKGRACF DISABLE 1< > RZ&4pkd
5T LEBENTEET,

7I—bDLR—b « Tx—<v M. zSecure Alert TEIET 7 a »w2EFT5
ZEICLTEMEIMIT I TRED T,

BIETY 723 BB0WGEDY 7—hD E A=)V Tx—<v ME, LTFDOEBD

Y.
From: C2POLICE at DINO
Subject: Alert: 15 violations recorded for user C2RMUSO1

Alert: 15 violations recorded for user C2RMUSO1
Number of violation exceeds the configured 10

Alert id 1115

Date and time  09Mar2005 14:49:55.90 - 09Mar2005 14:54:57.89
Violations 15

User C2RMUSO1

System ID DINO

Time Intent Allowed Class Resource

14:49 READ NONE JESSPOOL JES2DINO.DFHSM.DFHSM.STC05782.D0000002.J

ESMSGLG

14:49 READ NONE JESSPOOL JES2DINO.DFHSM.DFHSM.STC05782.D0000003.J
ESJCL

14:50 READ NONE JESSPOOL JES2DINO.DFHSM.DFHSM.STC05782.D0000004.J
ESYSMSG

14:50 READ NONE JESSPOOL JESZDINO.DFHSM.DFHSM.STC05782.D0000101.7
14:51 READ NONE JESSPOOL JES2DINO.DFHSM.DFHSM.STC05782.D0000104.7

7I7—=hDTFAb  Avt—T - Tx—<v bI LFOEBDTY,

60 =2—v—-JryyL A xZav



7_‘_

—%

Subject: Alert 1115: 15 violations recorded for user C2RMUSO1

Alert 1115: 15 violations recorded for user C2RMUSO1

ERLTWSI—H— ID Ik LT ALU REVOKE IX > RZE4ERTBHIEICLE
Ba. TFANMILLFICEHEEINET,
User C2RMUSO1 revoked after 15 violations

BERXLTWSI—H— ID 12X LT CKGRACF DISABLE <X > RZ4KT S &
LSS, 7F ARSI FICEEENET,

User C2RMUSO1 disabled with schedule DIS#VIOL after 15 violations

D7 I7— Tl YA MEDOETHAIIA X ETAET. 7 I— FNE@IRT
LI, 02T RS FIVICERINET, SRV T, BEERRINDEK
D&, BIETY V2 a E2ERTHEINEDNER/TETEET, £/2. RIVT 51—
P— ID £LFI—Y— ID YAV Z 10 HETHETEET, 110 X=2 0 TiE|
[EoEKITHTDEIOML (1115 ORI [BEBRL T FEn,

-ty b-75—F
DI a TR, T by T EABLRTFT—Y -y - TOT Yy
ANVETEICET 2 EMERT T— MOV THHLET.

F—% -y bTD WARNING E—FK - 7€ (1201)

T—% by N7V EAIN, BET—-ROEOT V2 AMERNETINEL
7o 67 X=2D T—fD YV —ZTO WARNING E—R - 77t 2 (1303)] | %
BLTZIWN,

7I7—hDE A=)V TF—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: WARNING mode READ on data set CDS.SCDSSAMP

Alert: WARNING mode READ on data set CDS.SCDSSAMP
Data set access granted due to warning mode

Alert id 1201
Date and time 21Jan2003 09:11:11.01
Data set CDS.SCDSSAMP

Granted access READ
Normal access  NONE

Profile CDS.SCDS*

User C##BMR1 MARY ROBERTSON
Job name C##BMR1

System ID DINO

T7I—hDTFAL  Avt—2 - Tx—<v NI, UTFTOEBDTY,
Subject: Alert 1201: WARNING mode READ by C##BMR1 on data set
CDS.SCDSSAMP

Alert 1201: WARNING mode READ by C##BMR1 on data set CDS.SCDSSAMP

LAR—=RZIE, 7—% -ty b, 2OT—% -y bAOT7 7V AEREERL 72
I—Y—, V7R AMRNBEEINZTO07 7)., RSNz 7 7 AR, B
ST 07 74 )L WARNING E— RTARNS ARSI N TWEEEZS
NDBEDT 7 AMERIRINET,



62 1—v—-

WARNING E—RO7O7 7 1)WE. ZOE—RUNTIETO T 71 IV L7z
WEIBRT 7 EAMERDBEZDT, VY —ANDITRTDT 7 AMREZR ] TE %
@“ WARNING E— Rl 77 Af#EEER-T 2602, 07y VDT Y
REDNREINT H7DIEHINET, ZOE— R, %EEJ”BEJTéFEJ%
féﬁﬁ&?ét&)@#hﬁ]m?ﬁ“&bf% ELEXd, 207 I7—ha%EL1E
77 AMEBR R AT DHBENHDNE DN EHER LTI 8. % b
26, FRUTRCTTO 77y A INVDT VB AREEERELET, ZOT7 7 AR
WECTIINWITRNWZ &> TWAH S, HEIGLC TRIEREZIRD £,

DATASET A7 74 JVTAD UACC>=UPDATE (1202)

UPDATE Pl E®D UACC WNF—% - v b - 7077 A IV THRESINZESIC. 7
F—RNEREINET, fEESII/Z UACC 7Y READ ICELWEETHTY 79—+ %
ZEITHHEE. ROT7I— b EHHATEET, [ IDATASET 707 7 1)L TD|
[UACC>NONE (1203)J JEZHEL TS 72 &0,

D7 I7— M &a%f39 5I121d. SETROPTS #%E AUDIT(DATASET) ZHNZT %4
ENdH 0D ET,

7I—bhDE A=) Tx—xv ML BLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: UACC>=UPDATE set: C##QAP2.0NZI.**

Alert: UACC>=UPDATE set: C##QAP2.0ONZI.**
High UACC specified when adding or altering a data set profile

Alert id 1202

Date and time 04Feb2003 01:12:18.45

Profile C##QAP2.0ONZI.**

UACC UPDATE

Result Success

RACF command ALTDSD 'C##QAP2.0NZI.**' UACC(UPDATE)
User C##QAP2 ALEXANDER POUVIER

Job name C##QAP2

System ID DINO

7I=hDTFAL - Avt—2 - Txr—xv M UFOEBOTT,
Subject: Alert 1202: UACC>=UPDATE set by C##QAP2 : C##QAP2.ONZI.*

Alert 1202: UACC>=UPDATE set: C##QAP2.ONZI.»x UACC set to UPDATE by C##QAP2

LAR—NIZiE, BEEINZ7O07 7 1)V, FBES 7z UACC, %427 RACF I<X
DR, AR ERORE, BLOa~xr REEGFLEZI—Y—NRrEINET,

DATASET 7O7 74 JVLTAD UACC>NONE (1203)

NONE L0 HEW UACC WNTF—% -ty b - JOT7 7 A IV THREINZHEEIC

7 I—FMNERSNET, FHEE I/ UACC /8 READ KD EWEZIZOAT T—
NEZETHHEAT. MO7 77— M@ TEET, [ IDATASET 707 7 1)L T
[ UACC>=UPDATE (1202)1 JZZHL T2,

D7 77— M&a%f39 5I121d. SETROPTS #%E AUDIT(DATASET) ZHXNZT 546
ENd 0D ET,

7I—=bhDE A=) Tx—xv ML BLFOEBDTT,

V77 L 2A Za7b



From: C2POLICE at DINO
Subject: Alert: UACC>NONE set: C##QAP2.ONZI.*=*

Alert: UACC>NONE set: C##QAP2.0NZI.x=
High UACC specified when adding or altering a data set profile

Alert id 1203

Date and time  04Feb2003 01:12:18.45

Profile C##QAP2.0ONZI.**

UACC UPDATE

Result Success

RACF command ALTDSD 'C##QAP2.0NZI.**' UACC(UPDATE)
User C##QAP2 ALEXANDER POUVIER

Job name C##QAP2

System ID DINO

T7I=hDTFAR c Avt—T - Tx—<v hd, LFOEBDTT,
Subject: Alert 1203: UACC>NONE set by C##QAP2 : C##QAP2.ONZI.#*

Alert 1203: UACC>NONE set: C##QAP2.0ONZI.+* UACC set to UPDATE by C##QAP2

LiR—RMiZid, Z2EINZ707 7 1)), f8E SN/ UACC. 5847 RACF O<
R, O ROFR, BLUrav  REEFLEZI—T—2REINET,

APF 7—% - £y N TOE# (1204)
APF #AIF—% v MEH S NEHEIT, 77— MSEESNET,

ZDT7 T7—NEHRRT 51213, RACF OIEFEREHTY 7 A Z5EkT 2 0ENDH D
F9, ZHUL BEELZT 07 7 A )Lk LT AUDIT (success (update)) F7/zid
GLOBALAUDIT (success (update)) 2MEEINTWSHHICEYU L ET, HERO
< > Ri3. zSecure Audit @ VERIFY SENSITIVE < > RIZX> TERTEET,

7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Update by C##ASCH on APF data set C##A.D.C##NEW.APF.LOAD

Alert: Update by C##ASCH on APF data set C##A.D.C##NEW.APF.LOAD
APF data set successfully updated

Alert id 1204

Date and time 03Feb2003 10:12:05.30
Data set C##A.D.C##NEW.APF.LOAD
Access ALTER

User C##ASCH SIRAM CHRISTIAN
Result Success

Job name C##ASCHL

System 1D DINO

TI—=hDTFAL c Avt—2 c Tx—xXv ME, LFOEBD T,

Subject: Alert 1204: Update by user C##ASCH on APF data set
C##A.D.C##NEW.APF.LOAD

Alert 1204: Update by user C##ASCH on APF data set C##A.D.C##NEW.APF.LOAD

7 I—MZE BFENLT % -ty b FHSNEZTYZ7EA - LANL, BRY
T4 -y MY VAL AT —AURENET,
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SETPROG %#{EH L7/ APF YR MADT—% - vy bDIEM
(1205)

SET PROG I~ > R/~ SETPROG AN RZEHAL T, —4% - v k8
APF U Z MZEIIZEBIMS NZHEIT, 77— MW ERSNET,

D7 I—hEAERTZIZIE. WTO Avt— CSV410I A FHIHET, WHD 7=
DIBRINDZHENH D FT,

7I—hDE A=)V T3x—=xv b LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Data set added to APF Tist using SETPROG: SYSPROG.APF.LOAD

Alert: Data set added to APF Tist using SETPROG:SYSPROG.APF.LOAD
A data set is dynamically added to the APF Tlist

Alert id 1205

Date and time 21Feb2003 11:44:36.71
Data set SYSPROG.APF.LOAD
Volume <SMS MANAGED>
Console ID R##SLIN

System 1D DINO

TI—=hDTFAL c Avt—2 - Txr—<Xv ME, LFOEBDTT,

Subject: Alert 1205: Data set added to APF list using SETPROG from console R##SLIN:
SYSPROG.APF.LOAD

Alert 1205: Data set added to APF 1ist using SETPROG from console R##SLIN:
SYSPROG.APF.LOAD on volume <SMS MANAGED>

7 I—NiZid, APF U X MBS NT—% 2y hBXUOT—% - v ME
HdaR)a—LA (FLIE 7—% -y M SMS Ik TEHEHINL AL

<SMS MANAGED>) 2/ RE %9, SET PROG I~ > R% /=3 SETPROG OX >
R SDSF M6 AW EINEHAEIE. 22— —nFzoax > ReAhLEZaYy—)b
DA REINET., AV —)V4AIE, T 74N TIEaA—3— ID 12720 £7,

SETPROG %{ER L/ APF YR D 5DT—% - v FDEE
(1206)

SET PROG I~ > R%E/=l% SETPROG I~X > RZ{FHL T, ¥—% « v QN
APF U A R SEINIZHREINZEEIC. 79— MNERSINE T,

ZDT7 T—hEERTZITIE. WITO A v t— CSV410I WATFRIRET. UH D=
DITBIREINDHENHDET,

7I7—bhDE A=) Tx—<v NI, LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Data set removed from APF 1ist using SETPROG: SYSPROG.APF.LOAD

Alert: Data set removed from APF 1ist using SETPROG: SYSPROG.APF.LOAD
A data set is dynamically removed from the APF Tist

Alert id 1206

Date and time 21Feb2003 11:44:36.71
Data set SYSPROG.APF.LOAD
Volume <SMS MANAGED>
Console ID R##SLIN

System ID DINO

V77 L 2A Za7b



T7I—=rDTFAL - Avt—2 - Tx—< v NI LFOEBDTT,
Subject: Alert 1206: Data set removed from APF 1list using SETPROG from console R##SLIN:
SYSPROG.APF.LOAD

Alert 1206: APF Data set removed from APF 1ist using SETPROG from console R##SLIN:
SYSPROG.APF.LOAD on volume <SMS MANAGED>

77— hMZid. APF U A R SlBRESNZT—% - &y MVUREINET, £ 7
—% <ty REEET DR a—A (FEE. 7% -y F SMS ICXo TE
HXN5HE1E <SMS MANAGED>) 2VRS11E Y., SET PROG I > RERIX
SETPROG < > R SDSF MH AN NEHZEIL, 22— —RNz0av > REA
hlrzary—I)lo4aibRrENEd, 32V —=IV4AE. T 74 hTlRI—F—
ID 2720 F9,

APF UR PADT—% - £y FOBIMDKRE (1207)
F—% 2y RBMASNDOHET APF U A MIBMENAEBEIC. 207 5—k
DAERENET,

ZD7 Z—MiZiZ. SET PROG O< > RFE7IE SETPROG IX > RO A, il
OEFOFERBRENHVET, ZOT7 TF— haERT BT, IREZY DTV
T4 T THEILENDHVET, ZOT7T7—KMI 2 DO ATL - AFwTay
NDOMERIZEDNWTWET, T—% -y hEBINT5-0IFHINZI—F—
ID £72132a TAIDOWTORERS. BMEFEITTH-DIEHINL 7oA
DNTOREHmBIEMEL 18 A,

7I—bDE A=) TFx—<v I, LAFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Data set addition to APF Tist detected: SYSPROG.APF.LOAD

Alert: Data set addition to APF 1ist detected: SYSPROG.APF.LOAD
An addition of a data set to the APF Tist has been detected

Alert id 1207

Data set SYSPROG.APF.LOAD
Volume  <SMS MANAGED>
System ID DINO

7I—hDTFAL c Avt—T - Tx—<v bI, LFOEBDTY,

Subject: Alert 1207: Data set addition to APF 1ist detected: SYSPROG.APF.LOAD
Alert 1207: Data set addition to APF 1ist detected: SYSPROG.APF.LOAD
on volume <SMS MANAGED>

7 Z—MiZid. APF U A NMZEBMENET—4 - Ly MVRESNET, £z, 77—
Yooty ROVERTEZRY a—A4 (F1E. 7—% -y b2 SMS ICk > TEH
INBHHEIL <SMS MANAGED>) AVURSNET, TO7I7—HMd, 2 DO AT
L AFvTay FORKRICEDNWTWET, T—4 - v hEBINT 572012
SN2 —T— ID £21F2a TLIDWTORERD., BIMEETTHEDIT
FHINZ7O0CRICDNTOFERDIZEL £H A,

APF YR MDSDT—% - £y FOREDIRE (1208)
FT—% <ty R SINDSET APE U A MM SBRESNZBEIC. 207 57—
RVERR SN ET,
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IDT I7—h2ERTBHINE, EREZY—DT VT4 T THHILENHD FT,
D7 I—hKE 2 DD AT L+ AFw T ay hNORBIZEDOVWTWET, 7
—% -ty hERETZEOIHEHEINZI—T— ID. 23 THIIDODVWTOER.
BIOBREZETTAHEDICHAEINZT OB AICDNTONTNOFERbIZMS
NE A,

7I—RFDE A=) Tx—<v I UTFDEBD T,
From: C2POLICE at DINO
Subject: Alert: Data set addition to APF Tist detected: SYSPROG.APF.LOAD

Alert: Data set removal from APF 1ist detected: SYSPROG.APF.LOAD
A removal of a data set from the APF 1list has been detected

Alert id 1208

Data set SYSPROG.APF.LOAD
Volume  <SMS MANAGED>
System ID DINO

TI—=hDTFAL c Avt—2 Txr—<Xv ME, MFOEBDTT,

Subject: Alert 1208: Data set removal from APF 1list detected: SYSPROG.APF.LOAD
Alert 1208: Data set removal from APF Tist detected: SYSPROG.APF.LOAD
on volume <SMS MANAGED>

77— RKiZid, APE U A MMSRBRESINEZT—F -y VRS NET, £2. T
—% «ty bWEETSEHR) a—4 (FREF. T4 -y b SMS 1Tk TE
HMIN5551E <SMS MANAGED>) 7WVRENET, ZOT7I7—hE. 2 DDA
FhAFwTTay hORKICHEIVWTWET, T—4 - bty h2BRETE2D
RSN —F— ID. 23 7LICDNTOER. BLUOBREEETTLE0IC
FHEINZ7O0EZ22D0TONTNORBHRbIZEfINER A,

General resource alerts

DY 7—had, —RVY—AOEHBIOEEITDONTHEL £,

STC AnEEM7O72 74 IVDER (1301)
BAMGE S A7 DY STARTED 7 7 AD@EN 7O 7 vy A )V EREINZHEIT, 7I—
PREEINET,

D7 I—NEZET AT, AEEM 07 7 1)L T, RALTER STARTED 1< >
RZfH L T TRACE(YES) 2% ET H2MLENHDET, ZHNICKD, WIO Avt
—< IRR812I TS NET,

7I9—rDE A=) Tx—<v I UFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: STARTED/*.* used for STC IEFBR1A .IEFBR1B

Alert: STARTED/*.* wused for STC IEFBR1A.IEFBRI1B
A started task is checked against a catchall profile

Alert id 1301
Date and time 11Feb2003 18:14:48.78
Profile * ok

Started task IEFBR1A
Started jobname IEFBRIB
System ID DINO

V77 L 2A Za7b



T7I=hDTFAL  Avt—=2 - Tx =<y hd, LTFTOEBDTT,
Subject: Alert 1301: STARTED/#.* used for STC IEFBRIA .IEFBRIB

Alert 1301: STARTED/*.* used for STC IEFBRI1A .IEFBR1B

LAR—MZi, REGDEEToZEFENTOT 71V &, BIIRY AT DA 2 N—
BROYa THNREINET, ZOLR— M, FRY A7 2B L1 —8—
[EGNCE AR N

STARTED 77 AT member.jobname Z&FEL=EHE., 207 77— MDORKZRE
TEFET, ZOBBY AZIZDONWTIE. AfFEN 7O 7 y 1IN I N/a<km0E
‘3_0

EEMKIOT S LADRIT (1302)
BEMG T 00 T AOFETHRIBEINEHBAEDT T— k.

NS T 07T A3, READ ORINCH L ThR EHI—F—FHIZEEED
BT S/, PROGRAM 7 A0 707 7 AIINICk-> THR#EINET,

ZDO7 I—bEZET 51213, Dir< E&dH AUDIT(SUCCESS(READ)) F7=13
GLOBALAUDIT(SUCCESS(READ)) #7107 7 1 VIZHRET DHENH D £,
PROGRAM 7 AT, IN6DOTOT 7 A IVICDWTIHRESIND Z ENNETT,

7I—bDE A=) THx—xv I, LFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Audited program ASMIDFA has been executed

Alert: Audited program ASMIDFA has been executed
A program with auditing specified has been executed

Alert id 1302

Date and time 07Feb2003 13:44:43.20
Program ASMIDFA

Data set SHARED.LINKLIB

User C##BDV2 DIONNE VONT
Job name C##BDV2

System ID DINO

Audit reason <reason>

7I—=bDTFAL c AvtE—T - Tx—<v ML LTOEBDTT,

Subject: Alert 1302: Audited program ASMIDFA has been executed by C##BDV2 in
job C##BDV2

Alert 1302: Audited program ASMIDFA from data set SHARED.LINKLIB has been executed
by C##BDV2 in job C##BDV2

LiR— Mg, Erlmsniz7ar o6, 7073650 ERT L7 -4 -y
~ 7OV I0EFE T LAY — BIXUOEEOMEIVRINET,

—fig) Y —RXT?H WARNING E—FK - 72+X (1303)
MUY= - FADTOT 7 AINTT 7 AR RE SN, BEE— ROk
BT 7t AMERARA S NE Lz,

T—4 Ly MIRHT2REOT T— R, )1l RXR=20 [7—4% - v 8 TO|
[WARNING E— R - 77t (120)] [2H D ET,
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7I7—bDE A=) Tx—xv ME. LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: WARNING mode access to FACILITY IRR.LISTUSER

Alert: WARNING mode READ on FACILITY IRR.LISTUSER
Resource access granted due to warning mode

Alert id 1303

Date and time 07Feb2003 14:15:09.60
Class FACILITY

Resource IRR.LISTUSER

Granted access READ
Normal access  NONE

Profile IRR.LISTUSER

User C##BDV2 DIONNE VONT
Job name C##BDV2

System 1D DINO

TI—=hDTFAL c Avt—2 c Txr—xv ME, LFOEBDTT,

Subject: Alert 1303: WARNING mode READ by C##BDV2 on
FACILITY IRR.LISTUSER

Alert 1303: WARNING mode READ by C##BDV2 on FACILITY IRR.LISTUSER

LiR—hiZid, 778 ASINZV)—ADT T A L4, ZOUY)—ANDT 7+t
AHERRZ TR L 22— —, BIXORT VL AMBENBEIN/ZT0T7 7 A ILIRS
NEJ, £z BNy 7 ZAMERE, 707 71 )LH WARNING E— R T
BN BRI INTWEEEZSNDBEEDY 7 AMBEINRINET,

WARNING E— RDO7O07 71)UE. TOE—RUATIETOT 7 1IVNFAI L7
WEDIRT IV EAMERBED T, VY —ANDTRTDT 7 AMHER 2Bl L £
9. WARNING E— RILEY., 77 AREZEBT 2602, 7077y IVDT
T AREDHRENNT HDIHEHINET., ZOT— Rid, EHEICET 5ME
ERRT 5700~ TFEELTHHEAINET, 207 I7—EZELEYE
G TV AR ZT T D2HENHDNEINEHR LT IUIR 0 E8 . 7F
AINBERES, TR CTTO 7y A NVDT Ve AREELEELET, 207
7Y ZMERNAE LU TIEWIT RN LI/ TWBEE, HEICNU TRIEREZH
DET,

UNIX 75— b

DIFD7YZ—HKiE, UNIX 7714, T4 L7 MU —, £RE707 5 LCBET 5
AR IPFEELEGRICN)T—3NnET,

UNIX 2774 - 7Ot RER (1401)

UNIX 77 MIVEREZTA L7 N —=TT7 7 v ERNEELEZEEIC. 79—b
MEEINET,

DT T— 24K T 5IiTiE. SETROPTS %€ LOGOPTIONS(FAILURES(DIRACC

DIRSRCH FSOB))) Z&ETHHENHDET, HHWE, BEHETSHT 7 1)LIZ,
chaudit AY > RICE> TV VB AWEOCHEZIRET HLENH DX T,

7I—hDE A=)V Tx—=xv I LLFDOEBDTT,
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From: C2POLICE at DINO
Subject: Alert: UNIX access violation on ./actuator/bin/db2asc

Alert: UNIX access violation on ./actuator/bin/db2asc
Non-authorized UNIX file or directory access

Alert id 1401
Date and time  28May2000 01:10:06.67
Path ./actuator/bin/db2asc

Access type FACCESS
Intended access --w-
Granted access  r-x

User C##BOON OTTO ONSLEY
Job name C##BOON
System ID DINO

TI—FDTFAN - Ayt—T - T4—< v I LTFOEBDTT,
Subject: Alert 1401: UNIX access violation (--w-) by C##BOON
on ./actuator/bin/db2asc

Alert 1401: UNIX access violation (--w-) by C##BOON on ./actuator/bin/db2asc

LR—hZid, 77 ANVERZBTA LI RNU—DXA, YUV RZ - 54147, Thab
5. FACCESS. DIRACCESS. F7zld DIRSRCH. HHD T 7t AHERR LB S 7z
TR IMER, BELOR Ty AINERETA LI N)—=IZ 77 EALES ELEI—
HP—DURINET, /NT A—%— UNIX=YES Z#E L TIEK S #1172 CKFREEZE

Ty AIEFHTEEHE, LR—MIRSNSD UNIX /SA3H /S AT,

F774) - 7O LRERODEEROSI/ O—-NIVEEIAHDIEE (1402)

UNIX 77 MIVERETT 2 L7 MU —OWHERO<i> [Z0M] VIV —T<i> TEE
IAAMERDFEEENZHEIC, 207 I— N EREINET,

ZDT F— &% {ET 5ITi1d. SETROPTS %€ LOGOPTIONS(ALWAYS(FSSECQ))
BT HHENSDET, /8T A—F— UNIX=YES BN
AUTOMOUNT=YES % {5 L TIERR S #1172 CKFREEZE 7 7 1 IV 2 WHEIT, £
DD T 7 A IV D UNIX AT hTHIDT I—haeZET5TENHD
=S N

7I—KrDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: Global write specified on www/log/access.log

Alert: Global write specified on www/log/access.log
Global write specified when altering file access

Alert id 1402
Date and time 09Feb2003 08:07:01.66
Path www/Tog/access.log

01d permissions rw-r--r--
New permissions rw-rw-rw-

Result Success

User C##BER2 ERWIN RETTICH
Job name C##BER2

System ID DINO

T7I9—hDTFAL  Avt—2 - Tx—< v NI, UTFTOEBDTY,
Subject: Alert 1402: Global write specified by C##BER2 on www/log/access.log
Alert 1402: Global write specified by C##BER2 on www/log/access.log
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77— RNZlE. Ty AIVERET 4 LY =D AB IO WHERR &5 L WHERR
DIRSNET., /2. chmod I > ROERBLUMHREE—RELHL 21— —
WREINFET, /NT A—%— UNIX=YES Z5E L CIER S /= CKFREEZE 7 7
AIIVEMERTZEHE. LiR— M MOREINDS UNIX /S A3 /S A TY,

F774) - 7O LRERDEEROS O—/NILiiAEY DIEE (1403)
UNIX 7 7 1IVOFEID [ZDM) 7)) — T THRAR ORI EE S N/ZHEI1C,
D7 I—IMNEEINET,

ZD7 F— ~%E%Z{ET 5ITIE. SETROPTS % LOGOPTIONS(ALWAYS(FSSECQ))
EHNCTDLENHDET, /8T A—4F— UNIX=YES BLN
AUTOMOUNT=YES Zf§%F L TIERR S #1/=2 CKFREEZE 7 7 1 LIV WS, £
DD T 7 A IVESD UNIX AT R THIDT I—hEeZETH5TENHD
£7,

7I—KhDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Global read specified on www/log/access.log

Alert: Global read specified on www/log/access.log
Global read specified when altering file access

Alert id 1403
Date and time 09Feb2003 08:05:22.61
Path www/log/access.log

01d permissions rw-------
New permissions rw-r--r--

Result Success

User C##BER2 ERWIN RETTICH
Job name C##BER2

System ID DINO

T7I9—hDTFAL Avt—2 - Tx—< v NI, UTOEBDTY,
Subject: Alert 1403: Global read specified by C##BER2 on www/log/access.log

Alert 1403: Global read specified by C##BER2 on www/log/access.log

7I—RMZE T AINVDINA HOERR BT LU WHERR. chmod O > R DGR,
BIOMHERE—RZ2LAHE L2 —T—2URINET, /NT A—4%— UNIX=YES %
A€ U CIERk S /2 CKFREEZE 7 v 1)V EMHT 5856, LiR— MIRINS
UNIX /N A3 /XA TY,

AREMHDZEE (1404)

IEREME (T720 B, APF. 7077 F Al %7213 BPX shareas) 7% UNIX 77
ANFERRITOT I LATHREERIIBREINEZSEESIT. 77— N ERINET,

ZD7 I— K&, z/0S 1.11 DBETOAEHTRE/RY T — b 1409 ICEEMHZ S5NE
L7ze 7o—Db 1409 1. 7 I— b 1404 12T, AL DEE T, FHT5
UY) =AM 0 D<o TWET,

7 I— b 1404 %59 5121, D7a< &H SETROPTS &

LOGOPTIONS(DEFAULT(FSOBJ)) ZBNZT 2L ENRHDET, £59 5 &, z/0S
UNIX @ chaudit I REMHL T, BEXNR IOV I LK LU TIEHERBREZA
BOEEZEINETHZENTEET, EFAREEZEHLEL TWOWARWES, EE
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INBTT—FDOTFANIAZLTHD., BAEADOHS (7 I—"EEFRT 7 I
AR E) MRFELTWET, HL2D7 v A IVIIH L TIEERBREEDRENLEE
725D ERET 572912, LOGOPTIONS(ALL(FSOBJ)) DFRE T 2HEENDH D
F9, 27ZL. ZoEEEfTOE. ERENDS SME L O— ROKENKIEICHE A £
To 17 1404 OT 7— N EZETZHEB. FACILITY 7 5 AT
BPX.SAFFASTPATH 7O 7 7y A )& EHRTHIEHTETE A,

E A=) TREEINDTY T7— b Tld, BHINZEEREOINREEZHAAS D &L
F9., INZEEFICTHAATITIE, BPX FILEATTR.APF BL N
BPX.FILEATTR.PROGCTL Z—3#9 %. FACILITY 7O 7 71 )L®D READ OF >

7I7—hDE A=)V Tx—xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Extended attribute changed: APF

Alert: Extended attribute changed: APF
APF or program control bit changed on UNIX file or directory

Alert id 1404

Date and time 05Feb2003 13:17:52.49
Path audfrbg

User C##BERT ERWIN RETTICH
Job name C##BERT

System ID DINO

T7I—=rDTFAK c Avt—2 - Tx—< v MNI LFOEBD T,
Subject: Alert 1404: APF or program control bit changed by C##BERT on
UNIX file or directory audfrbg

Alert 1404: APF or program control bit changed by C##BERT on UNIX file
or directory audfrbg

7 I—MZld, REEXLISRESNILREENREINET, £ 7Ty ER
37427 M) —DONABLVEREEZELT L 21— —DVRENET, NTA—F
— UNIX=YES &. #7323 > T AUTOMOUNT=YES Zf§& L CTIER S /=
CKFREEZE 7 7 { IV ZMHT 2548, LAR— MO/ AR/ SA T,

EEEXSK UNIX 7O 5 LADRERIT (1405)

EERBETOELE (A—Y—F3EES) WAEZI7R 2/0S UNIX 70OV 5 LADFEFT
RBBENEHEIC. 7 I— MRREINET,

ZD7 F—hid. SETUID By WENTIHIEEEL TA—/\—21—Y—NRES

Ni=707 I 803, MHRELELTOWER A, FElICONTIE 12 X=20 TX—/8—
[L—B—FDH % UNIX 707 T LDET (1406)] B T EI N,

D7 I7— N NeZET5I203,. BEEXNRTOT I LM HFS 77 1)V - AT LN
ICEEL TWARBRENRHD £9, D/a< &% SETROPTS #XiE
LOGOPTIONS(DEFAULT(FSOB))) ZH IS 206 8MNH D, F/=. FACILITY 7 5
AT BPX.SAFFASTPATH 7O 7 7 ()L ZEHRL TRV FEHA, 5T, /NTA
—4 — UNIX=YES &, #7332 T AUTOMOUNT=YES Zf&& L CTIER SNz
CKFREEZE 7 7 {I)VZEMHHATAHLENH D ET., VT — Md. CKFREEZE 7 71
JTHERN D BT 0T T LR L TOREEINET,
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z/0S UNIX @ chaudit I~X > RZFHL T, BERAWNR T OV T AL TIER
EITOBEE Y NEHRETHIENTEET,
7I9—KDE A=) Tx—<v hI UTFTOEBDTT,

From: C2POLICE at DINO
Subject: Alert: UNIX program executed: chprot

Alert: UNIX program executed: chprot
A UNIX program with execution auditing specified has been executed.

Alert id 1405

Date and time  11Mar2003 11:05:11.49
Path /usr/bin/chprot

User C##BSG2 SUSAN GAYNOR
Job name C##BSG2

System ID DINO

T7I—hDTFAL Avt—2 - Tx—< v NI, UTFTOEBDTY,
Subject: Alert 1405: UNIX program executed by C##BSG2 : /usr/bin/chprot

Alert 1405: UNIX program executed by C##BSG2: /usr/bin/chprot

7I—hZiE, 7OV S LADONABERNTOS S AOEFEZEIBEL 21— —2R
INETI,

A=N=1—H—43EDNHS UNIX 7O S5 ALADRETT (1406)
SETUID WWEZIT, UID 0 IZFFASN TS UNIX 7075 AOEFNEBEIN
HEIC. 7 Io— R EINET,

70Y7 I AT, EEREFOEBER (A—Y—%/3ERE) 2EDCT20END
DFET, I—F—OHRZIFERERIC, N5 707 I AIA—/N—1—F—§
MEZFHA L THEITIHN, UNIX T AT LA EDTRTOT7 vy AIVERIZT 4 LY
) —DFHARD EEZABNTEET,

DT T7—NEZET 5103, BENRTOY I LM HES 77 1)« AT LN
ICEEL TWARBRENRHD £9, D/a< & H SETROPTS #XiE
LOGOPTIONS(DEFAULT(FSOB))) ZH XIS 206 8EMNdH D, £/=. FACILITY 7 5
AT BPX.SAFFASTPATH 7O 7 7 A )V ZEHRL TRV FEHA, 5T, /NTA
—%— UNIX=YES &. #7732 T AUTOMOUNT=YES #{5& L CTIER I N7z
CKFREEZE 7 7 {I)VZEMHHATHHLENH D ET ., VT — Md. CKFREEZE 7 71
JTHEBRN D BT 0T T LR L TOREEINET,

D7 I—hME. 7I—b5 1405 IZfBEL ET . 7T — b 1405 1. TS DRk
FHED R WEEE NS UNIX 707 7 ADOETVHBINEZHEITA v -T2 %EE
LET, (1 R=20 MEENS UNIX 707 T LADET (1405)) SR L T2
S, T % CARLa Z2EHL T, A—/NN—1—Y—HEE2HHL CEFTIND
TRTOTOTIALT, BEEEOETOEEEZRET S UNIX IXV > REARTE
EC N

7I7—bDE A=) THx—<v I, LFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Superuser privileged UNIX program executed: rdefcha

Alert: Superuser privileged UNIX program executed: rdefcha
An audited UNIX program started execution with superuser privileges
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Alert id 1406
Date and time  13May2003 21:59:05.12

Path /usr/Tocal/bin/rdefcha
User C##BSG1 SUSAN GAYNOR
Job name C##BSG1

System ID DINO

T7I—rDTFAL - Avt—2 - Tx—< v NI LFOEBD T,

Subject: Alert 1406: Superuser privileged UNIX program executed: rdefcha

Alert 1406: Superuser privileged UNIX program executed: rdefcha

77— NZid, SETUID FHENREI N7 0T T LADONABINT OV I LDE
Tl iza——2URINET,
A—Y—[CLBRA—N—2A—F—4¥EDH S T IVOIE (1407)
I—H—M, UNIX @ <cmdname>su</cmdname> X > RZHL TA—/\—1—
PR EOH D IV ERELESAEIC. 77— MVERINET,

DY I—MEZIETBHITIE. [EH/ READ OF >~ % BPX.SUPERUSER
FACILITY 7O7 7 A IVICIRET HDHENH D £,

7I7—hDE A=)V Tx—xv I LLTFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Superuser privileged shell obtained by user C##BSGl

Alert: Superuser privileged shell obtained by user C##BSG1
A user used su to obtain a shell with superuser privileges

Alert id 1407

Date and time  14May2003 14:15:21.98
User C##BSG1  SUSAN GAYNOR
Job name C##BSG1

System ID DINO

T7I9—hDTFAL s Avt—2 - Tx—< v ML LFOEBDTT,

Subject: Alert 1407: Superuser privileged shell obtained by user C##BSG1

Alert 1407: Superuser privileged shell obtained by user C##BSGl

LAR—RMZid, su Z2EAL TA—N—2—H—FEDH 2> )V Z G L e 11—
—AURENET, 20— —lF, UNIX YT ATLEOTRTOT v 1IVE
374 L7 B —0OHARD EEZABNTEET,

UNIX 7OS S ATDR—/N\—1—Y—45EDXTE (1408)

UNIX A—/N—21—H—IZX>THAEINS 70/ T LT SETUID Ev FNEES
NEGEIT, TO7 77— FPNERINET,

CDXEIBEHEOH DT T AT, A—NN—I1—F—RZEHRL TEITINS
DT, INTHO UNIX 77 A4IVERET—4 -ty M7V EZATEET,

#: FiE#& % SETUID AR/ 707 5 4.@ UID 0 IC£ET 5L, SETUID E v
XUty RENAHDT, ZHUIHEEIRAUTIT/R D A,
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ZDY I7— M%&E%2[E9 5I121E. SETROPTS #%E LOGOPTIONS(ALWAYS(FSSEC))
EENCTHULENHDET,
7I—KDE A=)V Tx—<v NI LLFOEBRDTT,

From: C2POLICE at DINO
Subject: Alert: Superuser privileges set on UNIX program collogs

Alert: Superuser privileges set on UNIX program collogs
The setuid bit is specified on a UNIX program owned by a superuser

Alert id 1408

Date and time  28Mar2003 11:49:33.66
Path /usr/local/bin/collogs
User C##BER2 ERWIN RETTICH
Job name C##BER2

System ID DINO

T7I—=hrDTFAK c Avt—T - Tx—<v NI LFOEBDTT,
Subject: Alert 1408: Superuser privileges set on UNIX program collogs

Alert 1408: Superuser privileges set on UNIX program collogs

77— RhZiE, TV I LDONABIOAT T T LAMA—/)N\—L—F—KHe 2
LTEFEINBEDICHRZEE L /22— —D2RaINET, NTA—F—
UNIX=YES %Z§® L CTIERRE /= CKFREEZE 7 v IV &HHT 555, LA—b
IZREND UNIX /S ASHE /)N AT,

HREEDZEE (1409)

ZDTY T— MMNEFEINTNDEE, UNIX 77 AIIVERIEZTOT T LADIERE
E%E (APE, 7077 Z A, £7213% _BPX_SHAREAS) TZAEMNKII SN Ll
HAy—U0ERSNET., 2O7I7— b aZET 22T 208 P ATLDLAN
WD &d 111 THHILENH D ET,

7I9—RDE A=) Tx—<v I UFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert Extended attribute changed for <Unix-filename>

Alert Extended attribute changed for <Unix-filename>

Alert id 1409

Previous value <old value>

New value <new value>
Date and time Date(9) Time(11)
Path Unix pathname
User User(8)Name

Job name JobName

System id System

E A—IVBHITIL. old value BEN new value 1W21%. H£H 1 75U —. APF #F
a], BXOTOYV T ARBEOEEHAGODEZDONEENIHENH D FT.,

7I7—bDTFTFAL c Ayt—2 - Tx—< v hI, LFOEBDTY,
Subject: Alert 1409: Extended attribute changed (APS-> APS) by <userid> for <unix file name>.
Alert 1409: Extended attribute changed (APS-> APS) by <userid> for <unix file name>

The extended attributes of a UNIX file unix file name changed. The old and new extended

attributes are shown between the parentheses. The string APS stands for the extended attributes:
APF Authorized, Program controlled, and Shared Library. The command was issued by userid.

V77 L 2A Za7b



RACF #I#l7>— bk

PLF®DY Z— k&, RACF SETROPTS ZEDEEICDOWTHEL XTI,

sa—=/nN\)b - ¥ VU1 —x4RDEENME (1501)
RACF SETROPTS AN > RTIATALADEF T4 —2 L LEBEIZ. 75
— FDNEEINET,

H: 2O7I7—br2MNUH—TFT25L41F. 75—6 1503 Z2 MU H—9 535809
Tty b TY, MDY T—h2BIRTIME—DOEBIZ, s 7 77— 2Rk
HZEHEICEETHEND T ETT,

7S5—rDE A=) THx—<v I, UFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Global security countermeasure activated by C##BNA2

Alert: Global security countermeasure activated by C##BNA2
SETROPTS command tightened system security

Alert id 1501
Date and time 23Jan2003 12:13:34.58
RACF command SETROPTS
LOGOPTIONS (NEVER(FACILITY),FAILURES (DATASET))

User C##BNA2 NICK AFTERSOCK
Result Success

Job name C##BNA2

System id DINO

T7I—=hrDTFAK c Avt—2 - Tx—<v NI LFOEBD T,
Subject: Alert 1501: Global security countermeasure activated by C##BNA2

Alert 1501: Global security countermeasure activated by C##BNA2: SETROPTS
LOGOPTIONS (NEVER(FACILITY),FAILURES (DATASET)) PASSWORD(NOHISTORY)

7 I—MZid, EFTEIN/z RACF OAXY R, OAXY 2 RaETLEI—T—, BXW
X RORDR\DIREINET,

0=V - ¥V T« —xRDOIEFE (1502)
RACF SETROPTS IX > RTIATLADEFAUT 4 —ZEFIBEBEIT. 75
— "R ENET,

SPRMMIEIEF L SN D T &N zSecure Alert THEERICERFBEINDHE, 2DV IF—Fh
13, EHEFOA Y =220 L CELOFEICH RS A ZRIEL ET,

H: 2O7 =2 NI H—=FB55%H41E. 77—k 1503 2 MU H—9 5540
Tty hTY, WHFDT T — RN T M —OHEEIZ, IN5D7 77— 2Rk
HZEHICEEFETHEND T ETT,

7I9—KDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: Global security countermeasure deactivated by C##BNAT

Alert: Global security countermeasure deactivated by C##BNAT
SETROPTS command Toosened system security

Alert id 1502
Date and time  23Jan2003 11:51:56.01
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RACF command SETROPTS NOSAUDIT

User C##BNAT NICK AFTERSOCK
Result Success

Job name C##BNAT

System id DINO

7I9—hDTFAL - Avt—2 - Tx—<v ML LLFOEBDTY,
Subject: Alert 1502: Global security countermeasure deactivated by C##BNAT

Alert 1502: Global security countermeasure deactivated by C##BNAT: SETROPTS ADSP
NOSAUDIT <Ignored>

7 I—MZld, ETSN/Z RACF IXY >R, OY Y REEFLEI—Y—, BIN
A RORDIKRHEDREINET,

a-=nN)b - tFaVF4—RKEXEEQ>ATaDEE (1503)
RACF SETROPTS ONX > RTIATLADEF2aUT 4 —ZLELEEEIZ, 75—
FYVEREINET,

IO I— M, FEITEN/ RACF IX >R, OAX Y R2EEFLEZI—T—, B
KA RORDIRMARSNET,

H: 77—5F 1501 BELW 1502 # b H—F25%4F. 75— 1503 2 U A
— 50Ty hTT, 7I—hK 1501 £721F 1502 27 77— 1503 EH
BOETERTLME—DHEHIZ, INSDOTYI— 2R BZEFITERETLE
WH I ETT,

7I7—bhDE A=) Tx—<v MNE, LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Global security countermeasure changed by C##BNAT

Alert: Global security countermeasure changed by C##BNAT
SETROPTS command changed system security

Alert id 1503
Date and time  23Jan2003 11:51:56.01
RACF command SETROPTS NOSAUDIT

User C##BNAT NICK AFTERSOCK
Result Success

Job name C##BNAT

System id DINO

T7I—bDTFAL s Avt—2 - Tx—xv ML, LFOEBODTT,
Subject: Alert 1503: Global security countermeasure changed by C##BNAT

Alert 1503: Global security countermeasure changed by C##BNAT: SETROPTS ADSP
NOSAUDIT <Ignored>

RACF YUY —X - 5 AD;E&{t (1504)
RACF UV —Z « 7 I AMEHI L ENTNWS T EMEESNZEEIC, 207 55—
N ENET,

ZO7 I7—MZid, IEEbESNZIY—X c Y IANREINET, TDTY T—h
3. 2 DO AT A AFyTay hORBICEDNWTWSZD, ZENEDK
ITEMBEINEZNTDONTOBMZIRMEEL 8 A,
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7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at IDFX
Subject: Alert: RACF resource class activated: DASDVOL

Alert: RACF resource class activated: DASDVOL
A change in the status of a RACF resource class has been detected

Alert id 1504

CLASS  DASDVOL

Status Active

System ID IDFX
T7I—hDTFAN  Avt—2 - Tx—<v NI, UTFTOEBDTT,

Subject: Alert 1504: RACF resource class activated: DASDVOL
Alert 1504: RACF resource class activated: DASDVOL

RACF YUY —X - 5 ADIEEENE (1505)

RACF UV —Z « 7 I ANERIULEINTWD I ENBEEINHEIZ, 2075
— bV EREINET,

D7 I—ME, EEELEINSZV Y =R c VI ADRENET, TDOTT—k
1, 2 DDOIATA - AFy T ay FORBIZEDWTWS =D, ZENREDOL
HTEMBENEZNTDONTOBMZIRMEEL 8 A,

7I—hDE A=)V Tx—xv I LLFDEBDTT,

From: C2POLICE at IDFX
Subject: Alert: RACF resource class deactivated: DASDVOL

Alert: RACF resource class deactivated: DASDVOL
A change in the status of a RACF resource class has been detected

Alert id 1505
CLASS  DASDVOL
Status Inactive
System ID IDFX

7I—=hDTFAb c Avt—T - Tx—<v MI, LFOEBDTY,

Subject: Alert 1505: RACF resource class deactivated: DASDVOL
Alert 1505: RACF resource class deactivated: DASDVOL

YATLTS—h
UFOT 55— b, —SATFL - AR FEEZY—TBHDDHDTY,

SMF F—#185%kDEE (1601)

SMF T—4ENHIBEIN/ZZ E%2 WTO DG LZBEI1IC. 207 53— MVAER
INFET, ZHUE. Avt— IEE351L. IEE979W. B I IEE9RI] TiifiaiE
ER

F: BROHMBRNWDNEUZSBHNEINDLDIC, 7I—b 1602 Z{EE LT 52
LEBBRTEET,

DT T7—hEZETBITIE. WIO Awt— IEE3511. IEE979W, BL N
IEE989I ZZET HMENH D T,

7I7—hDE A=)V Tx—xv I LLTFDEBDTY,
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From: C2POLICE at DINO
Subject: Alert: SMF data loss started

Alert: SMF data Toss started
System messages report that SMF data loss has started

Alert id 1601

Date and time  10Feb2003 16:36:27.07

WTO message IEE979W SMF DATA LOST - NO BUFFER SPACE

System 1D DINO
7I—hDFFEAR - Avt—P - Tx—<v ML UFOEBDTT,
Subject: Alert 1601: SMF data loss started. WTO msgid: IEE979W

Alert 1601: SMF data loss started. WTO msgid: IEE979W
AR I N E A—IVIZIE. BT /z WIO Avt—YDHMRINET,

EEDED SMF OFf S DERE (1602)
Ny T 7 =R EWIZIa 5 /2728 SMF T— N kebi/=m, AT AnaF >
TEEBELEEEIC. 207 I—MNERSINET,

H: 77— 5 1601 IZL > TURSINLBADHERNNELCZSEHINS XD
2. TO7 77— 2IEIMbTH L ERINTEET,

DT T5— b EZETHITE. SMF LO—R « ¥ 17 7 2071258879 208N
H0FET,

7I—KDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: SMF logging resumed after failure

Alert: SMF Togging resumed after failure
SMF data is Tost, but the system has resumed logging

Alert id 1602
Start of Toss  10Feb2003 17:35:58.97
Date and time  10Feb2003 17:36:27.12
#records Tost 4121
System 1D DINO

T7I—=hDTFAL c Avt— - Tx—x v I, LFOEBDTT,
Subject: Alert 1602: SMF Togging resumed after failure. 4121 records Tost.

Alert 1602: SMF logging resumed after failure. 4121 records Tost.

RSN E A—INZIE. 7= Db OBIARZ] (Start of Toss) B&X
& T (Resume time) ZWRSNFET, Tz, Kbz SMF L I— ROENR
INET,

SVC EENZEE (1603)

SVC 5—7J)VF7/21E SVC ESR T—7)LD SVC DEXTLEENMMEIND L, =
DY T— FNERINET,

ZDTY T7—MZlE, BEINZZ SVC @ SVC BELWK ESR HBEIREINET, SVC
d—ROBFTT RLAR, BT APF R E—HITREINET., 207 F7— K. 2
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DDIVAT A AF v T ay hORBRICEDWTNWS =D, ZENEDLDITE
HENZNITDODNTOFERZREL T A,

7I5—rDE A=) TH—<v I, UFOEBDTT,

From: C2POLICE at IDFX
Subject: Alert: SVC Definition changed: SVC/ESR 220

Alert: SVC Definition changed: SVC/ESR 220
A change in the definition of an SVC has been detected

Alert id 1603
SVC/ESR number 220/
Address 00147080
APF Yes

System ID IDEX

T7I—hDTFAL  Avt—2 - Tx—< v NI, UTFTOEBODTY,

Subject: Alert 1603: SVC Definition changed: SVC/ESR 220/

Alert 1603: SVC Definition changed: SVC/ESR 220/ at address 00147080 APF

IBM Health Checker [C&ZERKEMELVNIVOBEDIRE (1604)

HRENMEL X)L OREZ IBM Health Checker 2MiH L7 Z &% WTO &L
A, ZOT7 I— 0V EREINET,

ZDT7 T—Md, AwtE— HZS0001I THESINET., ZOT7I— &2 ET5
121X, WTO A wt—3 HZS00011 Z32{ET 2 0ENH D ET,

7I—KRDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: IBM Health Checker found low severity problem

Alert: IBM Health Checker found Tow severity problem
Check found a problem that should be investigated

Alert id 1604
Date and time 10Feb2010 16:36:27.07
System ID DINO

WTO message HZS0001I CHECK(IBMGRS,GRS_SYNCHRES):

ISGHO305E Global Resource Serialization synchronous
RESERVE processing
is not active.

7I—hDTFAL c AvtE—T - Tx—<v MI, LFOEBDTY,

Subject: Alert 1604: IBM Health Checker Tow severity: HZS0001I CHECK(IBMGRS,GRS_SYNCHRES):
Alert 1604: IBM Health Checker Tow severity: HZS0001I CHECK(IBMGRS,GRS_SYNCHRES):

IBM Health Checker ICKBREBARENHRUANIIOEEDRE (1605)

BERENR LX) OMEZ IBM Health Checker AMaEH L7z 2 &% WTO 2VRE L
ZHEIC. ZO7 I—RERINET,

D7 T—hMd, Awt— HZSO002E THESINET., ZO7I7—he2ET 5
121X, WTO A wt—3 HZSO0002E ZZETH2MHENHD T,

7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,
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From: C2POLICE at DINO
Subject: Alert: IBM Health Checker found medium severity problem

Alert: IBM Health Checker found medium severity problem
Check found a problem that should be investigated

Alert id 1605
Date and time 10Feb2010 16:36:27.07
System ID DINO

WTO message HZS0002E CHECK(IBMASM,ASM_LOCAL_SLOT_USAGE):

ILRHO107E Page data set slot usage threshold met or
exceeded

TI—=hDTFAL c Avt— Txr—<v ME, MFOEHBDTT,

Subject: Alert 1605: IBM Health Checker medium severity: HZSO002E CHECK(IBMASM,ASM_LOCAL_SLOT_USAGE):
Alert 1605: IBM Health Checker medium severity: HZSO002E CHECK(IBMASM,ASM_LOCAL_SLOT_USAGE):

IBM Health Checker [CKBEBARENESVANIOEZEDIRE (1606)

HRENGE LN OMEZ IBM Health Checker 2MEH L7z Z &% WTO 2V L
ZHEC, 207 I—RERINET,

ZDT7 T—kd, Awt— HZSO0003E THESNET., D7 I7—hEZET S
IZ1E, WTO Awt—3 HZS0003E Z#ZET20ENHD ET,

7I7—bDE A=) Tx—<v ME. LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: IBM Health Checker found high severity problem

Alert: IBM Health Checker found high severity problem
Check found a problem that should be investigated

Alert id 1606
Date and time 10Feb2010 16:36:27.07
System ID DINO

WTO message HZS0003E CHECK(IBMXCF,XCF_CDS_SPOF):

IXCHO242E One or more couple data sets have a single
point of failure.
T7I9—bDTFAL c Avt—2 - Tx—xv ME LFOEBDTT,

Subject: Alert 1606: IBM Health Checker high severity: HZS0003E CHECK(IBMXCF,XCF_CDS_SPOF):
Alert 1606: IBM Health Checker high severity: HZSO003E CHECK(IBMXCF,XCF_CDS_SPOF):

SMF La—FD75y RO (1607)
SMF Ld—RDO 7y RBMHEINZZE%Z2 WIO NG LIS, 207 I7—
MR ENET,

D7 T—HKE, Avt—3 TFAT80A THEHEENET., D7 I7—F2ZET D
121X, WTO A wt—3 IFAT80A 25T D20 ENHD ET,

7I7—bhDE A=) Tx—<v ME. LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: SMF record flood detected

Alert: SMF record flood detected
System messages report SMF record flood detected
Alert id 1607
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Date and time  03May2010 17:50:05.46

WTO message IFA780A SMF RECORD FLOOD MSG FILTER FOR TYPE 40
EXCEEDED AT TIME=

System ID NMPIPL87

7I7—=hDTFAR - Avt—2 - Tx—<v ME, LFDOEBDTY,

Subject: Alert 1607: SMF record flood detected. WTO msgid:IFA780A SMF
RECORD FLOOD MSG FILTER FOR TYPE 40 EXCEEDED AT TIME=

Alert 1607: SMF record flood detected. WTO msgid:IFA780A SMF RECORD FLOOD
MSG FILTER FOR TYPE 40 EXCEEDED AT TIME=

SMF La—RD75y RICkdla—-FRo ROy 7ot (1608)
SMF LI—RO75y RIZEDLI— RO ROy IREBEINZZ &% WTO 2N
HLESAIS, 207 99— RN ERINET,

D7 T7—HME, AvtE— IFATRA THEHEEINET, ZOT7I7—F2ZET 5
121X, WTO Awt—3 IFAT82A ZZETHHENH D FT,

7I7—hDE A=)V Tx—xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: SMF record flood starts dropping records

Alert: SMF record flood starts dropping records
System messages report SMF record flood starts dropping records
Alert id 1608
Date and time  03May2010 17:00:00.33
WTO message IFA782A SMF RECORD FLOOD DROP FILTER FOR TYPE 74
EXCEEDED AT TIME=
System ID NMPIPL87

7I—hDTFAb c Avt—T - Tx—<v I LFOEBDTY,

Subject: Alert 1608: SMF record flood starts dropping records. WTO
msgid:IFA782A SMF RECORD FLOOD DROP FILTER FOR TYPE 74 EXCEEDED AT TIME=
Alert 1608: SMF record flood starts dropping records. WTO msgid:IFA782A SMF
RECORD FLOOD DROP FILTER FOR TYPE 74 EXCEEDED AT TIME=

714Ny —HAICK>TTAvIENET Iy oBATICERES NG
Mol - BEEIWHIIATL (1609)

INTy ks T VI —BOOF > TINENTERLSESIEHEIT. 207 7— 2
ERRINET,

7I7—hDE A=)V Tx—xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Attacks blocked by filter rules are no longer Togged

Alert: Attacks blocked by filter rules are no Tonger logged -
audit trail incomplete in TCP/IP stack TCPIP

Alert id 1609
Changed field IPSEC_LOGENABLE(Yes->No)-
Stack TCPIP

System ID DINO

7I—hrDTFAL c AvtE—T - Tx—<v MI, LFDOEBDTT,

5% 3 3 HgEsy -~ 81
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Subject: Alert 1609: Attacks blocked by filter rules are no longer logged - audit
trail incomplete in TCP/IP stack TCPIP

Alert 1609: Attacks blocked by filter rules are no longer Togged -
audit trail incomplete in TCP/IP stack TCPIP

EREINZ E A—=ILIZIE, Ny ks 74 )Wy oaF > ZFINERTRWTI &
% TP_STACK 7« —J)V R IPSEC_LOGENABLE %L TW5 Z EAURINET,
7 I— hMZid, BEINZT 0 —)V ROAAR] (IPSEC_LOGENABLE). 7 4 —J)L F®D
HWME (Yes). 74—V ROHFHLWE No). BEXUEEFaUF 4 —DIER (1) 2VR
INET,

T72#IbE - T4 NS —RAUCK>TTOAvIENLTHvoHMOY
[CRFSNEL<E ok - BEEFHIFEL (1610)

WFERI72 5 7 L MRRNC &Ko THEB SN2/ » hoOF > 7 A Ta< 120
AT, 207 - hERSNET,

7I—KhDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Attacks blocked by default filter rules are no longer Togged

Alert: Attacks blocked by default filter rules are no longer Togged -
audit trail incomplete in TCP/IP stack TCPIP

Alert id 1610
Changed field IPSEC_LOGIMPLICIT(Yes->No)-
Stack TCPIP

System ID DINO

7I—=hDTFAL c Avt—2 - Tx—xv Md, LFOEBDTT,

Subject: Alert 1610: Attacks blocked by default filter rules are no Tonger logged -
audit trail incomplete in TCP/IP stack TCPIP

Alert 1610: Attacks blocked by default filter rules are no longer logged -
audit trail incomplete in TCP/IP stack TCPIP

I Nz E A—)IVITIE, BB T 7 ) MRANC K-> TGS NNy RO
OF > IMNEN TN &% IP_STACK 7 4 —)V K IPSEC_LOGIMPLICIT nZL
TWBZENREINET,

SMF 119 Y794 THEEZAENEL< o= - BEEIHIIATL
(1611)

DUTFOWTINDNDT 7 a Mrbi/z&ZIZ SMF 119 L d— RBNEZAENR
SBoORHAEIT, 207 I— R NERSINET,

e A—Y—NFIP /47> a3 REMIG L (FTPCLIENT),

« LINK Offi HZRIZBIE T 512 AIREIC 72 > 72 (IFSTAT).

o hxIbiviEm. BRE. {EEME. E2I3IEEBE S 7z (IPSECURITY),

o PRISIN/z PORT OfFFAHRICEET 2HEEFAME A FTREIC/2 > 7= (PORTSTAT),
« TCP #%KtWHENL X #1172 (TCPINIT),

o TCP/IP A% 77 INEEML L7213 7 TN /z (TCPIPSTACK),

« TCP/IP #at7MEH FIREIC 72> 7= (TCPIPSTAT).

« TCP #e/#& 7 X317z (TCPTERM),
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e TSO Telnet 7 7147 > b « d— RO ERHZBIBEZIIK T L
(TN3270CLIENT),

« UDP V7w b7 00— XS/~ (UDPTERM),

7I—KRDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: SMF 119 FTPCLIENT is no longer written by stack name

Alert: SMF 119 FTPCLIENT is no Tonger written -
audit trail incomplete in TCP/IP stack TCPIP

Alert id 1611
Changed field SMF119 FTPCLIENT(Yes->No)-
Stack TCPIP

System ID DINO

7I—=bDTFAL - AvtE—T - Tx—<v ML BLTOEBDTT,

Subject: Alert 1611: SMF 119 FTPCLIENT is no Tonger written - audit trail incomplete
in TCP/IP stack TCPIP

Alert 1611: SMF 119 FTPCLIENT is no longer written -
audit trail incomplete in TCP/IP stack TCPIP

HAREINZ E A—=)LIZiE. BEEMT 572 SMF 119 374 1 7I2uind 5
IP.STACK 757 « 74—V RN, MESINZTTY A TDOLI—RNEZAEN
IBNWZEBRL TWAHZENRENET,

IP 74V —BYR—bBELYL IPSec b RJL - BR— MNDIEE
)t (1612)

IPv4 F7/213 IPv6 IP 7 4 LY —EHHR— B LN IPSec > FIL » Hih— K
BEML I NEL B 2HABIT. 207 I— N EREINET,

7I—KDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: IPv4 IP filtering support and IPsec tunnel support deactivated

Alert: IPv4 IP filtering support and IPsec tunnel support deactivated
in TCP/IP stack TCPIP

Alert id 1612
Changed field IPCONFIG_IPSECURITY(Yes->No)-
Stack TCPIP

System ID DINO

7I9—=hDTFAR - Ayt—2 - Tx—<v M, LFOEBDTY,
Subject: Alert 1612: IPv4 IP filtering support and IPsec tunnel support deactivated
in TCP/IP stack TCPIP

Alert 1612: IPv4 IP filtering support and IPsec tunnel
support deactivated in TCP/IP stack TCPIP

EREINZ E A—)UIZIE, IPv4 IP 7 4 LY =B I IPSec b > FI)b » Hih—
FNEEME SN TWARWTZ &% IP_STACK 7 ¢ —)J)I K IPCONFIG_IPSECURITY 7%
ZLTWBHZ &, FIF PV IP 7 4 )V —UEB I 1PSec b > )b - HR—k
MEBL SN TWREWI &% IP_STACK 7 ¢ —J)I K IPCONFIG6_IPSECURITY %
ZLTWBZENREINET,
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1024 RiBDR— bBFHENLELE o7 (1613)

I—H—IZK LT TCP R— KrF/1E UDP R—F 1 205 1023 2% PORT AT —
F A FBEW PORTRANGE A7 — M A Y MZXoTHFRINBL B8
2. 207 I— SN ERSINET,

7I7—bhDE A=) Tx—<v ME LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: UDP ports below 1024 are not reserved anymore by stack name

Alert: UDP ports below 1024 are not reserved anymore in
TCP/IP stack TCPIP

Alert id 1613
Changed field UDP_RESTRICTLOWPORTS(Yes->No)-
Stack TCPIP

System 1D DINO

7I7—bDTFTFAL c Ayt—T - Tx—< v ML, LFOEBDTY,
Subject: Alert 1613: UDP ports below 1024 are not reserved anymore in TCP/IP stack
TCPIP

Alert 1613: UDP ports below 1024 are not reserved anymore in TCP/IP stack TCPIP

AERRE N E A—)VZiE, 28—z LT TCP "— K 1 75 1023 A% PORT
AT —h A2 FBEY PORTRANGE AT —h A2 MZEoTFREINENI &%
IP_STACK 7 4 —)l' R TCP_RESTRICTLOWPORTS MEL TWAZ &, Fida1—
= LT UDP A—F 1 M5 1023 2 PORT AT —h A FBLN
PORTRANGE AT —h A2 MZXoTPHINBNT &% IP_STACK 7 1 —JV R
UDP_RESTRICTLOWPORTS W& L TWaA I EAVURINET,

A= 1—RADEFaVT1— - VSRADEE (1614)
DA —Tz—AD IP T4 )NF B THEHRHENSEF2 T4 — I T
MERINZHEIT, ZO7 I— DN ERINET,

7I7—bD E A=) THx—<v I, LFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Security class changed for interface interface

Alert: Interface EELINK security class has changed in
TCP/IP stack TCPIP

Alert id 1614

Changed field SECCLASS(255->238)
Interface EELINK

Security class 238

Stack TCPIP

System ID DINO

7I7—=hDTFAL - Avt—2 - Tx—<v ME BLFOEBDTY,

Subject: Alert 1614: Interface EELINK security class has changed in TCP/IP
stack TCPIP

Alert 1614: Interface EELINK security class has changed in TCP/IP stack TCPIP

EREINZ E A—=)LIZiE, IPv4 £21E IPv6 1 > — T2 —A4ABXIRZD1 >
H—Tx—AD IP T4 ) —ETHERAINSEF2UT 14—+ VITADIREIN
EJEIN
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IP 74V —HAIDEE (1615)

P 7V —HEIHDEE, B, ERFHRSNZHAEI. ZOT F— MAVERS
N7,

75RO E A=)l Tx—<v hE UFOEHDTT,

From: C2POLICE at DINO
Subject: Alert: IP filter rules changed in TCP/IP stack TCPIP

Alert: IP filter rules changed in TCP/IP stack TCPIP

Alert id 1615
Kind of change CHG-
Changed fields LOG(Yes->No) -
Source IP

Source prefix length 0
Source port 0
Destination IP

Destination prefix length 0
Destination port 0
Protocol

Type 64
Code 0
Packet filter logging enabled No
Routing LOCAL
Security class 0
Stack TCPIP
System ID DINO

TI—hDTFAL c Avt—2 - Tx—< v I, LLFOEBDTY,
Subject: Alert 1615: IP filter rules changed in TCP/IP stack TCPIP

Alert:1615: IP filter rules changed in TCP/IP stack TCPIP

EREINZ E A=)V, BFE, B, £RE3HBRES N 1P 7 0 )Ly —HRlDWn
SONDOHERBEENRINET, RINDH2DIETT MNT 2 REAIOY—Z 1P 7
RLA, V=X - HTxy b« 7 RUVADOHBEHROES, 7 MNNT > REAIOY
— A +R—hK (TCP £713 UDP ~ T 7 ¢4 w7 OHAE). 7 M\ > REHIDFESE
IP 7 RLA, 58T Txy b« 7 RLAOEEBOES, 77~ > REHIO%E
R — N~ (FERENZA NT 2 REAIOY —Z - R— MMy, BEDNEH N
58T T4 DZ1T7, ICMP i ICMP ~o 7 4w DEFE), T 74k -7
AN —HAITCNNTy k « T4 VY —0aF > TNENE S M OiER. AN E
AN Ty b —F4 2705417, BIOHAOEF2 VT4 —- VTR
T9,

INV—TF 75—+

BELRTIV—TADIEH (1701)
I—H— ID NEERS N —FICERINEHBEIC. 207 57— MVERINE
7,

DY I7— h%&E%2[379 51213, SETROPTS &€ SAUDIT. AUDIT(USER). 7zi3
AUDIT(GROUP) 2B T HLEMNH D ET,

7I—hDE A=)V Tx—=xv I LLFDOEBDTT,



From: C2POLICE at DINO
Subject: Alert: C2RMUSO2 issued connect to important group SYS1 for C2RMUSO1

Alert: C2RMUSO2 issued connect to important group SYS1 for C2RMUSO1
User connected to an important group

Alert id 1701

Date and time  09Mar2005 14:49:55.90

User C2RMUSO1

Group SYS1

Result Success

Issued by C2RMUSO2

Job name C2RMUSO

System ID DINO

Command CONNECT C2RMUSO1 GROUP(SYS1)

7I9—hDTFAL - Awvt—2 - Tx—<v ML, LFOEBDTY,
Subject: Alert 1701: C2RMUSO2 issued connect to important group SYS1 for C2RMUSO1

Alert 1701: C2RMUSO2 issued connect to important group SYS1 for C2RMUSO1

ERRENZ E A=) - LIR— RN, E01—H— ID NEDQEHEL V) — 1T
S NTZMDRENET,

D7 I7—hFTlE, Y1 MEOETIIN—T 2 AL XTEET, 77—k
BRI HBIC, 02T MO RIVICERINDD T, EERT ) —T% 20 #
FTHELET., I—H— ID OEHRIHEHINLZITRE, 20T RORE
TEBRINET, 112RX=20 TEERT)—7 (1701) ORERRI [#ZR LT
W,

ERIESE ACF2 75— b

86 1-—v—-

Z 2T, zSecure Alert ICffJEd % ACF2 7Y o—hDOAHTTY—=ICDWT#HBL &
3—0

A—Y¥—-75—Fh

DFO7I7— M3, BEOI—Y—ICBBRTEHZIAIRN NOEZSY—&, I—HF—IC
T HEHEOERICMHEHEINET,
RF2a\BOsA2 ID 2ZEARALEOTF Y (2102)

RABHOoO /4> ID 2 TSO OFF 27213\ F « 23 TEMFEKEICH TS
NEGET. 79— MR EINET,

DT 5—"EZETBHIZNE. SMF LdA—R - Y147 30 Y7417 1 2712
FLERT AMENDH D FT,

7I5—hRDE A=) T+—<v KNI, LFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Emergency user IBMUSER Tlogged on

Alert: Emergency user IBMUSER logged on
Successful Togon or job submit with a Togonid meant for emergencies

Alert id 2102
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Date and time 03Feb2006 09:38:44.94

User IBMUSER IBM DEFAULT USER
Job name + id  IBMUSER TSU05900
System ID DINO

T7I—bDTFAL s Avt—2 - Tx—x v ME LFOEBDTT,
Subject: Alert 2102: emergency user IBMUSER Togged on

Alert 2102: emergency user IBMUSER Togged on

EREINZ E A=) - LR—RNZIF, YATLNOOFF SN0 rs+ >
ID & OUF BRI LIz EDMIRENEKT,

D7 I— T, YA MIEDE TR EHMKTEET., 79— 2ERTS
BRiC, 7O RN FIVICERSNE T, FHTLOIIREROHEEOAET S
o742 ID % 10 HETANTEET, 110 X—2 D BRI —5—fk (7]
[Z—F 1102 BELW 2102)1 EBIRL T ZE 0,

NAT—=RICKBEVEFRILANIIOI—-TF—DERYEL (2104)

WE DI IL/N AT — RITDDIZ, AT L« LRIVHER

(SECURITY. NON-CNCL. ¥7z!3 READALL) ;D1 —H =2 DE I NHE
2. 207 I—MR MU A—3NnET,

BAFEDNAT—REHRL IS E LI EN, ZOY 77— bDIRKTH % rlgElE
NHODET,

H: AT LHERZREDODITRTOI—F—2ERFICERDEINZNVEIICHEET S

NG D ET, SECURITY HEFRZFFD, BOEEINTWiaWnwnor 4> ID #4D7s
LEDH | DHEEICETLTL00ENDOFEZHAZL THBLISLERNHD XTI,

7I—hDE A=)V Tx—=xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Highly authorized user C##CX44 revoked for password violations

Alert: Highly authorized user C##CX44 revoked for password violations
System-Tevel authorized user revoked due to excessive password attempts

Alert id 2104

Date and time 07Feb2006 14:58:27.13
User C##CX44 TEST USER
System ID DINO

T7I—=rDTFAK - Avt—2 - Tx—< v NI LFOEBDTT,
Subject: Alert 2104: Highly authorized user C##CX44 revoked for password violations
Alert 2104: Highly authorized user C##CX44 revoked for password violations

LiR—MiZid, BEO/NSAT—REKDZODICRDEEINZO07 4> ID BXO
MEd 5707 I~ —ZANRENET,

D AT LAEBRDEER (2105)
D= =M AT LA« LXR)VHEBR (SECURITY. NON-CNCL. %7213 READALL)
EEGLEEAIC. 7I— MAVERINET,

7I7—hDE A=)V Tx—xv I LLTFDEBDTY,
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From: C2POLICE at DINO
Subject: Alert: System authority granted to C##BMR2

Alert: System authority granted to C##BMR2
System-Tevel authority granted to user

Alert id 2105

Date and time  29May2006 13:25:12.42
Authority SECURITY

Granted to C##BMR2 MARY ROBERTSON
Logonid C##BMR1 MARY ROBERTSON
Job name C##BMR1

System ID DINO

79— DTFAL c Avt—2 - Tx—< v NI LFOEBD T,
Subject: Alert 2105: System authority granted to C##BMR2 by C##BMR1

Alert 2105: System authority SECURITY granted to C##BMR2 by C##BMR1

l/ﬂf—]\bi 1. mTéhh/ZTA*EBE *Eﬁﬁémjéﬂtl 'U“_‘ EJ:U
ACF2 OX > REFEFLEI—F—DURENET,

SR LERDEE (2106)

AT L s LR)VHERR (SECURITY. NON-CNCL. %7213 READALL) 23 —H—
MERESINZEEIC. 77— MREEINET.

7I—hDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: System authority removed from C##BMR1

Alert: System authority removed from C##BMR2
System-Tevel authority removed from user

Alert id 2106

Date and time  29May2006 13:25:16.15
Authority SECURITY

Removed from C##BMR2 MARY ROBERTSON
Logonid C##BMR1 MARY ROBERTSON
Job name C##BMR1

System 1D DINO

7= DTFALN c Avt—T - Tx—<v MI, LTFTOEBDTT,
Subject: Alert 2106: System authority removed from C##BMR2 by C##BMR1

Alert 2106: System authority SECURITY removed from C##BMR2 by C##BMR1

LiR— MZid, BREINMER, HEREZREINZ2—Y—, BXNN ACR2 a7 >
REEFLEZI-—T—DNREINET,

BWE/NRA T — FEITORIROER (2111)

ReE DR EIAT 1 ow%mwnﬁz“/ ID IZH LT, Bha/N\NAT—RZ2HEELT
KW L7=07F TSI EL558I1C. 207 I— MR EINET. WERMKE
LiIEKRTﬁ7ya/1maml%iUAwm$MMWﬂ®éﬁT?°VBM
Security zSecure CARLa-Driven Components: -1 > X N—IVBLOAT 7OA XK~ T
1 K] @ REPORT O~ > RIZBT2EMESRL T ZE W,
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(29E%) &id, 5 B EORITEERINET. MNOFIREHEHTLHA.
D7 IT—K A ANIVERY T— MIOAE—T2H2LENDDET, LA
JWhZ e ADN=IZ, BAFDA AT AN 4 DHDET,

#history(nd,<5), #total(nd,>=5),

(5] USNOFIRZFHITI2HEEIE. N5 4 DOA 2 AY VAR TRTCHET S
WERH D FET,

7I9—KDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: Invalid password attempts exceed limit for C##BSG2

Alert: Invalid password attempts exceed Timit for C##BSG2
Excessive number of password attempts by user

Alert id 2111

Date and time 03Mar2006 13:30:04.39 - 03Mar2003 13:39:23.78
Attempts 6

User C##BSG2 SUSAN GAYNOR

Result Violation

System ID DINO

T7I—bDTFAL s Avt—2 - Tx—xv ME LLFOEBODTT,
Subject: Alert 2111: Invalid password attempts exceed 1limit for C##BSG2

Alert 2111: Invalid password attempts exceed 1imit for C##BSG2.

D7 I—hE, NATL—ZXEROEEHERINET., ZOTY F7— KT, /N
AT—=RENRAT LV —ADER ZHAEHORIZENEEINET,

ERENZ E XA—)L - Lih— MZid, aZ 3 2R irntrbnzms X O T R
WRINET, £z, PATLANOOTF VifricfFlHaNzos4 > ID LY
O7 A > ORMITRENET, TOT7F7—FTlE, OV F VIEHITEK T,

NRAT—F -EAMI—DTS5vra (2112)

FeE O TRED O VA > ID I 2/8A T — ROEEREA, NAT—
R+EBEAR)—0 GSO FHEXLDBENSLHEIT. 207 I— MNEEFEINE
I UL, =Y —DMNRNAT—R - AN —2(ET Ty al, @O/NAY
—RFZEREATEALOICLEZEZERL £, HIEMMRIEZ. REPORT F 7 3
> Interval BX TN Averagelnterval D GEF T,  [IBM Security zSecure
CARLa-Driven Components: 1 > X h—ILBIANT7TOA A~ - 1 Kl @
REPORT <X > RIZBT2EMESHL T ZE W,

H: 7o7—5 2112 & 2113 BREELTWET, NAT—R-EARJ—DT v
Taiz LR — MERBBDK T LSS 77— 2113 A hUH—3h, 75
I aMNETLESEET I—b 2112 PRELET, ACI—F—ITHL TEEK
DT T—h 2113 ZZELEN. 7I—hF 2112 2ZE L8568, EARY
—MMT Ty aFEAINT Ty afEEZSNE TN, -3 7Ty allH
SHOUR I ZBEE L Tz rlfetEntd 0 £7°,

7I—bDE A=) THx—xv I, LAFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Password history flushed for C##BSG2
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Alert: Password history flushed for C##BSG2
Repeated PASSWORD commands flush password history

Alert id 2112

Date and time  05Mar2006 11:47:11.21 - 03Mar2006 11:47:12.04
Pwd changes 33

User C##BSG2 SUSAN GAYNOR

System ID DINO

TI—hDTFAL c Avt—2 - Tx—< v I, LLFOEBDTY,
Subject: Alert 2112: Password history flushed for C##BSG2

Alert 2112: Password history flushed for C##BSG2

ERENZ E A=)V« LIR—MIZIE NSAT—R-EZARNY—DT 5w adfrb
N, SAT—REHEEEK, BLARI—TF—D/)XAT—RK A M)—&2TF
wialzd—Y—oors4+ > ID NrRanEzd,

BHObLWOWNRD—RZEHE (2113)
FrE ORFREIFTREDO O VA > ID ITHT /82T — ROEHEREA, 5 B ET
HoTHEIT. TI—"NEEINET,

ZDONAT—REHEZ, NAT—R+EARNJ—DNERICTTvaInd (£D
FER, 7I—F 2112 VAT E) FEL BBV EH . PIOFHIEZFEHT 55
B, DT IT— b EA A NIVERTY I MIIAE—T2RENHDET, HiL
WATIVR 2« AN—=IZ, LFDA ALY AN 4 DHDET,
#history(nd,<5), #total(nd,>=5),

INHIRTZE, 5 OROVITHETHHIRZHEAT 2RI ITHBL TIZE N,

A OWTIE, BIR=—2D IXZT—R-EXAM—DT Ty a 2112)) [
LT EE N,

7I—hDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Suspect password changes for C##BSG2

Alert: Suspect password changes for C##BSG2
Excessive number of PASSWORD commands by user

Alert id 2113

Date and time 03Mar2006 15:17:12.32 - 03Mar2006 15:17:13.11
Pwd changes 7

User C##BSG2 SUSAN GAYNOR

System 1D DINO

T7I—=hrDTFAL c Avt— - Tx—< v Md, LFDOEBDTT,
Subject: Alert 2113: Suspect password changes for C##BSG2

Alert 2113: Suspect password changes for C##BSG2

ERREN/Z E A—)L « LIR— M2, NAT— REENTONZ/IE, /NAT—R
AEEE, BLXONNAT—RMEHSETFIN/-074 > ID WRSNET,
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ERPBETES (2115)

REPORT # 7> a ViCk> THREINLHMRET,. FEOO/F > ID IBALT. #

RS NTZBHED BE< OEKDELERSNLEEIT. 207 I— MR ERINET,
[IBM Security zSecure CARLa-Driven Components: 1 > X b —JLBILNT 701 X
>k <71 K] @ REPORT O~ > RICBAT 2 HmaSHL T /ES W,

7I—hDE A=)V Tx—xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: 15 violations recorded for user C2RMUSO1

Alert: 15 violations recorded for user C2RMUSO1
Number of violation exceeds the configured 10

Alert id 2115

Date and time  09Mar2006 14:49:55.90 - 09Mar2006 14:54:57.89
Violations 15

User C2RMUSO1

System ID DINO

T7I—hDTFAL  Avt—2 - Tx—<v NI, UTFTOEBDTY,
Subject: Alert 2115: 15 violations recorded for user C2RMUSO1

Alert 2115: 15 violations recorded for user C2RMUSO1

DT I7—FTlE, Y1 MIEDOETHAYRA R ZFAET., 7I7— hE@ERT
BRI, O T RN FINICEREINDDT, @ELEREINIENOEERE
LET, £/ AT 004> ID (FZF0r4> ID YXA7) % 10 X T
ETEET, 112R=20 NEXEBIORINT S04 > ID (2115) Ok [
ZILTLZE 0,

3F SECURITY O 4> ID IC&3 SECURITY #EROER (2116)

SECURITY %#f/z/3 WL —H—2%, SECURITY HERZFEHL T5—% - v M7
DEAULEEEIC. 7Io—MRERSINET,

ZD7 F—kid. SECURITY HERZH2BRNWI—F—NITXRTOT—% - v MT
77 ATE, £72 SECURITY ZHEET SOV REEWICETT S EEMHEN
HHEEERLET., ZOIREIL. APF Y 7 NI 27K TREI NS A]
MDY D £T,

H: BR &7 0T I L0 ERETDEDDRNDiIAAE LT, 77— bAFET
SINERFRETICY 3 7ICBE L TRk SNz SMF L O— R 205805 D
ESIN

7I—KrDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: non-SECURITY user C##BDV1 accessed data set with SECURITY

Alert: non-SECURITY user C##BDV1 accessed data set with SECURITY
Successful data set access using SECURITY by user without SECURITY

Alert id 2116

Date and time 17Jan2003 03:00:16.89

Data set D##BEV.GBS001.D##Y.DC107SCK.BVOGBS00
Access UPDATE



92 a1-—¥—-

User C##BDV1 DIONNE VONT

Result LOGGING
Job name C##BDV1
System ID DINO

7I—hrDTFAL c Avt—T - Tx—<v bI, LFDOEBDTY,

Subject: Alert 2116: non-SECURITY user C##BDV1 accessed (UPDATE ) with
SECURITY data set D##BEV.GBSOO1.D##Y.DC107SCK.BVOGBS00

Alert 2116: non-SECURITY user C##BDV1 accessed (UPDATE ) with SECURITY
data set D##BEV.GBSO01.D##Y.DC107SCK.BVOGBSO0

3F NON-CNCL O%'#+> ID Ic&3 NON-CNCL #RDEERA (2117)

NON-CNCL Z#§/z7/2 W1 —H—», NON-CNCL MERZMEHA L TTF—% « £ T
TORALESGEIZ, 7 I—MREKRSNET,

D7 IT— M, =Y —NITXRTOT—% -ty NMITVBATEL I LE2ENR
LET., ZOIREEIZ., APF RV 7 MU 7ICE> TRESNDHEEND D £
a_o

H: FRERS 707 I AR ETH200RIDORAE LT, 77— SFIT
SN EETICYa JICB LU Citdk S 4/2 SMF L O — RZ20I T 206ENH D
EJCIN

7I7—hDE A=)V Tx—xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: non-NON-CNCL user C##BDV1 accessed data set with NON-CNCL

Alert: non-NON-CNCL user C##BDV1 accessed data set with NON-CNCL
Successful data set access using NON-CNCL by user without NON-CNCL

Alert id 2117

Date and time 17Jan2003 03:00:16.89

Data set D##BEV.GBSOQ01.D##Y.DC107SCK.BVOGBSOO
Access UPDATE

User C##BDV1 DIONNE VONT

Result LOGGING

Job name C##BDV1

System 1D DINO

TI—=hDTFAL c Avt—2c Tx—<Xv ME, LFOEBDTT,

Subject: Alert 2117: non-NON-CNCL user C##BDV1 accessed (UPDATE ) with
NON-CNCL data set D##BEV.GBSOO1.D##Y.DC107SCK.BVOGBS00

Alert 2117: non-NON-CNCL user C##BDV1 accessed (UPDATE ) with NON-CNCL
data set D##BEV.GBSOQO01.D##Y.DC107SCK.BVOGBSO0

JF READALL O%'#* > ID IC&% READALL #ERDfERA (2118)

READALL Z#i/z72 1 —H—7%, READALL MEZFHL CF—% « v MZT
JEAULEEEIC. 7I—MRERSINET,

ZO7I—hE, =T =NIXRTOT—% - v b ZEHERARND I LEZERL X
9. ZOIREBIE. APF FFA]V 7 U VIR TRESNASAREMENH D £,

H: BRER-72T 0T I L0 ERETLHDDRNDIRAE LT, 77— bWFET
SNERFRETICY a JICBE LU TREER SNz SMF L O— R 208 NH D
ijﬂc
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7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: non-READALL user C##BDV1 accessed data set with READALL

Alert: non-READALL user C##BDV1 accessed data set with READALL
Successful data set access using READALL by user without READALL

Alert id 2118

Date and time 17Jan2003 03:00:16.89

Data set D##BEV.GBS001.D##Y.DC107SCK.BVOGBS00
Access READ

User C##BDV1 DIONNE VONT

Result LOGGING

Job name C##BDV1

System ID DINO

7I—=hDTFAb c Avt—T - Tx—<v MI LFOEBDTY,

Subject: Alert 2118: non-READALL user C##BDV1 accessed (READ ) with
READALL data set D##BEV.GBS001.D##Y.DC107SCK.BVOGBSOO

Alert 2118: non-READALL user C##BDV1 accessed (READ ) with READALL
data set D##BEV.GBSO01.D##Y.DC107SCK.BVOGBS00

-ty b-75—F
IOt arTiE, T4 kv b 7O BAICETIERMERT T— MO0
THUILET,

F—% -ty bTD WARNING E—FK - 722 (2201)

F—4 by AT 7 A S, BEE— ROEDT 7w AHRARASNEL
7ze

7I—hDE A=)V THx—<v & UTFTDEBDTT,

From: C2POLICE at DINO
Subject: Alert: WARNING mode READ on data set CDS.SCDSSAMP

Alert: WARNING mode READ on data set CDS.SCDSSAMP
Data set access granted due to warning mode

Alert id 2201

Date and time 21Jan2006 09:11:11.01
Data set CDS.SCDSSAMP

Granted access READ

Rule CDS.-

User C##BMR1 MARY ROBERTSON
Job name C##BMR1

System ID DINO

7I—=bDTFAL c AvtE—T - Tx—<v ML BLTOEBDTT,

Subject: Alert 2201: WARNING mode READ by C##BMR1 on data set
CDS.SCDSSAMP

Alert 2201: WARNING mode READ by C##BMR1 on data set CDS.SCDSSAMP
LAR=hIZE T=F kv b, ZOF=% -ty b \OT 7t AREERL 2

A=Y=, 7 AHERPRE S NHAL BRORATSNY 7 AR RS
NEY,
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WARNING E— ROHHNL, ZOE— RS TIIHRAIFF I LK 577 72X
MRHEHT, U —ZANDTXRTDT 7 AR ZZEIT L £9 ., WARNING £—
RiZiEH. 77 Afl#z2EZiET 50002, FHAUOTY 7 v AREDNRE T 572
DIHHINET., ZOT— R, EHCETIMELZLRT 572002 T
BELTHAINET., 2OV 7 22 ELESBE. YV AEREZHFITES
EOMEHRLERITNERD ER A, FFRITES5E. TNUIRCTHAIOY 7+
AREEEFELET, ZOT7 7 BAMBENEC TIIWT RN IR TN
B, BEISCTREFHEZRD ET,

APF 7—% - £y FTOER (2204)
APF #AIF—% « £y MSEHSNZHEIT, 77— MEESNET,

7I—hDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Update by C##ASCH on APF data set C##A.D.C##NEW.APF.LOAD

Alert: Update by C##ASCH on APF data set C##A.D.C##NEW.APF.LOAD
APF data set successfully updated

Alert id 2204

Date and time 03Feb2003 10:12:05.30
Data set C##A.D.C##NEW.APF.LOAD
Access UPDATE

User C##ASCH

Result LOGGING

Job name C##ASCHL

System ID DINO

7I7—=hDTFAR - Avt—T - Tx—<v MNMI BLFOEBDTY,

Subject: Alert 2204: Update by user C##ASCH on APF data set
C##A.D.C##NEW.APF.LOAD

Alert 2204: Update by user C##ASCH on APF data set C##A.D.C##NEW.APF.LOAD
77— RMZ2id, BHENzT—% -ty b HHINEZT VX L)L, BEY
F—=4 Ly M7 VALY —NREINET,

APF YR MADT—% - v FDIENM (2205)

SET PROG d~ > RZE/I% SETPROG I~ > RZHHL T, 5—% - v ki
APF U Z MZEIIZEBIM S NZHEIT, 77— MWERSINET,

DT I—hEAERTBIZIE. WTO Avt— CSV410I 2NAFHJFET, WWHD 7=
DITHRIRINDZDHENH D ET,

7I—=bhDE A=) Tx—xv ML BLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Data set added to APF Tist: SYSPROG.APF.LOAD

Alert: Data set added to APF Tist: SYSPROG.APF.LOAD
A data set is dynamically added to the APF 1ist

Alert id 2205

Date and time 21Feb2003 11:44:36.71
Data set SYSPROG.APF.LOAD
Volume <SMS MANAGED>
Console ID R##SLIN

System 1D DINO
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T7I—=rDTFAL - Avt—2 - Tx—< v NI LFOEBDTT,
Subject: Alert 2205: Data set added to APF list from console R##SLIN:
SYSPROG.APF.LOAD

Alert 2205: Data set added to APF 1list from console R##SLIN:
SYSPROG.APF.LOAD on volume <SMS MANAGED>

7 Z—HNiZid. APF U A NZEMENZT—% -y hBLUNT—% - v MOV
g 5HRUa—A (FE. 7—% -y M3 SMS ICk - TEHINSHAIX
<SMS MANAGED>) 2V7RE £ 9, SET PROG 1< > RE/=iE SETPROG < >
RAY SDSF 6 A En=8813, 2——nFna~x > REAhLEZaY—)b
DHAFRITERINET, AV —IIVAIE, T 74 M TIEa—¥—oos/4+> ID I
R0 ET,

APF YR MDSDT—4 - v FDERE (2206)
SET PROG I~ > R%7=1% SETPROG I~X > RZ{FHL T, ¥—4% « v QN
APF U Z RIS EIICRES NG, 7 I — MR ERSINET,

ZDT7 T—hEERTZITIE. WITO Avt— CSV410I WAFRIRET. UH D=
DITBIRINDZHENH D FT,

7I—hDE A=)V Tx—xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Data set removed from APF list: SYSPROG.APF.LOAD

Alert: Data set removed from APF Tist: SYSPROG.APF.LOAD
A data set is dynamically removed from the APF 1ist

Alert id 2206

Date and time 21Feb2003 11:44:36.71
Data set SYSPROG.APF.LOAD
Volume <SMS MANAGED>
Console ID R##SLIN

System ID DINO

TI—hDTFALc Avt—T - Tx—< v NI, UTFTOEBDTY,
Subject: Alert 2206: Data set removed from APF Tist from console R##SLIN:
SYSPROG.APF.LOAD

Alert 2206: APF Data set removed from APF Tist from console R##SLIN:
SYSPROG.APF.LOAD on volume <SMS MANAGED>

77— hMiZid. APF U A Do lREInizs—% -ty hBXET—% - v bN
WHT LR a—A (FEE. 7—% -ty b0 SMS ICL > TEHINS AL
<SMS MANAGED>) MW/RE$1£9, SET PROG I > RE/=ld SETPROG I
RAY SDSF 6 A EN=8813, 21— —0nFna~x > REANLEZa> Y —)b
DHARTERINET., AV —IIVAE, T 74 M TIEaA—¥—0oos/ 4> ID I
2D ET,

APF URXR MADT—% - £y FOEMDIRE (2207)
F—% «ty MRASNOHIET APF U X MIBMSNABEI, 207 5—hk
MERINET,

ZDY T— i, SET PROG 1< > R&E721Z SETPROG I~ > ROfFf. i
OHFOFERZENDDET., ZOT7 T7— b 2ERT 23, IEE=Y =0T Y

%3 @ BREET - 95
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TA T THIHENHDET, ZOT7TI—KE, 2 DOTATL - AFvTTay
RDHERIZE DN TS D, T—4 -ty N2EBINT 52D I NZLI—Y
— ID. Va7AIONTOERD., BINEETT OIS NZTOr RO
NWTOBEHRBDH D EH A,

7I—bDE A=) TFx—xv I, LAFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Data set addition to APF Tist detected: SYSPROG.APF.LOAD

Alert: Data set addition to APF list detected: SYSPROG.APF.LOAD
An addition of a data set to the APF 1ist has been detected

Alert id 2207

Data set SYSPROG.APF.LOAD
Volume <SMS MANAGED>
System 1D DINO

TI—hDTFAL c Avt—2c Txr—xv ME, LFOEBDTT,

Subject: Alert 2207: Data set addition to APF Tist detected: SYSPROG.APF.LOAD
Alert 2207: Data set addition to APF 1ist detected: SYSPROG.APF.LOAD
on volume <SMS MANAGED>

77— NMZiZ. APF U Z MZBMENzT—% -y hBLUOT—% - v "V
2R a—L0UREINET, 7—% -y b2 SMS IZEHINSGE, AU

a—25 74 =)V RiZIZ <SMS MANAGED> 2VURSINET, ZDOT7 I7— ki, 2 D
DIAT L ATy Tay NORBICHEDONWTWS D, T—4 - v h&EN

THEDIFEHAINZI—T— ID. Pa TR/ ONWTOERD. BMEETT L
DIFERAINZ7O0 22D TOERBIRMEEL T8 A,

APF URMD5DT—% - £y FOREDRE (2208)
FT—4 «tw "M SNDHET APF U XA MM SBREINZHEIC. 207 77—
NINERSNET,

ZDY Z—MiZiE, SET PROG I< > RE/zl3 SETPROG I~ > ROfEHR,
OEGOERBEENHVET, ZOT I— MEERT BT, IBREZY DT Y
T4 TTHIVLENHDET, ZOT7T7—KI 2 DOTATL - AFyTay
RDOHERIZE DN TS D, T—4 -ty NERETSEDICHER I NI
— ID F£A1E2 a3 TRAIIODNWTOR/FmD. BEZEFILIZDIHEHINZT 01
AZDNTOREHRBEEMEL EH A,

7I—hDE A=)V Tx—xv I LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Data set removal from APF 1ist detected: SYSPROG.APF.LOAD

Alert: Data set removal from APF 1list detected: SYSPROG.APF.LOAD
A removal of a data set from the APF 1ist has been detected.

Alert id 2208

Data set SYSPROG.APF.LOAD
Volume <SMS MANAGED>
System ID DINO

7I—hrDTFAb c Avt—T - Tx—<v bI, LFDOEBDTY,
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Subject: Alert 2208: Data set removal from APF Tist detected: SYSPROG.APF.LOAD
Alert 2208: Data set removal from APF list detected: SYSPROG.APF.LOAD
on volume <SMS MANAGED>

7 Z—NiZid. APF U A RS lREINZT—% -ty hBXEFT—% - v kA
WEHT 2R a—L4A (FF. 7—% -ty b)Y SMS Ik TEHINSEEIX
<SMS MANAGED>) WRENEzTd, ZDT7T7—hKE, 2 DO ATL - AFw T
av hORKIZEDNWTWEEYD, T—% -ty hERETSEDICHEHAINEL

—H— ID £213Ta TR OWVWTOEHRS . REZETTLHEDICHERINLET
Ot Z2IZDONTOFEHRSIEMEL T/ A,

General resource alerts
LIFO7 I—Rid, — U —2Z0EHICOWTEELET,

STC ADFZ7#4JLb STC A #A > ID DfERA (2301)

BltaY A7 INT 7 )V b STC 02/ 4> ID 2T 5&. 7 I— bARFEINE
‘3_0

D7 I—bEAERTBHICIE. WITO A vt— ACFOCCCD N AFRIRET. ULH
DI=DITEIREINDZHEND D T,

7I9—KDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: STC default LID ACFSTCID used for STC IEFBRI14A

Alert: STC default LID ACFSTCID used for STC IEFBR14A
A started task uses the STC default logonid

Alert id 2301

Date and time 11Feb2003 18:14:48.78
Logonid ACFSTCID

Started task IEFBR14A

System ID DINO

7I5—hOFFA - Avt—Y - Tx—<v Mt UFOEBDTT,

Subject: Alert 2301: STC default LID ACFSTCID used for STC IEFBR14A

Alert 2301: STC default LID ACFSTCID used for STC IEFBR14A

LAR—RMZIE FHSNZ ACR2 77 4)Vh - O0JF > ID &, G AT DA >

N—=HHIIREINET, TOLR— ML B A7 2L 11— —ldoman
EQe VR

ZDRAMBAY A1 GSO STC L O— REERLLEHE. 207 77— FNORKFZRSE
TEET, ZHUTKD, TZOBBYAZIZDONT, T 7x4) k- 0x/ 4> ID 13

HEEIN<kDET,

UNIX 75 —F
DFD7Y Z—Fd. UNIX A—/N\—I—H—EENRE S N8I ) A—3n
35@—0



98 1—H—-

A—Y—CKBRA—N—1—HF—-BEDH S T JVOE (2407)
I—H—2, UNIX @ su AX > REFEHL TA—N—2—F—FHEOH5H o)l
RIS LEHEIC. 7 o—FNEREINET,

D7 I7—hEZETHITIE. IEH7 READ OF 2~ % BPX.SUPERUSER
FACILITY HAEBICHEE T H2HENRH D £T,

7I—KDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Superuser privileged shell obtained by user C##BSGl

Alert: Superuser privileged shell obtained by user C##BSGl
A user used su to obtain a shell with superuser privileges

Alert id 2407

Date and time  14May2003 14:15:21.98
User C##BSGL  SUSAN GAYNOR
Job name C##BSG1

System 1D DINO

T7I—=hrDTFAL c Avt— - Tx—x v Md, LFOEBDTT,
Subject: Alert 2407: Superuser privileged shell obtained by user C##BSG1

Alert 2407: Superuser privileged shell obtained by user C##BSGl

LAR—FICIE, su ZHEALTA—N—I1—H—EHOH 5L I ERELFI—HF
—MRENET, 2OI—T—F, UNIX YT ATALALEOTRTOT 7 (IVER
374 L7 M) —DiARD EEZAANTEET,

HRETHEDZEE (2409)

ZDTY T—IMNEFEINTNWDEE, UNIX 77 AIIVEREZTOT T LADIERE
HERE (APE, 707 Z A, £7213% _BPX_SHAREAS) TZAEMNKRHE SN Ll
HAy—U0ERSNET, 2O7I7—baZETHITE. 208 P ATLDLAN
WD &d 111 THHAULENH D ET,

7I9—RDE A=) Tx—<v I UFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert Extended attribute changed for <Unix-filename>

Alert Extended attribute changed for <Unix-filename>

Alert id 2409

Previous value <old value>

New value <new value>
Date and time Date(9) Time(11)
Path Unix pathname
User User(8)Name

Job name JobName

System id System

E A—)VBHITIZ. old value BEXN new value 1213, H£HF 175U —, APF #F
. BERETOV I LGIEOEEHNAGDEZEONEENDLENH D ET,
7I9—hDTFAL - Awvt—2 - Tx—<v ML LLFOEBDTY,

Subject: Alert 2409: Extended attribute changed (APS-> APS) by <userid> for <unix file name>.

Alert 2409: Extended attribute changed (APS-> APS) by <userid> for <unix file name>

V77 L 2A Za7b



The extended attributes of a UNIX file unix file name changed. The old and new extended
attributes are shown between the parentheses. The string APS stands for the extended attributes:
APF Authorized, Program controlled, and Shared Library. The command was issued by userid.

ACF2 #Ifl7 5— b
PAFD7Y J— K&, ACF2 GSO fREDAEFEIZDWTHEL FT,
0= - Fa VU1 —xEKDEM (2501)
ACF2 GSO REMMEBEMINZHEIC. 7 I— MR EFEINET,

7I—=bDE A=) Tx—xv ML LTFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Global security countermeasure added by C##BNA2

Alert: Global security countermeasure added by C##BNA2
ACF2 command used to add GSO setting

Alert id 2501

Date and time 23Jan2003 12:13:34.58
Rule key C-GS0-CRM PSWD
Field/value WRNDAYS/5

User C##BNA2 NICK AFTERSOCK
Job name C##BNA2

System id DINO

79— DTFAL + Avt—2 - T4—< v ML LFOEBOTT,
Subject: Alert 2501: Global security countermeasure added by C##BNA2
Alert 2501: Global security countermeasure added by C##BNA2: C-GSO-CRM PSWD

77— hMiZld, GSO HRAIF—, GSO 74— IV REZDE, BLROY > REFET
Lizad—T—>rankxd,

SNMP Tid., 1 D® GSO HHIF—. GSO 7 1 —IV R, BIMED AHNEE
whatParm IC k> TEEINET,

0= - Fa VT4 —xROHIER (2502)
ACF2 GSO BEMHIRENEHEIT. 7I— MAEEINET,

7I7—bDE A=) TFx—<v I, LFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Global security countermeasure deleted by C##BNA2

Alert: Global security countermeasure deleted by C##BNA2
ACF2 command used to delete GSO setting

Alert id 2502

Date and time  23Jan2003 12:13:34.58
Rule key C-GSO-CRM PSWD
Field/value WRNDAYS/5

User C##BNA2 NICK AFTERSOCK
Job name C##BNA2

System id DINO

7I—hDTFAb  Avt—T - Tx—<v bI, LFOEBDTY,
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Subject: Alert 2502: Global security countermeasure deleted by C##BNA2

Alert 2502: Global security countermeasure deleted by C##BNA2: C-GSO-CRM PSWD

7 I — MZid, GSO HHAlF—. GSO 74—V R&EZFDE. BXUra~x > RE2FET
L7iza—g—>MNranxd,

SNMP Tid, 1 DD GSO HAIF—., GSO 74 —IL R, BLOMEDANEE
whatParm IC k> TEEINET,

JO0-N) - tFaVU T+ —x4RDEE (2503)
ACF2 GSO BRENLEEINZHEIC., 77— MR EEINET,

7I—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: Global security countermeasure changed by C##BNA2

Alert: Global security countermeasure changed by C##BNA2
ACF2 command used to change GSO setting

Alert id 2503

Date and time 23Jan2003 12:13:34.58
Rule key C-GSO-CRM PSWD
Field/01d/New  WRNDAYS/5/10

User C##BNA2 NICK AFTERSOCK
Job name C##BNA2

System id DINO

79— DTFAL c Avt—2 - Tx—< v NI LFOEBD T,
Subject: Alert 2503: Global security countermeasure changed by C##BNA2
Alert 2503: Global security countermeasure changed by C##BNA2: C-GSO-CRM PSWD

77— MZid, GSO HAIF—. GSO 74—V RBLTZFDOHWEEHLWE., B
A RE2EF LI —REINET,

SNMP Tld, 1 DD GSO HHAIF—, GSO 74 —IL R, BLOMEDANEE
whatParm I2X > TEEINET,

PATL-TS5—b

100 1—v—-.

DLFDO7I—hriE, B ATL AR REEZY—TBHEHOHDTT,

SMF F—# 385K DRtE (2601)

SMF T— ¥ HENEIBEINZT E%2 WTO DG LZHEIT. 207 77— MVER
NE9,

DY T— M, Awt— IEE3511. IEE979W. BL N IEE989I THREGINE
ER

& ﬁuw&%ﬁm#ibt BHIENDEDIT, TI—b 2602 Z2iGENMLT S
EEIRTEET,

DT T7—hEZETBITIE. WIO Awt— IEE3511. IEE979W. BL N
IEE989] ZZETAMENH D T,

772X Za7)b



7I7—hDE A=)V Tx—xv I LLTFDOEBDTY,

From: C2POLICE at DINO
Subject: Alert: SMF data loss started

Alert: SMF data Toss started
System messages report that SMF data loss has started

Alert id 2601

Date and time 10Feb2003 16:36:27.07

WTO message TIEE979W SMF DATA LOST - NO BUFFER SPACE

System ID DINO
T7I—hDTFAN  Avt—2 - Tx—<v NI, UTFTOEBDTT,
Subject: Alert 2601: SMF data Toss started. WTO msgid: IEE979W

Alert 2601: SMF data Toss started. WTO msgid: IEE979W
RSN B A—)VIZIE, BTSNz WTO Av =2 DHAREINET,

BEEDED SMF OFX DB (2602)
Ny 77— iEnIcao77/0 SMF F—¥ kb, P AFAAOE
ZEBHELESEIC. 207 I— MVERSNET.

fE: 77 —b 2601 ICX> TURSNDSBEOEERNNELCZSBAISND LD
2. 207 I—h2mEtT 2 I L EEINTEXRT,

DT T—EZETDHITIE, SMF Ld—FR « ¥4 7 7 2071530889 208N
HOFET,

7I—bhDE A=) Tx—xv ML LFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: SMF Togging resumed after failure

Alert: SMF Togging resumed after failure
SMF data is lost, but the system has resumed Togging

Alert id 2602
Start of Toss  10Feb2003 17:35:58.97
Date and time  10Feb2003 17:36:27.12
#records Tost 4121
System ID DINO

T7I—rDTFAL c Avt—2 - Tx—< v NI, LFOEBDTT,
Subject: Alert 2602: SMF logging resumed after failure. 4121 records Tost.

Alert 2602: SMF Togging resumed after failure. 4121 records Tost.

RIS N2 E A—ILIZE. T— 0 kbn =B OBIARZ (Start of Toss) B&
O TREX] (Resume time) AURINE T, F£o. Kb/ SMF L O— ROEIR
INET,

SVC EHENZEE (2603)

SVC ¥—7)VE721E SVC ESR T— 7LD SVC ODEXETEEMBHEIND E, =
DY T—FNERINET,
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D7 I—MZiE, BEINZ SVC @ SVC BEIW ESR HBEIURINET, SVC
d—ROBATY RLUAMN, BfT APF KR &—#EITREINET, ZOT7 F—hd, 2
DDIAT A+ AF v Tay hORBICEDWTERINS 2D, ZENRED X
INCEBS NZNIT DV TOERITH D T A,

7I—bDE A=) TFx—xv I, LAFDEBDTT,

From: C2POLICE at IDFX
Subject: Alert: SVC Definition changed: SVC/ESR 220/

Alert: SVC Definition changed: SVC/ESR 220/
A change in the definition of an SVC has been detected

Alert id 2603
SVC/ESR number 220/
Address 00147080
APF Yes
System 1D IDFX

7I—=bDTFAL - AvtE—T - Tx—<v ML BLTFTOEBDTT,

Subject: Alert 2603: SVC Definition changed: SVC/ESR 220/
Alert 2603: SVC Definition changed: SVC/ESR 220/ at address 00147080 APF

IBM Health Checker [CKBEFBAEMELVANILOBEZEDIRE (2604)

BHREMEL X)L OREZ IBM Health Checker 2MEH L7z Z &% WTO 2VRE L
AT, ZOT7 I— N EREINET,

DT T— &, Awvt— HZS0001I THEInFEd,

DT T7—hEZETBITIE. WIO Awt— HZS00011 Z32ZETHHENH D
ECIN

7I7—bhDE A=) Tx—<v I LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: IBM Health Checker found Tow severity problem

Alert: IBM Health Checker found Tow severity problem
Check found a problem that should be investigated

Alert id 2604
Date and time 10Feb2010 16:36:27.07
System ID DINO

WTO message HZS0001I CHECK(IBMGRS,GRS_SYNCHRES):

ISGHO305E Global Resource Serialization synchronous
RESERVE processing
is not active.

7I—hDTFAb c AvtE—T - Tx—<v bI, LFDOEBDTY,

Subject: Alert 2604: IBM Health Checker low severity: HZS0001I CHECK(IBMGRS,GRS_SYNCHRES):
Alert 2604: IBM Health Checker Tow severity: HZS0001I CHECK(IBMGRS,GRS_SYNCHRES):

IBM Health Checker ICKBEXKEDN R U ANIILOEEDIRE (2605)

BHRENF L N)LOREZ IBM Health Checker 2SI L7722 &2 WTO M L
FZREIT. ZOT7 I— NV ERINET,

DY F— I, Avt— HZSO002E TiHitiInEd,
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DT I—"EZETBHITIE. WTO Awt— HZS0002E Z%{ET 20LENHD
£,

7I5—rDE A=) TH+—<v I, UFOEBD T,

From: C2POLICE at DINO
Subject: Alert: IBM Health Checker found medium severity problem

Alert: IBM Health Checker found medium severity problem
Check found a problem that should be investigated

Alert id 2605
Date and time 10Feb2010 16:36:27.07
System ID DINO

WTO message  HZSO002E CHECK(IBMASM,ASM_LOCAL_SLOT USAGE):

ILRHO107E Page data set slot usage threshold met or
exceeded

7I—hDTFAb c Avt—T - Tx—<v bI, LFOEBDTY,

Subject: Alert 2605: IBM Health Checker medium severity: HZSO002E
CHECK(IBMASM,ASM_LOCAL_SLOT_USAGE):

Alert 2605: IBM Health Checker medium severity: HZSO002E
CHECK(IBMASM,ASM LOCAL SLOT USAGE):

IBM Health Checker [CKSEXENE LV ANIDOREDKE (2606)
BRENES L N)VOMEZ IBM Health Checker W L7z Z &% WTO Wit L
WA, ZOT T— MVERINET,

ZDT7 T— k&, Awt— HZS0003E THESNET,

DT T—MEZETBITIE. WIO Awt—3 HZSO0003E Z2ZET20LENHD
i?o

7I—bDE A=) TFx—<v I, LAFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: IBM Health Checker found high severity problem

Alert: IBM Health Checker found high severity problem
Check found a problem that should be investigated

Alert id 2606
Date and time 10Feb2010 16:36:27.07
System ID DINO

WTO message HZS0003E CHECK(IBMXCF,XCF_CDS_SPOF):

IXCHO242E One or more couple data sets have a single
point of failure.

7I—=hDTFAb c Avt—T - Tx—<v bI LFOEBDTY,

Subject: Alert 2606: IBM Health Checker high severity: HZSO0O3E CHECK(IBMXCF,XCF_CDS_SPOF):
Alert 2606: IBM Health Checker high severity: HZSO003E CHECK(IBMXCF,XCF_CDS_SPOF):

SMF LaO—FRD75y FD#KE (2607)
SMF Ld—RD 75y R EINS-ZZE%E WIO &G LA, 207 59—
MREREINET,
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DT T—ME, Avt— IFA780A TG INFd,

DT T—bEZETHITIE. WIO A vt— IFAT80A ZZETHMLENH D F
‘6—0

7I—hDE A=) Tx—<v I LLFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: SMF record flood detected

Alert: SMF record flood detected
System messages report SMF record flood detected
Alert id 2607
Date and time  03May2010 17:50:05.46
WTO message IFA780A SMF RECORD FLOOD MSG FILTER FOR TYPE 40
EXCEEDED AT TIME=
System 1D NMPIPL87

7I—hrDTFAL c Avt—T - Tx—<v b3, LFDOEBDTT,

Subject: Alert 2607: SMF record flood detected. WTO msgid:IFA780A SMF
RECORD FLOOD MSG FILTER FOR TYPE 40 EXCEEDED AT TIME=

Alert 2607: SMF record flood detected. WTO msgid:IFA780A SMF RECORD FLOOD
MSG FILTER FOR TYPE 40 EXCEEDED AT TIME=

SMF LaA—FKD75y RICKdba—FknkAaOy 7O (2608)
SMF LI—RO75y RIZEDLI—RO ROy IREBINZZ &% WTO 2R
HLESBIZL, 207 I—MNEREINET,

DT T7— NI, Avt— IFAT82A TG a7,

ZDT T—MEZETBITIE. WIO Avt— IFAT82A Z32ZETHHENH D F
a—o

7I7—bDE A=) Tx—xv I, LFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: SMF record flood starts dropping records

Alert: SMF record flood starts dropping records
System messages report SMF record flood starts dropping records
Alert id 2608
Date and time 03May2010 17:00:00.33
WTO message IFA782A SMF RECORD FLOOD DROP FILTER FOR TYPE 74
EXCEEDED AT TIME=
System ID NMPIPL87

7I—=bDTFAL c AvtE—T - Tx—<v ML BLTOEBDTT,

Subject: Alert 2608: SMF record flood starts dropping records. WTO
msgid:IFA782A SMF RECORD FLOOD DROP FILTER FOR TYPE 74 EXCEEDED AT TIME=
Alert 2608: SMF record flood starts dropping records. WTO msgid:IFA782A SMF
RECORD FLOOD DROP FILTER FOR TYPE 74 EXCEEDED AT TIME=
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71 —-RAIICk>TTZAv o7y omOTICREEING
o7 - BEEIMHIIATL (2609)

INTy ks T4 VI —BOOF > ITINENTERLSESEHEIC. 207 7— 2
ERREINET,

7I7—hDE A=)V TFx—=xv I LLFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Attacks blocked by filter rules are no longer Togged

Alert: Attacks blocked by filter rules are no Tonger logged -
audit trail incomplete in TCP/IP stack TCPIP

Alert id 2609
Changed field IPSEC_LOGENABLE(Yes->No)-
Stack TCPIP

System 1D DINO

7I—hrDTFAL c AvtE—T - Tx—< v MI, LFDOEBDTY,

Subject: Alert 2609: Attacks blocked by filter rules are no longer logged - audit
trail incomplete in TCP/IP stack TCPIP

Alert 2609: Attacks blocked by filter rules are no longer Togged -
audit trail incomplete in TCP/IP stack TCPIP

ERRINZ E A—=)WZiE, Xy b - T VY —UEHOoOF > FNERTRHRWI &
% IP_STACK 7 1 —JL K IPSEC_LOGENABLE MZEL TWA Z EMRENET,

7 I—hMiZid, BEINZT 2 —)V RO£4RHT (IPSEC_LOGENABLE). 7 4 —J)L R®D
HWME (Yes). HLWE (No). BEUIEF2UT 4 —DER (1) DREINET,

T72#xIb - 745 —-RAICK>TTFAvIEhET7Hyoh0s
ICRRB;ENAE< Lo/ - BEEIAMITIATS (2610)

W72 T 7 4 ) MRANC K> TG SNy oo F > INE# Tz
EHEIT. 207 I—BRERINET,

7I—bD E A=) THx—<v I, LAFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: Attacks blocked by default filter rules are no longer logged

Alert: Attacks blocked by default filter rules are no Tonger logged -
audit trail incomplete in TCP/IP stack TCPIP

Alert id 2610
Changed field IPSEC_LOGIMPLICIT(Yes->No)-
Stack TCPIP

System ID DINO

T7I9—bDTFAL c Avt—2 - T4x—xv ML, LFOEBDTT,
Subject: Alert 2610: Attacks blocked by default filter rules are no Tonger logged -
audit trail incomplete in TCP/IP stack TCPIP

Alert 2610: Attacks blocked by default filter rules are no longer logged -
audit trail incomplete in TCP/IP stack TCPIP

EREINZ E A—)LIZiT, BT 7 4)V MEANC K> THEES N7y O
OF > TNEZNTRWI &% IP_STACK 7« —JL K IPSEC_LOGIMPLICIT 2% L
TWAZEMNREINET,



SMF 119 Y79 A4 7NEZAENELS o= - EEIAMIIATS
(2611)

DTROWTINNDT 72 a iMibi/zEEIZ SMF 119 L I— RREZAENR
<EOEHBEIT., TOT7 IF— FNEKRINET,

o I—Y—MW FTP 75147 >k -2 > RZIEFVH L7~ (FTPCLIENT),

e LINK O HZRICEIE T 5510 A nl§EIC72 > 7= (IFSTAT).

o hIUMNEM. BRZE. &8, £2I3IEEEE SNz (IPSECURITY),

o PHRIZIN/z PORT DO HZEIZEEHET DAV RIREIC/2 > 7= (PORTSTAT).
o TCP HEHKiH WL X417z (TCPINIT),

e TCP/IP A% v 7 INEEMbLE /21344 7 S 117z (TCPIPSTACK),

o TCP/IP #atMEH FIREIC 72 > 7z (TCPIPSTAT).

o TCP HEHiHH& T T 3/z (TCPTERM).

e TSO Telnet 7 7147 > b « Od— RO EHZRIBEEZIIK T L
(TN3270CLIENT),

« UDP Vv 07 O—XE 7= (UDPTERM).

7I—hDE A=)V TH—=xv M LLTFDOEBDTT,

From: C2POLICE at DINO
Subject: Alert: SMF 119 FTPCLIENT is no longer written by stack name

Alert: SMF 119 FTPCLIENT is no Tonger written -
audit trail incomplete in TCP/IP stack TCPIP

Alert id 2611
Changed field SMF119 FTPCLIENT(Yes->No)-
Stack TCPIP

System ID DINO

7I—hrDTFAb c Avt—T - Tx—<v b3, LFDOEBDTY,

Subject: Alert 2611: SMF 119 FTPCLIENT is no Tonger written - audit trail incomplete
in TCP/IP stack TCPIP

Alert 2611: SMF 119 FTPCLIENT is no longer written -
audit trail incomplete in TCP/IP stack TCPIP

RSN/ E A—)LIZiE. BERT 5372 SMF 119 7% 1 FI2xtisnd %
IP. STACK 757 « 74 —I)LRD, FHESINZHTH¥ATDOLI—RNEZAEN
IBNZEZEL TSI ENREINET,

IP 7409 —0BYR—-FEBELY IPSec b RIV - YR— bDIEE
g1k (2612)
IPv4 F£7213 IPv6 IP 7 4 VY — YR — B LN IPSec b > FIb » Hih— Ky

EEML SN < B GBI, 207 7— hRERINET,
7I—hDE A=) T+—<v b LLFOEBDTY,

From: C2POLICE at DINO
Subject: Alert: IPv4 IP filtering support and IPsec tunnel support deactivated

Alert: IPv4 IP filtering support and IPsec tunnel support deactivated
in TCP/IP stack TCPIP
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Alert id 2612
Changed field IPCONFIG_IPSECURITY(Yes->No)-
Stack TCPIP
System ID DINO

T7I—bDTFAL s Avt—2 - Tx—x v ME LFOEBDTT,
Subject: Alert 2612: IPv4 IP filtering support and IPsec tunnel support deactivated
in TCP/IP stack TCPIP

Alert 2612: IPv4 IP filtering support and IPsec tunnel
support deactivated in TCP/IP stack TCPIP

RIS N2 E A—)UIZIE, IPv4 IP 7 4 LY — BB LN IPSec b > FI)b » Hih—
FNEEME SN TWARWTZ &% IP_STACK 7 ¢ —)J)l R IPCONFIG_IPSECURITY 7%
ZLTWBZE, £ IPve IP 7 4 )7 —UHBE IPSec b > )b+ HAR— |k
INEEME SN TWARWI &% IP_STACK 7 1 —JU R IPCONFIG6_IPSECURITY 73
ZLTWBZENREINET,

1024 KFDR— b PFHENLELIEo7= (2613)

I—H—IZH LT TCP A — KFF7/1E UDP i—F 1 205 1023 A% PORT AT —
A FBEW PORTRANGE A7 — A2 MZEo TTFREINBL B
2. D7 I— MINERINET,

7I7—bD E A=) THx—xv I, LAFDEBDTT,

From: C2POLICE at DINO
Subject: Alert: UDP ports below 1024 are not reserved anymore by stack name

Alert: UDP ports below 1024 are not reserved anymore in
TCP/IP stack TCPIP

Alert id 2613
Changed field UDP_RESTRICTLOWPORTS(Yes->No)-
Stack TCPIP

System ID DINO

T7I—=bDTFAL c AvtE—T - Tx—<v ML BLTFTOEBDTT,

Subject: Alert 2613: UDP ports below 1024 are not reserved anymore in TCP/IP stack
TCPIP

Alert 2613: UDP ports below 1024 are not reserved anymore in TCP/IP stack TCPIP

ARSIz E A=), 2= —IZx LT TCP "— K 1 75 1023 7% PORT
AT —h A2 FBEIY PORTRANGE AT —h A MILoTFREINABRNTI L%
IP_STACK 7 ¢ —J)I' R TCP_RESTRICTLOWPORTS N"FEL TWwb Z &, F/ida—
HF—IZk LT UDP "—hK 1 25 1023 2% PORT A7 —h A2 RBIN
PORTRANGE AT — A2 MIXo>TTPHRISNABNWI &% IP_STACK 71—V R
UDP_RESTRICTLOWPORTS NEL TWAHZ EARINET,

A 9= x—ADEFaVF14— - UVSADERE (2614)
ZDAH—Tz—AD IP 74 )Y THERAIN FaUT0—- VT
MEEINZHEIT, ZOT7 I— bNERENET,

7I9—hDE A=) Tx—<v I UTFOEBDTT,

From: C2POLICE at DINO
Subject: Alert: Security class changed for interface interface

53 % HaERy -~ 107



108 1—v—-.

Alert: Interface EELINK security class has changed in
TCP/IP stack TCPIP

Alert id 2614

Changed field SECCLASS(255->238)
Interface EELINK

Security class 238

Stack TCPIP

System ID DINO

TYI—FDTFAN c Awvt—T - Tgxp—< v NI LTFTOEBDTT,

Subject: Alert 2614: Interface EELINK security class has changed in TCP/IP
stack TCPIP

Alert 2614: Interface EELINK security class has changed in TCP/IP stack TCPIP
ERRENZ B A—)VIZIE, IPvd 721 d 1IPv6 1 25 —T 22— A4LBRURI D1 >

F—=Tx—=AD IP T4 )V THEA NS EFa VT4 — - JTANREIN
*£7.

IP 74 —AIDZEE (2615)

IP 7 4 )V —HAIINEE, B, FREHBRSNZESIC. 207 79— MVERSE
NEYJ,

TI9—RDE A=) Tx—<v I UFDODEBDTT,

From: C2POLICE at DINO
Subject: Alert: IP filter rules changed in TCP/IP stack TCPIP

Alert: IP filter rules changed in TCP/IP stack TCPIP

Alert id 2615
Kind of change CHG-
Changed fields LOG(Yes->No) -
Source IP

Source prefix length 0
Source port 0
Destination IP

Destination prefix length 0
Destination port 0
Protocol

Type 64
Code 0
Packet filter logging enabled No
Routing LOCAL
Security class 0
Stack TCPIP
System ID DINO

TI—hDTFAL  Avt—2 - Tx—<v NI, UTFTOEBDTT,
Subject: Alert 2615: IP filter rules changed in TCP/IP stack TCPIP

Alert:2615: IP filter rules changed in TCP/IP stack TCPIP

ARSI N2 E A=)V, A2, BN, FRIEHBRES N P 7 LY —HAlon
SOMDOMERRBRNREINET, RSND2DIET T NT > RERIOY—Z 1P 7
RLA, V=X - HTFxy b« 7 RLUADOHEROES, 77 M\ > REAOY
— A+ —hK (TCP £713 UDP T 7 4 w7 OEAE). 7 hND > REHID%ESE
IP 7 RLVA, 55y 7%y b« 7 RLAOHEEBOES, 77 b\ > REHID%E
SR — b (EREINZA NT 2 RERIOY —Z - R— NMTHR). SEIDNEH X 31
58T 749 DZA1T7, ICMP i ICMP o7 4w DEFE), T 74K -7
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(VI =TT Y | - T4 VF—DUF L I HEHD E S DO, FAIHE
REND/T Y b V=T 4 2T DFA T, BEORAOEF2Y T~ 7 T2
<7,

FRERT 7—

b~ DB
Oty T a LTI BHEET T— ROV ONEL A —IVEEOLHTTHE
W B HEIT OV THIAL T,

MEFE - ISpecify actionl
7 T — NEFKE/NHRIVT [Specify action] ZiEIRT D&, LFO/NNRIIMRERSINE
j—o

~
Menu Options Info Commands Setup
zSecure Suite - Setup - Alert
Command ===>
Specify action
_ TSO-RACF command
_ Write TSO-RACF command to C2RCMD DD
Specify command (Press Help key in this field for help)
Enter up to 5 EXCLUDE condition sets (use EGN masks)
X
X
X
X
X
& %

X 18.  [Setup Alert| /NFJ)b:  [Specify action)

UTFD7 4 =)V RINERENEKT,

TSO-RACF command
D7 F—MIHLT TSO-RACF I~ > RZARTDHICE. 207 10—
RZEIRL £,

Write TSO-RACF command to C2RCMD DD
ZD7 4 —)V K& ITSO-RACF command] Difi 524 7T 5E
&y EREINZaY 2 REIEFEINT. C2RCMD DD ICEEAENET,

Specify command
ZO7IT—RMIHLUTHITTHaAY > REANLEY, BEEIYR - Xk
U2 TEn -5 A/K () THAET, #IZE ROKIITLET,
"ALU" USER(0) 'REVOKE'

[Enter up to 5 EXCLUDE condition sets (use EGN masks)/(use ACF2
masks)] » ZHHDT 4 =)L RIZIE, O~ > REERTRE TRV
ty hE 5 EETANTEET, HIRIEE. KOLSICLET,

USER=(IBMUSER,SYS*)



21— -8B (75— b 1102 LU 2102)
7I—bh 1102 £ 2102 13, Baoi—vY—-lcks0/4 28R LET, Z
D7 T—hrERRTDE, LFONFINERINET, ZO/NFIVT, BEARKL
—H—% 10 NAETANTEET,

Menu Options Info Commands Setup
zSecure - Setup - Alert
Command ===>
Enter emergency users
User 1 . ... ... IBMUSER
User 2 . . . ... ..
User 3 . . . . . . ..
User 4 . . . ... ..

J

K 19. [Setup Alert] /NF)b: BEEARFL—H—DRRL (77— 1102 BIL 2102) /NFIL

IE: zSecure Alert T, Da<td 1 AORAKI—YF—2 AT ENEES
NTWET., ANWZTDRWES, 774V 8EL T IBMUSER DMEHAINET,

BEDERICHTIEUEL (1115) DB
75—k 1115 1. 79— bFDOREEZTOIZTTELS, BENELTES Z L250K
LEd., 2O7 57— FTiE, MEOI—Y —ZROETENTEET,

PORENIZBIETY 72 a 2 EFITTELRIITTEH0IT, RIKY AV ZETLT
WBI—H—d, AFDYAVITHT 5+ 1B BT,

* RACF DI L. RACF v AT LERIZH/=% SPECIAL. /=37 )V —7
SPECIAL 72 &. RACF OERIZZMIRL T EE W,

* CKGRACF DISABLE 1< > R, EEMROI—F I, By A - 1—
H'—@ CKGRACF #PHNIZ/RTIUL72 0 £8 e [IBM Security zSecure Admin
and Audit for RACF: User Reference Manual] Z#ZHL T</Z3\,

D7 I—hZERTDE LFONFINNERINEKT,

110 z2—v—-Y75L A+ XZa7)b



Menu Options Info Commands Setup

zSecure - Setup - Alert
Command ===>

Configure alert 1115: Too many violations
Number of violations 10

_ Issue RACF ALTUSER REVOKE command
_ Disable user with CKGRACF revoke schedule

Exclude the following users from revocation
User 1 . . . .. ..

User2 . . . . . ...

User 3 . . . . . ...

[XK120. [Setup Alert] /NFIb: BEDZERICHT ZIDIEL DL (7= — bk 1115)

LARDT 4 =)V RRFRENET,

Number of violations
7 T — MR D —EEE /NI T T 4 —IV R TAverage] IZ& > THREIN
e A MY —RRBICHBNT, FBEINDE R DER/NKL,

RESNZEREZBASE, BBY A71E. EXLTWSI—H—2HD
WM 7/2DIZ RACF I~X > RE/I1E CKGRACF I~ 2 RZEFRITT HEEMN
HDET,

ARNMER. 1 5 999 OHPADOKMETY, fEELBRWEE, T 740k
i 10 MEA S NET,

Issue RACF ALTUSER REVOKE command
DT A=)V EMBERINTVWBIEE, HESNZEREEBAS &,
RACF ALTUSER REVOKE O~ > RWFEfFEINEXT,

Disable user with CKGRACF revoke schedule
DT A=)V RINEBIRENTVWEEE, BESNTEREEBAS &,
CKGRACF USER DISABLE O~ > ROFfrENET,

D74 =)V RiZ, zSecure Admin 71 > ANBHEIN TS EITDH
BIRA[GETT, 2OF T2 a  Z2RRLEGE, WMOWLAT Y a—)LD4
AOIREBITONLENDDET,

ZOA T a3, [Issue RACF ALTUSER REVOKE command] & [AIEFIC
BETHZEIITEER s

User 1 /n5 User 10
IN5DT7 4 =)V RTIE, WOBELLSBRNTH2LERHD1—Y— ID %
fEETEET,
BEOI—T— ID @RI 25H1E. 74NV —Z2HTLIENTEE
To TANIT—ITIE % (T7aD5, FEED | TFITHY) 28052 &N
TE, * (§T/2bb, TOfEEAI3ENL LOCFITHY) Z2RKBICES Z&
MTEET,



BELIIN—T (1701) DI

BELTIN—TNOEGRZERTSY I7—b 1701 238IRT2E, LFD/SRILN

FREINET,
. N
Menu Options Info Commands Setup

""""""""""""" zSecure - Setup - Alert

Command ===>

Specify important group(s)

Group . . . ... SYS1
Ao %
21. [Setup Alert] /NFI): TEER T ) — T DL (77—~ 1701)

ZONXFIVTIE, BEARTI)—T% 20 lHETANTEET,
BEROTN—T&2EIRT DL/, T4 NI — XY —2EHEHTLIENTEE

T TAIH— - XY =223, N—t 2 iE % (T72056. 1 XFITHY) %
GODHEMNTE, TAZYAY * (Thabb, YOl E213ENL EOSCFITH

Y) ZREICES ZENTEET.

ERMELUVRKRINTSO5F 2 ID (2115) DB

112 a2-—5—-

D7 I7—bhZERTDE BLFONRINERESNET,

Menu Options Info Commands Setup

zSecure - Setup - Alert
Command ===>

Configure alert 1115: Too many violations

Number of violations 10

Exclude the following users from revocation
USEP &b 6 0 0 0 0 0 0 ©
Userr2 . . ... ...

[
w
[0}
1
(=2}

J

(122, [Setup Alert] /NF)b: EREBIOBRSINT 20732 ID O (77— F 2115)

UFDT 4 =)V RIPFERENEKT,

Number of violations

77— MERDO—MEEE/NFIVTT 4 —IV B TAverage] IZX > THRES N

ZEA B —RBIZBNWT, #FESN2ERDER/NL

Bl 1 25 999 OHFPHOEME TY ., f8E LBWEE.
& 10 MEHINET,

V77 L 2A XZa7)b
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User 1 705 User 10

INSDT 4 =)V RTIE, WODHELASBRNT 2UREND 2 1—T —ZHE
TEEY.

BEOI—Y—Z2BINTI8E1E. 74N —Z2HEHTLIIENTEET,
TAINF =2, = (Txbb, HED | XFITHY) 28052 ENT

&, - (Tabb, TalEXALEZNLL EOFITHY) ZREBICES 20
TEXT,
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4 E EHNSHE

EHNEEEZZEEDOLODORAEZLLTEETE, ZUL ELWRENERE
SNTRENDHERITHRILTHIEDBTERT,

ZOHMT, a7 CPIRECI BLUNT O — ¥ — C2PCRECI M2t 1T
F9, Pad AT Ta—U T I I NI THEHATSET—% -ty MNMIYa
7 C2PIRECI #JdE—L., HBEIGCTHRETZHENH D ET, KT, /NT A—
% — ACONF %7 77— MERNKMIND LS ICHEL. /N T A—%— CONFIG
% zSecure Alert FJis zSecure WERNKIREZ 12 XD ICHE T HHENH D ET,

zSecure RO a TE N ALY A X T 5L FIEITOWTIE,  [IBM Security
zSecure Admin and Audit for RACF: User Reference Manual] ZZHL T /Z3 W,

© Copyright IBM Corp. 2002, 2013 115



116 1—9—-J75L A+ XZa7)b



£ 5 & F=BEHBIHA K

ZOWERZMHL T, zSecure Alert ORFEZFHAIL TR I TN a—FT1 27 LFE
‘3_0

— R 7S HBE B TIL, zSecure Collect 33X X zSecure Alert D & zSecure Alert D
Mz X5 HEE. TS ORMBEOBRFIETDNTHHL £7., —iz
zSecure Alert BEH T I— RO E. T4 2 AMEOZK HiENEEEH TN TN
£9, E£72. zSecure Alert 37 77— FZ A LRVIRITIZONT, W<DNhD KZ
TNN>a—T427D2bHRUET,

BIRERZERICBI T B 155k
ISPF 1 > % — 7z — A THENRELEZHEIE. FR=20 I 2 & zSecure]

Alert H§hkJ | E£7213X TIBM Security zSecure Admin and Audit for RACF: User
Reference Manual| ZZWL T 7230,

zSecure Collect /05D CKFnnn Awt—3 &, C2PCOLL BHIAY A7 (702 T A
CKFCOLL) TOREHK TICBET H1E®RIL. [IBM Security zSecure Admin and Audit
for RACF: User Reference Manual) \ZFR# SNV TWET,

ZTNLNORIEDIGE. BHD AT v 713, zSecure Alert BAMEY A7 D% H.5
ZETY, MEN zSecure Alert & zSecure Audit D EHB 5 TEETWNWBENZHIWT
HENH D ET, zSecure Alert FAMAZ A7 OHINE, —ENA T —IVITEEAE
N, —BIBY A7 C2POLICE @ JCL TIRESINEZT—% - v MIEZRAE
NnEkd,

CKRnnnn A wt—213, zSecure Audit ICX > THRITSNET, ZNHITDVWTD
BN, TIBM Security zSecure: X wt—2« 771 R| ICR#WINTWET,

C2Pnnnn A wt—13, zSecure Alert ICLH> THRITINET, ZNHITDODWNTODH
BHIX.  TIBM Security zSecure: X t—2 « 71 | [CR# I NTWET, 0 "5
999 DHFIFAD A vt —TFFIL. zSecure Alert FAIEY AV #fg L TWET,

zSecure Alert BAIAS A7 MEEH T L7255 13. zSecure Alert I[CHENDH D 9,
7'07% 5 C2POLICE DB > T % Z T - 7= 8E18. zSecure Alert | [BEEN
HOVET, 7O T CKRCARLA ODERY > 7 %52 T B - 35513, zSecure
Audit [ZHERH O £,

zSecure Audit DFEEER

zSecure Audit ([ZFEMNH ZHEE. ROZAT v 713, BED stage 1 HEfFH T4 A
JIZHBOMN, TNEBLHR— MERY T YAV IZHZDONEMHNDD T ETT,

zSecure Audit 23179 5 &, SYSPRINT HNVERINET, mHTD stage 1 &
fTOHIE. zSecure Alert JCL NC SYSPRST1 DD AICEIDIRSNT—% - &
v MZAD TWET, FKIC. mHTOLR— MERETOH X, SYSPRRPT 75
DM ET, zSecure Alert PAGEY A7 @ JCL ZHFAXNT, TNHDT—4 - v b
OHFTIEAFLTLEZIWN, INS5DT—4 v Md. zSecure Alert % zSecure
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Audit ZHOFNHT EHAFAINS 720, BEBICOAE—Z2/ERL T ZI W,
zSecure Alert WELEETINTWBESE, TNSEBEICEAHINTWET, 11
TH, TNHOT—4 -ty M, BIEOET TR, BN T U2 ETH Rk
SNTWDLHREMERH D XT ., /2. FOLSMOREDI—RTRTLETRTD
zSecure Audit FEOYNH L7225 @ SYSPRINT Hi/11d. C2PDEBUG 7 7 A JLVIZIEBINE
NET,

SYSPRINT {Z1d. zSecure Audit IZZEFINIATIT I RE, HESERS
CKRunnn AW —YMMBRTEENTHET, ZOFEHRITHEIC. BEREEZ02ZHO
7=OICIEHEICERETT,

o LAR—MMERFEITD SYSPRINT 12, RIS 172> 7= LIKELIST F—7U— K%
FUCBHE T 2 LI —NEENTWDEE, 1L, stage 1 EITTOMEEEL
TWET,

e CKR Awv L=V ITI—Z2RLTWAEE, BB ZASNDERIEZATIV
e AN—HNDILTI—TT,

FEL<IE. TIBM Security zSecure Admin and Audit for RACF: User Reference
Manual] Z#ZRL T 7ZE 0,

zSecure Alert DfEEEE

zSecure Alert 2VEEK T U2GE13, [ T RSBEB I OREFK T SR T
KTEEW, NwT77— A XOMEZEEL TS C2P Ay t—T %% 28
Bl RX=20 5 2 & zSecure Alert H5ik) [ T30,

ZTHNLUNDOREDSHEIE. IBM V7 R Y - BR— MNMIEKL T, U FOEHZ
LT Z3 N,

o MENFEAE LZREICDOWT O

¢ C2POLICE Avt— -0/, £/2I13BH#ET %5 SYSLOG DER»

s ML JCL & ABHaxR2EDU A b

—RIGHESE L VRERT

118 a1—5—-

IOt a Tl zSecure Alert THAETLEEK TIZOWTHHAL X7,
zSecure Collect 7213 zSecure Audit THAETLEFEKTIZOWTIE, TIBM
Security zSecure Admin and Audit for RACF: User Reference Manuall ZZM L T<
7ZEW,

PR X R Tl zSecure Alert THAETHHES MWL AT LAREKTI—R

ZUABML, BXAONZEKNEBEEICET HHEREHZ RL 9., BEHITRY)

W2, BEKRTEEB O - ROEMARERNGEHRIN TS, AXL—F 427 -

AT LADEY Iz Ay t—2 « X a T I EHRTIZNESEH D FT,

001 TJaw T YA XOME, a7 - Oy TAYy =22 T, DD £4%2¥
BMLTLZE W, 20 DD AWIEREEFEH L5813, Rko7Oy 7 -
A AN H D EEHRLET., HDWVWIE, mATOV T - A X%
®HD DD AT — kA2 h® DCB=BLKSIZE= /\T A—% —T{EEL X
ER

V77 L 2A XZa7)b



047 O—R -« E2Ya—)LW, JE APF o1 77— 6sNTWET,
C2POLICE STEPLIB 7% APF #r]o 14 75 —ThD I EEMRL T
Y,

322 CPU BIFIR 2B A £ Lz, Va7 -0l a2F v 7 LT, BixdEEK
TOA—RERTEEKRT A =0 00CHTWRWNE DI MEFARTLZ
IV, FICEERTOREL TWEEEGIE, COREKRTEMIELET,

722 HATTENETEET,

80A878
GETMAIN LJ—, EXEC A5 — kA2 h® REGION /NT A —4 —Z %
LTHTLEI N, Y1 FOBKEICELZESE. PATA - TOV5Y
’_L:’_@%\\%b‘fc<7‘iéblo

913 F—=% v brD 1| DADTY VAN ESEINE L, a7 -0y T
ICH4081 F/=1% ACF99913 Avwt—YZ2KEL. EOF—% - &y hThH
HinEHRLTLZE N,

D37 B37
7 —% -y bOWTFNANNSTE 2, £ET—% - 2y &k
BT DZDDAR=ANRY 2—AL B> TWEHATLRE, a7 -0
TTAYy =% T, DD AZ2HHIL T ZE 0,

EC6 BT EC6 IE, UNIX H—EADERTHICEEKR TIARELZZ 2R
RLET., MICOVWTOREKR T THE2NEHHITIE, HEI— RNANET
T B AE, CPU KO MEEICRE - ZoAOMEBI— R
FD1D).

IBM Security zSecure [ZXAHMETXRZHESI1TIE,. —MWIT, Dla< &b
SYSMDUMP. L7 JCL. BEVUANIAR > FDOYU X M 20BN H 0 *
‘@—O

>4t AFH=E

zSecure Alert ZHiH T 2I121E, WITNMND zSecure Alert 7 4 —F v —MN1 > A K
—EINTVWBEZE, TNEFETTSHL AT A LET 2/0S PARMLIB A >)\N—
IFAPRDxx NHESHIZ/2 > TWRWIZ EMBETT, ZN5D T 4 —F v —i34t
Fallsq— - BZA—ZRLTHD, #H{I— K ALERTRACF BXLU
ALERTACF2 12Xk > TEEINET,

zSecure Alert T2 Y > (C2POLICE) 251 t > ARENH 58513, C2PDEBUG
Ty AINERARET, BRINDHEHRDN,. FHL TWEHDICHIRTE2NE SN E
BELTIZI N,

FHLIET 5 —

FORELEN

THILZY 79— FFEELBWEEIE. ANO X S 7aEmk EORENZ NN E S 7

THERL TSN,

e zSecure Alert 78, 7 I — &2 T 7 M IVIGEFETHIDITHIN TS (OF
D, 723> SEAA T3> R).
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o TI—IRM, YT 4 THRICEENTWRN, 775 1 THROAFNT. FX
L —%— .+ a<%> K MODIFY C2POLICE,DISPLAY T/H/M0DE9, C2P Avwt
— 127, 128, BIWN 135 2RI ENTEFET, EO 75— MERZHHT
EMEFCEE TER ZE2BWEILTLEZSWw, UTJLbwa] 77
a3, BERAZAUN—ZEFEIELL EFETAL. A N—ONEIL. #iED stage
1 EITNSEEAEINTWAHEENH D ET, B2ELEZGEIE. UTOHREEE
THLENDHDET,

- 77— MR E TRE) Ly
- WEA > IA T BEDIC T Tyl a] P a aETLiEn
— ULy IaldlkhLiz=mn

Z 3L, zSecure Alert Bi#E4 A7 C2POLICE @ JESMSGLG 7 7 -1 LA,
SYSLOG THAETE %7,

s TI—PMRAT VT4 THRICEEN TSN, BIRIN TR,

o 7I— M SMF OF >V EEI{E SN TR, SMFPRMxx T. #4373
SMF L a—R « A4 TMEFEBZIRAENDIDITHEEL TVWENE S EMHRL TS
I, HEIERTY 7— FOBEHITOVTIE, P5X=T0 If 3 8 fiEE7|
DHHZSIRL T ZSW, BfT SMF 7> a2 id, #XL—4— -
< > R DISPLAY SMF,0 THOMN0DEd, f > AM—IVERT 77— FDOHEIL.
ELWT 4 )V —HEEZIFBEL TWENEINEHRTILENDDET, £
72, C2PCUST T—% + v b « A2 /)N— <set name>VP 12, ®Iind 57 1)L %
—HENEENTNDEINEINOHRT HLENDDET,

o VI — MIHER WTO DHEDOMNS/aW, WTO 7% MPFLSTxx. £713. MPF
WBEET2WTNNADOHOICE > TA >y =T REINTWENEI N EMHERT
LRENHDET, TOHIIZ, IEAVMXIT TH, PARMLIB(MPFLSTxx) @
USEREXIT /NT A—4%—THRELLZHON—F > ThbhENnER A, ifL <3,

TMVS #IHIRRER IO F a—Z 0 VEHgiE ] 22U T7Z3 0,

LAR— MERRFEFN 5D SYSPRINT 177 ([117 R—=2 D TzSecure Audit O RE
By ez T 75— bOREINENEIDBHND T, WTO OBEIE.
CKR1239 MFETINET . SNMP kT v 7DEEIL. CKRI227 MNFITINET,
DAY=V LSRR ZEMZERARTIZI N, E A—J)VELIETTF
AR Ayt—T0EAIE. CKRI22S METINET., TOAvE—T2KHLE
BLEld, E A=J)VEZIETFEAR - Avt—I0, F£72 zSecure Alert BRIGESY A7
C2POLICE ® C2REMAIL 7 7 1 )VIND A T =)l LITHEIET DM E DN EERL £
T, FHETDHEHHEE. A7 a2 ISE7) T SMTP i#EZMREL. AT L 70O
TIX—=IZIELWNTA—=F —ZHNEbETEZIV, TNSOHFENELITN
X, SMTP ORIENEZSNET, E A—INELIEFTFAN - Avt—INAT—
W EICHEELBRWES, 051 SMTP ICX> TEEINTWET, SMTP O/ %
FART, BMEED T EI N,

SYSPRINT 5. 7T — MDFITINRBM 72T ENDM - HEEIE. Avt—2
CKR1240 (Could not resolve to any SNMP receivers (£ @ SNMP Z{EHI\& kT
ExnoT) OEEEZMBLET., ERENEOTARN WIO ODTXRTDOA Y t—
DEFRARTLIEZ N,
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77— M HREEFEINTEST. HENSNSBWESIE. SMF 0775, WTO
®D SYSLOG ZHERL E T, BRLTWEA X2 "X OJIZREEHINTVNSENE D)
ERNRTLEZIN, BE#Y 2 > RY] 75— MOEEE. RERNTL EWEE
BATWRENWNEDI D EHERLET,

ZOWTNDT I a bR WEEIZ, IBM V7 MUY - YR — MIEKE
LTLEE N, ZOBIC, BEIMEICOVWTOHY, LR— MERY T Y A7 M
5@ SYSPRINT, BXUHYT 3 EEBDLNDLAEIL Stage-1 YT X AT MED
SYSPRINT. ffifl L7z JCL ZFLICHBEL TSZI W, £k, ZNLEIOZE AT
W T TRHELZFHLEWERNGNUT, ZTNHRAsEEI N,

55 = M@k 121
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f1§# A. SNMP HAH

MHE®D SNMP h T 7EERTEET, SNMP KTy 7Z2ERT DI,
LIST/SORTLIST-output (ZFFFE72 XML E T, zSecure Alert |3, NEWLIST
SNMP Z i L T, LIST/SORTLIST i1 HEICUEE T 5 Z LN TE X, i
ORI ERIL, UFOLDICT20ENH D ET,

specific-trap ['-¢c community']l ['-g global-trap'.] ['-e enterprise'] /,
variable_1 <variable 1 IZED 4TS5 N 23HNE> |/,
variable 2 <variable 2 1ZE| D4 TS5 5NE> |,

variable_n <variable_n 1ZE10 4T 5N 5 HNE>

ZOT>7L— MIUHEHTSH CARLa HI1F, —HOFID S TAT—MART
9, T3, SNMP b T 7 DAERKKEIZ NEWLIST SNMP (K> TULE N E
T, INH5OFEDYTIL, L FNOFRIEREREFHTE, EHEHRN—X
SCKRCARL(C2PMIB) Tld1—H—EZB L Z R TEEBMHEHTE X, 400000 7
5 699999 O#HiPHIL, I —HF—ERALBHICTFHNINTVET, 4 Hid SNMP b
Ty THREOHIZ, MEICEINLZ 2 HTOHTFEHHTILENHD XTI, SNMP
ARRI—RIEUTOXIITREZENHDET,

'eventIntegral' 'short description of the specific trap at hand' /,
'eventWhen' datetime(datetimezone,0) /,

WA ZERR T S CARLa OFZLL FITRL £T,

)CM SNMP sortlist
)SEL &C2PERCTP = SNMP
sortlist,
recno(nd),
'&c2pemem."' /,
'eventIntegral’,
'Alert: APF 1list changed by SETPROG APF command' '-',
'System messages report that SETPROG APF command is issued' /,
'eventWhen' datetime(datetimezone,0) /,
'&c2pemem.00' MsgTxtl(0,hor) /,
'whereSYSTEM' system(0)
)ENDSEL

LR OBIOEEIL, 'eventIntegral'. 'eventWhen'. '&c2pemem.00'. B I
'whereSYSTEM' T39 ', 'eventIntegral'. 'eventWhen'. B XTI 'whereSYSTEM' 3%
HIEREECT, '&c2pemem.00' 131 > A M —IVEHBEK T,

BEONRIZZSHITZ2ED TR ERA, BOBRLITIN—TDT 5 —< v MES
T firstonly FE7/z1d hor ZFRHEIICAIT D Z ENRELRIGEENH D ET,

recno(nd) DBEDITIZH B, specific-trap 7 4 —) R EFEFIENS '&c2pemem.' & /
ORNZIE, A7 a > -c community. -g global-trap. BEIN -e enterprise Z1H A
TEET, community DT 7+ )V MllL public T. global-trap 135 7 4V KT 6
KRDET, T, T2 =T I1AREL T T THHIEEZRLET,
enterprise 137 7 4 )V NT 1.3.6.1.4.1.9399.1.2 2720 £7., ZHud
enterprises.consul.software.zAlert Th5 Z EZ&/RL X, specific-
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trap. community, global-trap. 3L enterprise /X T A —% —IZDNWTFHL <,
RFC 1215 72 ED SNMP BRI ZZHL TS W,

SNMP HJICIFLA FDO LS B ERIERABNHIT 5582 H D £,
£ 7. SNMP HAIZHBIT 2 0 REME D B 2 FERTEZERK

B F

eventIntegral NEPHETED T T— D& A1 b, KEF
E A=)+ LiR—=hDFA MLERUTT,

eventWhen H .

fromWhereCONSOLE I—Y—ax > REANLEIY =),

fromWhereTERMINAL WA 1D,

onWhatACCESS RACF IZX DFFR S N/=T 7 & ZAHERR,

onWhatALLOWED WARNING E— RICX DI NT V& AHE
RERRE, 2+ U7 —HANCK > TS
N7t A - LX)b, onWhatGRANTED %%
LTSN,

onWhatAUTHORITY B FEZIIREIND AT L - LRIV,

onWhatCLASS —TOT AN BEINTND T T X,

onWhatDSNAME 7 I—MIRIEL T, 77T T
B THEHESNEN, 7O/ L0RETHS
T kv h.

onWhatGRANTED BAEINZT 7 EA - LX), WARNING E—

RICKDEAISINZT 7 AMRN G ENE
9, onWhatALLOWED ZZ[RL T<7Z3 W,

onWhatGROUP-AUTHORITY

RAELRBREEND T IV—T - LNIVHER.

onWhatINTENT

FoRINZT A - LN,

onWhatNEW-PERMISSIONS

chmod I~ > RDOHE® UNIX 7 71 IV /=i
F4 L7 NU—DFF,

onWhatOLD-PERMISSIONS

chmod IX > ROFID UNIX 77 1IVERIZ
T4 L7 R =D,

onWhatPATH1 BRI NN AS GLREHEKEREY >3 >
263 1ZHFN)o
onWhatPROFILE TR ZAMERF o ZIHEHEIND —RY Y —

AFRFT—% -ty bh-TOT77 1),

onWhatRACFCMD-AUTH

RACF O< > RTHH I N2 HEHHER.

onWhatRACFCMD-GROUP

RACF OX > RTHHAIND I —T,

onWhatRACFCMD-NAME

RACF OA~X Y RTHEHAINEZI—TF—DT0r
I —%,

onWhatRACFCMD-USER

RACF O~X > R%E/=iZ ACFR2 O~ RTAH
INBHI—HF—D1—H— ID,
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# 7. SNMP HiICHE T 2 JREMED & 2 HETERLEE (#F)

£/

G|

onWhatRESOURCE

RACF %7213 ACF2 W7 7 ZMERF = v 7

ZTOUY—A, ZOYUY—AE—K Y —A
THMNFENFEHA. RACF OfMAHAIT—7)L
EERALET—% -y NANSIEREIND Y
V—AITHIEHTEET., SMF idid 7 5

Z PROGRAM DH&1E, EfrEshs oy
INOEA- il SR

onWhatUNIX-ACCESS-ALLOWED

Al S 7z UNIX 7 7 2 AHEBR,

onWhatUNIX-ACCESS-INTENT

B S N7- UNIX 77 2 AHERR,

onWhatUNIX-PATHNAME

Ty AIWVERET 4 L7 M) — Otk /)N A £z
W3HIRE/S A, S5 CKFREEZE 7 71 )l
7% UNIX=YES (B& U AUTOMOUNT=YES)
TEREINIZHDT, 77AIINEREIT ALY
U —MEENTWBIGEIE, Hk/ X241k
NET,

onWhatVOLUME FT—% by FRENMTVWDERY a—A, F
7237 —% - v R SMS TEHINTWS
HA1d <SMS MANAGED>.

onWhatWORKTYPE OJy4 054712k, TSO) £7/213

TOMVS] OWT N,

whatATTEMPTS £ S N7z IT O,

whatCOMPCODE PardEREEATy TOETa—-R,

whatCOMPSTAT PaTdEREAT Y TOETIRM,

whatCOUNT-SMF-LOST

INw T 7 —INTIVITIz o T2 l=dic kb=
SMF L d— Rk,

whatDESC AR FORRITIIHC T, ZTD7 4 —IV R,
Success] . [Undefined

user] . [Violation] . F7zl& Warning] D\
TN ET,

whatEVENT ANHENEEETE DA X2~ 1D,

whatEVENTDESC AN DT KR O
( MSuccess) . [Warning] . [Failure] . £/
13 TUndefined] ). BIOA N> MERGTDE
WEEEA (B: Invalid password) W& ENE T,

whatEVENTQUAL Bl X MEMT-

whatJOBID AR SMEBIS B0, AR ML THE
REN5H2a7oya” ID.

whatJOBNAME AR IOMEBII B e, (A RED) A
R ML TERENDEYa T0Ya T4,

whatJOBTAG ATFAID, Yadh, U—F—Hf BX
) — & —I4l,

whatLOGSTR SAF O - A KU 7,

whatPARM ACF2 GSO 7«4 —J)V R, HWniE, BROHHHE

whatPROGRAM PAR/ AN 2N

4% A. SNMP His 125



126 1—5—-

# 7. SNMP HiIZHET 2 0JEEMED & 2 HETERLEE (#F)

R i

whatPWDCHANGES A REIE TITh N2 /N AT — REFE DO

whatRACFCMD 7 I—hEEFSEZ RACF IX 2 R, (MR
ISR/ DI) WHEINSF—T— RITiE
<IGNORED> D 7 N)VIMF&EET,

whatRECORDDESC La—REERTHIBA N > 7,

whatRULE ACF2 #iH

whatSTC Bty 27 « 02— % — D,

whatSTEPNAME AT T4,

whatSUBTYPE SMF L a—R - 37 %A 7,

whatTYPE SMF ¥tfil a— R - A1 7,

whatUACC a7y A )V ED UACC v |,

whatVIOLATIONS R DH

whatWTO-MESSAGE

WTO DOH DT, ZDITIE WTO Avt
—2 ID THEDET,

whenSMF-FAILURE

Ny T 7 —INTILD=DIZ, SMF T —4 Nk
ON-HH OB HEE, &7 HEFE eventWhen
T4 =)V RCHERTEET,

whenStart B H B K OBHIAREZ,

whereSYSTEM AT L.

whereSYSTYPE ARV =T 2T AT LDIA T,
whoNAME whoUSERID TOI1—H—D 707 73—,
whoUSERID SMF L d—RE/&IE WTO L d— REERA

FNAERER> 1 —F—D1—F— 1D,
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1§ B. Tivoli Enterprise Console & U NetView Di&RK

COMNERDOERIIELTOHMTHAENET,

* Tivoli Enterprise Console Z ##p%d %

« zSecure Alert FIZ AIX BE N Windows T NetView ZHEpLT

s I—Y—ERY 7— FEERBEHRN—AITEMT S

* Tivoli Enterprise Console 77 7 A Zffifi L T1—H¥—E#&KD BAROC 7 7 1)L %&
TERR T %

« AIX AT ABLY Windows ¥ AT LHIC addtrap I > RZEERKRT 2

Tivoli Enterprise Console DRk
ZDYRIIZDNT

ZDtr T a T3, zSecure Alert T TBINIL—TF—EFKD zSecure Alert
~Zw 7HBIEL <K ERT ST Tivoli Enterprise Console Z MRk 2 HiEIZ DN
THBAL X9,

ZDFAZITIE, SNMP b Ty TR T 7 A WICRED LT v T« T AR b A
SHR=bTBDDT ) AV )T EFEITTSHI L, BEY Tivoli Enterprise
Console #EX~ 7 )l BAROC (Basic Representation of Object in C) % Tivoli ) —
Ve R=RIZA PHR— b2 ENGENET. FFMRHIITONTIE,
publib.boulder.ibm.com/tividd/td/EnterpriseConsole3.9.html 1Z& % IBM $2flt®D Tivoli
Enterprise Console D&ERIEZZML T /Z3 W, BERAT v 7 O—ERIZEFERR S
NTWET, AIX 5.2 Tld. Tivoli Enterprise Console /N\— 3 > 3.9 ZfHHL TW
Fl7,

=)k« R=ZAMEREBTT VT4 TII2>TWAH I LERIRELTWET,
D=l « X—=ZFAIXHT crm_rb EMFENET, £z, NetView Server Daemon
(nvserverd) MEFTHFTH 2T &, BEWK NetView b T TR T 7 1)l
(/usr/0V/conf/tecint.conf) T NetView Server Daemon 731 N\2 7% Tivoli
Enterprise Console IZHRiE T DM ENHDH I EARINTNDS T EHRHEERD £
9, LA Tivoli Enterprise Console v 7w 7IZid nvserverd 7% 7% —ing
ENTWRWATREENH D £, AL TRIBRSIND AV Y T MIIMA T, OID Kk
T 7 AIVBEXN CDS k7 7 A VBB ERGENHVET., ZOLD78tEy Y
W DN TIE, ZZTIEFRBAL 8 A,

A D zSecure-Alert-addtraps.sh &, IBM f&fftd kT v TRk =)L - 27
U7 hOEBEEL THEHRSNET, N EFBRIC, user-addtraps.sh (&, 1—
—EHEDO STy THEAZY T FOBEREL L THERSNET, Zhs0T7 7))
@ Windows /N\—27 3 >3, zSecure-Alert-addtraps.bat BIN
user-addtraps.bat EMEENET, X512, zSecure-Alert.baroc & IBM fZ2AtD
BAROC 7 7 1 )VOEMEH TH D, user-Alert.baroc IFL—H—EFKD BAROC
T 7 AIVDOEMIE T, user-Alert.baroc DIERRIC DWW TIZ[134 X—2 D [Tivolil
[Enterprise Console 77 7 Z &M L7z 1—H —EF&KD BAROC 7 7 1 )L] [CHIHE
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1. user-addtraps.sh DIERKIZDNTIZ|136 X— D TAIX H D addtrap I
SBIENET, IBM PMEBRT LT v I ORIN—Taid, AT 1 >
THIFTES zSecure 1 > 74 A—3 a > 2% — (http://publib.boulder.ibm.com/
infocenter/tivihelp/v2r1/index.jsp?topic=/com.ibm.zsecure.doc_2.1/samples.htmll) 75 577
CO—RTEET, £ &#FTD [IBM Security zSecure: Documentation CD] 1%
HH T O0—RA[EETY, 77 1IUE. BR/SHIVD zSecure THH D [Sample
(Tivoli Enterprise Console and NetView Configuration, XSLT)] 67 V72 A§ 5
EMTEET,

DUFDATy 7D > ROKFIZIZA—/N—Z—F—HENNETT, I 51T,
ZHA® $PATH I wrb I< > R& addtrap AX¥ > REANDLESHH D ET,
ZHUIRY FEAR=ZAMBIAE DU FDIAY > R2EFTTH I ETITbIET,

. /etc/Tivoli/setup_env.sh

PIFoax > Rid, IBM ##tO h Ty 7EI—HF—EHFD T v 7O HIZBE L
F9, I—HF—FHED KT v TNV G, user-addtraps.sh BLN
user-Alert.baroc IZBEET DT RNTOAT Y TEEHETEET,

FIAE
1. Tivoli Enterprise Console WEEEH ThNTzNzFEILL £,

2. BHi/N— 3 > D zSecure-Alert-addtraps.sh 7 v 1IN EENST 4 LU b
J—Z2RDT%7,

DT 7 AN EMDEERT 71 IVIE, 2T > THHTES IBM Security
zSecure { > T AA—ar -y —mno0—H) T4 LT MN)—IZFT
O— RTEEXT ., wHD [IBM Security zSecure: Documentation CD] IN5H 5
7 >O— RA[RETY,

3. BHi/N—3 > @D user-addtraps.sh 77 fIVINEENDT 4 LU MU —Z#
LE9,

4. zSecure-Alert-addtraps.sh 7 7 T IV EFEND T )V Y =M 5 sh
zSecure-Alert-addtraps.sh ZEfTL £ 9, Z3ITLD. IBM 2D zSecure
Alert FEFe% NetView b T THERK 7 7 1 )L (/usr/OV/conf/C/trapd.conf) 1T
BlELET, ZOATy TZUANCET L TWSHEIE. IBM #ZE0dn
zSecure Alert EHRNFTLNWERBICEZSHMZI S5NET,

5. user-addtraps.sh 7 7 {JVINEEND 7 +)LF—/N5 sh user-addtraps.sh
ERITLET, JHUTKD, I—TF—EFHED zSecure Alert FF% NetView b
Z v THERR T 7 1)V (Jusr/OV/conf/C/trapd.conf) ICALEL T, ZDAT Y
TELUENZFEITL TR EAIE, HTNI—T—ERZPFHLVWERICESHZ S
NEd,

6. BEFOIL—H—FEFKD Tivoli Enterprise Console 77 7 AZkREL T, ZDA
7w &, LAETIC user-Alert.baroc Z1 >R — KLl EMHDLEHFITDH
EITTDMHERHDET, ROZXT v TEFETTDHIT. TNHEDT T A%
KL THBLBENDHD LT,

wrb -delrbclass user-Alert.baroc crm_rb

7. BEfF®D zSecure Alert Tivoli Enterprise Console 77 7 AZMREL X9, ZDAT
v 71&, LARTIC zSecure-Alert.baroc A > 7R— h L7z Z ENHHLEITDH
EITTHHENDHD LT,
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8.

10.

11.

12.

13.

14.

15.

wrb -delrbclass zSecure-Alert.baroc crm_rb
netview.baroc WA > R—FINTVNEINEI DR L ET . ROAT v T &
EITTDIZEBIDOT 7 AR, PR —FENTWERENRH D LT, Tivoli
Enterprise Console Server Z{fffl L T netview.baroc N >AHR—hINTW5
MEDMIERTEZ XTI, [Tivoli Enterprise Console Server Desktop for
Administrator| ™7 ¢ > KT [Event Server] 712 %&% 7))V Uy L%
9. [Event Server Rule Bases] 7«4 > RUT crm_rb Y12 ZHI U Y
L. KIZ Mmport] Z3FIRLET, 1 >F—rZN527 T XL, [Import Into
Rule Bases] 7 1 > R D [Position to insert imported class file] 7F A ~D
TIZUARENET, netview.baroc 7 7 A IVINT TITY A RSN TWARITN
W20 EEA, UARINTWERWEEIL, 771V EA 2R— NI 08N
HOET,

zSecure Alert BAROC 7 7)1 zSecure-Alert.baroc % Tivoli {21 >R — b
LET,

wrb -imprbclass zSecure-Alert.baroc crm rb

I—H—EFED BAROC 7 7 1)L user-Alert.baroc % Tivoli IZ-1 > R—k
LET., BHIDATY TINEFINTWBEBFITOHR, 1 > R— "BEFIfTD
nxd,

wrb -imprbclass user-Alert.baroc crm_rb
crm_rb Jb—Jl « R—=Z2Z&23>2)NA )L TaO—RKRLXET,

wrb -comprules crm_rb wrb -Toadrb crm_rb
AR~ > RZE%EITL T, Tivoli Enterprise Console - N2k « H—/N—7Z{%
LU THIBBILET,

wstopesvr
wstartesvr

Tivoli Enterprise Console ZBi#A L %9, Tivoli Enterprise Console H—/\—73
HOEFHIZIR o720 ED DR T 5121, wstatesvr A REEFLE
-g—o
snmptrap AN RZEFHL T, Y2 7)) - b Iy TZ2EETEXT,
10.10.3.52 ZZfHFHOOEa—4F—0D IP HHICESHWA T ZE W,
/usr/0V/bin/snmptrap -p 162 10.10.3.52 ¥

.1.3.6.1.4.1.9399.1.2 "" 6 1601 "" ¥
1.4.1.9399.1.2.1 OctetString "Variable eventIntegral sample" ¥
1.4.1.9399.1.2.2 OctetString "Variable eventWhen sample" ¥
1

.1.4.1.9399.1.2.31 OctetString "Variable whatWTO-MESSAGE sample" ¥
. .1.4.1.9399.1.2.6 OctetString "Variable whereSYSTEM sample"

NIy TINELUBE SN ES DR TEET, wtdumprl O > R&EHE
LT ax > P ORBEOEITZ MR L £9 . Tivoli Enterprise Console
ZEALTHERTLIEHTEET,

.1.3.6.
3.6.
.1.3.6
3.6

AIX 3L Windows ET®D NetView DI&ER
CDHRIIZDN\T

AIX ET zSecure Alert fIZ NetView ZHRT 21213, FEICL S E1—T—K
iED) zSecure Alert MIB % NetView [0 — R 20EMNH D £, KIT sh

zSecure-Alert-addtraps.sh <> K& sh user-addtraps.sh <> RZETL &
T, INHDAR Y RIZDOWTIE[127 X—=2 D [Tivoli Enterprise Console Dk |
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THHALTWET, ZHUTED, —ED zSecure Alert T£F%& NetView b 7 7k
i%~ 7 A ) Jusr/OV/conf/C/trapd.conf ICELEL £9. ZN5DIX > RELIEGIC
EITLTWBEEIE, BEED zSecure Alert F T TEENH L NWERICTESHZ S
NEJ. AIX 52 Tld NetView FERRDFEITIZ Tivoli NetView /N—3 > 7.1.5
EEALTWELE. NetView N—a > 7.5 DU EZFERATLZHENHD FT,

Windows T zSecure Alert fIZ NetView ZfERT 51213, GEIcksLa—

—HEBR D) zSecure Alert MIB % NetView [Z0— R 20ENH D T, KITLLT

DAT v TEFITLET, - —FHRKD T v TNRNGEER.

user-addtraps.bat ICBIHT 2 AT v T EEETEET,

1. &#H/N—23 > D zSecure-Alert-addtraps.bat 7 7 1V NEENDT 1 L7 b
V—Z2RLET, ZOXIT 4L N)—&L TR &HD [IBM Security
zSecure: Documentation CD| \Z& EIN TS samples H D E T,

2. ®BHi/N— 3 > @ user-addtraps.bat 7y AILNEEND T4 LT MY —Z %
LT,

3. zSecure-Alert-addtraps.bat 7 7 fILIWNEEND T H )T —N5
zSecure-Alert-addtraps.bat ZZETL £, ZFUTLD. zSecure Alert FEFEMN
ELWEFRCEESNE T, ZOAT Y TZ2LRHCETL TWAHEIE.
zSecure Alert EENHTLWERICESHMZSNET,

4. user-addtraps.bat 7 7 fIIVINEEND T +)VF —/N5 user-addtraps.bat %
EITLET, UKD, I—F—FFRD zSecure Alert FEFHRMNIE L WIFFTIZE
BEINET, TOATY TZLFNCET L TWAHER, fhI—3—ER0H
LWERICEEHZSNET,

Microsoft Windows 2000 (Service Pack 4) Tld. EFED AT v T DEITFIT NetView
N—2ar 715 ZFEHLTWELE,

Windows @ NetView T. N> K% Tivoli Enterprise Console (Z#riXd 555
& EMORERRMNNETT, zSecure Alert 1 N2 M Z3EMNT 5ITId,
tecad_nvék.cds 7 7 1 )VB X tecad nvek.oid 7 7 1 IVIZA R NHOHEHE ZE
M 206ENRHVET, RICA> T4 FalL—F¥—%2HETT I HEHZHAA
& SIT CONF 77 AV ZEHREL £9 . NetView for Windows FHD CDS 7 7 1
V. OID 77 A)b. BXW CONF 7 7 1 IV DfEHEITDONWTHL I, [1BM
Tivoli Enterprise Console 7% 74—« Jj1 ] 2L T7Z3 W,

A—Y—F&ET7>5— ;D MIB ADEM

130 1—v—.

ZOtra TR A—HY—FHRKTI— K (hIvTEBEEINET) 2EHLE
BRI AN — 2 (MIB) OHLIEMEREIC DWW THIL 9, MIB 1. AIX /1%
Windows THEITINTWND NetView ZEH L TA >HR—FTEET., ZHIION
Tt [129 XR=2 D TAIX BEX Windows ETD NetView DHERLI [T L T
EJCIN

zSecure Alert 13, JEIEFEDILD MIB 7 7 IV 2t L £9, FD4HIE
zSecure-Alert-v210.mib DX DT> TNWET,

oY TDOAL T« A2R—%2 MIEETT, zSecure Alert MIB TEFRK S NDHZE
BOAZMEALThIy T2ERTETEIN, BINOLKEZERL THEHATHZ L
BTEXT, [131X=20 TER [Cld. MIB KEMZERT 2 HikERLE

V77 L 2A XZa7)b



ZH

T, INSOEFIN T T THERAINET, TOERICONTIR[I32 X—=20D
ThS Y TICHMLTWET, [30RX—20 Ta—F—F%7 7— ~D MIB

DB JJTI3EED MIB 7 7 1L ZHAEDE D HENWRENTVET, Ih
1%, zSecure Alert fEt7ZNT—F —¥E5ED MIB 2B D . HIH D zSecure Alert MIB
EZITWBHELEITWNETT,

cow T O—ETHDEE%E zSecure Alert 12 MIB THEIZER I N TWVWBEEMN
SBINTEET., £ZL. FiAZEERLTENSE MIB IZBML. hTv T
THEATZHIEDTEET, ZREERLDTEEMEITDNTIL REC 1212
(www.fags.org/rfcs) Z2ML T2 W, PIFIL, BHEAZEERMCEEER
OHITY,

name OBJECT-TYPE user-whatATTEMPTS OBJECT-TYPE

SYNTAX syntax SYNTAX DisplayString (SIZE (0..1023))
ACCESS access ACCESS read-only
STATUS status STATUS mandatory
DESCRIPTION DESCRIPTION

description "Number of password attempts"
::= { Alert number } ::= { Alert 400047 }

BRI TFOaCR—=%> "B D £,
name name \I/NCFETIHE > TOWARITIUIRD /A, INCF. KCF. BT
BLOF Yo () OAFHTEET. LFNERALDOHFI T,
user-whatATTEMPTS

zSecure Alert IC& > TEEICER SN TNBEELIZ. 7I—F - TARY

~ OIS TY . BRBITEBOENZEN TS &, justLikeThis D
£, RADFELNDFEIIZNETNARLFETHEDET, ZNS5OHHID
FHTEET, 5% zSecure Alert #EEDH LW LEHK L EDFHEEN <7z
B, YT IVEE user-whatATTEMPTS DX DI, fHl%x D I1—H —EHREEK
HDHNIT user £7213 user- ZfF1F5 2 &ﬁ‘f%i'é_o

zSecure Alert et DEE L DKFITIE. whoo what. onWhat. when,

where. whereTo. F7zid fromWhere NEF X, T ARYT K« RAA &R
LETd., £/, £% & CARLa (DX D, CARLa Auditing and Reporting
Language) 7 1 — )b FEICEFZORIEN D D855, TOERAIIRKFTH
Mz 7 4 — IV RATHRTLET,

syntax syntax [ZIIEBOEAXNH O £, @HEIILLTOLSITRDET,
DisplayString (SIZE (0..1023))
ZORXEFATEE, AFICTIE 1023 XFETHATEET,
access access \IIEEOERXNH O EI0N, BEIIUTOLSITRDET,

read-only

status  status (ISEROERXNH D I, @EIILLTOLDITRDET,

mandatory

it description W 3LLTF DX S BEIHFSE AN > 7T,

"this description”
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number
number ZLLF DX D R IFEE T,
432100

BE 4 E B, 53R TS MIB NTHEATHAHENHDET., MIB 1T
OBJECT-TYPE AT —h A 2R L TEROEZEZERLET, HLDOAT—
FAZ MELLRTIHED,

name OBJECT-TYPE
IFT#HTLET,
::= { Alert number }

PR, MIB AD E® OBJECT-TYPE F—7— RORITHELFEHIN TN
WA ZRST 20ENH D ET, ZOFHEELEIL. MIB NOD ::= { Alert
number } CEEMFEAIN TWRWVWEEEZRET 2LENHDET, 4 HOKT Y
THRGORIT, MEICERLZ 2 HiORFEFEHTH2H6ENH D ET,
[Filord&oic, 2—F—EF&D K~ Ty THEFIL 4000 75 6999 FTOHIPFD
¥EThInERn 8, 0D, - —EHELHOEUEIT. 1—F—FEH
EHEAICTRISINZHPETH S 400000 75 699999 £ TTAITIUIL D FH A,
COHEHHNDOEEFZEFIT. IBM HIcFRHINTWET,

H: INH50TPHIE. 1.3.6.14.1.9399.12 Ed— RSN5854 —T514 X V1

— iso.org.dod.internet.private.enterprises.consul.software.zAlert IZJ& L 7,

BEEZEDIADKR— 2 bR ES7256, BMEOEMERDHERICZTNEZEATS
ZEiTkD, MIB ICEEZEBMLET, EFEIL MIB OHFT, ::= { Alert n } T
BTLET,

I—HPF—=PFENP TN, BEEREY — LT, BEFEESN/NSWIEIZHB
THEIICLET, V—hMIEoTTPHREAOERES ZHEICHERTHIEMNT
ZET, JEHFOY — MIKATIEDD EE A,

BEEITDOWTHL <L, www.fags.org/rfcs IZH 5 RFC 1212 2L TS
2%

cSv 7
~Zw TEFEDTZEELITDOWTIE REC 1215 (www.fags.org/rfcs) Z&MRL T<
230, R NIy TERBECEY > TINVORT Y TEEIT. UTOBOXSIC
T0ET,

name TRAP-TYPE
ENTERPRISE Alert
VARIABLES {

smfDatalost TRAP-TYPE
ENTERPRISE Alert
VARIABLES {

Vi, } eventIntegral,
Vs eventlWhen,
. whatWTO-MESSAGE ,
v, | whereSYSTEM
} }
DESCRIPTION DESCRIPTION
description "SMF data is lost"
1= number 1= 1601
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Ny TERECHZ LD, Iy TERICIBEROIR—%> B0 E

‘@—O

name b7 TOLRNI/NLFETIHEE> TWRITAUIZD FH A, INCFE,. KX
F.HF By ia () OAMERATEET, LFA KTy THOHIT
—3—0

smfDatalost
ZHEODOY Xk
FIyTO—EELTERINDIER vy vie - o v Vo FTVTD
VARIABLES 7 >3 2icU A SN TWAIE 4 DERIL. OBJECT-TYPE
ELTERINTWDRENH D EY, BHRERICOVTI,
[TZ£E [eamsnTnEd,

#: MIB #SURANICE D, Y28 o b v 71d VARIABLES { ... } &
arEREDODIENTEERA,

B | zSecure Alert IZ&k > THEICERSINTNWS Aoy TEIE. 77— hOfF
BB TY . b Ty TRICEBDENGEN TS &, justlikeThis DX
12, mPDBELINDFEIZETNENARKLFETHEOET., INH6DRTv T
AR BHEHTE £, description [FLAFOX S RBIHFFHEANY >0
T9,

"this description"

number
number [FEAFD XD R IFEK T,
1601

oy THEREMEIL. YEET D MIB NCTEZEHINTW EWKLEND D T,

I—HP—EFENT v 7L, zSecure Alert f2ffiD ~N Ty TEEEIE—T 5 TIE
RS NET, BEAERFFL T, name. description. BX TN number % [EHAfE T LE
ELET, LATOD zSecure Alert f&ffi b T v T E2IAR EARLET,
smfDatalost TRAP-TYPE

ENTERPRISE Alert

VARIABLES {
eventIntegral,

eventlhen,
whatWTO-MESSAGE ,
whereSYSTEM
DESCRIPTION
"System messages report that SMF data is lost (5)"
1:= 1601

KTy TERDAZ Y w 7IEDOE DL, U TOEEROIWEDZDICEETEET,

mirrorGroupConnected TRAP-TYPE
ENTERPRISE Alert
VARIABLES {
eventintegral,
eventlhen,
user-whatMirrorGroup

}
DESCRIPTION

"Connect to mirror group defined"
1= 4001
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LR DOBITIE. zSecure Alert 2D 2 DOLKIIMESI N, MOLKIT1I—T—E
FAH user-whatMirrorGroup TEEZHA SN TWVET, Hlx DI —HF—ERLHK

|3, OBJECT-TYPE & L TEHRSNTWVBKRENHDET, 131 X—=20 TEEY |

EHRLTLZE N,

cow 7% ERTy TEHESIL zSecure Alert EFMDIL—T —PL5ED MIB &K T
BEATRITNERDERA, FiIENZ Y 713, MIB NOED TRAP-TYPE F—7—
ROFITHELEFHAINTNBENWARIZIETA2HLENHDET, ZOHHNT Y
71d. MIB WD ED TRAP-TYPE ... == OFETH M H SN TR WA 2B
TEMENH O ET,

FHT, - —ER N Ty THICFHINZHPATHS 4000 15 6999 £TT
BRI EE A, ZOHEPESNDO Ty THEESIE IBM HIZTHINTVET,
(INS5DOTHNE, 1.3.6.1.4.1.9399.12 Ed—RLENBZT A —T 54 X -V —
iso.org.dod.internet.private.enterprises.consul.software.zAlert IZ/@L£9, ) T v I H
13 ISPF zSecure Alert - ¥ —7 2 —ATDT 77— h&EFHER U TRITNIERD
FH A, 4000 M5 4999 £ TOHIFHIE RACF ¥ 77— A T9Y ., 5000 5 5999 F
TOHiPHIZ ACF2 75— FHTT., 6000 M5 6999 £ TOHiPHIZ ACF2 75—

MATT.

FRETy 73, o= n TRTTZ2 Oy TOBRICEDERZIFATSZ LI
XD, MIB IZEINTEET, 22T n id MIB ITEEICHELTWS Sy THET
—a—o

v TEFREY LT, ZOFESHNSVIEICHETS2ESCLET. V—F
CESTTPRBEAD Ty TREZMBICHRAT S ENTEXT, EFDOY— b
ISHATIED D XHE A

r Ty FIZOWTHL <L, www.fags.org/rfcs IZH D RFC 1215 2L T2
é[/)o

MB 274D —
WSDODND Ty 7T EEEE MIB IEML T, IBM DOREHAEZIETITY Yy 7T L
— RH® MIB ZATFL77Z8HEIEL. 4000 205 6999 OHIPHICH 2 BEHENERL
7= hZw T & 400000 NS 699999 DEIFHICH HEE A, Hy MIB S HT LW
MIB IZ2OE—954ENRNHDET, ZHUTED, &Y MIB 77 fI)VE7 > 0O—R
L. il MIB 771 )Va0O—RTHIC, BEENERLEZ T v T EEEN
MEFEICE S ERBHmINET,

Tivoli Enterprise Console ¥ S XZFERL/1—Y—E&HED BAROC 7

71
ZOt 7 alTiEA—Y—EFED BAROC 7 7 1 IVOIERICDWTHAL £7,

I—H—EFKD BAROC 7 71 )UE. [127 XK= D [Tivoli Enterprise Console O]
L:%ﬂﬁé LTS L ST, Tivoli Enterprise Console I[C& > TA > h— KFTEE
j—o
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zSecure Alert BAROC 7 7 1)l (zSecure-Alert.baroc) (&7 T A B LUK % dH
L TIRETEE TN, £ TR FHED BAROC 7 7 A IVEIERT HH46ENH D
£9, 77 1)l user-Alert.baroc ZZ ZTIENHT ZEHTEEITN, PJOEA

LHEIBETHDLEND D T, T—H—1F zSecure Alert $2f#:D BAROC 7 7 1)l
LAY —EFD BAROC 7 7 MIVEFHED T > T 4 T4 — & U THREFT HU6ZEN
HOET,

LRDH > 7 )LD user-Alert.baroc 7 7 T IIVDEZRZFIAH E L THRTHLEN
HOET, TITy v Vor eon v, ETRTOI—F—ERLEHRDOIARTT, 1
TND # XFIE, TOTORBRICETKSIA S NERRBLET,
USER_DEFINED_ALERT WHIL L TWA%FTIE. MY_COMPANY_ALERT 72 & D
D@7 L —AICEEMASHIENTEET, I—F—FFED
user-Alert.baroc 7 71 )Uid. EED zSecure Alert BAROC 7 T A Z#Z2{lkd %
zSecure-Alert.baroc 7 7 1 IVITHKGE T H I LITHERT H I ENEETT,

TEC CLASS: USER_DEFINED_ALERT ISA ZSECURE_ALERT
DEFINES {
vi: STRING; # e.g. user-whatATTEMPTS: STRING;
v,: STRING; # e.g. user-whatMirrorGroup: STRING;

v,: STRING; # e.g. user-whoManager: STRING;
}s
END

TEC CLASS: USER_DEFINED_ALERT_HARMLESS ISA USER_DEFINED_ALERT
DEFINES {

}s
END

severity: default = HARMLESS;

TEC CLASS: USER DEFINED_ALERT_UNKNOWN ISA USER DEFINED ALERT
DEFINES {

}s
END

severity: default = UNKNOWN;

TEC CLASS: USER_DEFINED_ALERT_WARNING ISA USER_DEFINED_ALERT
DEFINES {

}s
END

severity: default = WARNING;

TEC CLASS: USER _DEFINED_ALERT MINOR ISA USER _DEFINED_ ALERT
DEFINES {
severity: default = MINOR; };
END

TEC CLASS: USER DEFINED ALERT CRITICAL ISA USER DEFINED ALERT
DEFINES {

}s
END

severity: default = CRITICAL;

TEC CLASS: USER_DEFINED_ALERT_FATAL ISA USER_DEFINED_ALERT
DEFINES {

}s
END

severity: default = FATAL;
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AIX D addtrap A< R

136 1—v—-

ZOtr 3 TIEA—Y—EFEKD addtrap AX¥ > RiZXkB2 )L« A7 U T hD
TERRIC DWW THHL £7,

IO )b« A7 YT RE, 127 =2 D [Tivoli Enterprise Console DRI [ThE
TN TNWSE DI, Tivoli Enterprise Console X723 NetView ZFEITL T 5
AIX A2Ea—¥—TEFITL2ILE2EMLZHDTY, Windows 1> Ea—%
—HOI—F—FRD addtrap I > REFO AT YU T FOERIZOWTIL, [138
[X—=>® Twindows D addtrap I~ > RJ [CatBHL £7,

il % @ addtrap I > Rid. zSecure Alert f2t/N D1 —H—JLEEED MIB IZTF(ET
LZH—QI—HY—EHZRF Ty TITHELET., ZHUTOWTIE, 130 =T T
[ —E&£7F7—hD MIB ANOENY [CHHAL TNWET, addtrap I RO

A B3, zSecure Alert f2HEZ 27U T R EZHID AT ) T MTENNZLEND D F
9, TDYH, addtrap A RDU A NI, IBM IZX> THHEON—Ta > DA
70T NIMREEINSBICER > TROND ZE3H D FERA, ERSNEAZ )T
NMIASH T user-addtraps.sh EMEINETN, JIOFEADARIZIEET DHE
MNH0ET,

MIB ND kT v 7HE (= HETOERBRICHHALED) & nn np o BEY 1,
ThHERELET, INHOFEFIETNTN., I—HY -8R Ty THIZTHS
172 4000 5 6999 EFTOHFICEENTVLIHENHDET, 1601 DL
PN D STy THEFIL, IBM HIZFRINTHET,

MIB N® TRAP-TYPE F—7— ROERNICHHATZMIETH1—P—ER T v T
%X, name,. namey. ... BED name, ThH2EHMELET,

RN, BERE 5, Z2l4201—F—E&KNTv 7 i THOLETET, EREIFL
TOI—=ROWTNNIT/RD ET,

w70y

RHEE F 72134

gt
=

0
1

2

3 NAF—=
4 ZUT 4

5 ATy — KB

HRE s;v 530 o BEL s, AT —EFRZL Ty TITHOLTHERMEL ET
il DEKE 5, 1&. 7T A% cn, ITHIHLTWET,

K IIRBICE DB TESNDEREL NI

KW S 75 A%

0 &/ 70y USER_DEFINED_ALERT_HARMLESS
1 K TE IR EA USER_DEFINED_ALERT_UNKNOWN
2 7" USER_DEFINED_ALERT_WARNING
3 XA F— USER_DEFINED_ALERT_MINOR

4 27U 4 A USER_DEFINED_ALERT_CRITICAL
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F8 VIABICHD L TENZEEKREL NI (FEF)
GiPN;:3 B 279 A%
5 Ay — By USER_DEFINED_ALERT_FATAL

HREEY I ALOHORE. BAROC 7 7 1 IVIZHRE 3. ZDIERIZDONT
1%[134 X—2® [Tivoli Enterprise Console 7 7 A Z&ffifl L 21 —H —EEKD|
[BAROC 7 7 ()V) TR N TWET,

KIZ, BTy TOEHRHNA 4 2ERLET. FTv 7O MIB itk Z#EHL TH
MEVWET A BEANTIE vn v o vy, OKRDIT, MIB IZHET IEFT b
T T DOEELD) A NEERLET,

RIZ, ENENDHET name,, IS D STy TEG n, BERKE 5. VI A%
D d BROZEE v vipe o vy IKDOWT, BUFDFT 2 user-addtraps.sh 12
EBMLET,

addtrap -1 name; -s n; -S s; -g 6 -n Alert ¥

-i 1.3.6.1.4.1.9399.1.2 -0 A ¥
-c "Status Events" -e c; ¥
-D d, ¥

SE vt -V TSVL ¥
SE 'y ,t -V TSV2Y

Evi gtV 'SV ¥
-t 0 -f - -F '$S $1'

32 X=2D TR Ty T [TRENDY > TN OL—T—5EH
mirrorGroupConnected ~ v 7MNSIRAEL /= addtrap I > ROFIZRLET, b
Zw TOEKEIZ 3 (-S 3) T. USER_DEFINED_ALERT_MINOR %7 J ZIZxfi L
i—é‘o

addtrap -1 mirrorGroupConnected -s 4001 -S 3 -g 6 -n Alert ¥
-1 1.3.6.1.4.1.9399.1.2 -0 A ¥
-c "Status Events" -e USER_DEFINED_ALERT_MINOR ¥
-D "Connect to mirror group defined" ¥
-E 'eventIntegral' -V '§V1' ¥
-E 'eventWhen' -V '$V2' ¥
-E 'user-whatMirrorGroup' -V '$V3' ¥
-t 0 -f - -F '$S $1'

fldY > 7 IV D addtrap I > RIZDWTIE, zSecure-Alert-addtraps.sh A7 1)
ThEZRLTIEZSI N,

TF:

1. addtrap IX > REZFDA T a VICIFARXFENLFOXRNRH O F7,

2. AXREROMEADNY I ATy ald, A2 RIRDITAE ZEE2RLE
—g-o

3. zSecure Alert #2ft MIB WO L L3R D,. ZOAZ7 Y T NOEKAITTN
EFNT HF—=AA7— () THEOET, 74 —ZAaA7—ICXD. BENLF
W TERICZIIN =T ENET, user-addtraps.sh WOZEKLDRIICHT >4
— 227 —%RETEET,

user-addtraps.sh A7 U7 M Z2BEHCHBEL TWT, ZEOFHHRNT Yy T2 MIB 7
7 IVGEBMEATHSHE L. FHOI—TF—EFR N T v FITHET 272800
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95T &EITKD, user-addtraps.sh ZHRT 2 ENH D £9, T EFERIT,
MIB N5 b Fw T &HIBRL 721212, user-addtraps.sh NSRS % addtrap 17%
HIBr g 20 EDH D XTI, AN, BEREREDON Ty TO—HOT AR ~ &
BETHEICIE, ®ET S addtrap IT7E2ELETEET,

user-addtraps.sh ZIERELIIEHE LS, ZOAY U T F2ETL T, Tivoli
Enterprise Console (ZH NT v TELIIEELZ Ty TEBHT HH6ENDH D £
9, Tivoli Enterprise Console D1 —H— + > ¥ =T 2 —ATI—HF—EFFLTv
TOT AR NEEBELEEE. user-addtraps.sh 7 7 1 IIVEHEFTL T, N5
DT A7 ~%& user-addtraps.sh- f2HtDMEICKT I ENTEE T, HFED KT v
TDT AR~ (GHEID namei DT AR 8ig &) 2EBE L=< mWEEIR.
user-addtraps.sh 7 7 1 IVEFHETT DRI, TOT 71V S addtrap -1
name; ... {12 HIBRT 208 NH D E£T, addtrap IV > RZHIFRETIZ, BED -
T T T AR NERMT DI ICHETHHNSSICENTL L S,

Windows F®D

addtrap A< R

IOt a>Tid MIB NOI—H—E&KR KT v IR T % addtrap a7 >
REMERLZT 7 AIVOIEREMERICOWTHHLTWET, 207 71U,
NetView Z2FETL TS Windows A1 —4—TEITINDZTEZEKLTW
9, ZHUTONTIE, 129 X=2 D TAIX BEW Windows ETD NetView DA
[Ri JCHALTWET, AIX A2 Ea—F—HOI—F—FHD addtrap I > R
BEHED A7 T ROERIZOWTIE, [136 XK= TAIX HD addrap I~ > R |
THHL £7,

zSecure Alert #2771 )l zSecure-Alert-addtraps.bat DA77 1)L
user-addtraps.bat % addtrap I~ > RTERTZ2LENH D ET, ZOHIET
13, =Y —E&ED addtrap A< > Ri&, IBM X > THBHON—3 > D
zSecure-Alert-addtraps.bat Mgt I NBHEICEOND ZEZIH D FH A, 1ERS
N3 7 7 A IVIALH T user-addtraps.bat EFEIFNF T, K0 BRI D%
Az ELTHMhENET A,

zSecure Alert fEfftM DI —H—HL5ED MIB (Bl A 1L, zSecure-Alert-v210.mib) K
T, w= HETOERBRICHHET I —ER N TV TEBIL. n, ny oo BED
n, ThHHEMELET, INSOFBITTNEN., I—HP—EFEKNT v THIZTH
I3z 4000 N5 6999 EF TOHPFICHFENTVNALENH D E T, ZOHPHID
r Ty 7HEIE IBM HIZFRSINTWET,

BONCEKREZHLOI—F—EHRFTy FICEODYLTET, EAEIT 0 EESX
2327 07). 1| (RHEEETZIIAH), 2 &S, 3 (X1F—). 4 (ZYUT 1),

FHE 5 APy —FRIEEHP) ONWTINITRDET, EAE 5,0 50 .o BE
Ws, 2 RIVTEE np nye o BED 0, ICHIET 2 R 5w FICEID Y TEN
TWBHEREFELET,

MIB N® (TRAP-TYPE F—7U— ROEANIIHET 2) T 21— —E&HRIT
v T4, name,. name,. ... BEK name, THDEMELET,

RIZ, ENENDLHT name, WHIET D 8T v THE n, BLXOIIGTHHEKE 5
IZDWT, AFDf7r% user-addtraps.bat IZEBML ET,

138 a2—v—-J75L A XZa7)b



addtrap -1 name; -s n; -S's; -g 6 -n Alert

-i 1.3.6.1.4.1.9399.1.2 -0 A
-c "Status Events" -t 0 -f - -F "§S $1¥n$# args: $x"

2 X=2D TR Ty T) [RENEY > TINOL—T—EFH
mirrorGroupConnected ~F v 7N SIRAEL T addtrap I > ROFIZRLET., b
Ty TOEREZ 3 (Y1) TT,

addtrap -1 mirrorGroupConnected -s 4001 -S 3 -g 6 -n Alert

-1 1.3.6.1.4.1.9399.1.2 -0 A
-c "Status Events" -t 0 -f - -F "§S $1¥n$# args: $*"

DY > 7LD addtrap I > RIZDWTIL, zSecure-Alert-addtraps.bat A%
U7 hZ2BRLTLESWV, addtrap IX > REZDF T a3 VITIFALF E/NL
FORXRBNHO E7,

MIB DO — R#IZ, user-addtraps.bat ZEfFL T, I—HF—EFXK LT v TORE
DT ARY b (EKRKERE) % NetView BT 2HLENH D £,
user-addtraps.bat EMEIND T 7y M EL—Y—EEOELEOHH N T v THEE
WZHHEE, FiIEOI—F—ER T v IS 517 T user-addtraps.bat 7 7
AIIVEPETEEY., MIB 61— —EFE b7y T2HIRLZHEIZ.
user-addtraps.bat 7 7 1)V ST % addtrap fTHHIRT 2 H46ENH D T,
BRI, I—HY—EFEB T TOEHDOT AT FEEETHEICIE,. Wi T 5
addtrap {TZ2ZHTE X7,

user-addtraps.bat ZEE L7725, TDT7 7 AIVEHETL T, FIRERIZEFEL
=Y —EENT Y TDOT XX % NetView |ZHHIT DHLENH D ET,

[¥: NetView TL—H—E#K T v TDTARY FEEHELIZHE,
user-addtraps.bat 7 7 1)V EHETL T, TNEDTARY b &
user-addtraps.bat 7 7 1 AREDMHEICR T ZEMTEET, FFED T v TDT
AXRY & (RIS name, DT AXRY b2 &) Z2EHE L BWERIL.
user-addtraps.bat 7 7 1 IIVZEHFETTHEIIC. TOT 7 1ILNS addtrap -1
name; ... {TTZ2HIFRT 2LENH D £,
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{1§% C. QRadar SIEM @ SYSLOG 7#—<v b

IBM Security QRadar SIEM I[ZEE I NDI—HF—FFEKD syslog 77—k (3 2
=, [zSecure Alert #kl > I > A M—IVEERT 77— bl &) I
whoUSERID % VINEENH06ENH D £9, QRadar Tld, I—H—HT 11—l
RERETZ-OICZDOY T EEIRLET,

QRadar SIEM 7%, whoUSERID PISfD % 7T, Fon, BIUHRETESL51C
T 572912, QRadar SIEM W AY L+ AR B TO— « 7TO/NF 1 —Z1ER
THZENTEET, ZONEYVZOFHIL. TIBM Security QRadar SIEM 1—1F
=X AR O THIAIL A XD - TONT ¢ —EHXZL - 70— - 7O
INT ¢ —J DFE L., QRadar SIEM I[THAAENZHFBAINT « X T AIZHOE
ER
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L EGE A

AFIIKE IBM PRETLIEEBL T —EXCDNTERLZHDTT,

AFICFLHEH OB, Y—EA, £RIIEDNHARICBW TR N TWARWES
NHDFET, HATHATMRERZ S, Y—EX, BXOHEICIOWTIE, HA IBM
OEFEHLBICBFRNZI WV, AET IBM &5, 70V I 4, £2EFH—EX
WEMLTWTS, £0 IBM &5, 707 I A, £7203Y—EZADHNMEHA]GE
THHIEEZERTLHDOTIEIDERA. INSITRAT. IBM OHMFTAHZ
BETDHZEDORN, HEREEMICFEZEO®EN, 07 I A, £ —ERAZFEHT
HZEINTEET, 2L, IBM DS O&RETOT T AOBIEEZIZH—EZAD
B K ORRGEIE. BEHEOELETI T TWEEEET,

IBM (3, AFITRHE SN TWLIARICE L THREfE ERFHBETOb0ZEED) %
AL TWREENHD KT, AEORMEIL. BERICINS ORFFHEICDNWTEHE
JitEZfritd 5 LeB®RT 2D TRD D T A, EMEITDOVTOBHNED
i, FHICTRRSELICBED <EZS,

T103-8510

FE R X H ARG IRHT 1985215
HA7 A - E— « TAKRKSH
B - R pE

A PEME = A 2 > A PRot

UFOPGER, EE TR OERICHDRWESIE, EHEhEEA.

IBM BXOFOEEZEZZIIMEOTEEIE. AEZBEMEL THETSIETEOR
RETIAE L. mafEDMREE. FrE BB S EORIES X LA O BRIEA ST Z
BUOITRTOHARD LB RORIFEEZADEVNHBDELET,

R 72T & o T, EHROBITREICK D RIEEEDHIRNEL 51585
A BITHEDHIRZZITH5HbDELET,

ZOBERITIE, HINMICAREY)RFERCREE ZOHRENH 0 £9, AFILEH
WCHBEIN, HDELREZFRZIAEOXRRICHAAENET., IBM IFEHLIC. bE
B, COXBICRHINTWEREBEZIZ IOV I AL T, kB EFIZEFEE
T52EDNHVET,

AREIZBNWT IBM LSO Web H1 MIEKRL TWAEENRH O ETN, HHDZ
DR LZZTTHD, IRLTENSD Web Yo FE2HERETHIHOTIEIHD £H
o THED Web Y1 MITHBERHT., ZD IBM HFEOERO—EHTIEH D T8
e TNHD Web 1 RMI. BEMOBETIHHALZI N,

IBM 3. BEENREMET 2005 EHD. BRERICHL TRALGEFEDAS Z &
Dz, BHBMYEETIHET, FHBLIEEATZZENTEIHDELE
‘3_0
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ARTOATTLDTA X ZEFEHET, () MBIERLEZTO7 I AEZ0MO 70
TIh (RKTOTITAEED) EOMTO/BHRSH, BIO (i) LS N/ZIERD
MAEFMMZTREICTHZEZHNEL T, A0 I ACHETAERELELET S
FiE, FREICERE L T Z S0,

IBM Corporation

274A/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

ATOT T LT 2 LEEOERIE, BEYREAFEO N THERTLSZENTEE
TN, AEOBEHHV KT,

AETHHINTNWEIA X - 7OV I AFRIEZTOMD A > A&EHT.
IBM FRED 707 5 AEBKIOZKSLE, IBM 707 5 A0 RS £2137F0
ERIZEDOSLEIZEDWT, IBM I DRftanEzTd,

COXLEILEENDIONEDENTH+—X A« T—4H, FHEE FTREINZ
HDTT, TDLD, MOBERETESNERIL. BRAZ8ERH D ET,
—EDOMEMN, FHFEL NI D AT LA TITONZ R H D £908, 2 ORE
N, —RICFIHARRER S AT LADHDEFRI U THAHHRAIIH O EFH AL, THIT, —
HOBEMA, HEFMETH D ATREMEN D D X7, EEOREERIL, B2 RN H
DET., BEMKIT. BENKOBEDOREIELZT—Y Z2HNDDNENRH D X

£

IBM DA ORHICEET B 1EHIT. oGO MtiaE. MY, &L i3z oton
IR ATRE/RY) — AN B AFLZHDTT, IBM 3. 15 0EFDFT A MIfro
TBOEEA. LN T, BRI T 5T %, Bt 2320 Mmo%
RICOWTIIRERE CE £ H A,  IBM DAL OB FOMREICET 2 EMIZ. =156 D
S OEMEFICBEWL XD,

IBM DOFFRD A FE 7 ISEMICEET 2RI DOWTIE, 7R UICETE 7213 Hm
INBHENHD, HICAEZRLTWSAHDTY,

AEIZIT, BHEOEBUHTHNSNLT — ¥ ClEHDOBFNGENTVET, &
DEMEEZEZ 572012, 2N506IIE, BA. B TI 2R, H20WIEEE
REDHHPEENTVDHENHVET., INSOHAMITRTREDHDTH
0, ZHFRCEFNVERT 5BENEEL TNDHELTH, THUIBRICTEEY
Po

HEMERE 7 Re:

AREIZL, BRABRAXRL =T 2T - T Iy N T3 —LTOTOT I3 VT Fik%E
BIRTZBY T - 7TV —a - TOay I LNV —ASHETHERINTWE
T, BRERIZ, YT - 70T I LMEIMTOEAXRL—FT 4 2T« TIvw |k
T —LDT TV r—a - TAVIIT A =Tz — AWM L=T T
Uhr—a - 70y LA0%, R, i), BazENEL T, WhasER
IZBWTH, IBM ICxXHliz 5 2 INEERL, Z&BL. ifidTsd N
TEEY, ZOY>T) - 7OV I L3, H5WILENEFICBITI%ERRTANE
BTWERA, 5T IBM &, ZN50Y 2TV - 00T AIZDWTETEE,

FEPES U <IIHBEMEDN D2 Z 2 IFZODHN L0, RETH I LT TEER s
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BERIZ, IBM O7 S r—al - Jary s3I g A A =T —ATHEML
YTV r—ary s 70 A0S, A, Bt EAEZHNEL T, Wink
HHRITBNTH, IBM ITRHMliZ LIS & Zhz2ERL, &L, BEfd5
ZEINTEET,

ZOIBRAEY T RO —TIZEITR> TWAESIE, GBESLH T —DOREITFRSE
NIENWGENRH D ET,

5] 2

IBM. IBM OIB XK ibmcom I, DL < DETHEXEZ /- International
Business Machines Corporation DFFEE T, fMOEFABIOT—EXAFIL. TN
T IBM E23EAOBEETHHLENH D ET, BRATO IBM OFEEY X b
IZDWTIE, http://www.ibm.com/legal/copytrade.shtml % Z& < 72 X Uy,

Adobe. Adobe ™I, PostScript. PostScript T Il%. Adobe Systems Incorporated D
KEBIOZDOMOENC BT 2 B EREHEE £ 72 ISR T,

IT Infrastructure Library |3#[E Office of Government Commerce D —#Td % the
Central Computer and Telecommunications Agency DXERPGFEE T,

4 >7 )V, Intel. Intel T, Intel Inside. Intel Inside 1T, Centrino. Intel Centrino
O, Celeron. Xeon. Intel SpeedStep. Itanium. Pentium (3. Intel Corporation ¥ 7z

72O KRER I ONZFOMOENC BT S rEE E - 138 BrEETT,
Linux 3. Linus Torvalds D¥[EPB XL NZEDMDENT BV 2B EREETT,

Microsoft. Windows. Windows NT B XN Windows K 3. Microsoft Corporation
DKEDB L2 DMOENZ BT SEE T,

ITIL V33EE The Minister for the Cabinet Office DB EFFEIES 2 VI R B SR g kL
ThH->T. KERFEETICTEREINTVET,

UNIX |& The Open Group DKEHB I UNEDMODENTHT B HERFGE T,

Cell Broadband Engine (¥. Sony Computer Entertainment, Inc.?kK[E 3 L NZ DAid
ENZBITHREETH D, FtOFFEEZ T THEAL TNET,

Linear Tape-Open. LTO., LTO O, Ultrium B KL Ultrium O 3(X, HP. IBM
Corp. BE U Quantum DKEBINZDMOENZHIT HEE T,
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%5l

HAGE, ¥, W5, Rk CFD
EICEAMNENTNWET, 728, &
HEPEREINEE SREFICHRDN
TWET,

,—
(717
T EY T4 — xii
i, XTA=F—D 9
k. 7I—D 5
7RLZA+UAKR E A=J)LD 30
7I—h 1
HHEEOOT L > ID ICHT 285
N2 — RiMfTOHIBE OB 88
—f& Y —ZTD WARNING E—
R-7I7€X 67
ERNELTEDL 60, 91
A AN—IVERE 33
A=) 8
A =T 2= ADEFa)F 41— -
75 ADIEHE 84, 107
BEHOL WS — REH 58, 90
ILEBYEDZEE 70, 74, 98
WELOAA RI1> 7
B AN AT S (1609) 81
B AEPMNIATE S (1610) 82
B AENIATE S (1611) 82
BERAEMNIATES (2609) 105
EERAEMNIATES (2610) 105
B AN AT S (2611) 106
S ei4: UNIX 707 5 ADEST 71
EERNKE T O T LADIT 67
RARF1—Y— ID Z2FEHLzOSF
> 50
BARO A2 ID ZEHLAZOS A
> 86
T —THERDERE 54
T —THER DR 53
JaO—=N)b - F 2 F 4 —REDIE
gt 75
7a—)N)b - EF 2 U 74—k R OH|
kx99
ZJa—=NN)b - F a0 50 —5RDBE
m 99
7=\l - tF a5 —HEDI]E
&L 75
0= - Fa) T —WHROE
100
ga—/NN)b - tFa 5 —kEER
AT a0ZEE 76
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TI—b (M)

W7ot s

YERR 33

AT LHERRDRRE 88

AT LHERRDFRW] 87

AT L LRIVHERDORRZE 53

AT L LNIVHERROFE ] 52

HAER 45

f57E. %D 5

BT )N —T DR 85

fEE D% O SME OF > 7 OB 78

fEED#%O SME OF > 7 OF
(2602) 101

Sy IX 7

A= N—A—HY—FHEDDH S UNIX 7
0%z LAOEFT 72

Y17 5

B, I—H—EHED MIB O 130

F—% v N TD WARNING E—
F77€Z 93

F—4% v N TD WARNING E—
R-77&ZX-7F—F 6l

F—=4 )= 34

EF. BITRMED 41

TIHIE - T4 ) F—HENCE > T
Ty INEY Yy r7na il
I niz<izoiz 82, 105

NAT— RIZKBEWFFAI L)V DL
—H—OH|OWHL 52, 87

NAT—R+AR)—DT7TFva
57, 89

Ny T7— 9

JE NON-CNCL 074> ID I2&%
NON-CNCL HERRDfEH 92

JE OPERATIONS 1—H—|{2Xk3%
OPERATIONS #ffiHL7=z7—% - &
v kANDT A 56

JF READALL 024> ID I2&%
READALL HBROfER 92

JE SECURITY O/ 4> ID I2&5
SECURITY HEFRDEH 91

JE SPECIAL 1—H—I2& %
SPECIAL HEBRODMEM 55

Ty AN T OB AMEROEERED S
O—N)VEZABLDIEE 69

Ty 77 ADEEREO T 00—
NIV AHED OFFE 70

T4 —HANlcE>TT oy ran
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