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Safety

Safety notices

Safety notices may be printed throughout this document. DANGER notices warn you of conditions or
procedures that can result in death or severe personal injury. CAUTION notices warn you of conditions
or procedures that can cause personal injury that is neither lethal nor extremely hazardous. Attention
notices warn you of conditions or procedures that can cause damage to machines, equipment, or
programs.

DANGER notices:

DANGER: To prevent a possible shock from touching two surfaces with different protective
ground (earth), use one hand, when possible, to connect or disconnect signal cables. (D001)

DANGER: If the receptacle has a metal shell, do not touch the shell until you have completed the
voltage and grounding checks. Improper wiring or grounding could place dangerous voltage on the
metal shell. If any of the conditions are not as described, STOP. Ensure the improper voltage or
impedance conditions are corrected before proceeding. (D003)

DANGER: An electrical outlet that is not correctly wired could place hazardous voltage on the
metal parts of the system or the devices that attach to the system. It is the responsibility of the
customer to ensure that the outlet is correctly wired and grounded to prevent an electrical shock.
(D004)

DANGER: Heavy equipment — personal injury or equipment damage might result if mishandled.
(D006)

DANGER: When working on or around the system, observe the following precautions:

Electrical voltage and current from power, telephone, and communication cables are hazardous. To
avoid a shock hazard: If IBM supplied the power cord(s), connect power to this unit only with the
IBM provided power cord. Do not use the IBM provided power cord for any other product. Do not
open or service any power supply assembly. Do not connect or disconnect any cables or perform
installation, maintenance, or reconfiguration of this product during an electrical storm.

A\

. The product might be equipped with multiple power cords. To remove all hazardous
voltages, disconnect all power cords. For AC power, disconnect all power cords from their AC power
source. For racks with a DC power distribution panel (PDP), disconnect the customer’s DC power source
to the PDP.

« When connecting power to the product ensure all power cables are properly connected. For racks with
AC power, connect all power cords to a properly wired and grounded electrical outlet. Ensure that the
outlet supplies proper voltage and phase rotation according to the system rating plate. For racks with a
DC power distribution panel (PDP), connect the customer’s DC power source to the PDP. Ensure that the
proper polarity is used when attaching the DC power and DC power return wiring.

« Connect any equipment that will be attached to this product to properly wired outlets.

- When possible, use one hand only to connect or disconnect signal cables.

= Never turn on any equipment when there is evidence of fire, water, or structural damage.

« Do not attempt to switch on power to the machine until all possible unsafe conditions are corrected.

« When performing a machine inspection: Assume that an electrical safety hazard is present. Perform
all continuity, grounding, and power checks specified during the subsystem installation procedures to
ensure that the machine meets safety requirements. Do not attempt to switch power to the machine
until all possible unsafe conditions are corrected. Before you open the device covers, unless instructed
otherwise in the installation and configuration procedures: Disconnect the attached AC power cords,
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turn off the applicable circuit breakers located in the rack power distribution panel (PDP), and
disconnect any telecommunications systems, networks, and modems.

« Connect and disconnect cables as described in the following procedures when installing, moving, or
opening covers on this product or attached devices.

To Disconnect: 1) Turn off everything (unless instructed otherwise). 2) For AC power, remove the power
cords from the outlets. 3) For racks with a DC power distribution panel (PDP), turn off the circuit
breakers located in the PDP and remove the power from the Customer's DC power source. 4) Remove
the signal cables from the connectors. 5) Remove all cables from the devices.

To Connect: 1) Turn off everything (unless instructed otherwise). 2) Attach all cables to the devices. 3)
Attach the signal cables to the connectors. 4) For AC power, attach the power cords to the outlets. 5)
For racks with a DC power distribution panel (PDP), restore the power from the Customer's DC power
source and turn on the circuit breakers located in the PDP. 6) Turn on the devices.

N2
. <§\ Sharp edges, corners and joints may be present in and around the system. Use care

when handling equipment to avoid cuts, scrapes and pinching. (D005)
CAUTION notices:

CAUTION: Data processing environments can contain equipment transmitting on system links
with laser modules that operate at greater than Class 1 power levels. For this reason, never look into
the end of an optical fiber cable or open receptacle. (C027)

CAUTION: This product contains a Class 1M laser. Do not view directly with optical instruments.
(C028)

CAUTION: The doors and covers to the product are to be closed at all times except for service by
trained service personnel. All covers must be replaced and doors locked at the conclusion of the
service operation. (C013)

CAUTION: Ensure the building power circuit breakers are turned off BEFORE you connect the
power cord or cords to the building power. (C023)

CAUTION: The battery contains lithium. To avoid possible explosion, do not burn or charge the
battery.

Do not: Throw or immerse into water, heat to more than 100°C (212°F), repair or disassemble. (C003)

CAUTION: This equipment is not suitable for use in locations where children are likely to be
present. (C052)

World trade safety information

Several countries require the safety information contained in product publications to be provided in

their local language(s). If this requirement applies to your country, a safety information booklet is
included in the publications package shipped with the product. The booklet contains the translated safety
information with references to the US English source. Before using a US English publication to install,
operate, or service this product, you must first become familiar with the related safety information in

the Systems Safety Notices, G229-9054. You should also refer to the booklet any time you do not clearly
understand any safety information in the US English publications.

Laser safety information

AllLIBM Z® and IBM LinuxONE (LinuxONE) models can use I/O cards such as FICON®, Open Systems
Adapter (OSA), Network Express, Integrated Coupling Adapter2.0 SR (ICA SR2.0), zHyperLink Express,
or other I/0 features which are fiber optic based and utilize lasers (short wavelength or long wavelength
lasers).
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Laser compliance

All lasers are certified in the US to conform to the requirements of DHHS 21 CFR Subchapter J for Class
1 or Class 1M laser products. Outside the US, they are certified to be in compliance with IEC 60825 as
a Class 1 or Class 1M laser product. Consult the label on each part for laser certification numbers and
approval information.

Laser Notice: U.S. FDA CDRH NOTICE if low power lasers are utilized, integrated, or offered with end
product systems as applicable. Complies with 21 CFR 1040.10 and 1040.11 except for conformance with
IEC 60825-1 Ed. 3., as described in Laser Notice No. 56, dated May 8, 2019.

CAUTION: Data processing environments can contain equipment transmitting on system links with
laser modules that operate at greater than Class 1 power levels. For this reason, never look into the
end of an optical fiber cable or open receptacle. (C027)

CAUTION: This product contains a Class 1M laser. Do not view directly with optical instruments.
(C028)

/NCAUTION

LASER
1M

IEC 100814

Safety vii
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About this publication

You can use this publication to guide you through the steps for remotely applying firmware updates.

Revisions

A technical change from the previous edition of this document is indicated by a thick vertical line to the
left of the change.

Accessibility features

Accessibility features help users who have physical disabilities such as restricted mobility or limited vision
use software products successfully. The accessibility features can help users do the following tasks:

« Run assistive technology such as screen readers and screen magnifier software.
« Operate specific or equivalent features by using the keyboard.
» Customize display attributes such as color, contrast, and font size.

Consult assistive technologies

Assistive technology products, such as screen readers, function with the user interfaces found in this
product. Consult the product information for the specific assistive technology product that is used to
access our product information.

Keyboard navigation

This product uses standard Microsoft Windows navigation keys.

IBM and accessibility

See http://www.ibm.com/able for more information about the commitment that IBM® has to accessibility.

How to provide feedback to IBM

We welcome any feedback that you have, including comments on the clarity, accuracy, or completeness of
the information.

For additional information use the following link that corresponds to your configuration:

Configuration Link
IBM z17° Model ME1 How to send feedback to IBM
IBM LinuxONE Emperor 5 Model ML1 How to send feedback to IBM
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Chapter 1. Introduction

The Driver 41 (Version 2.15.0) and above Hardware Management Console (HMC), Hardware Management
Appliance (HMA), and Support Element (SE) support the Remote Code Load (RCL) for IBM Z Firmware
feature. This feature allows an authorized user to remotely schedule and install the most recent firmware
updates (Machine Change Levels (MCLs)). This secure firmware update operation calls home with live
progress updates that are remotely monitored by IBM support. See Figure 1 on page 1 for the process

flow of a typical, successful Remote Code Load firmware update.

IBM Z Documentation

Scheduling HMC

Resource Link

Scheduling HMC

Email/Case

Review Remote Code
Load technical
requirements to

ensure your
environment complies.

Review
Remote Code Load
scheduling requirements
and authorization
token rules to consider
when planning your
Remote Code Load.

Generate one or
more authorization
tokens using the
Manage Remote
Firmware Updates
task on the
scheduling HMC.

Submit the Remote
Code Load
scheduling request
through Resource
Link.

Within 48 hours from
submitting the
request, the Remote
Code Load
operations are
scheduled and visible
through the Manage
Remote Firmware
Updates task
on the HMC.

The Remote Code
Load session will
begin at its designated
start time
and call home for
monitoring purposes.
Results are
communicated by
IBM Support when
the Remote Code
Load is complete.

Figure 1. Remote Code Load firmware update process flow

This document takes you through the requirements and planning for setting up a Remote Code Load
firmware update. It requires the use of the Manage Remote Firmware Updates task to acquire an

authorization token, which is then used to schedule the Remote Code Load operation.

Note: Screen captures provided throughout this document are for example purposes only.
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Chapter 2. Requirements

This section describes the “Technical requirements” on page 3 and “Scheduling requirements” on page

5 that must be followed to use Remote Code Load.

Technical requirements

See Table 1 on page 3 and Table 2 on page 4 for the technical requirements when using Remote
Code Load to install firmware updates on an HMC or SE.

Table 1. Technical requirements - Part 1 of 2

Remote Code Load on an HMC

Remote Code Load on an SE

Targeted HMC must adhere to the following technical
requirements:

— HMCs must be updated before the SEs they manage
so that they are always at an MCL level equal to or
above the highest level SE they manage.

— Using the View Console Information task, ensure
that bundle level:

- HO4 (for Driver 61) or above is installed.
- HO5 (for Driver 51) or above is installed.
- H37 (for Driver 41) or above is installed.

— Ensure that a minimum of two call home servers are
configured and available at the time of the Remote
Code Load firmware update. This can be verified
using the Customize Outbound Connectivity task,
in which the table under the Call-Home Server
Consoles section must list at least two HMCs.

— Using the Customize Remote Service task, ensure
that the Enable remote service requests option is
selected.

— Using the Customize Remote Service task,
ensure that the Authorize automatic service call
reporting option is selected.

— Using the Block Automatic Licensed Internal
Code Change Installation task, ensure that the
Block automatic Licensed Internal Code Change
Installation setting is disabled

— Ensure the target HMC is entitled under warranty or
a hardware maintenance agreement.

— Review the target HMC hardware messages
to ensure it is successfully backing up and
consistently calling home.

- Targeted SE must adhere to the following technical
requirements:

— The target SE is being updated to a level equal
to or less than the lowest level of the HMC
managing it.

— Using the System Information task, ensure that
bundle level:

- S04 (for Driver 61) or above is installed.
- S05 (for Driver 51) or above is installed.
- S56 (for Driver 41) or above is installed.

— Using the Remote Service task, ensure that
the Enable remote service requests option is
selected.

— Using the Remote Service task, ensure that
the Authorize automatic service call reporting
option is selected.

— Using the Block Automatic Licensed Internal
Code Change Installation task, ensure that
the Block automatic Licensed Internal Code
Change Installation setting is disabled

- Using the Manage Remote Support Requests
task, select Options, then select View All Call
Home Servers, verify that a minimum of two or
more HMCs are acting as a call-home server for
the target SE and are available at the time of the
Remote Code Load.

— SE must be in a healthy state by viewing
Systems Details or go to the Service Required
State Query task. An SE should not bein a
Service Required state.
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Table 2. Technical requirements - Part 2 of 2

Remote Code Load on an HMC

Remote Code Load on an SE

 Targeted HMC must adhere to the following technical
requirements (continued):

— If the HMC is in an HMA environment, ensure:

- It shares a common subnet with its peer HMC

- The hosted Primary SE is defined and
communicating as an object to both peer HMCs.

- For Driver 51 HMCs only: Automatic Switch is
enabled for the hosted virtualized Primary SE,
which can be checked using the Query Switch
Capabilities function in the Alternate Support
Element task

- Targeted SE must adhere to the following technical
requirements (continued):

— SE must not have any uncleared pending
conditions before attempting to schedule the
Remote Code Load firmware update. Verify
by using the View Internal Code Changes
Summary task.

— SE must be defined as an object to
the scheduling HMC using the Add Object
Definition task on the HMC.

— Ensure the target SE is entitled under warranty
or a hardware maintenance agreement.

— Review the target SE hardware messages
to ensure it is successfully backing up and
consistently calling home.

— If the SE is in an HMA environment, ensure:

- It shares a network with both of the peer
HMCs hosting it

- Itis defined as an object to both of the peer
HMCs hosting it.

« Using the Authorize Internal Code Changes task,
ensure that the Do not allow installation and
activation of internal code changes option is not
selected.

« Using the Service Status task, ensure that the
Disable service status option is selected.

« Using the Authorize Internal Code Changes task,
ensure that the Do not allow installation and
activation of internal code changes option is not
selected.

4 IBM Z and LinuxONE: Remote Code Load




Table 2. Technical requirements - Part 2 of 2 (continued)

Remote Code Load on an HMC Remote Code Load on an SE

« AlLHMCs acting as call-home server consoles for the |+ All HMCs acting as call-home servers for the
HMC (including the HMC targeted if acting as a call- SE must adhere to the following technical
home server for itself) must adhere to the following requirements:

technical requirements: — Must be local to the target SE they are calling

— Must be local to the target HMC they are calling home for.
home for. — Minimum of two call-home server consoles

— Minimum of two call-home server consoles available to handle call home functions
available to handle call home functions throughout throughout the Remote Code Load operation
the Remote Code Load operation (cannot be (cannot be rebooting, installing MCLs, handling
rebooting, installing MCLs, handling large amounts large amounts of traffic, etc.).
of traffic, etc.). - Using the View Console Information task,

— Using the View Console Information task, ensure ensure that bundle level:

that bundle level: - HO5 (for Driver 51) or above is installed.

- HO5 (for Driver 51) or above is installed. - H37 (for Driver 41) or above is installed.
- H37 (for Driver 41) or above is installed. — Using the Customize Outbound Connectivity
— Using the Customize Outbound Connectivity task, task, ensure that the Enable the local console
ensure that the Enable the local console as a call- as a call-home server option is selected.
home server option is selected. - Using the Customize Remote Service task,
— Using the Customize Remote Service task, ensure ensure that the Enable remote service
that the Enable remote service requests option is requests option is selected.
selected. - Using the Customize Remote Service task,
— Using the Customize Remote Service task, ensure that the Authorize automatic service
ensure that the Authorize automatic service call call reporting option is selected.
reporting option is selected. - Appropriate network configuration for call-home
— Appropriate network configuration for call-home (See Integrating the Hardware Management
(See Integrating the Hardware Management Console's Broadband Remote Support Facility,
Console's Broadband Remote Support Facility, SC28-7026, for setting up and testing the
SC28-7026, for setting up and testing the network network configuration.)

configuration.)

Scheduling requirements

Ensure that the scheduling requirements covered in this chapter are followed.

General scheduling requirements
Ensure that the following scheduling requirements are followed:

« Schedule the Remote Code Load firmware update to take place within a 2-day (48 hours) and 45-day
timeframe out from the time the scheduling request was submitted.

« Each system is restricted to one Remote Code Load firmware update with a “Staged” or “Scheduled”
status. It must reach completion or be canceled before attempting to schedule another Remote Code
Load firmware update.

« The selected start time of a Remote Code Load firmware update occurs within the operational time zone
of the system targeted for the firmware update, which will display under the “Time zone” field in the
Resource Link form.

— The time zone field in Resource Link is informational and can be confirmed using the Customize
Console Date / Time task on an HMC or the Customize Date / Time task on an SE.
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« Ensure that the Remote Code Load firmware update does not conflict with other scheduled operations
on the system targeted for the installation, which can be checked using the Customize Scheduled
Operations task.

« RCLs targeting systems registered to the same customer number must be spaced out a minimum of 4
hour apart, with the following exceptions:

— An RCL targeting a Driver 51 (Driver 2.16.0) and above HMC may be scheduled within 4 hours
of RCL(s) targeting other Driver 51 (Version 2.16.0) and above HMCs so long as all non-call home
capable HMC(s) have a minimum of one "Added" or "Discovered" call home server defined that is not
scheduled to perform an RCL within the same 4 hour window.

Note: Account for at least one call home capable HMC to be available during the window to monitor
the RCL sessions.

— An RCL targeting a z16 Driver 51 (Version 2.16.0) and above SE can be scheduled within 4 hours
of another z16 Driver 51 (Version 2.16.0) and above SE RCL so that a maximum of two (2) RCLs
targeting z16 Driver 51 (Version 2.16.0) and above SEs occur within a 4-hour window.

See Figure 2 on page 6 for more information.

D51 HMC7 D51 HMC8
z16F RCL RCL

2:00 6:00 10:00 14:00 18:00 0:00 4:00 8:00

Figure 2. Example of scheduling RCLs

Figure 2 on page 6 is an example timeline of RCL scheduling windows for systems that all share the
same customer number. The timestamps shown in this timeline are in UTC, and the shown RCL windows
are converted to UTC from the operational timezone of the target system. In Figure 2 on page 6:

— z16F RCL can not be scheduled at 2:00 because its window would overlap with z16A's and z16B's
RCL windows. This is blocked because a maximum of two overlapping D51 or above SE RCL windows
may be scheduled.

— HMC7 RCL can not be scheduled at 8:00 because its window would overlap with z16D's and z16E's
RCL windows. This is blocked because a D51 or above SE RCL window cannot overlap with any HMC
RCL windows.

— HMC8 RCL can not be scheduled at 8:00 because its window would overlap with HMCO's RCL
window. This is blocked because D41 RCL windows cannot overlap with any other RCL window.

— Itis not recommended to schedule HMC9 RCL at 4:00 because it is not call-home capable, it uses
only HMC1 and HMCS5 as its call home servers, and its window overlaps with HMC1 and HMC5's RCL
windows. Although scheduling this RCL will not be logically blocked, neither of HMC9's call home
servers would not be available for the first half of HMC9's window.

Remote Code Load on the Hardware Management Appliance

The following restrictions apply to Remote Code Load firmware updates on Hardware Management
Appliances based on driver level:

6 IBM Z and LinuxONE: Remote Code Load



Driver 41 HMA scheduling requirements

« Specific process requirements for the Driver 41 Hardware Management Appliance (HMA) include the
following:

Note: The following section does not apply to HMCs that are Driver 51 (Version 2.16.0) and above in an
HMA environment, as a single RCL operation will update both peer HMCs automatically. See “Driver 51
HMA Scheduling Requirements” on page 7 for more information.

— When you apply firmware updates on a Driver 41 HMC, the HMC must be hosting the Alternate SE at
the start time of the Remote Code Load firmware update. Otherwise, a check at the beginning of the
Remote Code Load firmware update will block it from proceeding.

— You can use the Virtual Support Element Management task on the HMC to verify that the HMC
is hosting the Alternate SE. Ensure that "Alternate" is identified in the "Type" field under "SE
Information". If "Primary" is identified, then the HMC is hosting the Primary SE.

Note: You can perform an SE role switch by using the Alternate Support Element task, and then
select the "Switch the Primary Support Element and the Alternate Support Element" option.

— The firmware update convention of the Driver 41 HMC hosting the Alternate SE at the time of a
firmware update holds for every Driver 41 HMA unit. Since one of two peer HMCs will always be
hosting the Primary, two firmware update sessions cannot take place on two Driver 41 Hardware
Management Consoles without manual intervention to perform an SE switch in between. To update
both peer Driver 41 HMCs, you must use the following general process today:

1. Schedule for the first Remote Code Load firmware update to take place on the Driver 41 HMC that
is hosting the virtual Alternate SE.

2. Schedule for the second Remote Code Load firmware update to take place on the peer Driver 41
HMC with sufficient time after the first Remote Code Load firmware update to manually perform
an SE switch

3. After the first Remote Code Load firmware update on the Driver 41 HMC that is hosting the virtual
Alternate SE completes successfully, you must perform a manual SE switch so the peer Driver 41
HMC is now hosting the Alternate SE. This is not done automatically at the Driver 41 HMC level,
and it must be done manually by the client team.

4. After the second Remote Code Load firmware update completes, both Driver 41 HMCs are now
updated.

Note: If the Driver 41 HMC is not hosting the Alternate SE by the time the second Remote Code
Load firmware update begins, an initial check for this will prevent the firmware update operation from
taking place.

Driver 51 HMA Scheduling Requirements

This section describes how Remote Code Load functions for Driver 51 HMCs that are Hardware
Management Appliances (HMAs). These systems use dual-HMA HMC Remote Code Loads, in which a
single Remote Code Load request submitted on Resource Link installs firmware updates on both peer
HMCs through the following process:

1. Firmware updates are first installed on the HMC that is hosting the virtualized Alternate SE at the time
the Remote Code Load starts, which will be monitored remotely by IBM Support.

2. When the firmware updates complete successfully, the hosted virtualized SEs automatically switch
roles, so that the peer HMC is hosting the virtualized Alternate SE.

3. Firmware updates are installed on the peer HMC that is now hosting the virtualized Alternate SE, which
will be remotely monitored by IBM Support.

Notes:

« Dual-HMA HMC Remote Code Loads do not apply to stand-alone rack-mount or tower Driver 51 HMCs
that have been upgraded from Driver 41 (IBM z15) or Driver 36 (IBM z14) HMCs.
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« Dual-HMA HMC Remote Code Loads do not apply firmware to the hosted virtual SEs. This still requires
scheduling a separate Remote Code Load operation targeting the SE.

« Both Driver 51 (Version 2.16.0) and above peer HMCs in a Hardware Management Appliance (HMA)
environment must always be updated together by using a Dual-HMA HMC RCL.

For a Dual-HMA HMC Remote Code, the initially selected target HMC will also act as the schedule HMC
(that the authorization token resides on). The Dual-HMA HMC RCL begins with respect to the operational
timezone of this scheduling HMC as well, regardless of which HMC updates first.
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Chapter 3. Planning

This section describes the restrictions applicable to Remote Code Load as well as the general rules that
apply to the authorization-token functionality.

Restrictions

The following general restrictions apply to all Remote Code Load firmware updates:

- While the authorization token is still valid, it can be used to schedule a Remote Code Load firmware
update between 2 days (48 hours) and 45 days in the future. Once the Remote Code Load firmware
update is scheduled by using the authorization token, it does not matter if the authorization token
expires after this date.

« There are no options to opt out of the "Accept" step during the RCL firmware update. The firmware
updates that are installed on the system at the start time of the RCL firmware update will be accepted
and can no longer be removed.

« You cannot opt out of the "Retrieve" step of the RCL firmware update.

« You can only "Target by Bundle" and you cannot "Install and Activate All" for a Remote Code Load
firmware update.

« Remote Code Load utilizes the same installation mechanisms as a Single Step MCL Installation
operation, as used for onsite firmware maintenance. Therefore, you should plan to be unable to perform
any other operations against your target HMC or SE or CPC/LPARs at this time, including Power On
Reset, Activate, IPL, Load, and so on. It is recommended you plan a service window for your Remote
Code Load in which no other scheduled activity is planned to take place. The length of this window
varies based on the size and amount of MCLs being installed, which the service window should account
for with extra buffer time.

Authorization token usage

An authorization token must be generated on an HMC and provided in the Remote Code Load scheduling
form on Resource Link. This section discusses authorization token usage rules or restrictions that need to
be considered.

Sourcing an authorization token

This section describes how an authorization token is sourced and its relation to the schedule HMC
specified on Resource Link.

 The authorization token provided in the Remote Code Load scheduling form on Resource Link must be
either be sourced through:

— Generation using the Manage Remote Firmware Updates task on the selected schedule HMC
specified in the same form

— Replication to the schedule HMC specified in the same form (for IBM Driver 51 (Version 2.16.0) and
above HMCs only).

 The following restrictions apply when selecting the schedule HMC:

— If the RCL target is an HMC, that same HMC must also act as its own schedule HMC. This HMC must
be where the authorization token provided in the RCL scheduling form was generated on or replicated
to (for Driver 51 and above only).

— If the RCL target is an SE, the schedule HMC may be any HMC the SE is defined to that adheres
to the HMC call-home server technical requirements (see “Technical requirements” on page 3). The
selected HMC must be where the authorization token provided in the RCL scheduling form was
generated on or replicated to (for Driver 51 and above only).
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Authorization token attributes
This section describes the attributes of an authorization token.
- An authorization token is valid for scheduling an RCL session for 7 days after it is generated.

Note: It takes an average of 6 to 12 hours (maximum 48 hours) to automatically process the RCL
request, at which point the token must still be valid.

« If multiple tokens are generated on or replicated to the same HMC, all tokens are valid for scheduling
a RCL firmware update until they expire (7 days from creation). However, only the most recently
generated or replicated token is displayed on the Manage Remote Firmware Updates task on the HMC.

« The authorization token is not single-use. The same authorization token can be used to schedule
multiple RCL firmware updates targeting different systems.

Authorization token replication

Authorization tokens can be replicated from the Driver 51 or above HMC they are generated on to other
Peer or Replica Driver 51 or above HMC(s) via the following steps:

Note: Authorization tokens cannot be replicated across IBM Driver 41 (Version 2.15.0) HMCs

- Use the Configure Data Replication task to configure the roles between each of your HMCs, in which
authorization tokens generated on Primary or Peer HMCs will be replicated to their corresponding
Replica or Peer HMCs.

Note: The option to generate authorization tokens on a Replica HMC is disabled. Configuring an HMC as
a Replica will overwrite any prior authorization tokens on the Replica HMC with the authorization tokens
from its Primary HMC.

« When configuring the Peer or Replica HMCs through the Configure Data Replication task, select the
"Firmware Update Data" data type to enable the replication of authorization tokens

« When an authorization token is generated using the Manage Remote Firmware Updates task on a
Primary or Peer HMC, it will also display on the Manage Remote Firmware Updates task of its Replica
or Peer HMC(s) configured with the “Firmware Update Data” data type. (see “Generate an authorization
token” on page 11).
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Chapter 4. Using the Manage Remote Firmware
Updates task

This section describes the steps that are required on the schedule HMC before you submit a scheduling
request to remotely install firmware updates.

Use the Manage Remote Firmware Updates task on the HMC to generate an authorization token. This
authorization token is used to schedule a Remote Code Load for firmware updates on this HMC and on any
systems it manages by using IBM Resource Link®.

Generate an authorization token

1. Log on to the schedule HMC with a user ID that is assigned a SYSPROG user role:

« If you are scheduling an RCL targeting an HMC, log on to that HMC.

« Otherwise, if you are scheduling an RCL targeting an SE, log on to any HMC the SE is defined to that
adheres to the HMC call-home server technical requirements.

Note: A user ID that is assigned a SERVICE user role has view-only access to this task and cannot
generate an authorization token.

2. Open the Manage Remote Firmware Updates task. The Manage remote firmware updates window is
displayed.

3. Select Generate token.

Manage remote firmware updates

View and cancel firmware updates.

! Generate a token to authorize remote firmware updates. Generate token
Updates in-progress
Bundle Date Time @ Target Scheduling HMC Status @

No updates in-progress.

Scheduled updates

6]}

Bundle Date Time @ Target Scheduling HMC status @

No scheduled updates.

Completed updates

4. Before the token is generated, you must select the statement I agree to let IBM access my
environment remotely. and then click Generate token from the Authorize remote firmware updates
window. If you decide you don't want to generate a token, then click Cancel.
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Authorize remote firmware updates

By checking the box below and clicking "Generate token," you agree to
allow IBM remote access to your environment to perform firmware
updates on one or more systems in the environment.

Tokens are valid for up to seven days from the time they are generated
Tokens are only valid for the systems managed by the HMC from which they
were generated

The remote firmware upgrade process complies with all IBM security and
compliance standards, including GDPR

'

'

1agree to let IBM access my environment remotely.

L

5. An authorization token is generated and is displayed in the task window, along with the expiration time
remaining for the authorization token.

Note: Only the most recent authorization token that is generated is displayed in the task window.

| o Your remote firmware update authorization code is 44032220. Token expires in 06d : 23h : 59m : 54s | Generate new token |

6. Make note of the authorization token and the HMC it corresponds to.

Note: If the HMC is a Primary or Peer for data replication of the “Firmware Update Data” data type, any
of its Replica or Peer HMCs can use the same token as well.
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Chapter 5. Scheduling a Remote Code Load

This section describes the required steps for scheduling the Remote Code Load firmware updates. Use
Resource Link to schedule and monitor the Remote Code Load.

1. Go to Resource Link http://www.ibm.com/support/resourcelink/ and log on with your user ID and
password.

2. From the main page, select Remote Code Load requests.

Resource Link

IBM Resource Link

Support for IBM Z and LinuxONE hardware
Welcome

Library
1BM Systems hardware documentation o

1BM Z and LinuxONE hardware publications have moved from Reseurce Link to IBM Documentation

Fixes
SUL control file %

Firmware downloads >

—» Remote Code Load requests >

Problem solving
1BM Z and LinuxONE Security Portal 4

Machine Information on Call Home Connect Cloud G
Machine Information has moved from Resource Link to Call Home Connect Cloud

3. The Remote Code Load requests page is displayed. This page contains a table of all Remote Code
Load requests submitted for all IBM Z assets that are defined to the customer number(s) registered
to your Resource Link IBMid. Refer to the Chapter 7, “Remote Code Load requests table on Resource
Link,” on page 23 for information on how to interface with this table.

4. To submit a Remote Code Load firmware update scheduling request, select the Schedule a Remote
Code Load link at the top of the table.
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Resource Link

Remote Code Load requests

—PI Schedule a remote code load — I

Q Filter tal
When Target Bundle Status Customer Contact Submitted
2024-02-24 HMC HMC1 2461 SE4 H21 el IBM12345 John Doe 2024-02-20
05:00 UTC 39310012345 P IBM johndoe@ibm.com 17:33 UTC
2024-02-24 HMC HMC2 2461 SE4 H21 Scheduled IBM12345 Jane Doe 2024-02-20
07:00 UTC 39310012345 IBM janedoe@ibm.com 21:01 UTC
Items per page: 10 v 1-10 of 2 items 1 v of1pages < 4
5. The Remote Code Load requests page is displayed.
Q&

Resource Link >

Remote Code Load requests

Remote Code Load request
Create new request

Target

selctone .

Select a target console then click the arrow button

Current bundle

Feedback

UTC date

yyyy-mm-dd HH:MM UTC

6. From the drop-down list of target consoles, select the HMC or SE you want to install the MCLs on,
then select the blue arrow button beside the dropdown to proceed.

Notes:

« If you select a Driver 51 or above HMC that is in an HMA environment, this will be a Dual-HMA
HMC Remote Code Load operation. This will be indicated by a blue pop up underneath the target
dropdown, which will state “[Peer HMC information] will also be updated".

Target

HMC1 2461 DK12345 SE4 v

© HMCHMC1 2461 DK12345 SE4 additional information

- HMC HMC2 2461 DK54321 SE4 will also be updated

See “Driver 51 HMA Scheduling Requirements” on page 7 for more information.
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« If the dropdown contains inaccurate or missing systems, please send a request for the system(s)
to be added or adjusted via an email to reslink@us.ibm.com with your sales representative or
account team on copy. This email should contain the customer number, machine type, and serial
number(s) pertaining to the system(s) of interest.

7. Once the target is selected, the remaining fields of the scheduling form can now be completed.

Remote Code Load requests

Remote Code Load request

Create new request

Schedule HMC

Select one v

Current bundle

S06
Target bundle

Select one v

Date

Time

UTC date
yyyy-mm-dd HH:MM UTC

Autharization token

Customer contact

Name

Jane Doe

Email address

janedoe@ibm.com

Phone number

Company

Comment (optional)

Notes:

« Upon selecting your target, some fields may pre-populate with information pertaining to that
system.

» Target systems with exceptions reported by the last weekly system availability data transmission
will display in the dropdown as “Ineligible for Remote Code Load”. Selecting an ineligible target
system will display additional exception details in red. Scheduling an RCL against this system will
be blocked until the exception is reported as resolved by the most recent system availability data
transmission.
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Target

HMC1 2461 DK12345 SE4 v

° HMC HMC1 2461 DK12345 SE4 does not support remote code load

— Change management is not fully enabled on this HMA HMC.
= Use the Transmit system availability data option under Customize Console Services to
send back health check data and try the operation again or contact your service
representative for assistance.

— Change management is not fully enabled on the peer HMA HMC.
= Use the Transmit system availability data option under Customize Console Services to
send back health check data and try the operation again or contact your service
representative for assistance.

Target
Specifies the HMC or SE identifier where the Remote Code Load firmware update will be applied.

Schedule HMC
From the drop-down list, select the HMC that the authorization token was generated on or
replicated to (for IBM Driver 51 and above only).

Note: If the target system is an HMC, the "Schedule HMC" field will be pre-filled with the target
HMC information, and no other HMCs will be listed in the drop-down. This is because a target
HMC must act as its own schedule HMC, meaning the authorization token provided in the form
must reside on it. For a Dual-HMA HMC Remote Code Load, the listed peer HMC does not act as
the schedule HMC.

Current bundle
Specifies the currently installed bundle based on weekly data reports from your target system.

Target bundle
From the drop-down list, select the target bundle identifier you would like your target system to
have installed at the end of the Remote Code Load.

Date

Use the calendar icon to schedule the date you would like the firmware update to take place.
Once the date is selected, it is displayed in this format: YYYY-MM-DD.

Note: The Remote Code Load request must be scheduled between 2 days (48 hours) and 45 days
before execution. The request must also adhere to the 4 hour spacing scheduling requirement
described in “General scheduling requirements” on page 5.

Time (24 hour)
Provide the time (HH:MM) in the input area.

Notes:

« Verify that the date and time that is provided is within the time zone that the target system is
operating in. The time zone that the target system is operating in might be different than your
local time zone or the local time zone the target system physically resides in.

« If you are scheduling a dual-HMA HMC Remote Code Load, then the Remote Code Load
schedules with respect to the time zone of the target HMC selected in step “6” on page 14
(not in the time zone of its peer that is also being targeted). See “Driver 51 HMA Scheduling
Requirements” on page 7 for more information.

Target time zone
The operational time zone of your target system. This field is automatically populated with the
correct selection using weekly data reports from your target system. You can verify this is correct
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by checking the Customize Console Date/Time task on the HMC or the Customize Date/Time
task on the SE.

Authorization token
Input the authorization token generated on or replicated to the specified schedule HMC.

Backup location
From the drop-down list, select the HMC backup location of USB or FTP.

Notes:

- If you are scheduling a dual-HMA HMC Remote Code Load, both peer HMCs must back up to the
same type of location; you can not have one HMC back up to USB and its peer back up to FTP.

« The backup selection is not available on the Remote Code Load scheduling request form when
targeting an SE because the SE will backup to its hard drive disk.

Customer contact
Specifies the customer name, email, telephone number, and company name to be contacted with
the results of the Remote Code Load. IBM Support contacts you with the results of the Remote
Code Load using the email address(es) provided.

Note: Additionally, you can provide more than one email address, each one separated by a
comma.

Comment
Provide service window information. Include additional considerations or notes using this field.

8. When all fields are complete, as shown in the following screen, click Submit. Ensure that there are no
errors with the submission.
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Remote Code Load requests

Remote Code Load request

Create new request

Schedule HMC

HMC1 2461 DK12345 SE4 ~

Current bundle

506

Target bundle

s07 ~

Date

2025-06-07 B

Time

09:00

UTC date

2025-06-07 13:00 UTC

Authorization token

12345678

Customer contact
Name

Jane Doe

Email address

janedoe@ibm.com

Phone number

1-800-426-7378

Company

IBM

Comment (optional)

A service window is scheduled from 09:00 EDT to 14:00 EDT.

-

9. After the request is submitted, a summary of the request is displayed.
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10.

11.

Remote Cocde Load requests
Remote Code Load request

Clone as new request —

Status

Staged

Customer number
1234567
Target
SE PO012345 91750212345 MEL
Schedule HMC
HMC HMC1 2461 DK12345 SE4
Bundle
506 10 507
Target bundle
507
Date
2025-06-07
Time
09:00
Time zone
America/New York
UTC date
2025-06-07 13:00 UTC
Autharization token

12345678

Customer contact

Name
Jane Doe
Email address
Jjanedoe@ibm.com
Phone number
1-800-426-7378
Company
IBM
Comment (optional)

A service window is scheduled from 09:00 EDT to 14:00 EDT

Status history v

At any point from now on, you can revisit this page containing the summary of your request, which
allows you to monitor the status of your request. The Remote Code Load request status changes
from Staged to Scheduled within 48 hours. See Chapter 7, “Remote Code Load requests table on
Resource Link,” on page 23 for more information.

Notes:

« If an error occurs while scheduling the Remote Code Load, the status changes to Failed, error text
is displayed on the status page, and IBM Support will contact you via email.

« Optionally, additional steps can be taken to update the request status sooner on Driver 61 schedule
HMCs (see Chapter 8, “Update Staged Requests on Driver 61 Schedule HMCs,” on page 25 for
more information).

An email notification is sent to you when the request status changes throughout the lifespan of the
Remote Code Load. The status can also be viewed from Resource Link.

You can expect to receive the following emails:
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« Shortly after the Remote Code Load request is submitted on Resource Link, an acknowledgement
email will be sent.

« After the Remote Code Load request is scheduled successfully, an email from the Remote Code
Load team that confirms the details of the remote code load and the assigned Remote Code Load
case number.

« Approximately 30 - 60 minutes before the scheduled Remote Code Load, an email that reminds you
that the Remote Code Load begins soon.

« Shortly after a successful start to the Remote Code Load, an email that confirms that the upgrade
started.

« At the end of the Remote Code Load, an email that indicates that the upgrade completed.

- If a problem exists during the upgrade, an email that notifies you of the issue and the next actions
to take.
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Chapter 6. Remote Code Load request actions on
Resource Link

The following Remote Code Load management actions can be performed from the Resource Link
summary page.

Clone as new request
To create another Remote Code Load request similar to the request that was submitted, select
Clone as new request the top of the page. This opens up a Remote Code Load submission that is
pre-populated with selections you made in this Remote Code Load request. Note that some fields
might be incorrect and require specific information for the new Remote Code Load, such as the
authorization token and the date or time.

Note: All fields will copy over with the following exceptions:

- Timezone

« Current bundle

- Target bundle

« Date* (if the source date / time is not a minimum of 48 hours in the future).

Edit customer contact
To make updates to the customer contact information or comment field that you provided, select
Edit customer contact. This can be done at any point on a Staged or Scheduled Remote Code Load
request.

Reschedule request
To make updates to the target bundle, date, and time of an RCL targeting a Driver 51 (Version 2.16.0)
and above system. This can be done while the RCL status is Scheduled up to 48 hours before
the RCL’s start time. As this is a remote option, it is recommended to check the Manage Remote
Firmware Updates task on the scheduling HMC after 48 hours of submitting the Reschedule request
to ensure all updates were successfully processed.

Notes:

« RCLs that will take place within 48 hours or Driver 41 (Version 2.15.0) RCLs can instead be
canceled through the Manage Remote Firmware Updates task on the scheduling HMC and another
scheduling request may be submitted for a later time. See Chapter 10, “Canceling a remote
firmware update,” on page 29 for more information.

« A Remote Code Load request may be rescheduled within 4 hours of a request with a Driver 61
(Version 2.17.0) schedule HMC. However, after staging the new Reschedule request from Resource
Link, a "Request update" operation must be manually performed from that HMC immediately
afterward (see Chapter 8, “Update Staged Requests on Driver 61 Schedule HMCs,” on page 25
for more information).

Cancel request
To cancel the RCL targeting a Driver 51 (Version 2.16.0) and above system. This can be done while
the RCL status is Staged or Scheduled up to 48 hours in advance of its start time. As this is a remote
option, it is recommended to check the Manage Remote Firmware Updates task on the schedule
HMC after 48 hours of submitting the cancel request to ensure it was canceled.

Note: If you would like to cancel an RCL within within 48 hours of its start time, it can instead by
canceled through the Manage Remote Firmware Updates task on the schedule HMC. See Chapter
10, “Canceling a remote firmware update,” on page 29 for more information.
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Chapter 7. Remote Code Load requests table on
Resource Link

Each entry within the Remote Code Load requests table on Resource Link corresponds to a Remote Code
Load request that was submitted. This allows you to review and/or alter the details of previous Remote
Code Load scheduling requests and check their statuses, which indicate the following:

- Staged - The RCL form has been submitted but has not been processed for scheduling yet.

Note: These requests should be processed for scheduling within 48 hours of being submitted. Once
they are processed, their status will change to either Scheduled (if successful) or Failed (if blocked by a
scheduling check or if an issue was encountered while scheduling). If the status of the request remains
staged for over 48 hours, IBM Support will contact you with next steps.

« Scheduled - The RCL form has been processed for scheduling by the schedule HMC and is set to take
place at the specified date and time on that target system (unless manually canceled).

- Failed - The RCL either encountered an issue at the scheduling step in the process or the Remote Code
Load execution step in the process. In either case, IBM Support will contact you with next steps.

 Canceled - The RCL was canceled while it was Staged or Scheduled. This was done either by a user on
ResourcelLink or by an HMC user through the Manage Remote Firmware updates task.

Note: If the user cancels locally on the HMC using the Manage Remote Firmware Updates task, the
request status on Resource Link will not change to Canceled immediately. It will take time for the status
on Resource Link to update.

« Complete - The Remote Code Load completed successfully
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Chapter 8. Update Staged Requests on Driver 61
Schedule HMCs

The "Request Update" option is available on Driver 61 (Version 2.17.0) HMCs to immediately process
newly Staged or Rescheduled Remote Code Load request(s). This option must be used when a user
submits a Reschedule request within 48 hours of a Remote Code Load’s original start time.

Note: The option to perform the Request Update action is not available on Driver 51 (Version 2.16.0) and
below HMCs. Instead, the wait period of up to 48 hours must be adhered to for the Staged Remote Code
Load requests to be automatically processed.

1. Log on to the schedule HMC specified for that Remote Code Load with a user ID that is assigned a
SYSPROG or SERVICE user role.

2. Open the Manage Remote Firmware Updates task. The Manage Remote Firmware Updates window
is displayed.

3. Select the “Request update” refresh icon within the “Scheduled updates” table. A green pop up
confirming the request was submitted will briefly display.

Scheduled updates

Request update

a
Bundle Date Time ® Target Scheduling HMC status @

No scheduled updates.

@ Request submitted x
Retrieving scheduled updates may
take a several minutes.

3:04:51 PM EDT

4. The HMC will query any new Staged or Rescheduled Remote Code Load requests that list it as the
schedule HMC. If all health checks are passed and the request(s) successfully schedule, they will
display in the Scheduled updates table within a few minutes (see Chapter 9, “View the scheduled
remote firmware updates locally on the HMC by using the Manage Remote Firmware Updates task,” on
page 27 for more information).

Note: If a scheduling blockage is encountered or no RCL requests listing this HMC as a schedule HMC
are found, nothing will display on the HMC. The reason for the scheduling blockage will instead display
on Resource Link afterwards.

Scheduled updates

O

Bundle Date Time @ Target Scheduling HMC status @

S07 6/7/25 09:00 AM P0012345 HMC1 Scheduled mf
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Chapter 9. View the scheduled remote firmware
updates locally on the HMC by using the Manage
Remote Firmware Updates task

Once the Remote Code Load operation is set to Scheduled (see Chapter 5, “Scheduling a Remote Code
Load,” on page 13), you can view the scheduled Remote Code Load firmware update from the Manage
Remote Firmware Updates task.

1. Log on to the schedule HMC specified for that Remote Code Load with a user ID that is assigned a
SYSPROG or SERVICE user role.

2. Open the Manage Remote Firmware Updates task. The Manage remote firmware updates window is
displayed.

3. You can view the Remote Code Load firmware update entry in the Scheduled updates table. The entry
includes the target bundle that will be applied to the system, the date and time the upgrade begins,
the name of the target system, the name of the scheduling HMC (RCLs targeting Driver 51 and above
systems only), and the status of the Remote Code Load firmware update.

Note: The date of the upgrade is displayed in this format: MM/DD/YYYY.

Scheduled updates

O

Bundle Date Time @ Target Scheduling HMC status @
S07 6/7/25 09:00 AM P0012345 HMC1 Scheduled T
The Scheduled status is displayed until the Remote Code Load firmware update begins and changes

status during the RCL firmware update (see Chapter 11, “Remote code load firmware update in
progress,” on page 31).

If you do not see an entry after 48 hours after the remote code load request has been submitted, a
scheduling check blockage or scheduling issue most likely occurred. IBM Support will contact you with
the next steps to take.

© Copyright IBM Corp. 2025 27



28 IBM Z and LinuxONE: Remote Code Load



Chapter 10. Canceling a remote firmware update

If you decide that you do not want to proceed with a scheduled Remote Code Load firmware update, then
you can use the Manage Remote Firmware Updates task to immediately cancel the Remote Code Load
firmware update anytime after it is scheduled up to the minute before it begins.

1. Log on to the schedule HMC specified for that Remote Code Load with a user ID that is assigned a
SYSPROG user role.

Note: A user ID that is assigned a SERVICE user role can only view the Scheduled remote firmware
updates table.

2. Open the Manage Remote Firmware Updates task. The Manage remote firmware updates window is
displayed.

3. To cancel a Remote Code Load firmware update, click the Trash can [l icon that is displayed next to
the status of the entry. The Cancel scheduled remote firmware update window is displayed.

Note: This option will be revoked after the Remote Code Load begins, as it can not be cancelled once it
is in progress.

Cancel scheduled remote firmware update

The scheduled remote firmware update for 6/7/25 at 09:00 AM will be

removed.
Bundle Date Time Target
S07 6/7/25 09:00 AM P0012345

Type CANCEL to confirm cancellation

CANCEL

Back to scheduled updates Cancel update

4. Follow the prompt to cancel the RCL. Once this is performed, the Firmware update canceled message
is displayed in the task window

° Firmware update cancelled The scheduled firmware update for 6/7/25 at 09:00 AM has been cancelled. X
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Chapter 11. Remote code load firmware update in
progress

This section describes what will occur when the Remote Code Load operation begins and is in progress.

- While an IBM support agent will provide email notification that your Remote Code Load operation
began, this can also be confirmed using the Manage Remote Firmware Updates task during the
Remote Code Load.

« One call home case per target system updated will open for monitoring purposes during your Remote
Code Load operation. These cases are a normal part of the Remote Code Load operation and will be
closed by IBM support.

— HMC RCL cases will contain the following subject: CALL HOME - REMOTE CODE LOAD PROB TYPE: M
CPN: ## REF: E502F743

— SE RCL cases will contain the following subject: CALL HOME - REMOTE CODE LOAD PROB TYPE: M
CPN: ## REF: EOO2E7B6

« While the Remote Code Load firmware update is in progress, it cannot be canceled.

« If you are tracking the progress of an HMC RCL firmware update through its own Manage Remote
Firmware Updates task, you may briefly lose visibility to this progress tracking when the HMC reboots.

- Afeature that allows for additional details about the Remote Code Load operation progress to display in
the Manage Remote Firmware Updates task is available on:

— Driver 61 (Version 2.17.0) HMCs

— Driver 51 (Version 2.16.0) HMCs that have bundle H16 or above installed and at least on z16 SE at
bundle S21 or above defined.

The enablement of this feature can be checked on a Driver 51 (Version 2.16.0) HMC through the
Manage Firmware Features task, in which the "Support for determinate in progress Remote Code
Messages" entry will display as "Enabled".

Note: After installing the enablement bundles on your Driver 51 (Version 2.16.0) HMCs and SEs,
you may need to reboot your HMC using the Power Off or Restart task for the features described
previously in this section to display as "Enabled".

« The progress displayed for your Remote Code Load operation may vary depending on configuration.
Please see the section that applies to your situation.

— An HMC without the feature enabled:

- Displays the status of an ongoing Remote Code Load operation as "In Progress" for itself and all
defined SEs

- Once the Remote Code Load operation completes, it will no longer display in the Manage Remote
Firmware Updates task

Scheduled remote firmware updates

Target bundle Dati Time i Target name Status
12 01/14/2021 0301 AM SYSOLD22 # In Progress
— An HMC with the feature enabled:

- Displays Remote Code Load operation in the “Updates in-progress” table with a status of
“Updating” for defined Driver 51 SEs that are below bundle S21 and all defined Driver 41 SEs
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- Displays Remote Code Load operation in the “Updates in-progress” table with a status of
“Updating” alongside a percentage for itself, all defined Driver 61 SEs, and all defined Driver 51
SEs at or above bundle S21.

Updates in-progress

Bundle Date Time @ Target Scheduling HMC Status @

e H18 9/26/23 02:00 PM HMC1, HMC2 iMC1 Updating... 1C

Clicking on “Updating” will display a pop up with additional information pertaining to what step the
Remote Code Load operation is currently on as well as a description of the step.

Remote firmware update H18 - HMC1 x

Backing up critical data...
—
10% complete

Back up critical data: make a backup of the targeted platform so that if the 1U server needs
to be replaced, it can be restored from this data.

» More details

The "More details" drop down on this pop-up will display the steps that have been completed in
addition to the remaining steps.

Remote firmware update H18 - HMC1

Backing up critical data...
I

10% complete
Back up critical data: make a backup of the targeted platform so that if the 1U server needs
to be replaced, it can be restored from this data.

¥ More details

© Verify environment

Y Back up critical data
Accept installed changes
Retrieve internal code changes
Apply internal code changes

Transmit system availability data

Note: The percent progress correlates to one of the steps that comprise a Remote Code Load
operation, which can cause the percentage to abruptly jump between steps.

- Once the Remote Code Load operation completes, a record of it will display in the "Completed
Updates" table of the Manage Remote Firmware Updates task.
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Completed updates

Bundle Date Time @ Target Scheduling HMC Status @
H21 2/22/24 09:00 AM HMC1, HMC2 HMC1 © Completed
529 2/20/24 05:40 PM P0012345 HMC3 Pending
H21 2/22/24 09:55 AM HMC1, HMC2 HMC2 @ Failed

The Remote Code Load entry for a completed update will display one of the following statuses:

Completed

The Remote Code Load operation completed successfully. Clicking “Completed” will display the
a pop-up similar to the following that shows all steps completed:

Remote firmware update H20 - HMC1 =

Firmware update complete o

100% complete
Transmit system availability data: collect data including system status and send it back to
the remote support system.

¥ More details

@ Verify environment
Back up critical data
Accept installed changes

Retrieve internal code changes

©® ® © ®

Apply internal code changes
Mirror internal code changes

© Transmit system availability data

Note: A checkmark will not display next to the mirror step for an HMC Remote Code Load
record, as this step is not performed on HMCs.

Pending
The Remote Code Load operation completed successfully and left pending conditions that will
need to be manually cleared afterwards by the user. Clicking “Pending” will display the a
pop-up similar to the following that shows all steps completed:
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Remote firmware update S29 - P0012345 S
Firmware update complete with pending conditions

See Manage PCI System Services to manage the pending conditions

Transmit system availability data: collect data including system status and send it back to

the remote support system.

¥ More details

© Verify environment

Back up critical data

Accept installed changes
Retrieve internal code changes
Apply internal code changes

Mirror internal code changes

(CIN GO CINOING

Transmit system availability data

Close

« The task used to the manage the pending conditions (listed under the yellow progress bar)
may vary.

Notes:

- This status indicates that an RCL operation left a pending condition on your CPC and will
remain as “Pending” even after the pending condition is cleared.

Failed
The Remote Code Load operation encountered an issue and therefore did not complete
successfully. The IBM Support agent remotely monitoring your Remote Code Load will reach
out soon with additional information. Clicking “Failed” will display which step the failure was
encountered at:

Remote firmware update S29 - P0012345 e

Failed to apply internal code changes o
L

Contact an IBM Service representative for assistance
Apply internal code changes: activate the internal code changes up to the bundle
requested in the remote code load.

¥ More details

@ Verify environment
Back up critical data
Accept installed changes

Retrieve internal code changes

Q@ 0@ @06

Apply internal code changes
Mirror internal code changes

Transmit system availability data

When the Remote Code Load firmware update completes, IBM Support relays the successful
completion status by the email contact information supplied in the initial Remote Code Load request
on Resource Link.
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Note: If the Remote Code Load firmware update does not complete successfully, IBM Support will
contact you with the details of the failure and the follow-up actions. These actions might result in IBM
support recommending SSR dispatch to your site, if necessary.
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Chapter 12. Driver 61 Remote Code Load alert
notifications

Users will receive alert notifications for Remote Code Load events pertaining to the Driver 61 system they
are logged into. These alerts include notifications for the following events:

« A Remote Code Load was successfully scheduled targeting the system
« A Remote Code Load firmware update has begun
« A Remote Code Load firmware update finished with its completion status.

O s+ x @

Alerts (8) Dismiss all

Previous

6 days ago

Firmware update completed

A remote firmware update on HMC1 to activate bundle
HO6 has completed.

6 days ago

Firmware update running

A remote firmware update is now running on HMC1 to
activate bundle HO6.

6 days ago

Firmware update scheduled

A remote firmware update has been scheduled on HMC
to activate bundle HO6 at May 29, 2025 at 12:03:17 PM
EDT.

Read less A~
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Appendix A. Notices

This information was developed for products and services offered in the US.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that
only that IBM product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right may be used instead. However, it is the
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can
send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS"
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of
those products.

Statements regarding IBM's future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to actual people or business enterprise is
entirely coincidental.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of International Business
Machines Corporation, in the United States and/or other countries. Other product and service names
might be trademarks of IBM or other companies. A current list of IBM trademarks is available on http://
www.ibm.com/trademark.
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Class A Notices

The following Class A statements apply to this IBM product. The statement for other IBM products
intended for use with this product will appear in their accompanying manuals.

Federal Communications Commission (FCC) Statement

Note: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference, in which case the user will be
required to correct the interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to meet FCC emission
limits. IBM is not responsible for any radio or television interference caused by using other than
recommended cables and connectors or by unauthorized changes or modifications to this equipment.
Unauthorized changes or modifications could void the user's authority to operate the equipment.

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Industry Canada Compliance Statement
This Class A digital apparatus complies with Canadian ICES-003.

United Kingdom Notice

This product may cause interference if used in residential areas. Such use must be avoided unless the
user takes special measures to reduce electromagnetic emissions to prevent interference to the reception
of radio and television broadcasts.

Avis de conformité a la réglementation d'Industrie Canada

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

European Community Compliance Statement

This product is in conformity with the protection requirements of EU Council Directive 2014/30/EU

on the approximation of the laws of the Member States relating to electromagnetic compatibility. IBM
cannot accept responsibility for any failure to satisfy the protection requirements resulting from a non-
recommended modification of the product, including the fitting of non-IBM option cards.

This product has been tested and found to comply with the limits for Class A Information Technology
Equipment according to European Standard EN 55032. The limits for Class A equipment were derived
for commercial and industrial environments to provide reasonable protection against interference with
licensed communication equipment.

European Community contact:

IBM Deutschland GmbH

Technical Regulations, Department M372

IBM-Allee 1, 71139 Ehningen, Germany

Tele: +49 (0) 800 225 5423 or +49 (0) 180 331 3233
email: halloibm@de.ibm.com

Warning: This is a Class A product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.
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Japan Voluntary Control Council for Interference (VCCI) Notice

OB, 7T AXAAEERT COXKEETERECTEM T LEBERMEZL] &
RITIerHYEd, ZOHTICFERENVBULNEREHET 2L 2EBRIND Z
ERBHY ET, VCCI —-A

The following is a summary of the Japanese VCCI statement above:

This is a Class A product based on the standard of the VCCI Council. If this equipmentis used in a
domestic environment, radio interference may occur, in which case the user may be required to take
corrective actions.

Japan Electronics and Information Technology Industries Association (JEITA)
Notice

(—#) BFBEHIRMERE G SHERBHRINGXTERENH

BEICED ERANEN{E : IBM Documentationd&E 53
DOAHAEAR— 88

This statement applies to products less than or equal to 20 A per phase.
o mARtE JIS C 61000-3-2 @S MM

These statements apply to products greater than 20 A, single-phase.

BIPRBRMUE IIS C 61000-3-2 #FAG

AREL, [BEXIFHEETRET SHREROS RIS T
RAOA BSA 2] WSiEE (SREFEEMZE) T,

EEED%E . 6 (848, P F CEEft)

;E/RE: 0

These statements apply to products greater than 20 A per phase, three-phase.

S s B JIS C 61000-3-2 %M

AxBEL, [SEXIFFHIEETRE T SHFEROSFARINGIXT
RO FS12 ] WEkHEs (SFRFEERMKEE) TY,

Clig3%8 : 5 (348, P F CEiEH)

mE®/ER 0

People's Republic of China Notice

w2 RS BT IR S T AR R A T H -
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Declaration: This is a Class A product. In a domestic environment, this product may cause radio
interference, in which case the user may need to perform practical action.

Taiwan Notice
CNS 13438:

EERE
EE%E ’*‘E‘Mﬂﬁf s g o
A TR R AP {5 AR
AJREE LBZ%T%?E@J raiaw c o
{5 P& e BOK PR L i & Y R

CNS 15936:

7

Btk EuTiE > AESFRRLEESIMERANELERIR

IBM Taiwan Contact Information:

5 191BM E b i P I A T = -
= 1 B PR P S e e AT PR H]
E b T A B 75 348

=L 1 0800-016-888

Electromagnetic Interference (EMI) Statement - Korea
Ol 20l= HEeEEAZICE EANIEEEEE 8 J I 020U
O I £= AE A= 0| = 2|50 A1 0] HictD, JHE 22
ANEHA MESI= 2HoZ FLIC

o
M

Germany Compliance Statement

Deutschsprachiger EU Hinweis: Hinweis fiir Gerate der Klasse A EU-Richtlinie zur
Elektromagnetischen Vertraglichkeit

Dieses Produkt entspricht den Schutzanforderungen der EU-Richtlinie 2014/30/EU zur Angleichung der
Rechtsvorschriften liber die elektromagnetische Vertraglichkeit in den EU-Mitgliedsstaaten und halt die
Grenzwerte der EN 55032 Klasse A ein.

Um dieses sicherzustellen, sind die Gerate wie in den HandbUlchern beschrieben zu installieren und

zu betreiben. Des Weiteren diirfen auch nur von der IBM empfohlene Kabel angeschlossen werden.
IBM Gbernimmt keine Verantwortung fiir die Einhaltung der Schutzanforderungen, wenn das Produkt
ohne Zustimmung von IBM verandert bzw. wenn Erweiterungskomponenten von Fremdherstellern ohne
Empfehlung von IBM gesteckt/eingebaut werden.

EN 55032 Klasse A Gerate missen mit folgendem Warnhinweis versehen werden:
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"Warnung: Dieses ist eine Einrichtung der Klasse A. Diese Einrichtung kann im Wohnbereich Funk-
Stérungen verursachen; in diesem Fall kann vom Betreiber verlangt werden, angemessene Mafsnahmen
zu ergreifen und dafiir aufzukommen."

Deutschland: Einhaltung des Gesetzes iiber die elektromagnetische Vertraglichkeit von Geraten

Dieses Produkt entspricht dem "Gesetz (iber die elektromagnetische Vertraglichkeit von Geraten (EMVG)".
Dies ist die Umsetzung der EU-Richtlinie 2014/30/EU in der Bundesrepublik Deutschland.

Zulassungsbhescheinigung laut dem Deutschen Gesetz iiber die elektromagnetische Vertraglichkeit
von Geraten (EMVG) (bzw. der EMC EG Richtlinie 2014/30/EU) fiir Gerate der Klasse A

Dieses Gerét ist berechtigt, in Ubereinstimmung mit dem Deutschen EMVG das EG-Konformitatszeichen -
CE - zu fuhren.

Verantwortlich fiir die Einhaltung der EMV Vorschriften ist der Hersteller:
International Business Machines Corp.

New Orchard Road

Armonk, New York 10504

Tel: 914-499-1900

Der verantwortliche Ansprechpartner des Herstellers in der EU ist:
IBM Deutschland GmbH

Technical Regulations, Abteilung M372

IBM-Allee 1, 71139 Ehningen, Germany

Tel: +49 (0) 800 225 5423 or +49 (0) 180 331 3233

email: halloibm@de.ibm.com

Generelle Informationen:

Das Gerat erfiillt die Schutzanforderungen nach EN 55024 und EN 55032 Klasse A.

Electromagnetic Interference (EMI) Statement - Russia

BHMMAHWE! HacTosawee nagenuve oTHOCUTCA K Knaccy A,

B »*unbix noMeleHnAX OHO MOXET cosgaBaTbk paguonomexm, ans

CHWXEHWA KOTOPBbIX HEDﬁxO.ﬂ.HMbI AONONHUTENEHEIE MEDLI

Electromagnetic Interference (EMI) Statement - Kingdom of Saudi Arabia Notice
Al 3laial) 8 Aalaaiiul o513 JA1N &g b oetiall 3 oy 38

1Y) Sl Jusiul e Ja il aial dpuslaling 5 el Clilani¥] il dald yulai aadiuall 335 ol Lo aladiul) 138 caiad caagy
32 A

SASO CISPR 32 (e 4a) aa (381 5ia Slgall 138 : jdad

oSy JA105 Gagan b Sleall 138 Cagy 38 Sl Al 3
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