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Safety

Safety notices

Safety notices may be printed throughout this guide. DANGER notices warn you of conditions or
procedures that can result in death or severe personal injury. CAUTION notices warn you of conditions
or procedures that can cause personal injury that is neither lethal nor extremely hazardous. Attention
notices warn you of conditions or procedures that can cause damage to machines, equipment, or
programs.

World trade safety information

Several countries require the safety information contained in product publications to be provided in

their local language(s). If this requirement applies to your country, a safety information booklet is
included in the publications package shipped with the product. The booklet contains the translated safety
information with references to the US English source. Before using a US English publication to install,
operate, or service this product, you must first become familiar with the related safety information in

the Systems Safety Notices, G229-9054. You should also refer to the booklet any time you do not clearly
understand any safety information in the US English publications.

Laser safety information

AllLIBM Z® and IBM® LinuxONE (LinuxONE) models can use I/O cards such as FICON®, Open Systems
Adapter (OSA), Network Express, Integrated Coupling Adapter2.0 SR (ICA SR2.0), zHyperLink Express,
or other I/0 features which are fiber optic based and utilize lasers (short wavelength or long wavelength
lasers).

Laser compliance

All lasers are certified in the US to conform to the requirements of DHHS 21 CFR Subchapter J for Class
1 or Class 1M laser products. Outside the US, they are certified to be in compliance with IEC 60825 as
a Class 1 or Class 1M laser product. Consult the label on each part for laser certification numbers and
approval information.

Laser Notice: U.S. FDA CDRH NOTICE if low power lasers are utilized, integrated, or offered with end
product systems as applicable. Complies with 21 CFR 1040.10 and 1040.11 except for conformance with
IEC 60825-1 Ed. 3., as described in Laser Notice No. 56, dated May 8, 2019.

CAUTION: Data processing environments can contain equipment transmitting on system links with
laser modules that operate at greater than Class 1 power levels. For this reason, never look into the
end of an optical fiber cable or open receptacle. (C027)

CAUTION: This product contains a Class 1M laser. Do not view directly with optical instruments.
(co28)
I

| /N CAUTION

LASER
1M

EC TooE4
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About this publication

This publication contains information about the IBM Spyre® Accelerator on the 9175 system.

Unless otherwise stated, throughout this document "9175" refers to the IBM z17° (Model ME1) or IBM
LinuxONE Emperor 5 (Model ML1).

Figures included in this document illustrate concepts and are not necessarily accurate in content,
appearance, or specific behavior.

Related publications

Publications that you will find helpful and that you should use along with this publication are

in the following list. The following publications are available on IBM Documentation. Go to
https://www.ibm.com/docs/en/systems-hardware, select IBM Z or IBM LinuxONE, then select your
configuration, and click Library Overview on the navigation bar.

« Spyre Support Appliance for IBM Z and LinuxONE User's Guide, GC28-7072
« Appliance Control Center for IBM Z and LinuxONE User's Guide, GC28-7073
« Connectivity Mapping Tool User's Guide, GC28-7058

« z/0S° Hardware Configuration Definition (HCD) User's Guide, SC34-2669

« Secure Service Container (SSC) User's Guide, SC28-7062

« IBM Dynamic Partition Manager (DPM) Guide

- IBM DS8900F documentation

» Spyre Accelerator for IBM Z and LinuxONE content solution

Related HMC and SE console information

Hardware Management Console (HMC) and Support Element (SE) information can be found on the
console help system.

Accessibility features

Accessibility features help users who have physical disabilities such as restricted mobility or limited vision
use software products successfully. The accessibility features can help users do the following tasks:

« Run assistive technology such as screen readers and screen maghnifier software.
- Operate specific or equivalent features by using the keyboard.
« Customize display attributes such as color, contrast, and font size.

Consult assistive technologies

Assistive technology products, such as screen readers, function with the user interfaces found in this
product. Consult the product information for the specific assistive technology product that is used to
access our product information.

Keyboard navigation

This product uses standard Microsoft Windows navigation keys.

IBM and accessibility

See http://www.ibm.com/able for more information about the commitment that IBM has to accessibility.

© Copyright IBM Corp. 2025 vii
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How to provide feedback to IBM

We welcome any feedback that you have, including comments on the clarity, accuracy, or completeness of
the information.

For additional information use the following link that corresponds to your configuration:

Configuration Link

IBM z17° Model ME1 https://www.ibm.com/docs/en/systems-hardware/
zsystems/9175-ME1?topic=how-send-feedback

IBM LinuxONE Emperor 5 Model ML1 https://www.ibm.com/docs/en/systems-hardware/
linuxone/9175-ML1?topic=how-send-feedback
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Chapter 1. Introduction

Introduction to IBM Spyre Accelerator

The Spyre Al Card, also known as the IBM Spyre Accelerator, is a high-performance, energy-efficient PCle
add-on designed to enhance Al inferencing capabilities on IBM Z and LinuxONE systems.

For more information, see the content solution for Spyre Accelerator for IBM Z and LinuxONE available at
https://www.ibm.com/support/z-content-solutions/spyre-accelerator-z-and-linuxone/.

Key features include:
« Architecture & Specs

— Equipped with 32 AI accelerator cores, capable of handling matrix operations and low-precision
workloads for high throughput.

— Manufactured using Samsung’s advanced 5nm process node.

— Each card supports up to 128 GB of LPDDR5 memory, with ensembles of up to eight cards delivering
1TB memory and massive Al performance.

— Delivers exceptional AI compute—exceeding 300 TOPS per card—while consuming just 75 W.
« Usage & Benefits

— Delivers advanced ensemble AI workflows by complementing the on-chip Telum-II AI accelerator,
enabling multi-model inferencing for tasks like real-time fraud detection and code assistance.

- Enables on-premises generative Al use cases—such as running Watsonx Code Assistant™—while
maintaining the inherent security, reliability, and data locality of the IBM Z environment.

Appliance Control Center for IBM Z & IBM LinuxONE

The Appliance Control Center (ACC) is a secure application for deploying software appliances on IBM

Z and IBM LinuxONE systems. It integrates with the Hardware Management Console (HMC) to manage
and monitor appliances across multiple systems. ACC enables users to upload SSC-based appliances
and updates, then handles their installation. By streamlining deployment, control, and maintenance, ACC
simplifies appliance lifecycle management.

Spyre Support Appliance for IBM Z & IBM LinuxONE

The Spyre Support Appliance (SSA) is a dedicated solution for managing, monitoring, and diagnosing
Spyre cards attached to IBM Z Logical Partitions (LPARs). SSA continuously tracks all connected Spyre
cards to optimize performance and enable proactive error handling. Upon initialization, it activates all
assigned Spyre cards and performs real-time monitoring—checking every second for newly added or
removed cards, and dynamically handling initialization or cleanup. Beyond lifecycle management, SSA
collects key metrics and health data to maintain performance and support early issue detection.

© Copyright IBM Corp. 2025 1
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Hardware and software requirements

Before deploying the Spyre Accelerator on IBM Z or LinuxONE systems whether in Dynamic Partition
Manager (DPM) or standard mode environments specific hardware and software prerequisites must be
met to ensure optimal compatibility, stability, and performance. The following information details the
hardware and software prerequisites necessary to support this offering.

Table 1. Hardware requirements

Component Requirement

System Platform IBM z17 (supporting PCIe Gen4 and Spyre-capable firmware)
Partitioning Mode DPM-enabled or non-DPM system

Physical Slot Available PClIe slot (low-profile, Gen4-capable)

Memory 16 GB memory for ACC

50 GB memory for each SSA

Note: The memory requirement for the consumer LPAR depends upon
the workload requirements within the consumer LPAR.

Storage 50 GB for each appliance.

CPU Resources For ACC and two SSA, two shared Integrated Facility for Linux®
processors (If Ls) are required.

Note: The CPU requirement for the consumer LPAR depends upon the
workload requirements within the consumer LPAR.

Cooling & Power® Chassis capable of handling additional 75W per Spyre card

Networking Atleast one networking interface for each appliance for internal
communication in between ACC and SSAs.

Firmware System firmware updated to latest version supporting Spyre devices
(ACC/SSA Images)

Table 2. Software requirements - Control node/laptop

Component Requirement

Python Runtime Python 3.9+ (for ACC/SSA API communication)
Appliances ACC and SSA appliances downloaded from IBM Fix Central
Ansible® For ACC ansible playbooks

2 IBM: Spyre Accelerator User's Guide



Solution overview

Shop Z PID

ACCLPAR

Operating System

Consumer Logical Partition A Consumer Logical Partition B

.....

Appli
Operating System Operating System @ Gy
watsonx watsonx
P TensorFlow () Fyroreh T TensorFlow () pyreren /\
AI Stack and workload Al Stack and workload
Spyre Support Spyre Support
Appliance LPAR 1 Appliance LPAR 2
PCle device driver PCle device driver Chseigbael CessingSiaer

ACC LPAR
Purpose: Centralized control and orchestration of the appliances.
Role: Connects to the Hardware Management Console (HMC) in order to manage and monitor
appliances on different IBM Z or LinuxONE systems.

Spyre Support Appliance LPAR 1 & 2
Purpose: Manage, monitor, and diagnose Spyre cards attached to an IBM Z Logical Partition (LPAR).
Role: Continuously monitors all connected Spyre cards to maintain efficiency and enable proactive
error handling.

Spyre cards (Spy_1, Spy_2, Spy_3 and, Spy_4)
Purpose: Al accelerator cards used for high-performance Al inferencing and model fine-tuning.

Notes:

« IBM Z or LinuxONE systems support up to 48 cards.

- For high availability, distribute cards across SSA1 and SSA2 so any single SSA failure does not
impact all adapters for a workload LPAR.

Consumer LPARA & LPAR B
Purpose: It is a logical partition used to run AI workloads.

Note:

« Forin-transaction workloads using encoder models that require 100% scoring and high availability,
it is beneficial to over provision Spyre cards by at least one to meet Reliability, Availability and
Serviceability (RAS) objectives. For workloads distributed across multiple cards, an additional Spyre
card can be used to hot-replace a failing card and resume operations within minutes. If sub-second
switching and high availability are required, consider running two copies of the workload with a
failover mechanism.

« The consumer LPAR must be configured to utilize at least two Virtual Functions (VFs), each
provisioned from distinct Spyre cards managed by separate SSAs. This architecture facilitates high
availability by enabling the application to implement a failover mechanism in the event of an SSA
failure.

Chapter 1. Introduction 3



« The cards should be configured with PCle path redundancy. For example, avoid assigning all cards
in a single PCIe+ I/O drawer to one SSA. If two PCIe+ I/O drawers are available, distribute the cards
evenly between the SSAs to ensure failover capability.

For setting up the Spyre cards, the following tasks must be completed
» Prepare the environment

« “Installing Appliance Control Center (ACC)” on page 19

« “Installing Spyre Support Appliance (SSA)” on page 27

« Plugin the Spyre cards.

These actions can be performed by either a single or multiple roles. In this guide, we use a single role to
perform these tasks.

4 IBM: Spyre Accelerator User's Guide



High level workflow

This guide walks you through a complete, end-to-end installation and configuration of IBM Z Spyre
adapters, including creation of Secure Service Container (SSC) logical partitions (LPARs), and the
installation of the Appliance Control Center for IBM Z & IBM LinuxONE (ACC) and Spyre Support Appliance
for IBM Z & IBM LinuxONE (SSA), and the nondisruptive hot-plug and activation of Spyre cards.

Non-DPM Mode

Create LPARs

—>

Install SSAs

DPM Mode

I

I

Create Partitions

Run Non-disruptive
HW change in SE

I

|

Add PF/VF to the

HW change in SE

l

Install ACC

I

l

l

Plug-in Spyre Cards

I

Setup IODF/HCD Plug-in Spyre Cards Install ACC $SAs on the HMC
Assign PFs and VFs Run Non-disruptive Install SSAs

1. Provision DASD and update HCD/IODF.

2. Provision three Secure Service Container (SSC) LPARs, two for Spyre Support Appliances (SSAs) and
one for Appliance Control Center (ACC).

Note: The ACC LPAR can reside on the same Central Processor Complex (CPC) or on a different CPC.
ACC is also supported on IBM z16° CPCs. All CPCs involved in this configuration must be managed by
the same Hardware Management Console (HMC).

3. Define Physical Function (PF) and Virtual Functions (VF) as Function IDs (FIDs) per Spyre card, assign
PF and first VF to SSA, and second VF to the consumer workload LPAR.

4. Plan and map Physical Channel ID (PCHIDs) for Spyre adapters using the Connectivity Mapping Tool.
Note: For more information, see the Connectivity Mapping Tool User's Guide.

5. Install ACC and SSA images using Hardware Management Console (HMC) and/or Support Element (SE)
or ACC, then activate SSA LPARs.

6. Nondisruptive hot-plug and activation of Spyre cards — IBM System Service Representative (SSR) task

Tip: For high availability, distribute cards across SSA1 and SSA2 so any single SSA failure does not
impact all adapters for a workload LPAR. IBM recommends configuring two or more SSAs per CPC,
depending on the specific requirements and configuration needs of the system.

Note: The instructions provided in this guide are for non-DPM mode IBM Z systems. If you are using DPM
mode IBM Z systems, then see “Creating the ACC and SSA LPARs” on page 15

Chapter 1. Introduction 5


https://www.ibm.com/docs/en/systems-hardware/zsystems/9175-ME1?topic=library-connectivity-mapping-tool-users-guide

6 IBM: Spyre Accelerator User's Guide



Chapter 2. Preconfiguration

Define DASD for ACC and SSA LPARs

Before you begin

« Volume (ECKD)
e Minimum Storage - 50 GB

Procedure

1. If required, add Control Unit

In this example, we have defined Control Unit (CU) OF50. Any undefined CU can be used.
2. Create a device for the new disk, and assign it to the corresponding partition.

r

Change Control Unit Definition

Specify or revise the following values.

Control unit number . . . . OF50 +
Control unit type . . . . . 2107 +
Serial number . . . . . . . ABCO1 +
Description . . . . . . . . DASD1 LCU 5D ACC SSA1l SSA2
Connected to switches . . . 17 18 __ __ __ __ __ __ +
Ports . . . . . . . . . .. DE A3 .
Define more than eight ports . . 2 1. Yes

2. No
Fl=Help F2=Split F3=Exit F4=Prompt F5= Reset
F9=Swap F12=Cancel

\.

Figure 1. Change Control Unit Definition

What to do next
Configuration of IBM Z or LinuxONE system.

© Copyright IBM Corp. 2025



Preconfiguration for a standard mode system

Creating LPARs in IODF

Before you begin

For more details, see the z/OS Hardware Configuration Definition (HCD) User's Guide to properly create
LPARs in the I/O definition files (IODF).

Note: To enable ACC to manage SSA, both must be configured on and accessible through the same
network. ACC and SSAs should be on CPCs that are handled by the same HMC.

About this task

For each OSA adapter used by the network adapter in SSC LPARs, you must define three device IDs in the
I/0 configuration:

» One device ID for network traffic
« Two device IDs for read/write control data

If the CHPID/FID is shared across multiple SSC LPARs, these three device addresses can also be shared
by the SSC containers.

Procedure
Create three LPARs.

e N
Processor ID . . . . : B87 B87 z17

Configuration mode . : LPAR

Channel Subsystem ID : 1

/ Partition Name Number Usage + UID Description

_ ACC A 0S N ACC Appliance Control Center

_ SSA1 C 0S N Spyre Support Appliance

_ SSA2 D 0S N Spyre Support Appliance
\_ J
The LPARs are accessible to the following CHPID/FID:
- 12-0SA

« AA, B9-FCor FCP. It provides access to the DASD (ECKD).

8 IBM: Spyre Accelerator User's Guide
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View Partition / Channel Paths

Command ===> Scroll ===> CSR
Processor ID . . . : B87 B87 z17

Configuration mode : LPAR

Partition name . . : ACC ACC Appliance Control Center

Enter to continue.

CHPID Type Mode Description

12 0SD SPAN Campus Network
AA FC SPAN 32G
B9 FC SPAN 326G

Fokkokokokokokokokokokokokokkkkkkkkkk Bottom of data sk

Fl=Help F2=Split F3=Exit F7=Backward F8=Forward
F9=Swap F12=Cancel F22=Command
S y,

Figure 2. View Partition / Channel Paths

Create Physical Function

About this task

In HCD, open the Work with PCIe Functions view for the processor where you want to define the
Function IDs (FIDs) and Spyre cards. Then, add new FIDs as follows:

« Add one Physical Function (PF) per card.
« Add two Virtual Functions (VFs) per card.
Assign the PF and the VF 1 to an SSA LPAR. Assign the VF 2 to the consumer LPAR that will use the card.

Important: Ensure that the cards assigned to an LPAR are distributed across two different SSAs for
redundancy and high availability. If one SSA is restarted or fails, all cards attached to that SSA will
become unavailable.

For example, if you have 8 cards and 2 Consumer LPARs:

« Assign 4 cards to each Consumer LPAR.
« For each Consumer LPAR, assign 2 cards to SSA1 and 2 cards to SSA2.

Procedure
1. Create the Physical Function (PF).

Note: This PF is intended for SSA to manage the card.
2. Add PCle Function for the PF.
In this example:
« Function ID: Enter the desired FID that best fits your configuration. Supported range 0000 - 4FFF.
« Type: PAIA for Spyre adapter
e Channel ID: PCHID number of the card
» Physical Function: Y for Yes

Chapter 2. Preconfiguration 9




Add PCIe Function
Specify or revise the following values.
Processor ID . : B87 B87 z17
Function ID . 4010
Type . . PAIA +
Channel ID . . 18C +
Port . e e e _ +
Virtual Function ID . . . . ___ + Physical Function Y (Y/N)
Number of virtual functions 0O__
uID . e e e e e e
Description B87 SSA1l Physical Function
Fl=Help F2=Split F3=Exit FA=Prompt F5= Reset
F9=Swap F12=Cancel
\ Y,

3. From the Define Access List panel, select the LPAR that the device will attach to; when activated, it
will be the primary LPAR that owns this FID. This is also where you select the SSA LPAR.

Vs

o

Define Access List
Command ===> Scroll ===> CSR
Select one partition for the access list.
Function ID : 4010
/ CSS ID Partition Name Number Usage Description
/1 SSAL C 0S Spyre Support Appliance
_1 SSA2 D 0S Spyre Support Appliance
_1 S5M 4 0S S5M - PLX5
_1 S5V F 0S S5V - PLX5
_1 S51 1 0S S51 - PLX5
_1 S53 3 0S S53 - PLX5
_1 S55 5 0S S55 - PLX5
_1 TAO 6 0S TAO - PLXA
_1 X5CFB87 7 CF X5CFB87 - PLX5
_ 2 IESPLN1 5 0S zLinux - PyToxrch Demo
_ 2 R7A A 0S R7A - PLX7
_ 2 R72 2 0S R72 - PLX7
Fl=Help F2=Split F3=Exit F5= Reset F6=Previous
F7=Backward F8= Forward F9=Swap F12=Cancel F22=Command

J

4. Optional: Select one or more partitions to include in the candidate list. This action allows the FID to be
moved from the Access List LPAR to the selected Candidate List.

In this example, SSA2 was selected as the candidate.

10 IBM: Spyre Accelerator User's Guide



Define Candidate List
Command ===> Scroll ===> CSR
Select one or more partitions for inclusion in the candidate list.
Function ID . . . . : 4010
/ CSS ID Partition Name Number Usage Description
_1 R71 B 0S R71 - PLX7
_1 R75 2 0S R75 - PLX7
_ 1 R79 9 0S R79 - PLX7
/1 SSA2 D 0S Spyre Support Appliance
_1 S5M 4 0S S5M - PLX5
_ 1 S5V F 0S S5V - PLX5
_1 S51 1 0S S51 - PLX5
_1 S53 3 0S S53 - PLX5
_ 1 S55 5 0S S55 - PLX5
_1 TAO 6 0S TAO - PLXA
_1 X5CFB87 7 CF X5CFB87 - PLX5
_ 2 IESPLN1 5 0S zLinux - PyTorch
Demo
Fl=Help F2=Split F3=Exit F5= Reset F6=Previous
F7=Backward F8= Forward F9=Swap F12=Cancel F22=Command
. J

What to do next
Create Virtual Functions.

Create Virtual Functions

About this task
Use the following procedure to add two Virtual Functions (VFs) per Spyre card.

« Assign the first VF to an SSA LPAR.
« Assign the second VF to the Consumer LPAR that will use the card.

Procedure
1. Create the first Virtual Function (VF).
Note: This first VF is intended for SSA to manage the card.

2. Add PCIe Function for the VF.
In this example:

 Function ID: Enter the desired FID that best fits your configuration. Supported range 0000 -
AFFF .

Note: IBM recommends you use the FID next to the Physical Function (PF) for ease of tracking.
» Type: PAIA for Spyre adapter
e Channel ID: PCHID number of the card
« Virtual Function: 1
 Physical Function: N for No
» Number of virtual functions: 1
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Add PCIe Function

Specify or revise the following values.

Processor ID . B87 B87 z17
Function ID . 4011
Type . PATA +
Channel ID . . 18C +
Port . e e e . +
Virtual Function ID . . . . 1__ + Physical Function N (Y/N)
Number of virtual functions 1
UuID . e e e
Description B87 SSA1 1st Virtual Function
Fl=Help F2=Split F3=Exit FA=Prompt F5= Reset F9=Swap
F12=Cancel

J

3. From the Define Access List panel, select the same SSA LPAR that the Physical Function (PF) of this

card previously defined.

Vs

o

Define Access List
Command ===> Scroll ===> CSR
Select one partition for the access list.
Function ID 1 4011
/ CSS ID Partition Name Number Usage Description
_1 LP1 E 0S LP1 for COD
_1 R7H 8 0S R7H - PLX7
_1 R71 B 0S R71 - PLX7
_1 R75 2 0S R75 - PLX7
_1 R79 9 0S R79 - PLX7
/ 1 SSAL C 0S Spyre Support Appliance
_1 SSA2 D 0S Spyre Support Appliance
_1 S5M 4 0S S5M - PLX5
_1 S5V F 0S S5V - PLX5
_1 S51 1 0S S51 - PLX5
_1 S53 3 0S S53 - PLX5
_1 S55 5 0s S55 - PLX5
Fl=Help F2=Split F3=Exit F5= Reset F6=Previous
F7=Backward F8= Forward F9=Swap F12=Cancel F22=Command

J

4. Optional: Select one or more partitions to include in the candidate list. If a candidate was previously
assigned during Physical Function definition, select the same set of LPARs.

7

Define Candidate List
Command ===> Scroll ===> CSR
Select one or more partitions for inclusion in the candidate list.
Function ID 1 4011
/ CSS ID Partition Name Number Usage Description
_1 LP1 E 0S LP1 for COD
_1 R7H 8 0S R7H - PLX7
_1 R71 B 0S R71 - PLX7
_1 R75 2 0S R75 - PLX7
_1 R79 9 0S R79 - PLX7
/1 SSA2 D 0S Spyre Support Appliance
_1 S5M 4 0S S5M - PLX5
_1 S5V F 0S S5V - PLX5
_1 S51 1 0S S51 - PLX5
_1 S53 3 0S S53 - PLX5
_1 S55 5 0S S55 - PLX5
_1 TAO 6 0S TAO - PLXA
Fl=Help F2=Split F3=Exit F5= Reset F6=Previous
F7=Backward F8= Forward F9=Swap F12=Cancel F22=Command
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5. Create the second VF.
Note: This second VF is designated for the Consumer LPAR to drive workloads.

6. Add PClIe Function for the VF.
In this example:

 Function ID: Enter the desired FID that best fits your configuration. Supported range 0000 -
AFFF .

Note: IBM recommends you use the FID next to the first VF for ease of tracking.
» Type: PAIA for Spyre adapter
e Channel ID: PCHID number of the card
- Virtual Function: 2
* Physical Function: N for No
« Number of virtual functions: 1

( \
Add PCIe Function
Specify or revise the following values.
Processor ID . . . . . . . : B87 B87 z17
Function ID . . . . . . . . 4012
Type . . . . . . . . . . . . PAIA +
Channel ID . . . . . . . . . 18C +
Port . e e e e e e e e e +
Virtual Function ID . . . . 2__ + Physical Function N  (Y/N)
Number of virtual functions 1
UID . —
Description . . . . . . . . B87 Linux lpar SPYDEMO
Fl=Help F2=Split F3=Exit F4=Prompt F5= Reset F9=Swap
F12=Cancel
\ J

7. From the Define Access List panel, select the Consumer LPAR that will be used to drive workloads.

s N
Define Access List
Command ===> Scroll ===> CSR
Select one partition for the access list.
Function ID . . . . : 4012
/ CSS ID Partition Name Number Usage Description
_ 4 R7D 4 0S R7D - PLX5
_ 4 R73J E 0S R7J - PLX7
/ 4 SPYDEMO F 0S zLinux - Spyre
_ 4 S5A A 0S S5A - PLX5
_ 4 S5D D 0S S5D - PLX5
_ 4 S5G 7 0S S5G - PLX5
_ 4 S5] 2 0S S5J - PLX5
_ 4 S5N 8 0S S5N - PLX5
_ 4 S5S B 0S S5S - PLX5
_ 4 TA3 3 0S TA3 - PLXA
_ 4 ZATU 1 0S ZAIU - LINUX
_ 4 ZAIU1 6 0S ZAIU1 - LINUX
Fl=Help F2=Split F3=Exit F5= Reset F6=Previous
F7=Backward F8= Forward F9=Swap F12=Cancel F22=Command
S J

8. From the Define Candidate List panel, select any LPAR to which this Spyre card could be reassigned.
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Define Candidate List

Command ===> Scroll ===> CSR

Select one or more partitions for inclusion in the candidate list.

Function ID . . . . : 4011

/ CSS ID Partition Name Number Usage Description

_4 R7D 4 0S R7D - PLX5

_4 R7J E 0S R7J - PLX7

_4 S5A A 0S S5A - PLX5

_ 4 S5D D 0s S5D - PLX5

_4 S5G 7 0S S5G - PLX5

/ 4 S5J 2 0S S5J - PLX5

_4 S5N 8 0s S5N - PLX5

_4 S5S B 0S S5S - PLX5

_4 TA3 3 0S TA3 - PLXA

/ 4 ZATU 1 0S ZAIU - LINUX

/ 4 ZATU1 6 0S ZATU1 - LINUX

_4 ZFAB1 9 0S ZFAB1 - SSC for
Sentient

Fl=Help F2=Split F3=Exit F5= Reset F6=Previous

F7=Backward F8= Forward F9=Swap F12=Cancel F22=Command
.

9. After defining the FIDs, the PCIe Functions panel in HCD should display an overview of the
configured FIDs.

/ FID CHID+ P+ VF+ PF Type+ UiD Description

_ 4010 18C _ . Y PAIA ____ B87 SSA1 Physical Function

_ 4011 18C _ 1 N PATA ____ B87 SSA1 1st Virtual Function
_ 4012 18 _ 2 N PAIA ____ B87 Linux lpar SPYDEMO

10. Repeat the above procedure for any additional Spyre cards.

Example

FUNCTION FID=4010,PF,PCHID=18C,PART=((SSA1), (SSA2)),TYPE=PAIA

FUNCTION FID=4011,VF=1,PCHID=18C,PART=((SSA1),

(SSA2)) , TYPE=PAIA

FUNCTION FID=4012,VF=2,PCHID=18C,PART=((SPYDEMO),b (SSA2,S5J,ZAIU,ZAIU1)),TYPE=PAIA

Figure 3. Input/Output Configuration Program (IOCP) from above example
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Preconfiguration for a DPM-enabled system

Creating the ACC and SSA LPARs

This procedure provides step-by-step instructions to create LPARs to install ACC and SSA in a Dynamic
Partition Manager (DPM) enabled environment.

Before you begin

Make sure that you have the appropriate authorization to use the Create Partition task. You need to use
a customized user ID either with authorization to the task, or with the predefined System Programmer
Tasks role.

About this task
To install ACC and SSA, you must configure three SSC LPARs.

« One for ACC
« Two for SSA.

Note: SSA used two LPARs for high availability.

The following table lists the minimum system requirements for ACC and SSA.

LPAR Minimum requirement

ACC  Processor type: Integrated Facility for Linux (IFL): Two shared
 RAM: 16 GB memory

« Disk: 50 GB (dedicated)

» Network interface: NETH or OSA

SSA1  Processor type: Integrated Facility for Linux (IFL): Two shared
« RAM: 50 GB memory

« Disk: 50 GB (dedicated)

« Network interface: NETH or OSA

SSA 2  Processor type: Integrated Facility for Linux (IFL): Two shared
 RAM: 50 GB memory

« Disk: 50 GB (dedicated)

 Network interface: NETH or OSA

Procedure

1. Open the Create Partition task.

You can access this task from the main HMC page by selecting the Systems Management node and
expanding the Configuration task group, by selecting a specific DPM-enabled system, or by selecting
the task in the Tasks index. For example:

a) Select a DPM-enabled system listed under the Systems Management node.
b) Click the link for the Create Partition task.

The Create Partition window opens, with an overlay that highlights key task controls on the
window.
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2. Required: Enter the name of the new partition, select the system, an optional short name, the
partition type, and an optional description.

The short name must uniquely identify the partition from all other partitions that are defined on the
same system.

a) Specify the name of the new partition, which can be 1 - 64 characters in length. Supported
characters are alphanumerics, blanks, periods, underscores, dashes, or at symbols (@). Names
cannot start or end with blank characters.

b) Select the desired System from the drop down menu where you want the partition to be created.
¢) To auto generate the partition ID, enable the option Generate partition ID automatically.

d) Optionally, specify a description for the partition. The description can be up to 1024 characters in
length.

e) For partition type, select Secure Service Container from the list, as shown in .

Home Create Partition - B21... [J x

Create partition

€ General

General
7 Processors Define the name, system, and type of the partition. Optionally, you can
define advanced attributes.
Memor\" Name System
N 7X132849 B218SE1 v
7. 10 Connectivity
. Short name (@) £ 4D Generate partition ID automatically (@)
.} Boot
X132849 @ o
{* Review summary
Description 0/1024
4
Partition type
Linuxon Z z/VM Secure Service [ ]
) Container
& @
[

Figure 4. The General section of the Create Partition task

When the selected partition type is Secure Service Container, the page display includes the
following additional fields.

Administrator user ID
Enter the user ID to be used as the default administrator user ID for the Secure Service
Container partition. This Administrator ID has authority to perform any task that is available
through the graphical user interface (GUI) and the WebService interface.

Administrator password
Enter the password for the administrator user ID. The administrator password can have a
minimum of 8 characters and a maximum of 256 characters.

Confirm administrator password
Reenter the password exactly as you typed it for the Administrator password field.

f) From the advance attributes, select the acceptable statuses and partition access controls.
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Define the acceptable availability status values for the partition, based on the importance of its
workload.

g) When you have finished, click Next to navigate to the next page in the task.

3. Required: Use the Processors page to define the number of shared virtual processors for the
partition.

a) Select two shared IFLs.

4. Required: Use the Memory page to define the initial and maximum amounts of memory to be
assigned to the new partition. Keep both initial and maximum amounts the same.

5. Required: Use the I/0O Connectivity page to define the network interface cards (NICs) that the new
partition requires to access specific networks. For a Secure Service Container partition, you must also
specify at least one management NIC or a HiperSockets management NIC for communication.

Since a NIC is likely already configured, Spyre setup simply requires assigning an available IP address
to each Secure Service Container (SSC).

6. On the Secure Service Container web interface communication section, provide the required
network settings that are displayed.
Some of the values that you supply depend on the IP address type of the NIC that you created to
access the web interface. An asterisk (*) preceding the label indicates that a value is required.

Hostname
Enter the Linux host name of the appliance to run in the Secure Service Container partition. To
access the Secure Service Container web interface, users need to specify a URL that contains
either a hostname or an IP address for the Secure Service Container partition. A hosthame can be
1 - 32 characters long. It cannot contain blanks. Valid characters are numbers 0 - 9, letters A-Z
(any case), and the following special characters: period (.), colon (:), and hyphen (-).

Default IPv4 Gateway
Enter an IPv4 address for the default gateway. A default IPv4 gateway is required if you specified
a Static IPv4 IP address type for the NIC.

Note: ACC and SSAs don't support IPv6.
DNS Server 1
Enter an IPv4 or IPv6 address for the primary domain name system (DNS) server.

DNS Server 2
Enter an IPv4 or IPv6 address for a secondary DNS server.

7. To add a storage group, complete the following steps:
System administrators create storage groups and tape links to enable partitions (and the operating

systems and applications that they host) to use physical storage hardware that is connected to the
system.

Important: For ACC, assign a storage group with a dedicated 16GB volume to hold the ACC image.
For SSA, assign a storage group with a dedicated 50GB volume to hold the SSA image.
a) Click Storage to attach storage groups.

Attaching a storage group enables the partition to access storage networks and hardware that is
connected to the DPM-enabled system.

b) Click on Add storage group and then select the storage groups.
Select the storage group that is listed in the Storage Groups table to attach to this partition.
8. On the Boot page, select the boot mode as Installer mode.

When the partition starts, the system initializes the SSC Installer, allowing you to access the SSC web
interface and install an appliance.

Note: By default, Installer mode is automatically selected while defining a SSC partition.
9. Click Next to navigate to the Summary page.

You might need to vertically scroll the Summary page to view all of the partition properties. If
necessary, click Back to return to a particular page to change a property value or setting.
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10. Required: On the Summary page, click Finish to save the partition definition.
A progress indicator is displayed until DPM finishes creating the partition.

What to do next
Repeat the procedure to create the remaining LPARs as needed.
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Chapter 3. Installing Appliance Control Center for
IBM Z & IBM LinuxONE

Installing Appliance Control Center (ACC)

You can install Appliance Control Center for IBM Z & IBM LinuxONE by using either of the two methods:

« Install using Ansible playbook scripts
« Install using Hardware Management Console (HMC) user interface (UI)

Login to HMC’s Ul

v

Update the Activation
Profile of the LPAR on
the HMC

A 4

Activate the LPAR on

the HMC
Use the ACC Ansible Continue with the
Playbooks for ACC HMC's Ul for ACC
Installation Installation

e

Configure ACC using
the Ansible Playbooks

Attention: The Ansible playbooks referred to in this section are available on GitHub at https://
github.com/IBM/z_ansible_collections_samples/tree/main/z_appliance_control_center.

Downloading Appliance Control Center from Fix Central
You can download the IBM Z Appliance Control Center (ACC) from IBM Fix Central.

Before you begin

* You must have an IBMid.

© Copyright IBM Corp. 2025
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« Know your product details

Procedure

1. Go to the Fix Central website and sign in using your IBMid credentials.
2. Identify the product: IBM Z Appliance Control Center
a) On the homepage, use the search bar or the Find product tab to locate your product.

b) Type the product name into the search field (e.g., "IBM Z Appliance Control Center") and select it
from the list.

¢) Specify the Installed Version and Platform (operating system). You can select All for a broader
search. Click Continue.

3. Browse for fixes.

4. After identifying the appliance images or fixes, select the ones you want to download and click
Continue.

5. Select download options.
6. Accept the terms and conditions and click Download now.
7. Download and untar the file.
a) Follow the on-screen instructions to complete the download.

CAUTION: Do not change the filename. Changing the filename will lead to issues during
installation.

a) On your control node, untar the file using the command:
tar -xvf Appliance_Control_Center_for_ IBMZ_and_IBMLinuxOne_v1.2.6.tar

Verify the filename before running the command.

Results
The following files will be untarred on the control node:

- Image with production key -
Appliance_Control_Center_for_IBMZ_and_IBMLinuxOne_v1.2.6.image.img.gz

« Garasign signatures

« Release Notes with restrictions listed - Release_Notes_ACC_v1.2.6.txt
« CMD line tool

« License files

« User’s Guide

For installation, use the "img.gz" appliance image file.

Update Activation Profile

Use this procedure to create an activation profile.

Before you begin

« For a more detailed procedure, see the Secure Service Container (SSC) User's Guide on IBM
Documentation.

» The target FCP disks and FICON DASD must be large enough to fit the uncompressed appliance. Check
the recommended size for the appliance before proceeding with installation.

Procedure

1. Define activation profile.
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a) Open the Hardware Management Console (HMC) interface.
b) Navigate to Partitions.

c) Select the LPAR.

Right-click on the logical partition (LPAR) you wish to activate. Click Operational
Customization[Customize/Delete Activation Profiles]

T o & ssot © ® Not activated ssC1t SSC11
e e XS pr—— Not activated | ssor2 | sscr2
X (e 85013 | Toggle Lock K) Not activated ssc13 ssc13
} service Management

[e sk S8C14 Dy * B Not activated ssc14
4 Tasks Index c iscoVeIY; »
»
e

D SSC15  —re— Change LPAR Cryptographic Controls |0 ® £ EHRENTS e e
@ sscte »|  configure Channel Path on/oif Iscis sscte zacC ssc 126
‘* | Monitor » T T ll: 70 Selected: 1

I

Logical Processor Add
Customize/Delete Activation Profiles:
Customize or delete acti rofiles for —To=
Tt cORan 2] colantan ahiante _ Mlink tn la

d) Select the image profile and then click New image profile

‘ u Customize/Delete Activation Profiles : T28:5SC12

Y P § & # [--SelectAction - ~

Select ~Name ~ Type ~ Profile Description ~
© S§8C12 Image  Test using python-zhmcclient
| Csalecteq SFAULTLOAD  Load  This is the default Load profile. _

Total: 2 Filtered: 2 Selected: 1

Customize profile | | Delete | | Close | | Help

2. Enter the Partition Identifier and Profile Description and then click Next.

Identify Profile

- Identity Proflie Specify a hexadecimal value to use as the partition identifiers used by the logical partition. The partition identifier must be unique among the identifiers of other active
Select Operating System logical partitions.
Assign Processors
Enable Performance Controls Also specify a brief note (max 50 characters), that describes the contents or purpose of the profile.
Spacify Processing Welghts
Allocate Storage Partition Identifier: ,T
Gonfigure Load Profile Description: z
Select Crypto Domains
Selact Crypto Candidate Initialized to:
Activate Crypto Online ® actory defaults
Assign SSC Adapters ect an existing image profile

SR DEFAULT B

< Back Finish| | Cancel

3. Change the operating system to SSC and then click Next.

4. Define the number of processors and then click Next.

5. Select None for Processor performance controls and then click Next
6. Specify the processing weights and then click Next.

7. Allocate the storage and then click Next.
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Customize/Delete Acti..

‘ B New Image Profile - Image profile: SSA1 - B87

Allocate Storage
+ Welcome

v dentity Profile Central storage is allocated when this partition is initialized. This storage not shared with other active logical partitions.

+ Select Operating System
+ Assign Processors Enter the amount of central storage to allocate to the logical partition upon activation.
+ Enable Performance Controls|

L CVRE G IR RUTIELES Central storage range is from 1024MB to 8224GB.
-» Allocate Storage The central storage amount must be a multiple of 1024MB.
Configure Load

Select Crypto Domains Storage [5q] JHnits: Gigabytes (GB) El
Select Crypto Candidate

Activate Crypto Online
Agalon BAC Adokéns Virtual Flash Memory (GB)

Summary Choose memory amounts in 16GB increments up to a maximum of 1536GB.

Initial: +[0 E
Maximum: +[0 E

<Back| [Next>| Finish| Cancel|

8. On the Select Crypto Domains page, do not select anything and then click Next.

9. In the Assign SSC Adapters page, enter the Administrator credentials, host name, Network Adapters

details, and the DNS server. Click Next

Important: You need this information to configure the Ansible playbook.

Assign SSC Adapters

Administrator user ID: |admin |
Administrator password:|........

 Specify Processing Weights Confirm password: [

+ Allocate Storage
Conflgura Eoad S Host name: [b87-ssai

v SelclCyploliomsng Network Adapters

Select Crypto Candidate -
Activate Crypto Online 2 F |2 B |- Select Action --- ~

Provide the admini or user 1D, p and network adapter information for the Secure Service Container web interface communication.

3ign SSC Adapters |Select ~[CHPID ~[FID ~ Port ~[VLAN ~[IP ~|Mask/Prefix ~|
Summary o [ 1 2231 9. 151 20

1Pv4 galeway:@ 254
IPv6 galeway:l
DNS Servers

4t %2 @ | |- Select Action --- ~

Select|IP address |

os i4
ol 15

Click Add Network Adapter, and enter the network information and then click OK.
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Home Customize/Delete Acti... [ X

|| Add Network Adapter - B87

Provide the adapter details and IP address.
Adapter Type:
@CHPID O FID

CHPID: (P

Port:
0 @1

VLANID (1-4094): [p231 |

|IP address type:
DHCP
DHCP IPve

@ Static IPv4
Static IPv6

IP address: 4+[g. 151

Mask: *
|OK] [Cancel| [Help

10. Review the summary and then click Save.

Installing ACC using Ansible

Appliance Control Center for IBM Z & IBM LinuxONE can be installed using either the provided Ansible
playbooks or the Hardware Management Console (HMC) user interface (UI). IBM recommends using the
Ansible playbooks for streamlined and automated deployment. Download the installation scripts, update
the variables, and run the script to install Appliance Control Center for IBM Z & IBM LinuxONE. If you
prefer to use the HMC UI, skip this section and proceed to installing ACC using UI.

Before you begin

Download the Appliance Control Center for IBM Z & IBM LinuxONE installation image from the Fix
Central to the control node.

Download and save the scripts that are available on GitHub at https://github.com/IBM/
z_ansible_collections_samples/tree/main/z_appliance_control_center.

Ensure that the LPARs are created and available on the HMC.
Ensure that you have the SSC network information.
Ensure that Ansible is already installed on the control node, for example, a laptop.

Ensure that ACC is configured in default mode before proceeding. The procedure described below
depends on ACC’s ability to communicate directly with the HMC. If ACC cannot send commands to the
HMC, it is operating in standalone mode, and the appropriate Ansible playbooks must be used instead.
For more information, see IBM Z and LinuxONE Appliance Control Center User's Guide

Procedure

1. Export your HMC credentials by running the command:

export HMC_USER=<enter_HMC_username>
export HMC_PASSWORD=<enter_HMC_password>

2. Modify the variables in appliance_deploy_default_ansible/acc_env_vars.yaml to match

your environment
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Use the .img.gz file which was downloaded in “Downloading Appliance Control Center from Fix
Central” on page 19 for the "IMAGE_PATH" variable.

3. To install ACC, run the following playbook:
ansible-playbook ./appliance_deploy_default_ansible/00_acc_install.yaml

Results
The Appliance Control Center for IBM Z & IBM LinuxONE is installed.

Note: Please check the progress of the installation on the HMC. This can take up to 15 minutes.

Installing ACC using UI

Use this procedure to install and start Appliance Control Center for IBM Z & IBM LinuxONE and Spyre
Support Appliance for IBM Z & IBM LinuxONE in a Secure Service Container partition.

Before you begin

« For a more detailed procedure, see the Secure Service Container (SSC) User's Guide on IBM
Documentation.

« The target FCP disks and FICON DASD must be large enough to fit the uncompressed appliance. Check
the recommended size for the appliance before proceeding with installation.

« You must configure and start a Secure Service Container partition with the boot option Secure Service
Container Installer selected.

» You need to know the IP address for the Secure Service Container partition.
 Order and download the ACC and SSA to your local disk.

 To avoid network latency, upload the appliance image from a browser on the same network as the
Installer.

« Slow I/0 can affect installation time. If other workloads are consuming bandwidth on the storage server
or channel subsystem, consider performing the installation when the system is less busy.

Procedure
1. Connect to the Secure Service Container installer through the browser of your choice.

For example: https://ip_address

2. On the Login page, enter the Administrator user ID and password values that you supplied in partition
definition, and click Login.

The main page of the installer opens.

3. On the main page, click the plus (+) icon to install image files from local media.
The page display changes to the Install Software Appliance page.

4. On the Install Software Appliance page, complete the following steps.

a) Make sure that Upload image to target disk is selected.

b) Under Local Installation Image, click Browse and navigate to the location where you downloaded
and extracted the appliance images from IBM Fix Central onto your local disk. Select the software
appliance image and click Open.

Note: The Local Installation Image file should end with extension: img. gz
c) Under Target Disk on Server, select the device type.

FICON DASD
If you select FICON DASD as the device type, click the down arrow in the Disk field to display
a list of available disks on the server, and either scroll the list or begin typing a disk name in the
text box to filter the search. From the list, select a disk.
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Note: For FICON DASD, only channel subsystem (CSS) 0 and subchannel set ID (SSID) 0-2 are
supported. Also, make sure that you specify a four-character hexadecimal device number.
FCP

If you select FCP as the device type, select one of the options that are listed for the Discovery
field.

Scan All Devices

Select this option and click Discover. When the discovery operation completes, select a disk
from the Disk list.

Scan Single Device Only

Select this option, then select a storage device from the Device list, and click Discover.
When the discovery operation completes, select a disk from the Disk list.

Manual

Select this option, select a storage device from the Device list, and enter the target
worldwide port number (WWPN) and logical unit number (LUN) information for the disk.
Both the WWPN and LUN must be 16-character hexadecimal numbers.

Then click Check Path to validate these details. If an error message is displayed, you must
correct the WWPN or LUN details before you can proceed.

d) Click Apply to upload the software appliance image to the target disk on the server.
A confirmation dialog is displayed.

5. On the confirmation dialog, complete the following steps.
a) Click Yes to continue with the installation.

The Secure Service Container installer performs a low-level disk format, uploads the appliance image
to the target disk, and prepares the partition to load the appliance on the next system restart.

- When the restart process begins, the installer displays the restart window.

« If an IP address type other than DHCP is in use for the appliance page, the Secure Service Container

installer redirects the browser to the software appliance page, if that page is provided by the
appliance.

What to do next

To initialize the ACC, perform the post configuration by following the instructions that are provided in
“Post Configuration of ACC” on page 25.

Post Configuration of ACC

About this task

Once the Appliance Control Center for IBM Z & IBM LinuxONE (ACC) is installed using the UL, it still needs
to be configured to manage the SSA LPARs. Use the following procedure to configure the ACC.

Note: Configuration is handled by the Ansible playbook or REST API.

Procedure

1. Download and save the scripts that are available on GitHub at https://github.com/IBM/
z_ansible_collections_samples/tree/main/z_appliance_control_center.

2. Export your HMC credentials by running the command:

export HMC_USER=<enter_HMC_username>
export HMC_PASSWORD=<enter_HMC_password>

3. Navigate to appliance_deploy_default_ansible directory and update the variables present in
admin_vars.yaml file.

e cc_url - ACCIP address.

Chapter 3. Installing Appliance Control Center for IBM Z & IBM LinuxONE 25


https://github.com/IBM/z_ansible_collections_samples/tree/main/z_appliance_control_center
https://github.com/IBM/z_ansible_collections_samples/tree/main/z_appliance_control_center

« z_machine_1lpar - is the LPAR on which the appliance is installed.
e app_ip - LPARIP address.
« Any additional variables related to SSA LPARs.
4. Run the following Ansible playbook
ansible-playbook 01_admin_actions.yaml
5. Configure the SSA LPARs to be a part of a resource group by running;:

ansible-playbook 02b_assign_2_lpar.yaml
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Chapter 4. Installing Spyre Support Appliance for
IBM Z & IBM LinuxONE

Installing Spyre Support Appliance (SSA)

Steps to configure the card after

Install SSAs using
ACC’s Ansible
Playbook

Install SSAs using
HMC’s Ul

A 4

Unlock the SSA
appliances in ACC

Manage the SSAs via
ACC

installation .

Attention: The Ansible playbooks referred to in this section are available on GitHub at https://
github.com/IBM/z_ansible_collections_samples/tree/main/z_appliance_control_center.

Note: If SSA is already installed, skip this section.

Install SSA using ACC with Ansible

IBM Z Spyre Support Appliances (SSA) can be installed using either the provided Ansible playbooks or

the Hardware Management Console (HMC) user interface (UI). IBM recommends using the IBM Appliance
Control Center's playbooks for streamlined and automated deployment. Download the installation scripts,
update the variables, and run the script to install SSA. If you prefer to use the HMC UI, skip this section
and proceed to “Installing SSA using UI” on page 28.

Before you begin
Download the Appliance Image from the Fix Central at https://www.ibm.com/support/fixcentral.

Note: Ensure that the LPARs or partitions are already created and available on the HMC's UI.

Procedure

1. Download and save the scripts that are available on GitHub at https://github.com/IBM/
z_ansible_collections_samples/tree/main/z_appliance_control_center.

2. Navigate to the deployment directory.

cd appliance_deploy_default_ansible
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3. Update configuration files.

« Modify the variables in the ownexr_vars.yaml file.
« Update the cc_url in the admin_vaxrs.yaml file to point to the correct ACC IP address.

« Update the image_path variable in the owner_vars.yaml file to specify the location of the
downloaded image.

4. Run the following playbook to update owner credentials and upload the appliance image:
ansible-playbook 03_owner_action.yaml
5. Run the following playbook to install the SSA appliances on the target LPAR.

ansible-playbook 04_install_flow.yaml

What to do next

To pull logs, perform concurrent updates, upgrade, check health status, or update ACC, use the scripts
located in:

other_usecases_ansible

Installing SSA using UI

Use this procedure to install and start Spyre Support Appliance for IBM Z & IBM LinuxONE in a Secure
Service Container partition.

Before you begin

« For a more detailed procedure, see the Secure Service Container (SSC) User's Guide on IBM
Documentation.

« The target FCP disks and FICON DASD must be large enough to fit the uncompressed appliance. Check
the recommended size for the appliance before proceeding with installation.

« You must configure and start a Secure Service Container partition with the boot option Secure Service
Container Installer selected.

» You need to know the IP address for the Secure Service Container partition.
« Order and download the SSA to your local disk.

« To avoid network latency, upload the appliance image from a browser on the same network as the
Installer.

« Slow I/0 can affect installation time. If other workloads are consuming bandwidth on the storage server
or channel subsystem, consider performing the installation when the system is less busy.

Procedure

1. Define activation profile.
a) Open the Hardware Management Console (HMC) interface.
b) Navigate to Partitions.
c) Select the LPAR.

Right-click on the logical partition (LPAR) you wish to activate. Click Operational
Customization[Customize/Delete Activation Profiles].

Custom Groupe [e s ssC11 © & Not activated ssct ssc1

ssci2 ssci2
& HMC Management

. sSC18 ssC13
} service Management
sSC14

Tasks Index

@ ssCis ISC15 $SC15 WERKBANK $SC 112

e © ssC16 Iscis S5C16 zacc sSC 126

70 Selected: 1
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d) Select the image profile and then click New image profile.

‘ u Customize/Delete Activation Profiles : T28:5SC12

# ® 4 2 ® [ SelectAction — -]

Select ~ Name ~|Type _~|Profile Description A
@  ssCi2 Image  Test using python-zhmeclient

Cselecteq SFAULTLOAD  Load This is the default Load profile.
Total: 2 Filtered:2 Selected: 1

Customize profile | | Delete | | Close | | Help

2. Enter the Partition Identifier and Profile Description and then click Next.

elete Acti... [7 X

7EI New Image Profile - Image profile: SSA1 - B87
0 identify Profile

 Welcome
- Identify Proflle Specify a hexadecimal value to use as the partition identifiers used by the logical partition. The partition identifier must be unique among the identifiers of other active
Selact Operating System logical partitions.
Assign Processors
Enable Performance Controls Also specify a brief note (max 50 characters), that describes the contents or purpoase of the profile.
Specify Processing Weights
Allocate Storage Partition |dentifier: ,T
Configurs Load Profile Description:
Select Crypto Domains
Selact Crypto Candidate ized to:
Activate Crypto Online e factory defaults
Assign SSC Adapters )Select an existing image profile

Iy DEFAULT B

<Back | Finish | | Cancel

. Change the operating system to SSC and then click Next.

. Define the number of processors and then click Next.

. Select None for Processor performance controls and then click Next
. Specify the processing weights and then click Next.

. Allocate the storage and then click Next.

N oo AW

Customize/Delete Acti... [J

‘ EI New Image Profile - Image profile: SSA1 - B87

Allocate Storage

+ Welcome

‘; I-d-elﬂf!’ﬂnrﬂ:ng R Central storage is allocated when this partition is initialized. This storage not shared with other active logical partitions.
+ Assign Processors Enter the amount of central storage to allocate to the logical partition upon activation.

v Enable Performance Controls

LRI RUTIELES Central storage range is from 1024MB to 8224GB.

-> Allocate Storage The central storage amount must be a multiple of 1024MB.

Configure Load 5 P

Select Crypto Domains Storage :[5q] |Units: [Gigabytes (GB) | I

Select Crypto Candidate

Activate Crypto Online

Assign SSC Adapters Virtual Flash Memory (GB)

Summary Choose memory amounts in 16GB increments up to a maximum of 1536GB.
Initial: +[0 @
Maximum: +[0 E

' <Back| [Next>] Finish| |Cancel|

8. On the Select Crypto Domains page, do not select anything and then click Next.

9. In the Assign SSC Adapters page, enter the Administrator credentials, host name, Network Adapters
details, and the DNS server. Click Next

Important: You need this information to configure the Ansible playbook.
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. New Image Profile - Image profile: SSA1 - B87

Assign SSC Adapters -
" Walcome

v M"M? Provide the admini: or user D, 1, and network adapter information for the Secure Service Container web interface communication.
 Select Operating System
 Assign Processor:

Administrator user ID: |admin |

+ Enable Performan ntrol; Administrator password:l........
+ Specify Processing Weights Confirm password: [
 Allocate Storage

ConfigtrsiCoaci Host name: [b87-ssat
+ SelectiCypto Domaine Network Adapters

Select Crypto Candidate

Activate Crypto Online % # |2 @  [--- Select Action --- ~ -
— Assign SSC Adapters Select ~|CHPID ~FID ~|Port ~VLAN ~|IP address ~ Mask/Prefix ~ |

Summary @) 12 1 2231 9. 151 20

1Pv4 galeway:|§ 254
IPvé galeway:|
DNS Servers

* '@ @ | |- Select Action - -

Select IP address
O 9= i.4
O 9 15

Eck Next>| Finish| Cancel .

Click Add Network Adapter, and enter the network information and then click OK.

Customize/Delete Acti... [7 x

|| Add Network Adapter - B87

Provide the adapter details and IP address.

Adapter Type:
@ CHPID FID

CHPID: iz

Port:
00 @1

VLANID (1-4094): [p231 |

IP address type:
DHCP

() Static IPv6
IP address: . [g. 151

Mask: *
|OK| |Cancel | [Help

10. Review the summary and then click Save.

11. Connect to the Secure Service Container installer through the browser of your choice.
Use the IP address of the network adapter that is specified in the image profile (standard mode
system) or the partition definition (DPM-enabled system) for the Secure Service Container partition.
For example: https://ip_address

12. On the Login page, enter the Administrator user ID and password values that you supplied in the
image profile (standard mode system) or the partition definition (DPM-enabled system), and click
Login.
The main page of the installer opens.

13. On the main page, click the plus (+) icon to install image files from local media.
The page display changes to the Install Software Appliance page.

14. On the Install Software Appliance page, complete the following steps.
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a) Make sure that Upload image to target disk is selected.

b) Under Local Installation Image, click Browse and navigate to the location where you downloaded
and extracted the appliance images from IBM Fix Central onto your local disk. Select the software
appliance image and click Open.

Note: The Local Installation Image file should end with extension: img. gz

The Image Details section is populated with information about the selected software appliance.
¢) Under Target Disk on Server, select the device type.

FICON DASD
If you select FICON DASD as the device type, click the down arrow in the Disk field to display
a list of available disks on the server, and either scroll the list or begin typing a disk name in
the text box to filter the search. From the list, select a disk.

Note: For FICON DASD, only channel subsystem (CSS) 0 and subchannel set ID (SSID) 0-2 are
supported. Also, make sure that you specify a four-character hexadecimal device number.

FCP
If you select FCP as the device type, select one of the options that are listed for the Discovery
field.

Scan All Devices
Select this option and click Discover. When the discovery operation completes, select a
disk from the Disk list.

Scan Single Device Only
Select this option, then select a storage device from the Device list, and click Discover.
When the discovery operation completes, select a disk from the Disk list.

Manual
Select this option, select a storage device from the Device list, and enter the target
worldwide port number (WWPN) and logical unit number (LUN) information for the disk.
Both the WWPN and LUN must be 16-character hexadecimal numbers.

Then click Check Path to validate these details. If an error message is displayed, you must
correct the WWPN or LUN details before you can proceed.

d) Click Apply to upload the software appliance image to the target disk on the server.
15. On the confirmation dialog, complete the following steps.
a) Click Yes to continue with the installation.

The Secure Service Container installer performs a low-level disk format, uploads the appliance image
to the target disk, and prepares the partition to load the appliance on the next system restart.

« When the restart process begins, the installer displays the restart window.

« If an IP address type other than DHCP is in use for the appliance page, the Secure Service
Container installer redirects the browser to the software appliance page, if that is page is provided
by the appliance.

What to do next
Repeat the procedure to install SSA2.

Verification

After installing ACC and the two SSAs, you can validate whether the appliances are active by running the
appropriate validation playbook.

Procedure

1. Download and save the scripts that are available on GitHub at https://github.com/IBM/
z_ansible_collections_samples/tree/main/z_appliance_control_center.
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2. Navigate to the folder
other_usecases_ansible

3. Modify the variables in
acc_ssa_install_check_vars.yaml

4. Run the playbook

ansible-playbook 08_acc_ssa_install_check.yaml

32 IBM: Spyre Accelerator User's Guide



Chapter 5. Installing the Spyre Accelerator card

Installing the physical card into the system
Once the ACC and SSA are installed on all three LPARs, you’re ready to hot-plug the Spyre cards.

Before you begin
Before physically installing the Spyre Accelerator card into your IBM Z or LinuxONE system, adhere to the
following safety and handling guidelines to prevent hardware or system damage.

Q Attention:

The following procedure is intended for IBM® authorized service personnel only, such as the IBM
Systems Service Representatives (SSR) trained to install and repair this configuration.

« Power down the system, or confirm that your system supports hot-plug PCIe insertion.
» Use an ESD wrist strap to ground yourself and prevent electrostatic discharge.

» Handle the card by its edges; avoid touching connectors or components.

« Inspect the card for any visible damage or defects before installation

Procedure

1. Navigate to the Support Element (SE), and search for a non-disruptive hardware change.
2. Click Install.
3. Select the hardware type.

Note: This is the channel card or cryptographic card.

4. Select the locations where your Spyre cards will be installed.
Note: In a DPM environment, only available location will be displayed. If space is needed, remove
existing cards before proceeding.

5. Physically install the Spyre cards at the designated locations.

IBM Support Element Qa9 © @ OO0 % L& 6
Home
G 4}

System Management > B37
= Welcome Partitions | Adapters = Processors | Virtual Adapters | Virtual Processors

B [ System Management B 2| |8 2| | (@ =P Tasks v || Views v
837
i Select ~ | Name ~|ID ~ |stats ~ |state ~ |Adapter ~ | Location ~ | card Type ~ | virtual Adapter IDs ~
Custom Groups [&] ] Al Accelerator 0248 A318-04 0248 (%) Not defined Reservod A31B-D104-4.01 Al Accalerator
Bl SE management (=] ] Al Accelerator 0264 A31B-13 0284  (®) Not defined Reserved A31B-D113-1.01 Al Accelerator
. ) O ] Al Accelerator 0268 A318-14 0268 (¥ Not defined Reserved A31B-D114-1.01 Al Accelerator
it} service Management =
O ] Al Accelerator 0288 A238-04 0288 (%) Not defined Reserved A23B-D104-J.01 Al Accelerator
7 Tasks Ind @
[Sf{Tasks Index O [T] Al Accelerator 02A4 A23B-13 02A4  (®) Notdefined  Reserved A23B-D113-4.01 Al Accelerator
] [ Al Accelerator 02A8 A23B-14 0248 (%) Not defined Reserved A23B-D114-J.01 Al Accelerator
(] ] Al Accelerator 02C8 A158-04 02c8  (X) Not defined Reserved A15B-D104-J.01 Al Accelerator
Al Accelerator 02E8 A15B-14 0268 (¥ Not defined Reserved A15B-D114-1.01 Al Accelerator
O ] :

Max Page Size:500 | Total 90 Filtered: 8 Selected: 0

The newly installed Spyre cards should appear under Adapters in the SE, listed as "AlI Accelerator"
and initially in a Not defined state.
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Connecting Spyre card to SSA (standard mode system)

No further action is needed to add the Spyre Accelerator card to your to Spyre Support Appliance (SSA).
This has already been completed in the previously completed procedures in the Preconfiguration for a
standard mode system section.

Connecting Spyre card to SSA (DPM-enabled system)

Use the following procedure to add the Spyre Accelerator card to your to Spyre Support Appliance
(SSA), and verify the hardware visibility in the output logs. This procedure is based on a DPM-enabled
environment.

Procedure

1. From the Hardware Management Console (HMC), open your SSA partition. Wait for it to fully load.
2. On the SSA panel, click Edit.
3. Scroll down to the I/O connectivity option, and click AI accelerator.

Partition details - TALOS_SSA_2 edtmoce

© Active

i Partition detalls - TALOS_SSA_2  Cancel

General
Processors ..
: ’ 1/0 Connectivity Manage adapters (3
Memory

1/0 Connectivity y = .
Storage Crypto L) Partition links

Boot a a )

_ Network

Storage

~ Al Accelerator

Add Al accelerator

[J wName 10 Type Devices

Items per page: 5 v 1-4 of 4 items 1 v of1page

Note: In DPM mode, PF and VF are automatically assigned to the SSA.
4. Add the Spyre Accelerator card(s) to the designated SSA.

Results
Once the procedure is complete, the Spyre Accelerator card(s) have been successfully added to the SSA
dynamically.

What to do next
Go to the consumer partition and assign the Spyre Accelerator card(s) to the partition. For more
information, see IBM Dynamic Partition Manager (DPM) Guide.
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Notices

This information was developed for products and services offered in the US.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that
only that IBM product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right may be used instead. However, it is the
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can
send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS"
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of
those products.

Statements regarding IBM's future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to actual people or business enterprise is
entirely coincidental.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of International Business
Machines Corporation, in the United States and/or other countries. Other product and service names
might be trademarks of IBM or other companies. A current list of IBM trademarks is available on http://
www.ibm.com/trademark.
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Class A Notices

The following Class A statements apply to this IBM product. The statement for other IBM products
intended for use with this product will appear in their accompanying manuals.

Federal Communications Commission (FCC) Statement

Note: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference, in which case the user will be
required to correct the interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to meet FCC emission
limits. IBM is not responsible for any radio or television interference caused by using other than
recommended cables and connectors or by unauthorized changes or modifications to this equipment.
Unauthorized changes or modifications could void the user's authority to operate the equipment.

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Industry Canada Compliance Statement
This Class A digital apparatus complies with Canadian ICES-003.

United Kingdom Notice

This product may cause interference if used in residential areas. Such use must be avoided unless the
user takes special measures to reduce electromagnetic emissions to prevent interference to the reception
of radio and television broadcasts.

Avis de conformité a la réglementation d'Industrie Canada

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

European Community Compliance Statement

This product is in conformity with the protection requirements of EU Council Directive 2014/30/EU

on the approximation of the laws of the Member States relating to electromagnetic compatibility. IBM
cannot accept responsibility for any failure to satisfy the protection requirements resulting from a non-
recommended modification of the product, including the fitting of non-IBM option cards.

This product has been tested and found to comply with the limits for Class A Information Technology
Equipment according to European Standard EN 55032. The limits for Class A equipment were derived
for commercial and industrial environments to provide reasonable protection against interference with
licensed communication equipment.

European Community contact:

IBM Deutschland GmbH

Technical Regulations, Department M372

IBM-Allee 1, 71139 Ehningen, Germany

Tele: +49 (0) 800 225 5423 or +49 (0) 180 331 3233
email: halloibm@de.ibm.com

Warning: This is a Class A product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.

36 IBM: Spyre Accelerator User's Guide



Japan Voluntary Control Council for Interference (VCCI) Notice

OB, 7T AXAAEERT COXKEETERECTEM T LEBERMEZL] &
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ERBHY ET, VCCI —-A

The following is a summary of the Japanese VCCI statement above:

This is a Class A product based on the standard of the VCCI Council. If this equipmentis used in a
domestic environment, radio interference may occur, in which case the user may be required to take
corrective actions.

Japan Electronics and Information Technology Industries Association (JEITA)
Notice

(—#) BFBEHIRMERE G SHERBHRINGXTERENH

BEICED ERANEN{E : IBM Documentationd&E 53
DOAHAEAR— 88

This statement applies to products less than or equal to 20 A per phase.
o mARtE JIS C 61000-3-2 @S MM

These statements apply to products greater than 20 A, single-phase.

BIPRBRMUE IIS C 61000-3-2 #FAG
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These statements apply to products greater than 20 A per phase, three-phase.

S s B JIS C 61000-3-2 %M
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People's Republic of China Notice
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Declaration: This is a Class A product. In a domestic environment, this product may cause radio
interference, in which case the user may need to perform practical action.

Taiwan Notice
CNS 13438:
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CNS 15936:
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IBM Taiwan Contact Information:
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Electromagnetic Interference (EMI) Statement - Korea
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Germany Compliance Statement

Deutschsprachiger EU Hinweis: Hinweis fiir Gerate der Klasse A EU-Richtlinie zur
Elektromagnetischen Vertraglichkeit

Dieses Produkt entspricht den Schutzanforderungen der EU-Richtlinie 2014/30/EU zur Angleichung der
Rechtsvorschriften liber die elektromagnetische Vertraglichkeit in den EU-Mitgliedsstaaten und halt die
Grenzwerte der EN 55032 Klasse A ein.

Um dieses sicherzustellen, sind die Gerate wie in den HandbUlchern beschrieben zu installieren und

zu betreiben. Des Weiteren diirfen auch nur von der IBM empfohlene Kabel angeschlossen werden.
IBM Gbernimmt keine Verantwortung fiir die Einhaltung der Schutzanforderungen, wenn das Produkt
ohne Zustimmung von IBM verandert bzw. wenn Erweiterungskomponenten von Fremdherstellern ohne
Empfehlung von IBM gesteckt/eingebaut werden.

EN 55032 Klasse A Gerate missen mit folgendem Warnhinweis versehen werden:
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"Warnung: Dieses ist eine Einrichtung der Klasse A. Diese Einrichtung kann im Wohnbereich Funk-
Stérungen verursachen; in diesem Fall kann vom Betreiber verlangt werden, angemessene Mafsnahmen
zu ergreifen und dafiir aufzukommen."

Deutschland: Einhaltung des Gesetzes iiber die elektromagnetische Vertraglichkeit von Geraten

Dieses Produkt entspricht dem "Gesetz (iber die elektromagnetische Vertraglichkeit von Geraten (EMVG)".
Dies ist die Umsetzung der EU-Richtlinie 2014/30/EU in der Bundesrepublik Deutschland.

Zulassungsbhescheinigung laut dem Deutschen Gesetz iiber die elektromagnetische Vertraglichkeit
von Geraten (EMVG) (bzw. der EMC EG Richtlinie 2014/30/EU) fiir Gerate der Klasse A

Dieses Gerét ist berechtigt, in Ubereinstimmung mit dem Deutschen EMVG das EG-Konformitatszeichen -
CE - zu fuhren.

Verantwortlich fiir die Einhaltung der EMV Vorschriften ist der Hersteller:
International Business Machines Corp.

New Orchard Road

Armonk, New York 10504

Tel: 914-499-1900

Der verantwortliche Ansprechpartner des Herstellers in der EU ist:
IBM Deutschland GmbH

Technical Regulations, Abteilung M372

IBM-Allee 1, 71139 Ehningen, Germany

Tel: +49 (0) 800 225 5423 or +49 (0) 180 331 3233

email: halloibm@de.ibm.com

Generelle Informationen:

Das Gerat erfiillt die Schutzanforderungen nach EN 55024 und EN 55032 Klasse A.

Electromagnetic Interference (EMI) Statement - Russia

BHMMAHWE! HacTosawee nagenuve oTHOCUTCA K Knaccy A,

B »*unbix noMeleHnAX OHO MOXET cosgaBaTbk paguonomexm, ans

CHWXEHWA KOTOPBbIX HEDﬁxO.ﬂ.HMbI AONONHUTENEHEIE MEDLI

Electromagnetic Interference (EMI) Statement - Kingdom of Saudi Arabia Notice
Al 3laial) 8 Aalaaiiul o513 JA1N &g b oetiall 3 oy 38

1Y) Sl Jusiul e Ja il aial dpuslaling 5 el Clilani¥] il dald yulai aadiuall 335 ol Lo aladiul) 138 caiad caagy
32 A

SASO CISPR 32 (e 4a) aa (381 5ia Slgall 138 : jdad

oSy JA105 Gagan b Sleall 138 Cagy 38 Sl Al 3
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