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About this publication

IBM Storage Protect is a client/server licensed product that provides storage management services in a
multiplatform computer environment.

Protection for workstations and file servers

The backup-archive client program enables users to back up and archive files from their workstations or
file servers to storage, and restore and retrieve backup versions and archived copies of files to their local
workstations.

In addition to the backup-archive client, IBM Storage Protect includes the following components:

- A server program that acts as a backup and archive server for distributed workstations and file servers.

< An administrative client program that you can access from a web browser or from the command line.
The program enables the IBM Storage Protect administrator to control and monitor server activities,
define storage management policies for backup, archive, and space management services, and set up
schedules to perform those services at regular intervals.

« An application programming interface (API) that you can use to enhance an existing application with
storage management services. When an application is registered with a server as a client node, the
application can back up, restore, archive, and retrieve objects from storage.

« A web backup-archive client that enables an authorized administrator, help desk person, or other users
to perform backup, restore, archive, and retrieve services by using a web browser on a remote system.

Related concepts

Planning your backups (Windows)

If you are a first-time user, or if you only back up files occasionally, you can use the table in this topic as a
checklist of preliminary steps to consider before performing a backup.

What's new for version 8.2.0
IBM Storage Protect 8.2.0 introduces new features and updates.

Installing and upgrading
The IBM Storage Protect backup-archive client helps you protect information on your workstations.

Who should read this publication

This publication provides instructions for a user to install, configure, and use the IBM Storage Protect
client.

Unless otherwise specified, references to Windows refer to all supported Microsoft Windows operating
systems.

Publications

The IBM Storage Protect product family includes, IBM Storage Protect for Virtual Environments, IBM
Storage Protect for Databases, and several other storage management products from IBM.

To view IBM product documentation, see IBM Documentation.

Conventions used in this publication

This publication uses the following typographical conventions:

© Copyright IBM Corp. 1993, 2026 XXi
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Example Description

autoexec.ncf A series of lowercase letters with an extension indicates program file names.

hsmgui.exe

DSMI_DIR A series of uppercase letters indicates return codes and other values.

dsmQuerySessInfo Boldface type indicates a command that you type on a command line, the
name of a function call, the name of a structure, a field within a structure, or
a parameter.

timeformat Boldface italic type indicates a backup-archive client option. The bold type is
used to introduce the option, or used in an example.

dateformat Italic type indicates an option, the value of an option, a new term, a placeholder
for information you provide, or for special emphasis in the text.

maxcmdretries Monospace type indicates fragments of a program or information as it might
appear on a display screen, such a command example.

plus sign (+) A plus sign between two keys indicates that you press both keys at the same
time.

Reading syntax diagrams

To read a syntax diagram for entering a command, follow the path of the line. Read from left to right and
from top to bottom.

» The = ~——symbol indicates the beginning of a syntax diagram.
« The —— symbol at the end of a line indicates that the syntax diagram continues on the next line.

e The ——— symbol at the beginning of a line indicates that a syntax diagram continues from the previous
line.

« The —» < symbol indicates the end of a syntax diagram.
Syntax items, such as a keyword or a variable, can be:

« On the line (required element)

« Above the line (default element)

« Below the line (optional element)

Symbols
Enter these symbols exactly as they appear in the syntax diagram.

« * Asterisk

« { } Braces

- :Colon
«,Comma

- = Equal Sign

« - Hyphen

() Parentheses

- . Period

- Space

« "quotation mark
- 'single quotation mark
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Variables

Italicized lowercase items such as <var_name> indicate variables. In this example, you can specify a
<var_name> when you enter the cmd_name command.

»— cmd_name — <var_name> —»<

Repetition

An arrow returning to the left means that the item can be repeated. A character within the arrow means
that you must separate repeated items with that character.

»Crep:atju

A footnote (1) by the arrow refers to a limit that tells how many times the item can be repeated.

1
»Crepe:ju

Notes:

1 Specify repeat up to 5 times.

Required choices
When two or more items are in a stack and one of them is on the line, you must specify one item.

In this example, you must choose A, B, or C.

»— cmd_name A
E B
c

Optional choices

When an item is below the line, that item is optional. In the first example, you can select A or nothing at
all.

»— Cmd_name ﬁ“
A

When two or more items are in a stack below the line, all of them are optional. In the second example, you
can choose A, B, C, or nothing at all.

»— cmd_name

Repeatable choices

A stack of items followed by an arrow returning to the left indicates that you can select more than one
item, or in some cases, repeat a single item.
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In this example, you can select any combination of A, B, or C.

’

»— cmd_name A
B
c
Defaults

Defaults are above the line. The default is selected unless you override it, or you can select the default
explicitly. To override the default, include an option from the stack below the line.

In this example, A is the default. Select either B or C to override A.

A
»— cmd_name ?

B
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What's new for version 8.2.0

IBM Storage Protect 8.2.0 introduces new features and updates.

Any new and changed information in this product documentation is indicated by a vertical bar (|) to the
left of the change.

The following features and updates are new for this release:
IBM Storage Protect backup-archive client now supports the Windows Server 2025 operating system

IBM Storage Protect backup-archive client now supports the Ubuntu 24.04 operating system
With IBM Storage Protect 8.1.26, the backup-archive client extends support to the Ubuntu 24.04
operating system.

Restriction: The Journal-Based Backup (IJBB) functionality of IBM Storage Protect backup-archive
client is not compatible with the Linux kernel in the Ubuntu 24.04 operating system. As an alternative,
you can use the backup-archive client for incremental backup. For more information, see Backup-
Archive Client known problems and limitations.

Maintenance updates
Updates for APARs are provided. For more information, see Update History: IBM Storage Protect
backup-archive client 8.1.

For a list of new features and updates in previous version 8.1 release, see Backup-archive client updates.

Related information

About this publication

IBM Storage Protect is a client/server licensed product that provides storage management services in a
multiplatform computer environment.
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Chapter 1. Installing and upgrading

The IBM Storage Protect backup-archive client helps you protect information on your workstations.

You can maintain backup versions of your files that you can restore if the original files are damaged or
lost. You can also archive infrequently used files, preserve them in their current state, and retrieve them
when necessary.

The backup-archive client works along with the IBM Storage Protect server. Contact your IBM Storage
Protect server administrator to obtain backup or archive access to the server, or refer to the server
publications to install and configure the IBM Storage Protect server.

Windows client package signature verification

1. Download the client package from the official IBM download site.
2. To verify client package integrity by using a SHA-256 checksum, run the following command:

certutil -hashfile <client_package> SHA256

Compare the computed SHA-256 checksum with the checksum value provided on the download site.
The values must match exactly.

3. Extract the client package, for example:

8.2.0.0-TIV-TSMBAC-WinX64.exe

The files are extracted to the current directory.
4. Verify the digital signature by using the following method:

a. Right-click the downloaded installation file (for example, spinstall.exe or IBM Storage
Protect Client.msi).

b. Select Properties > Digital Signatures

Note: If the Digital Signatures tab is not displayed, the file is not digitally signed.

Linux (Ubuntu and Debian)

1. The GPG public key file PRDOG01289%key . pub.asc is included in the client package bundle.
2. Import the GPG public key:

gpg --import PRDOOO1289key.pub.asc
3. Verify the client package:
dpkg-sig --verify <client_package>.deb
If the package is signed, the output displays:
GOODSIG _gpghuilder 701C601D5BF7B2385059E068CE711BB6ES8157A3 1774343611
If the package is not signed, the output displays:

NOSIG

Red Hat Enterprise Linux (RHEL)(x86_64, ppc64le, s390x)

1. The GPG public key file PRDO001289key .pub.asc is included in the client package bundle.
2. Import the GPG public key:

© Copyright IBM Corp. 1993, 2026



rpm --import PRDOOO1289key.pub.asc
3. Verify the client package:

rpm -Kv <client_package>.rpm

If the package is signed, the output displays:

Header V4 RSA/SHA256 Signature, key ID e58157a3: OK

If the public key is not available, the output displays:

Header V4 RSA/SHA256 Signature, key ID e58157a3: NOKEY

If NOKEY is displayed, ensure that the public key was imported successfully before continuing.

AIX and other Linux platforms
For AIX and selected Linux platforms, the client package bundle includes the following files:

« PRDOO01289key.pem.pub.key
« <package_name>.sig

1. Run the following command:

openssl dgst -verify PRDOOQ1289key.pem.pub.key -keyform PEM -sha256 -signature
<package_name>.sig -binary <package_name>

If the package is signed successfully, the output displays:

Verified OK

If the verification fails, the output displays:
Verification Failure

2. To verify the integrity and content of the public key, run the following command:

openssl rsa -noout -text -inform PEM -in PRDOG01289key.pem.pub.key -pubin

The output must indicate a 4096-bit RSA public key with the expected modulus and exponent, for
example:

RSA Public-Key: (4096 bit)

Modulus:
00:af:f3:fb:a9:b0:bc:41:2f:0b:fc:4a:48:94:06:
3d:44:b4:a5:7b:b2:58:59:83:60:7b:b9:b5:41:01:
e8:75:5c:d2:61:d3:ab:7a:ae:42:d9:b0:54:81:2c:
80:e1:2a:39:34:19:e2:df:8f:7d:6d:65:9c:5e:ch:
27:46:a2:b5:0e:46:aa:1c:7c:1e:97:a2:83:60:16:
4£:59:07:fc:4c:2a:37:48:£3:0c:d9:00:72:4e:32:
ab:24:2c:88:¢c6:99:0c:35:26:35:9€:8b:89:d7:98:
ab:6b:6f:72:24:b4:fd:8c:a8:64:4c:e8:bf:ed:86:
86:89:6c:80:ed:30:fb:68:ef:77:8d:2£:88:69:¢0:
bf:15:cc:55:74:42:d8:2f:8f:£7:1b:4£:14:27:£f:
39:99:5b:ac:8f:2e:bl:f4:ff:dc:69:28:d5:e4:24:
Ob:c7:9d:fc:51:1c:4b:59:f4:7d:25:38:27:7£:5d:
41:24:28:f1:0f:a6:4£:11:38:2b:ed:ab:2d:59:ca:
a2:86:37:5d:81:5a:6c:bf:6f:23:25:94:86:45:82:
0c:05:85:d6:45:£1:03:c4:fb:57:d6:b2:6a:4f:4e:
5b:dd:1f:d8:a9:1c:1a:11:0a:1d:8a:01:ee:65:9c:
18:29:3b:2b:50:54:6b:f8:f0:2a:a2:61:8f:58:ce:
af:56:60:ce:1a:57:d2:35:24:¢c1:a8:63:£9:57:58:
29:91:6e:5b:8c:37:a0:1d:e7:4d:6e:b2:ac:3d:a8:
00:a7:1f:72:ba:dc:02:05:96:89:8f:63:33:0b:b7:
83:27:3d:98:89:fa:9£:47:9b:95:29:79:33:€9:8d:
b4:1c:2b:25:5€:9c:03:ed:1f:c1:2b:76:5a:2f:£2:
73:4e:8c:51:9b:c6:e7:08:7a:67:71:a3:a2:66:67:
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b9:67:1c:bf:f0:8d:35:6c:6f:6b:37:fc:40:e8:ca:
3f:0d:be:d7:c4:94:3e:30:01:17:fa:d0:c2:ba:f8:
ba:99:89:fb:£9:¢c5:9b:a7:0d:23:1b:18:47:8a:c2:
71:fb:al:be:bf:c5:ad:3d:48:3a:33:b7:70:c5:ca:
60:22:b0:dc:04:1a:dd:66:2f:¢c3:47:22:78:4d:£fh:
35:cc:1c:50:ef:22:bc:8c:2f:3a:ab:cd:89:bb:19:
87:9d:4b:b3:e7:a0:e4:6b:52:9d:19:b9:07:72:€9:
8f:3d:3£:08:61:a5:51:55:5b:5f:b5:23:03:de:3%:
c6:e3:42:86:c9:8d:db:1b:63:62:07:af:e0:c5:4e:
9€:91:9€:29:66:27:¢c9:eb:50:7£:b8:39:13:7b:8c:
£6:93:bc:le:a2:16:03:7e:8c:7a:ee:75:34:61:8c:
35:9e:31
Exponent: 65537 (0x10001)

Note: PGP keys are managed by the IBM central team. If there is any change or revocation of PGP keys,
IBM central team will notify all customers through email and provide appropriate instructions.

Related concepts

What's new for version 8.2.0
IBM Storage Protect 8.2.0 introduces new features and updates.

Planning your backups (Windows)
If you are a first-time user, or if you only back up files occasionally, you can use the table in this topic as a
checklist of preliminary steps to consider before performing a backup.

Upgrading the backup-archive client

The following sections explain what you need to do if you are upgrading to IBM Storage Protect backup-
archive client 8.2.0 from a previous version.

Upgrade path for clients and servers

IBM Storage Protect clients and servers can be upgraded at different times. The combination of servers
and clients that you deploy must be compatible with each other.

To prevent disruption of your backup and archive activities while you upgrade from one release to another,
follow the compatibility guidelines for IBM Storage Protect clients and servers in technote 1053218.

Additional upgrade information

When you upgrade the backup-archive client, there is additional information to consider before you use
the new client software.

Be aware of the following information when you upgrade a backup-archive client:

- If you are upgrading the client and it is installed on the same system as the IBM Storage Protect server
version 8.1.2 or later level, ensure that you halt the IBM Storage Protect server before you upgrade the
client. This action will prevent the client installation process from forcing the system to reboot. After you
upgrade the client, you can restart the IBM Storage Protect server.

This information applies to AIX and Linux clients.

« The size of the buffer to record change notifications for a particular journal file system
(DixNotifyBuffexrSize) has changed. The default value is 16 KB.

« Forallist of new and changed messages since the previous IBM Storage Protect release, see the
client_message.chg file in the client package.

Automatic backup-archive client deployment

The IBM Storage Protect server administrator can automatically deploy a backup-archive client to update
workstations where the backup-archive client is already installed.

The IBM Storage Protect server can be configured to automatically upgrade backup-archive clients on
client workstations. The existing backup-archive clients must be at version 6.4.3 or later.
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The procedure for automatically deploying client upgrades depends on the version of the IBM Storage
Protect server that you are upgrading the client from. The following table shows the client upgrade
procedures for different versions of the server.

Table 1. Upgrading the client from different server versions

Server version Target client version Procedure

8.1.3 or later Use the IBM Storage Protect
Operations Center. For more
information, see Scheduling

client updates.

See technote 2004596.

7.1.8 or later version 7 releases
and
8.1.2 or later version 8 releases

8.1.2

7.1.8 or later version 7 releases
and 8.1.2 or later version 8
releases

See technote 1673299.

7.1.8 or later version 7 releases 7.1.6 or later version 7 releases
and 8.1.1 or later version 8 and 8.1.0
servers

Restrictions: The following restrictions apply to automatic client deployment:

« The Windows cluster services environment is not supported.

« Only the backup-archive client can be deployed from the IBM Storage Protect server. Other related
products such as IBM Storage Protect for Space Management, IBM Storage Protect HSM for Windows,
IBM Storage Protect for Virtual Environments, and other Data Protection products are not supported.
If a deployment of an unsupported product is attempted, the deployment process stops with a failure
message.

« Do not schedule automatic client deployments to systems that have any of the following applications
installed on them:

IBM Storage Protect for Virtual Environments

IBM Storage Protect for Databases

IBM Storage Protect for Mail

IBM Storage Protect for Enterprise Resource Planning

Related reference

“Autodeploy” on page 325

Use the autodeploy option to enable or disable an automatic deployment of the client if a restart is
required.

Client environment requirements

Each of the IBM Storage Protect clients has hardware and software requirements.

The following list shows the location of the environment prerequisites for each supported platform.

« “Windows client environment requirements” on page 5

« “NDMP support requirements (Extended Edition only)” on page 6

For current information about the client environment prerequisites for all of the supported backup-archive
client platforms, see technote 1243309.
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Windows client environment requirements

This section contains client environment information, backup-archive client components, and hardware
and software requirements for the supported Windows platforms.

Windows client installable components

The installable components for the Windows backup-archive client are as follows:
« Backup-archive client web files

« Backup-archive client GUI files

Administrative client command line files

Client API SDK files

Client API (64-bit) runtime files

Client Web Server (for remote client operations using the web user interface)

System requirements for Windows clients

The backup-archive client on Windows requires a minimum amount of disk space for installation and a
supported operating system.

For software and hardware requirements for all supported versions of Windows clients, including the most
recent fix packs, see
technote 1197133.

Windows client communication methods

The TCP/IP and shared memory communication methods are available for the Windows backup-archive
client.

You can use the following communication methods with the Windows backup-archive client:

Table 2. Windows client communication methods

To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:
TCP/IP TCP/IP (Standard with all AIX®, Linux®, Windows
supported Windows
Named Pipes Named Pipes (Standard with all | Windows
supported Windows platforms)
Shared Memory TCP/IP (Standard with all Windows

supported Windows platforms)

Backup-archive client features that are available on Windows platforms
This topic lists which features are supported or not supported on the various Windows platforms.

Table 3 on page 6 shows the supported and unsupported features on the various Windows platforms.
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Table 3. Supported features on Windows platforms

Windows Server
2012 (Supported with
versions 8.1.0 - 8.1.22)
Windows Server 2012

Features Windows 10 R2 (Supported with
versions 8.1.0 - 8.1.22)
Windows Server 2016
Windows Server 2019
Windows Server 2022

Journal-based backup yes yes

Online image backup yes yes

Offline image backup yes yes

System state support with Volume Shadowcopy yes yes

Services (VSS)

LAN-free operations yes yes

Automated System Recovery (ASR) yes BIOS: yes

UEFI: yes
Open File Support (OFS) yes yes

Windows supported file systems

This topic lists which features are supported or not supported on the various Windows platforms.

The Windows backup-archive client supports the following types of file systems:

« File Allocation Table (FAT and FAT32)
« Microsoft New Technology File System (NTFS)

« Microsoft Resilient File System (ReFS). ReFS was introduced on Windows Server 2012 systems.

NDMP support requirements (Extended Edition only)

You can use the Network Data Management Protocol (NDMP) to back up and restore network attached
storage (NAS) file systems to tape drives or libraries that are locally attached to Network Appliance and

EMC Celerra NAS file servers.

NDMP support is available only on IBM Storage Protect Extended Edition.

NDMP support requires the following hardware and software:

- IBM Storage Protect Extended Edition

« Tape drive and tape library. For supported combinations, see: product information.

Installation requirements for backing up and archiving Tivoli

Storage Manager FastBack client data

Before you can back up or archive your FastBack client data, you must install the required software.

You must install the following software:

« Tivoli Storage Manager FastBack 6.1

« Tivoli Storage Manager client version 6.1.3.x (where x is 1 or higher) or version 6.2 or later
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- Tivoli Storage Manager server version 6.1.3 or higher
- Tivoli Storage Manager Administration Center version 6.1.3

— Required only if you want to use integrated Tivoli Storage Manager FastBack - administration.

Starting with version 7.1, the Administration Center component is no longer included in Tivoli Storage
Manager or IBM Storage Protect distributions. FastBack users who have an Administration Center
from a previous server release, can continue to use it to create and modify FastBack schedules.

If you do not already have an Administration Center installed, you can download the previously-
released version from ftp://public.dhe.ibm.com/storage/tivoli-storage-management/maintenance/
admincenter/v6r3/. If you do not already have an Administration Center installed, you must create
and modify FastBack schedules on the IBM Storage Protect server. For information about creating
schedules on the server, see the IBM Storage Protect server documentation.

The Tivoli Storage Manager FastBack environment must be running. For information about installing and
setting up Tivoli Storage Manager FastBack, see the product information at IBM Tivoli Storage Manager
FastBack documentation.

You can install the IBM Storage Protect client in one of the following ways:

« Install the backup-archive client on a workstation where the FastBack server is installed. In this case,
the prerequisites are: the FastBack server, the FastBack shell, and the FastBack mount.

« Install the backup-archive client on a workstation where the FastBack Disaster Recovery Hub is
installed. In this case, the prerequisites are: the FastBack Disaster Recovery Hub setup, the FastBack
shell, and the FastBack mount.

« Install the backup-archive client on a workstation where neither the FastBack server or the FastBack

Disaster Recovery Hub is installed. In this case, ensure that the FastBack shell and the FastBack mount
are installed.

Related concepts

“Configuring the client to back up and archive Tivoli Storage Manager FastBack data” on page 61
Before you can back up or archive Tivoli Storage Manager FastBack client data, you must complete
configuration tasks.

Client configuration wizard for Tivoli Storage Manager FastBack

The backup-archive client provides a wizard to configure the backup-archive client for Tivoli Storage
Manager FastBack.

The wizard is available in a remote application (the web client) and in a local application (the Java™ GUI).
The wizard helps you set the options to send FastBack client data to the IBM Storage Protect server on a
scheduled basis.

Related concepts

“Configuring the backup-archive client to protect FastBack client data” on page 62

You can configure the backup-archive client to protect FastBack client data by using the client
configuration wizard.

Windows backup-archive client installation overview

You can install the IBM Storage Protect Windows backup-archive client from the installation media.

Before you begin

Before you begin a Windows client installation, ensure that the system that you want to install the client
on meets the client requirements. Then, determine the type of installation that you need to perform, and
follow the steps in the appropriate procedure.

For the hardware and software requirements for the Windows client, see technote 1197133.
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Related concepts

Automatic backup-archive client deployment

The IBM Storage Protect server administrator can automatically deploy a backup-archive client to update
workstations where the backup-archive client is already installed.

Related tasks

Creating and modifying the client options file
The client options file is an editable text file that contains configuration information for the backup-
archive client.

Windows client installation might require a reboot

As part of the Windows client installation process, one or more Microsoft C++ redistributable packages
are installed, if they are not already installed on the Windows workstation. These packages can also

be automatically updated by the Windows Update service. If the packages are updated, the update can
cause the system to reboot when you start the Windows client installation program.

The reboot that is triggered if the C++ redistributable packages are updated can occur, even under any of
the following conditions:

« An automatic client deployment pushes a client upgrade to a node, and the client or the scheduler sets
the AUTODEPLOY=NOREBOOT option.

« A manual installation or upgrade of the client is started.

« Aclient silent installation is started, even if the options to suppress reboot prompts, and the client
reboot itself, are set.

Additionally, because the Microsoft Visual Studio C++ redistributable package is a shared Windows
component, other applications that have dependencies on the package might be stopped or restarted

by Windows as part of the installation or upgrade of the C++ redistributable package. Schedule client
installations and upgrades during a maintenance window when other applications will not be adversely
affected if they are stopped or restarted when the C++ redistributable package is installed. Monitor other
applications after the client is installed to see whether there are any applications that were stopped and
not restarted.

Installation procedures

The procedure that you follow to install the IBM Storage Protect Windows backup-archive client depends
on the type of installation that you want to perform.

Procedures are provided for each of the following installation types:
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This table lists the types of installations procedures that can be conducted, including the procedure to
uninstall the Windows backup-archive client.

Installation type

Installation description

Installing the Windows
client for the first time

Describes how to install the Windows backup-archive client for the first
time. This procedure presumes that the Windows computer that you are
installing the client on has never had a previous version of the client
installed on it before.

Upgrading the Windows
client

Describes how to upgrade an earlier version of the Windows backup-
archive client to this latest version.

Reinstalling the Windows
client

Describes how to reinstall the Windows backup-archive client, if you
uninstalled it.

Silent installation

Describes how to install the Windows backup-archive client silently,
without user interaction during the installation procedure.

Repairing, modifying, or
uninstalling the Windows
client

Describes how to add or remove features from an installed backup-
archive client (modify), replace damaged files or missing registry keys
(repair), or uninstall the Windows backup-archive client.

Installing the Windows client for the first time

Complete this procedure to install the Windows backup-archive client for the first time.

Before you begin

If you have an earlier version of the Windows backup-archive client that is already installed on a node and
you want to upgrade it to version 8.2.0, see “Upgrading the Windows client” on page 12.

Important: You must know the host name or IP address of the IBM Storage Protect server, the port
number that the server listens on for client communications, and the communications method to use
when the client communicates with the server. Obtain this information from your IBM Storage Protect

server administrator before you start this procedure.

If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server, ensure
that you halt the IBM Storage Protect server before you install the client. This action will prevent the client
installation process from forcing the system to reboot. After you install the client, you can restart the IBM
Storage Protect server.

Procedure
1. Download the appropriate package file from one of the following websites.

« Download the client package from Passport Advantage® or Fix Central.

 For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

2. Install the product by using the compressed installation file that you download from Passport
Advantage.

a) Copy the downloaded compressed installation package to a local disk or to a network-accessible
share. Be sure to extract the installation files to an empty directory.

b) To extract the installation files to the same directory, double-click the compressed installation
package.

c) By default, the uncompressed files are stored in the current disk drive, in the
download_directory\TSMClient directory. If the installation program detects files from
another client installation attempt in this directory, you are prompted about whether to overwrite
the old files. If you receive this prompt, enter A to overwrite the existing files; this selection
ensures that only the files from the current installation are used.
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d) Double-click the spinstall.exe file to start the client installation program.
3. Select a language to use for this installation and click OK.

4. If the installation wizard indicates that one or more Microsoft C++ redistributable files must be
installed, click Install. These files are needed to run the Windows client.

5. On the IBM Storage Protect client welcome screen, click Next to begin installing the client software.

6. Accept the default installation directory by clicking Next, or specify a different installation directory.
The default installation directory is C: \Program Files\Tivoli\TSM.

7. Select the installation type: Typical or Custom.

Option | Description

Typical |A typical installation installs the following components:

« The backup-archive client web files (required to use the web client to connect to IBM
Storage Protect server version 8.1.1, 7.1.7 or earlier version 7 levels)

» The backup-archive client GUI files (required to use the Java GUI)
« The client API runtime files (as needed by your client and operating system)

Starting in version 8.1.4, the NetApp API runtime files are no longer installed in a typical
installation. If you must install them, use the Custom installation type.

Custom | A custom installation installs the same files as a typical installation. However, you can
choose to install the following optional components:

« The administrative client command line files. These files are required if you want to run
administrator functions on the IBM Storage Protect server.

« The API SDK files. These files are only required if you are developing applications that
work with the backup-archive client.

» The NetApp API runtime files. These files are required for snapshot differential backup
operations.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later
versions only.

« The web user interface files. These files are required to perform remote client
operations by using the web user interface.

8. Click Next, then click Install.
9. When the installer completes the installation, click Finish.

10. Verify the installation. Click Start > All Programs > IBM Storage Protect. The client components
that you installed are shown in the list of IBM Storage Protect startable programs. The administrative
command-line client, backup-archive command-Lline client, and the backup-archive GUI are the only
components that are displayed in this list. The administrative command-line client is only shown if
you perform a custom installation and you include the administrative command-line client. If you
installed other components, such as the API Runtime and SDK, they are not shown in this list.

11. Click Backup-Archive GUI to start the client GUI. The Client Options File Configuration Wizard
starts. Click Next to start the wizard.

12. On the Options File Task screen, select Create a new options file and click Next.

13. On the Client Node Name screen, specify a node name. A node name uniquely identifies your node
to the IBM Storage Protect server. The default node name is the short host name of the Windows
computer that you are installing the client on. Accept the default node name or specify a new node
name. Click Next.

14. On the IBM Spectrum Protect Client/Server Communications screen, specify the communications
method to use when the client communicates with the server and click Next. This information
must be provided to you by your IBM Storage Protect server administrator. If you are not sure
what to select, accept the default setting (TCP/IP). If the default setting does not work when
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15.

16.

17.

18.

19.

20.

the client attempts to connect to the server, contact the server administrator to determine which
communications method to specify.

On the TCP/IP Options screen, specify the server address and port information that your IBM
Storage Protect administrator provided to you. In the Server Address field, specify the IP address or
fully qualified domain name of the IBM Storage Protect server. In the Port Number field, specify the
port number that the server listens on for client communications. The default port number is 1500.
Click Next.

The Recommended Include/Exclude List screen contains a list of system files and directories
that are typically included, or excluded from client operations. The excluded files are typically not
required to restore your system. You can select or clear all default selections. Alternatively, you can
use the Shift and Ctrl keys to selectively include objects. To facilitate the installation process, click
Select All; you can add or remove files from this list later, if you want to. Click Next.

The Common File Exclusion Selection screen provides a default list of file extensions that you can
exclude from client operations. The file extensions that are provided in this list are typically large
files, like graphics or multimedia extension. These files consume server disk space but they might

not be required to restore critical data. Click Select All to exclude all of the default file extensions.
Alternatively, you can use the Shift and Ctrl keys to selectively choose which extensions to exclude
from client operations. Click Clear All to clear any extensions that you selected. You can modify these
extensions later if you want to. Click Next.

The Domains for Backup screen specifies the default file systems and objects to include in client
operations for incremental and image backups.

a) To configure the default file systems for incremental backups, in the Backup Type field, select
Incremental. By default, Back up all local file systems is selected. If you do not want to back
up all local file systems as the default action during incremental backups, clear this option and
individually select the file systems to include. You can override the default selection when you
initiate an incremental backup operation.

b) To configure the default file systems for image backups, in the Backup Type field, select Image.
By default, Back up all local file systems is selected. If you do not want to back up all local file
systems as the default action during image backups, clear this option and individually select the
file systems to include. You can override the default selection when you initiate an image backup
operation.

c) Click Next.

On the Confirm and apply your configuration screen, click Apply.

You might be prompted to enter a user ID and password to log on to the IBM Storage Protect server.
The user ID defaults to the node name that you specified in step “13” on page 10.

You can accept the default user ID or specify a different user ID. Specify the password that you will
use when you log on to the server. Click Login.

What happens next depends on whether the IBM Storage Protect server is configured for open or
closed registration.

Option Description
Server is The Register New Node screen prompts you for contact information and it
configured for prompts you again for the password.

open registration

(IBM Storage Adding text to the Contact Information field is optional, but suggested; specify

your name.

Protect server

version 8.1.1, Re-enter your password, twice, in the two Password fields. If the password
8.1.0,7.1.7 or that you enter and confirm in these Password fields does not match what you
earlier) previously specified in the Login into an IBM Spectrum Protect server screen,

the password that you specify and confirm here becomes the password that is
required to log on to the server.

Click Register to register this node on the server.
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Option Description

Click Finish. The graphical user interface opens and is ready for use. You can
also start any of the other installed client components from the Start menu.

Server Click Finish. Provide the information that you specified in the client
uses closed configuration wizard to your IBM Storage Protect server administrator. Provide
registration the administrator with the following information:

« The node name that you specified.
« The user ID and password that you entered.

» Your contact information, such as your name, email address, and phone
number, so the administrator can contact you after your node and user
information is registered on the server.

After the administrator registers your node, you can start any of the installed
client components from the Start menu.

Related concepts

Troubleshooting problems during installation

If you are upgrading from a previous version of the backup-archive client and there are client services
running (for example, Client Acceptor or Scheduler), you might see an error during the installation.

Upgrading the Windows client

You can upgrade an earlier version of the IBM Storage Protect Windows backup-archive client to version
8.2.0. Your previous configuration settings are preserved, where it is possible to do so. However,
enhancements that are in the latest version of the client can deprecate or prohibit the use of options
that were available in earlier versions of the client.

Before you begin

Wait for any in-progress backup-archive client tasks (backup, restore, archive, retrieve) to complete
before you upgrade a client node.

If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server, ensure
that you halt the IBM Storage Protect server before you install the client. This action will prevent the client
installation process from forcing the system to reboot. After you install the client, you can restart the IBM
Storage Protect server.

About this task

To upgrade to the version 8.2.0 Windows client, install the version 8.2.0 Windows client; you do not
need to uninstall previously installed client software first. The version 8.2.0 client installation program
preserves your current client options and settings (in dsm. opt), and it does not overwrite or delete the
dsmerror.log, dsmsched.log, and dsmwebcl.log files, if you install the new client into the same
directory that was used by the previous installation.

The Logical Volume Snapshot Agent (LVSA) component was deprecated in IBM Storage Protect version
6.4. If you previously had LVSA configured as your snapshot provider, install the version 8.2.0 client, and
then configure it to use the Microsoft Volume Shadow Copy Service (VSS) as the snapshot provider in the
new installation. If LVSA was installed, your client reboots after the upgrade installation completes, to
allow for the removal of LVSA entries from the registry.

The installation program stops any client services that are running before it upgrades the client software.
If you prefer, you can manually stop the services by using the control panel or command line. Table 4 on
page 13 shows the stoppable services, and the names to look for in the Control Panel > Administrative
Tools > Services list, so you can stop them with the Control Panel. The table also provides the commands
to stop them from a command prompt or a script.
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Note: The service names that are shown in the table are the default names that are set by the installation
program. You can change some of these service names when you configure the services by using one of
the configuration wizards on the Utilities > Setup Wizard menus. If you change the service name, record
the name that you specify and use that name to stop the services.

Table 4. Stoppable services

Control panel display name Command-line procedure

TSM Journal Service net stop "tsm journal service"
TSM Client Acceptor net stop "tsm client acceptor"
TSM Client Scheduler net stop "tsm client scheduler"
Remote Client Agent net stop "tsm remote client agent"
IBM Storage Protect for BAClient Web Server net stop "IBMWebServer"

Complete the following steps to upgrade an earlier version of the Windows backup-archive client to
version 8.2.0:

Procedure

1.

Download the appropriate package file from one of the following websites.

« Download the client package from Passport Advantage or Fix Central.

- For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

. Install the product by using the compressed installation file that you download from Passport

Advantage.

a) Copy the downloaded compressed installation package to a local disk or to a network-accessible
share. Be sure to extract the installation files to an empty directory.

b) To extract the installation files to the same directory, double-click the compressed installation
package.

c) By default, the uncompressed files are stored in the current disk drive, in the
download_directory\TSMClient directory. If the installation program detects files from
another client installation attempt in this directory, you are prompted about whether to overwrite
the old files. If you receive this prompt, enter A to overwrite the existing files; this selection
ensures that only the files from the current installation are used.

d) Double-click the spinstall.exe file to start the client installation program.

. Select a language to use for this installation and click OK.
. If you are prompted to install one or more Microsoft C++ redistributable files, the prompt indicates

that your node does not have the C++ files that are required by the Windows backup-archive client.
Click Install to install the files and continue with the client installation, or click Cancel to end the
installation process.

. The backup-archive client installation program starts. On the Welcome screen, click Next to begin

installing the new client software.

. Accept or change the default installation directory.
. Select the installation type: Typical or Custom.

Option | Description

Typical [A typicalinstallation installs the following components:

« The backup-archive client web files (required to use the web client to connect to IBM
Storage Protect server version 8.1.1, 7.1.7 or earlier version 7 levels)

« The backup-archive client GUI files (required to use the Java GUI)

» The client API runtime files (as needed by your client and operating system)
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Option | Description

Starting in version 8.1.4, the NetApp API runtime files are no longer installed in a typical
installation. If you must install them, use the Custom installation type.

Custom | A custom installation installs the same files as a typical installation. However, you can
choose to install the following optional components:

« The administrative client command line files. These files are required if you want to run
administrator functions on the IBM Storage Protect server.

» The API SDK files. These files are only required if you are developing applications that
work with the backup-archive client.

» The NetApp API runtime files. These files are required for snapshot differential backup
operations.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later
versions only.

» The web user interface files. These files are required to perform remote client
operations by using the web user interface.

8. Click Next, then click Install.
9. When the installer completes the installation, click Finish.
10. Verify the installation. Click Start > All Programs > IBM Storage Protect. The client components that
you installed are shown in the list of IBM Storage Protect startable programs. This list includes only

the administrative command-Lline client, backup-archive command-Lline client, or the backup-archive
GUL. The other installable components (the API Runtime and SDK files) do not display in this list.

11. Click the Backup-Archive GUI entry in the startable programs list.
a) When prompted, type your user ID and password and click Login.

b) After the GUI starts, click Help > About IBM Storage Protect. Verify that the version shown is
version 8.2.0.

What to do next

Your previous configuration settings are preserved in the dsm. opt file. If you previously used LVSA as
the snapshot provider, warning messages are displayed when the command-line client is started. The
messages provide instructions to edit the dsm. opt file and remove the LVSA options. Removing the
unused options is not required, but removing options that have no affect or are not used, can facilitate
troubleshooting. If you are using the GUI, the messages are not displayed, but they are logged in the
dsmerror.log file, which is in the client installation directory, in the baclient directory. Messages are
issued when any of the following options are included in dsm. opt. Some of these options are valid for
VSS, and if they are, the messages are displayed and logged only if they contain parameters that are
specific to LVSA.

- snapshotcachelocation
- snapshotfsidleretries
« snapshotproviderimage
- snapshotproviderfs

- snapshotcachesize

You can set VSS options on the Snapshot tab in the Preferences Editor. They can also be set by running
the online image support and open file support configuration wizards. To use the wizards, start the GUI
and click Utilities > Setup Wizard. Select the wizards that you want to run, click Next, and follow the
prompts to make your selections.

Related concepts
Troubleshooting problems during installation
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If you are upgrading from a previous version of the backup-archive client and there are client services
running (for example, Client Acceptor or Scheduler), you might see an error during the installation.

Reinstalling the Windows client

If you uninstall the version 8.2.0 Windows client, you can reinstall it if you need to.

About this task

If you reinstall the Windows client into the same directory that it was installed in before, the previous
configuration information is detected by the installation program. Because the previous configuration
information is detected, the installation process is the same as an upgrade installation; follow the steps in
“Upgrading the Windows client” on page 12 to reinstall the Windows client.

If you do not want to preserve the old configuration information, you can remove it. For information about
thoroughly removing client settings and files, see the support article, How to completely remove the
Backup-Archive client from Microsoft Windows.

If you do completely remove all configuration settings and later decide to reinstall the Windows client,
follow the steps in “Installing the Windows client for the first time” on page 9. That procedure is the
appropriate installation procedure to follow if you reinstall the software into a different directory, or if you
reinstall the software on a system that contains no previous configuration information.

Silent installation
The backup-archive client installation program supports silent, unattended installations.

If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server, ensure
that you halt the IBM Storage Protect server before you install the client. This action will prevent the client
installation process from forcing the system to reboot. After you install the client, you can restart the IBM
Storage Protect server.

Important: The Microsoft Visual C++ 2017 redistributable packages and the IBM Java Runtime
Environment (JRE) package are required to use the backup-archive client. The graphical installation
program installs these packages for you. However, if you are installing the client in silent mode by using
MSIEXEC, you must install the Microsoft Visual C++ 2017 redistributable packages and the IBM JRE
package separately. The packages can be installed before or after the silent installation of the client is
completed, but they must be installed before you use the backup-archive client.

For systems with Microsoft Visual C++ 2015-2019:

If the Microsoft Visual C++ 2015-2019 Redistributable package is installed on your system, you do not
need to install the "Microsoft Visual C++ 2017 Redistributable (x64)" package that is included with the
backup-archive client installation package.

Microsoft Visual C++ 2015, 2017, and 2019 all share the same redistributable files. These redistributable
files are combined into the following redistributable package by Microsoft:

Microsoft Visual C++ 2015-2019 Redistributable (x64)

If you install the Visual C++ 2015-2019 redistributable, an earlier version, such as the Visual C++ 2017
redistributable, is updated because the files that are included with Visual C++ 2015-2019 are compatible
with earlier versions. If you install the Visual C++ 2017 redistributable on a system that already has Visual
C++ 2015-2019 installed, the newer versions of the files that are installed by the Visual C++ 2015-2019
redistributable are not replaced. Indeed, if you install a lower-level redistributable package, a "newer
version found" message is generated after the installation is started.

Use the following executable files to install the C++ and IBM JRE redistributable packages. In the paths
that are shown, the dir text string represents the drive and directory where you saved the files when you
extracted them from the installation package.

Windows executable files for installing C++ redistributable packages
dir\ISSetupPrerequisites\{915387C3-E260-4985-861D-E7A891A4F74B% (contains MS
2017 x64 C++ Runtime - vc_redist.x64.exe)
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Windows executable file for installing the IBM JRE redistributable package
dir\1SSetupPrerequisites\IBM Java(TM) 21 Runtime Environment\spinstall.exe
(contains IBM JRE - spinstall.exe)

To install the backup-archive client in silent mode, complete the actions in the following sections.

Install the C++ redistributable packages in silent mode
To install the C++ redistributable packages in silent mode, complete the following steps:

1. From the dir\ISSetupPrerequisites\{3A3AF437-A9CD-472f-9BC9-8EEDD7505A02}%
directory, run the following command:

vcredist_x64.exe /install /quiet /norestart /log logfilename

2. From the dir\ISSetupPrerequisites\{915387C3-E260-4985-861D-E7A891A4F74B}%
directory, run the following command:

vc_redist.x64.exe /install /quiet /norestart /log logfilename

For more information about the vcredist_x64.exe command, run the following command:

vcredist_x64.exe /?

For more information about the ve_xredist.x64.exe command, run the following command:

vc_redist.x64.exe /?

Install the IBM JRE redistributable package in silent mode

The following example is a sample command that installs the IBM JRE package. To run the command
correctly on your system, you might need to customize this example.

Although the command is physically spread across multiple lines in the following example, enter it on a
single command line as administrator

spinstall /s /v"RebootYesNo=\"No\" Reboot=\"ReallySuppress\"
ALLUSERS=1 /gn /1l*v \"jre_log.txt\""

Install the backup-archive client in silent mode

Install the Windows backup-archive client.

To install the backup-archive client in silent mode, complete the following steps:

1. Click the Start Menu and type "command" to search for the Windows command prompt.

2. Right-click the Command Prompt icon to view the properties.

3. Click Run as administrator.

4. Click Yes in the permission window.

5. Start the Windows backup-archive client silent installation by using the command prompt window.

When you place a customized version of the msiexec command (which calls the Microsoft Software
Installer) in a script or batch file, you can perform installations on multiple Windows systems. The
following example is a sample command to install the backup-archive command-Lline client, client GUI,
web client, API, and Administrative command-line client.

You might need to customize this example to run correctly on your system. Although the command is
physically spread across multiple lines in the following example, enter it on a single command line:

msiexec /i "Z:\tsm_images\TSMClient\IBM Storage Protect Client.msi"
RebootYesNo="No" REBOOT="Suppress" ALLUSERS=1
INSTALLDIR="C:\Program Files\Tivoli\Tsm"
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ADDLOCAL="BackupArchiveGUI, RemoteWebServices,Api64Runtime, AdministrativeCmd"
TRANSFORMS=1033.mst /qn /1lxv "C:\log.txt"

The descriptions of the silent installation parameters are as follows:

msiexec

Starts the Microsoft Software Installer (MSI) program.

[i

Installs the specified source package (replace with /x to uninstall the package).

"Z:\tsm_images\TSMClient\IBM Storage Protect Client.msi"
Specifies the complete path to the source package. The Z drive is shown in this example. Specify the
drive letter for the disk drive, in your configuration, that contains the installation image.

RebootYesNo="No" REBOOT="Suppress"
Under certain conditions, a system reboot might be necessary for the installation to complete
successfully. This option causes the installation program to not reboot the system if circumstances
would otherwise cause the reboot to occur. While this option is convenient, use it with caution
because suppressing the reboot might cause the program to behave in an unpredictable manner.
The most common reason that a reboot is required is if the installation was an upgrade to an
existing backup-archive client, and the installation was performed while the client programs were
running. Therefore, shut down all backup-archive client programs and services before you begin the

installation.
ALLUSERS=1

Specifies that the package is for all users. This option is required.

INSTALLDIR="C:\Program Files\Tivoli\TSM"
Specifies the destination path. If you already installed this product or a previous version of this
product on your workstation, use the current installation directory as the destination path for this

package.

ADDLOCAL="BackupArchiveGUI,RemoteWebServices,Api64Runtime"
Specifies the features to install. Specify all the components on a single line within quotation marks,
which are separated by commas, with no spaces before or after the commas. The installable client
features are shown in the following table:

Windows client features

Feature description

BackupArchiveGUI

Graphical user interface

RemoteWebServices

Client Web Server (for remote client operations using the web
user interface)

AdministrativeCmd

Administrative Command Line

ApiSdk

API SDK

NetAppLibs

NetApp API runtime files

Api64Runtime

API Runtime

TRANSFORMS=1033.mst

Specifies which language transform to use. The following language transforms are available:

Transform Language

1028.mst CHT Traditional Chinese
1029.mst CSY Czech

1031.mst DEU German

1033.mst ENG English

1034.mst ESP Spanish
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Transform Language

1036.mst FRA French

1038.mst HUN Hungarian
1040.mst ITA Italian

1041.mst JPN Japanese
1042.mst KOR Korean

1045.mst PLK Polish

1046.mst PTB Portuguese
1049.mst RUS Russian

2052.mst CHS Simplified Chinese

/an
Specifies to install the product silently.
[U*v "C:\log.txt"
Specifies verbose logging and the name and location of the log file.
The installation process creates the IBM Storage Protect folder in the programs folder of the Windows
Start menu. You can start the backup-archive client by clicking one of the icons in this folder.
Related concepts

Troubleshooting problems during installation
If you are upgrading from a previous version of the backup-archive client and there are client services
running (for example, Client Acceptor or Scheduler), you might see an error during the installation.

Modifying, repairing, or uninstalling the Windows client

You can modify, repair, or uninstall an existing Windows client.

Before you begin

If you plan to modify or repair the client and it is installed on the same system as the IBM Storage Protect
server version 8.1.2 or later level, ensure that you halt the IBM Storage Protect server before you modify
or repair the client. This action will prevent the client installation process from forcing the system to
reboot. After you modify or repair the client, you can restart the IBM Storage Protect server.

About this task
Use the Windows control panel to modify, repair, or uninstall the Windows client.

Procedure

1. Click Start > Control Panel > Uninstall a program.
2. Select IBM Storage Protect Client in the list of installed programs.
3. Select the function that you want to perform: Repair, Change, or Uninstall.

Option Description

Repair Wait for any in-progress backup-archive client tasks to completed before you repair the
Windows client.

This option repairs an existing Windows client installation. If you select Repair, the
files installed by the installation program are examined to determine whether they have
somehow become corrupted. If a file is determined to be corrupted, the repair option
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Option

Description

attempts to replace it from the saved installation image. The repair option also repairs
missing program short cuts and icons, missing files, and registry keys.

Change

Wait for any in-progress backup-archive client tasks to completed before you modify the
Windows client.

This option modifies an existing installation. If you select Change, the next screen that

is displayed shows Modify as the option for changing installed programs. If you already
installed the client and you need to add or remove components, click Change, and select
Modify. Choose the icon next to the feature that you want to install or remove and

select the appropriate action from the drop-down list. For example, if you selected a
typical installation when you installed the client, the administrative client command line
interface files are not installed. If you decide that a node needs this interface, select the
icon next to Administrative Client Command Line Files and click the This feature will
be installed on local hard drive option.

Note: This option achieves the same effect as upgrading the client. The difference is that
you bypass the initial steps and the installation process begins with the last installation
type that you selected. If you want to change the installation type, you can click Back,
and select the new installation type; then complete the information as you are prompted
for it. Use the information that is provided in “Upgrading the Windows client” on page 12
(start at step “7” on page 13) if you have questions about a prompt.

Uninstall

Wait for any in-progress backup-archive client tasks to completed before you uninstall
the Windows client.

This option uninstalls the Windows client program. It does not remove any client
services. It also does not remove log files, or other items that were created when you
configured or used the client. Most of these artifacts remain in the installation directory
(Program Files\Tivoli\TSM directory), but they can exist anywhere on the disk,
depending on what you chose for the installation directory and other options. This
option also does not remove files that were copied to the local disk if you extracted the
installation files from a compressed distribution file.

Leaving these artifacts on disk is not a problem if you want to reinstall the client in the
future. However, if you want to more thoroughly remove the client and related files and
settings, see the support article How to completely remove the Backup-Archive client

from Microsoft Windows.

The installation program stops any client services that are running before it uninstalls
the software. If you want to stop the services yourself, type the following commands at a
command prompt window:

net stop "tsm journal service"
net stop "tsm client acceptor"
net stop "tsm client scheduler"
net stop "tsm remote client agent"

You can also use the Control Panel to stop these services. Their display names match the
name used on the command line.

Note: The service names shown here are the default names that are set by the
installation program. You can change some of these service names when you configure
the services using one of the configuration wizards on the Utilities > Setup Wizard
menus. If you change the service name, record the name that you specify and use that
name to stop the services.

If you want to remove any of these services without uninstalling the client, perform the
following steps:
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Option Description

a. Click Start > All Programs > IBM Storage Protect > Backup-Archive GUI.
b. Click Utilities > Setup Wizard.

c. Select and run the wizard for each service that you want to remove. The setup wizard
options can also remove the configuration information for online image support and
open file support.

4. If you are uninstalling the backup-archive client, you must also uninstall the IBM Storage Protect Java
Virtual Machine (JVM):

a) In the Control Panel window, click Uninstall a program.
b) In the Programs and Features window, select IBM Storage Protect JVM and click Uninstall.
c) Click Yes when prompted.

Troubleshooting problems during installation

If you are upgrading from a previous version of the backup-archive client and there are client services
running (for example, Client Acceptor or Scheduler), you might see an error during the installation.

If there are other IBM Storage Protect client services running on any account (for example, Client
Acceptor or Scheduler), you might see a request to reboot the system during installation. You must stop
all instances of the IBM Storage Protect client on all accounts before starting the installation.

You might see the following error during installation:

Error 1303. The installer has insufficient privileges to access this directory:
(Install Drive):\Program Files\Tivoli\TSM\baclient\plugins. The installation
cannot continue. Log on as an administrator or contact your system administrator.

When this error occurs, you must stop the installation. After stopping the installation process, the
previous version is no longer installed. Stop the client services and retry the installation process.

Software updates

Software updates might periodically be made available by IBM for download.

For the latest information, updates, and maintenance fixes, see the IBM Support Portal for IBM Storage
Protect.

Installing the client management service to collect diagnostic
information

You can install IBM Storage Protect client management services to collect diagnostic information about
the backup-archive client. The client management service makes the information available to the IBM
Storage Protect Operations Center for basic monitoring capability.

About this task

After you install the backup-archive client, install the client management service on the same computer
so that the IBM Storage Protect server administrator can view diagnostic information from the Operations
Center.

For installation instructions and more information about the client management service, see Collecting
diagnostic information with .
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Installing the web user interface for remote client operations and
Operations Center client log access

Before you can use the web user interface to remotely back up, restore, archive, or retrieve data on your
client workstation, you must install the web user interface.

About this task

The web user interface is installed as part of the backup-archive client installation process. You must
install specific files that are required for remote client operations.

During the installation, the web server that hosts the web user interface on the client workstation is
installed.

Procedure

« For Windows clients, ensure that you run a custom installation and select the component that contains
the web user interface files.

For instructions, see one of the following topics:

— “Installing the Windows client for the first time” on page 9

— “Upgrading the Windows client” on page 12

For installation in silent mode, include the RemoteWebServices feature in the ADDLOCAL installation
parameter. For instructions, see “Silent installation” on page 15.

Related concepts

“Using the IBM Storage Protect web user interface for remote client operations” on page 106

The IBM Storage Protect backup-archive client provides a web user interface component that you can use
to remotely back up or archive data, and to restore or retrieve data that was saved to the IBM Storage
Protect server.

Related tasks

“Starting the client acceptor service and registering an administrator” on page 107

Before you can log in to the IBM Storage Protect web user interface to remotely manage client nodes, you
must start the client acceptor service on the workstation where the backup-archive client is installed. You
must also register an IBM Storage Protect administrator to access client data.
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Chapter 2. Configure the IBM Storage Protect client

After installing the backup-archive client, you must configure it before performing any operations.

Tip: After you install the backup-archive client, the IBM License Metric Tool counts the client only if it is
connected to the IBM Storage Protect server and is used for data operations. Subsequently, that client is
always included in license calculations. Clients that are not connected to a server and are not used for
data operations are excluded from license calculations.

If you are upgrading the backup-archive client, it is unnecessary to reconfigure the scheduler, web client,
or other configuration settings. If the dsm. opt file used by the previous client installation is available

in the default installation directory or the directory or file pointed to by the DSM_CONFIG and DSM_DIR
environment variables, the client accesses this file for configuration information.

Some configuration tasks are required, while other tasks are optional. The following configuration tasks
are required:

 “Creating and modifying the client options file” on page 25

 “Register your workstation with a server” on page 77

The following configuration tasks are optional:

« “Create a shared directory options file” on page 26

« “Creating multiple client options files” on page 27

« “Environment variables” on page 27

« “Configuring the language for displaying the backup-archive client GUI” on page 28

« “Configuring the IBM Storage Protect web user interface” on page 107

« “Configuring the scheduler” on page 29

« “Configuring the journal engine service” on page 40

 “Configuring online-image backup support” on page 67

« “Configuring Open File Support” on page 68

« “Creating an include-exclude list ” on page 78

« Configuring parallel backups of VMware virtual machines. See “Backups of virtual machines” on page
177

Client options file overview

You set (specify) client options and values in a client options file. Client options can also be set on the
server in a client option set. Client options that are set on the server in a client option set override client
options that are set in the client options file.

On Windows systems, the default client options file is named dsm. opt.

You can create multiple client options files. If your client options file is not named dsm. opt, or if
dsm.optis notin the default directory, use the OPTFILE client option to tell the backup-archive client
which file to read the options and parameters from when the backup-archive client is started.

You can use a text editor application to directly edit the client options file. You can also set options by
using the backup-archive client GUI. In the GUI, select Edit > Preferences and use the Preferences Editor
to set client options. Options that you set in the Preferences Editor are stored in the client options file. Not
all client options can be set by using the Preferences Editor.

You can use the query options command to display all or part of your options and their current
settings. This command accepts an argument to specify a subset of options. The default is to display all
options.

© Copyright IBM Corp. 1993, 2026 23



Some options consist of only the option name, such as verbose and quiet. You can enter the entire
option name, or its abbreviation. For example, you can specify the verbose option in either of the
following ways:

verbose
ve

Follow these rules when you add options to your options files:

« You can annotate option settings by adding comments to the options file. Begin each comment with an
asterisk (*) as the first character on the line.

« Do not specify options on a line that contains a comment.

« You can optionally indent options with spaces or tabs, to make it easier to view the options and values
that you specify in the file.

 Enter each option on a separate line and enter all parameters for an option on the same line, as shown
in the following examples:

domain="c: d:"
domain="ALL-LOCAL -c: -systemstate"

« To set an option in this file, enter the option name and one or more blank spaces, followed by the option
value.

« Enter one or more blank spaces between parameters.

« The lengths of file and path names in the client options files cannot exceed the following limits:

— On Windows, a file name cannot exceed 255 bytes. Directory names, including the directory delimiter,
are also limited to 255 bytes. The maximum combined length for a file name and path name is 5192
bytes. The Unicode representation of a character can occupy several bytes, so the maximum number
of characters that a file name might contain can vary.

File path and file name limits are shown in Table 5 on page 24.

— For archive or retrieve operations, the maximum length that you can specify for a path and file name,
combined, is 1024 bytes.

Table 5. File path and name limits

MBCS encoding Path name length limits File name length limits
1 5192 bytes 255 bytes

2 4092 bytes 127 bytes

3 2728 hytes 85 bytes

In the table, MBCS encoding has these meanings:

Basic Latin
Standard US English characters, numbers, symbols, and control characters that are traditionally
represented in 7-bit ASCII have a 1:1 ratio of bytes to characters.

Latin extensions
Latin characters that have tildes, grave or acute accents, and so on, as well as Greek, Coptic, Cyrillic,
Armenian, Hebrew, and Arabic characters, typically have a 2:1 ratio of bytes to characters.

Chinese, Japanese, Korean, Vietnamese
These characters and other East Asian language characters typically have a 3:1 ratio of bytes to
characters.

If you update the client options file while a session is active, you must restart the session to pick up the
changes. If you use the client GUI setup wizard to make changes, the changes are effective immediately.
If you are not using the client acceptor to manage the scheduler, you must also restart the scheduler.
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Related reference

“Optfile” on page 460

The optfile option specifies the client options file to use when you start a backup-archive client
session.

“Query Options” on page 687
Use the quexry options command to display all or part of your options and their current settings that
are relevant to the command-line client.

Creating and modifying the client options file

The client options file is an editable text file that contains configuration information for the backup-
archive client.

About this task

The first time that you start the Windows backup-archive client GUI, the installation program searches for
an existing client options file, called dsm. opt. If this file is not detected, a client options file configuration
wizard starts and prompts you to specify initial client configuration settings. When the wizard completes,
it saves the information that you specified in the dsm. opt file. By default, the dsm. opt file is saved to
C:\Program Files\Tivoli\TSM\baclient.

The options file must contain the following information to communicate with the server:

« The host name or IP address of the IBM Storage Protect server.

« The port number that the server listens on for client communications. A default port number is
configured by the client options file configuration wizard. You do not need to override this default port
number unless your server is configured to listen on a different port.

« Your client node name. The node name is a name that uniquely identifies your client node. The node
name defaults to the short host name of the computer that the client is installed on.

Additional client options can be specified, as needed.

Note: Client options can also be set on the server in a client option set. Client options that are defined on
the server in a client option set override client options that are set in the client options file.

A sample options file is copied to your disk when you install the backup-archive client. The file is called
dsm. smp. By default, the dsm. smp file is copied to C: \Program Files\Tivoli\TSM\config\. You
can view the contents of this file to see examples of different options and how they are specified. The file
also contains comments that explain syntax conventions for include lists, exclude lists, and wildcard use.
You can also use this file as a template for your client options file by editing it and saving it as dsm.optin
the C:\Program Files\Tivoli\TSM\baclient directory.

After the initial client options file is created, you can modify the client options by adding or changing the
options as needed. You can modify the dsm. opt file in any of the following ways:

« By running the client options file configuration setup wizard
« By using the client preferences editor
By editing the dsm. opt file with a text editor program, such as Notepad

Perform the following steps to modify the client options:

Procedure

1. Select a method to modify the file.
Option Description

Setup wizard | 5 click Start > All Programs > IBM Storage Protect > Backup-Archive GUL.
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Option Description

b. Select Utilities > Setup Wizard > Help me configure the Client Options File.
On-screen text and online help is available to provide guidance as you navigate
through the wizard panels. This client options file configuration wizard offers
limited choices and configures only the most basic options.

Preferences a. Click Start > All Programs > IBM Storage Protect > Backup-Archive GUI.

editor . .
b. Select Edit > Client Preferences. Select the tabs in the preferences editor to set

client options. Specify the options in the dialog boxes, drop down lists, and other
controls. Online help is provided. Click the question mark (?) icon to display the
help topics for the online help for the tab that you are editing. You can set more
options in the preferences editor than you can set in the setup wizard.

Edit the . a. Edit the dsm. opt file by using a plain text editor. Each of the options is described
dsm.opt file in detail in the documentation in “Client options reference” on page 315. This
method is the most versatile way to set client options because not all options
can be set in the client options file configuration wizard or in the preferences
editor.

b. To comment out a setting, insert an asterisk (*) as the first character on the line
that you want to comment out. Remove the asterisk to make the commented
option active.

2. Save the changes.

a) Changes made in the client options file configuration wizard and in the preferences editor are saved
and recognized by the client when the wizard completes, or when you exit the preferences editor.

b) If you edit the client options file with a text editor while the client is running, you must save the file
and restart the client so the changes are detected.

Related concepts

“Client options reference” on page 315

The following sections contain detailed information about each of the IBM Storage Protect processing
options.

“Communication options” on page 290
You use communication options to specify how your client node communicates with the IBM Storage
Protect server. This topic provides information about the types of communication options you can use.

“Processing options” on page 289

You can use defaults for processing client options or you can tailor the processing options to meet your
specific needs. Read about an overview of processing options and explore the options reference that
provides detailed information about each option.

“Register your workstation with a server” on page 77
Before you can use IBM Storage Protect, you must set up a node name and password and your node must
be registered with the server.

Related reference

“Passwordaccess” on page 462

The passwordaccess option specifies whether you want to generate your password automatically or set
as a user prompt.

Create a shared directory options file
The IBM Storage Protect server administrator can generate client options files in a shared directory.

Windows clients can access the shared directory, and use the files there to create their own client options
file.

Creating a shared directory options file is an optional root user or authorized user task.
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Creating multiple client options files
You can create multiple client options files if you must work with multiple servers, or find that you need
multiple sets of parameters to do back up or archive tasks.
About this task

Suppose you want to back up your files to one server (server a), and archive files to another (server
b). Instead of editing the dsm. opt file each time you want to connect to a different server, create two
options files. For example, create the options files a.opt for server a,andb.opt for server b.
Procedure

« Use one of the following methods to specify or use a different client options file:

« Replace the dsm. opt file with the appropriate options file before you start the backup-archive
client.

For example, issue the following commands to copy the a. opt file to dsm. opt and then start the
backup-archive client GUI:

copy a.opt dsm.opt
dsm

« Start the backup-archive client from the command line and use the opt£file option to specify the
options file that you want to use.

For example:
dsm -optfile=b.opt

« Define the DSM_CONFIG environment variable to specify the options file to use before you start a
backup-archive client session.

For example:

SET DSM_CONFIG=C:\Program Files\Tivoli\TSM\baclient\b.opt

What to do next

If you are running the backup-achive client from the command line, the DSM_DIR and DSM_LOG
environment variables might also need to be configured as follows:

« Define the DSM_DIR environment variable to point to the directory where all other executable files
reside:

SET DSM_DIR=C:\Program Files\Tivoli\TSM\baclient
« Define the DSM_LOG environment variable to point to the directory where dsmerroxr.log resides:

SET DSM_LOG=C:\Program Files\Tivoli\TSM\baclient

Note: The directory path where the client executable files are located must be included in the PATH
environment variable or you must enter a fully qualified path.

Environment variables

Generally, setting the environment variables is an optional task. Setting them makes it more convenient
for you to use the command line.

About this task

You must set the environment variables if you need to run in either of the following environments:
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« You want to invoke the backup-archive client from a directory other than the directory where the
backup-archive client is installed.

« You want to specify a different options file for the backup-archive client, the administrative client, or
both.

Note: You can also specify an alternate client options file for the command-Lline client (not the
administrative client) using the optfile option.

You need to set four environment variables:

PATH
This is the default search path the operating system uses to locate executable files. Set this to include
the fully qualified paths of the client installation directories.

DSM_CONFIG

Set this environment variable to the fully qualified path and file name of the client options file.
DSM_DIR

Set this environment variable to the directory where the client message file dsc*.txt is located.
DSM_LOG

Set this environment variable to the directory where the log files should reside.
Ensure that the environment variables meet the following guidelines:

« Include the directory where the executable files (for example, dsm.exe) reside in the current PATH
environment variable. If you accepted the default installation directory using the C: drive, you can set
this from a command prompt by typing:

SET PATH=C:\Program Files\Tivoli\TSM\baclient

« Specify the fully-qualified path name of your client options file (dsm.opt) using the DSM_CONFIG
environment variable:

SET DSM_CONFIG=C:\Program Files\Tivoli\TSM\baclient\dsm.opt

« Define the DSM_DIR environment variable to point to the directory where the client message file
dscx.txtis located:

SET DSM_DIR=C:\Program Files\Tivoli\TSM\baclient

Related reference

“Optfile” on page 460

The optfile option specifies the client options file to use when you start a backup-archive client
session.

Configuring the language for displaying the backup-archive client
GUI

You can select the language to use for displaying the backup-archive client GUI.

About this task

The language that is displayed by the backup-archive client GUI is defined by the Windows display locale
and not the Windows system locale. For example, if the Windows system and input locale is French, but
the display locale is Russian, the language that is displayed by the backup-archive client GUI is Russian by
default, if the language option is not used.

If you want the backup-archive client GUI to display in US English or another language, you can override
the default display language by specifying the 1language option.
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Procedure

Use one of the following methods to configure the language for displaying by the backup-archive client
GUI:

- Addthe language language option to the client options file (dsm.opt).
For example, to set the display language to US English, add the following statement:

language enu

« Complete the following steps in the backup-archive client GUI:
a) In the main window of the backup-archive client GUI, click Edit > Client Preferences.
b) Click the Regional Settings tab.
c) Click the Language drop-down list and select a language.
d) Click OK.
Related reference

“Language” on page 441
The language option specifies the national language in which to present client messages.

Configuring the scheduler

Your IBM Storage Protect administrator can schedule the client to perform tasks automatically. For
scheduled events to occur on the client, you must configure the client scheduler to communicate with the
IBM Storage Protect server.

About this task

For example, you can automatically back up files at the end of each day or archive some of your files every
Friday. This procedure, which is known as central scheduling, is a cooperative effort between the server
and your client node. Your administrator associates clients with one or more schedules that are part of the
policy domain that is maintained in the server database. The IBM Storage Protect administrator defines
central scheduling on the server and you start the client scheduler on your workstation. After you start the
client scheduler, no further intervention is required.

With client scheduling, you can perform the following tasks:
 Display information about available schedules.

« Display information about work that the schedule completed.
« Modify scheduling options in the client options file (dsm. opt).

The most effective way to manage the client scheduler is to use the client acceptor service. You can

read about a comparison between using the client acceptor and traditional scheduler services to manage
the scheduler. You can also learn how to configure the client to use the client acceptor to manage the
scheduler.

Comparison between client acceptor-managed services and traditional
scheduler services

You can use either the client acceptor service or the traditional scheduler service to manage the IBM
Storage Protect scheduler. A comparison of these methods is provided.

The following table shows the differences between the client acceptor-managed services and the default
traditional scheduler services methods.
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Table 6. Client acceptor-managed services versus traditional scheduler services

IBM Storage Protect traditional scheduler

Client acceptor-managed services services

Defined by using the managedservices Started with command dsmc sched command.
schedule option and started with client acceptor

services.

The client acceptor service is started as a Windows

service

The client acceptor service starts and stops the Remains active, even after scheduled backup is
scheduler process as needed for each scheduled complete.

action.

Requires fewer system resources when idle. Requires higher use of system resources when idle.
Client options and IBM Storage Protect server Client options and IBM Storage Protect server
override options are refreshed each time the client | override options are only processed after dsmc
acceptor services start a scheduled backup. sched is started.

Cannot be used with You must restart the scheduler process for
SESSIONINITiation=SERVERONnly backups. updated client options to take effect.

Important: If you run the client scheduler on the
command line, the scheduler does not run as a
background service.

Tip: Restart the traditional scheduler periodically
to free system resources previously used by
system calls.

Configuring the client to use the client acceptor service to manage the
scheduler

One of the most effective ways of managing the client scheduler is to use the client acceptor. You must
configure the client to use the client acceptor to manage the scheduler.

Before you begin

- If youinclude files for encryption, ensure that the encryptkey option is set to save in the options file.
This option is set by selecting Save Encryption Key Password Locally on the Authorization tab in the
preference editor. Setting this option enables unattended scheduled services. If the encryption key was
not previously saved, you must run an attended backup of at least one file so that you get the encryption
prompt to save the key.

« You cannot use the client acceptor for scheduling when the sessioninitiation option is set to
serveronly.

About this task

The client acceptor serves as an external timer for the scheduler. When the scheduler is started, it queries
the server for the next scheduled event. The event is either run immediately or the scheduler exits. The
client acceptor restarts the scheduler when it is time to run the scheduled event. This action reduces the
number of background processes on your workstation and resolves memory retention problems that can
occur when the scheduler is run without client acceptor management.

The client acceptor service is also known as the client acceptor daemon.
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Procedure

- Complete the following steps to use the client acceptor to manage the scheduler on the Windows
client:

a) In the backup-archive client GUI, click Utilities > Setup Wizard > Help me configure the Client
Scheduler and click Next.

b) Read the information in the Scheduler Wizard page and click Next.
¢) In the Scheduler Task page, select Install a new or additional scheduler and click Next.

d) In the Scheduler Name and Location page, specify a name for the client acceptor service that you
want to manage the scheduler. Then, select Use the client acceptor to manage the scheduler and
click Next.

e) If the client acceptor is already installed for use by the web client, select that name of the client
acceptor from the drop-down list in the Web Service Name page. Otherwise, type the name that
you want to assign to this client acceptor. The default name is TSM Client Acceptor. Click Next.

f) Follow the instructions on the remaining screens to complete the configuration.
Use the following information to help you complete the wizard pages:

— Ifthe sessioninitiation optionis set to serveronly in the client options file (dsm. opt),
the client configuration wizard and scheduler service might be unable to initiate authentication
with the IBM Storage Protect server. To avoid this problem, ensure that the Contact the
IBM Storage Protect Server to validate password check box on the IBM Storage Protect
Authentication page is cleared.

— For the client acceptor-managed scheduler, select Manually when I explicitly start the service
in the Service login options page.

g) Start the client acceptor service from the Services Control Panel, but do not start the scheduler
service. The scheduler service is started and stopped automatically by the client acceptor service
as needed.

Tip:

— You can also use the managedsexvices option in the client options file (dsm. opt) to specify
whether the client acceptor manages the scheduler.

— If you need the client acceptor to manage the scheduler in polling mode without opening a listening
port, use the cadlistenonpoxt option in the dsm. opt file.

— If you do not use the client acceptor to manage the scheduler, select Automatically when Windows
boots in the Service login options window. This setting starts the service automatically when
Windows starts so that your schedules are run automatically. Alternatively, you can use the Services
Control Panel or the net start command to start the Scheduler service.

— You can also use the Scheduler Service Configuration utility (dsmcutil.exe) to configure the
scheduler. The Scheduler Service Configuration utility must be run from an account that belongs to
the Administrator/Domain Administrator group. You can start multiple client scheduler services on
your system.

Related concepts

“Enable or disable scheduled commands” on page 255
You can use the schedcmddisabled option to disable the scheduling of commands by the server.

“Scheduling options” on page 302
This topic discusses the options that you can use to regulate central scheduling. The backup-archive
client uses scheduling options only when the Scheduler is running.

Related tasks

“Setting the client scheduler process to run as a background task and start automatically at startup” on
page 248
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You can configure the IBM Storage Protect client scheduler to run as a background system task that starts
automatically when your system is started.
Related reference

“Cadlistenonport” on page 331
The cadlistenonpoxt option specifies whether to open a listening port for the client acceptor.

“Managedservices” on page 443

The managedservices option specifies whether the IBM Storage Protect client acceptor service
manages the scheduler, the web client, or both.

“Sessioninitiation” on page 503

Use the sessioninitiation option to control whether the server or client initiates sessions through
a firewall. The default is that the client initiates sessions. You can use this option with the schedule
command.

Starting the client scheduler

To start the client scheduler, use the Services Control Panel or the net start command.

About this task

To avoid problems, do not run the client scheduler on the command line. The command line does not run
the scheduler as a background service.

When you start the client scheduler, it runs continuously until you close the window, shut down your
system, or log out of your system. If you are running the Scheduler Service, the scheduler runs until the
system is shutdown or you explicitly stop it using the services control panel.

Related concepts

“Processing options” on page 289

You can use defaults for processing client options or you can tailor the processing options to meet your
specific needs. Read about an overview of processing options and explore the options reference that
provides detailed information about each option.

Scheduling events using the GUI
This task guides you through the steps to schedule events using the GUI.

Procedure
1. From the backup-archive client GUI main window, click Utilities > Setup Wizard. The Client
Configuration Assistant appears.

2. Select the Help me configure the Client Scheduler and click the OK button. The Scheduler Wizard
panel appears.

3. Select the task that you want to perform. You can install a new client scheduler, update the settings for
a scheduler, or remove a scheduler.

4. Complete each panel and click the right arrow to continue. To go back to a previous panel, click the left
arrow.

What to do next

You can run scheduling services by using the command-line client.

32 IBM Storage Protect Windows Backup-Archive Clients: Installation and User's Guide



Configuring IBM Storage Protect client/server communication
across a firewall

In most cases, the IBM Storage Protect server and clients can work across a firewall.

About this task

Every firewall is different, so the firewall administrator might need to consult the instructions for the
firewall software or hardware in use.

There are two methods for enabling client and server operations through a firewall:

Method 1:
To allow clients to communicate with a server across a firewall, the following ports must be opened in
the firewall by the firewall administrator:

TCP/IP port
To enable the backup-archive client, command-line admin client, and the scheduler to run outside
a firewall, the port specified by the server option tcpport (default 1500) must be opened by the
firewall administrator. This port is set on the client and the server using the tcpport option. The
setting must be the same on the client and server. This allows IBM Storage Protect scheduler
communications in both polling and prompted mode, client acceptor-managed schedulers, and
regular backup-archive client operations.

Note: The client cannot use the port specified by the tcpadminport option (on the server) for a
client session. That port can be used for administrative sessions only.

HTTP port
To allow the backup-archive client GUI to communicate with remote workstations across a
firewall, the HTTP port for the remote workstation must be opened. Use the httpport option in
the remote workstation client options file to specify this port. The default HTTP port is 1581.

TCP/IP ports for the remote workstation
The two TCP/IP ports for the remote workstation client must be opened. Use the webports option
in the remote workstation client options file to specify these ports. If you do not specify the values
for the webports option, the default zero (0) causes TCP/IP to randomly assign two free port
numbers.

TCP/IP port for administrative sessions
Specifies a separate TCP/IP port number on which the server is waiting for requests for
administrative client sessions, allowing secure administrative sessions within a private network.

Method 2:
For the client scheduler in prompted mode, it is unnecessary to open any ports on the firewall. If
you set the sessioninitiation option to serveronly, the client will not attempt to contact the server.
All sessions are initiated by server prompted scheduling on the port defined on the client with the
tcpclientport option. The sessioninitiation option only affects the behavior of the client scheduler
running in the prompted mode.

The IBM Storage Protect server must set the SESSIONINITiation parameter on the register node and
update node commands for each node. If the server specifies SESSIONINITiation=clientorserver,
the default, the client can decide which method to use. If the server specifies
SESSIONINITiation=serveronly, all sessions are initiated by the server.

For a client scheduler setup to operate using this method, the following parameters must be set as
SESSIONINITiation=serveronly AND SESSIONSECURITY=transitional.

Note:

1. If sessioninitiation is set to serveronly, the value for the tepclientaddress client option must be the
same as the value for the HLAddress option of the update node or register node server command.
The value for the tcpclientport client option must be the same as the value for the LLAddress
option of the update node or register node server command.
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2. If you set the sessioninitiation option to serveronly, with the exception of client acceptor-
managed schedulers, the command-line client, and the backup-archive client GUI still attempt
to initiate sessions, but are blocked by the IBM Storage Protect server for nodes that have the
sessioninitiation option set to serveronly.

3. When installing the scheduler using the setup wizard or dsmcutil, and the IBM Storage Protect
server is behind a firewall, the node password will not get stored on the client workstation. As
a result, the scheduler service might be unable to authenticate to the server when the server
contacts the client to run a schedule. In this case, you can run the scheduler from the command
line (dsmc schedule), wait until a scheduled operation starts, and enter the password for your node
when prompted. After you enter the password for your node, restart the scheduler service. You can
also use the following dsmcutil command to save the password:

dsmcutil updatepw /node:nnn /password:ppp /validate:no

If sessioninitiation option is set to serveronly in your client options file (dsm.opt), the client setup
wizard and scheduler service is unable to initiate authentication with the IBM Storage Protect
server. To avoid this problem, when configuring the client scheduler using the setup wizard, ensure
that the Contact the IBM Storage Protect Server to validate password check box on the IBM
Storage Protect Authentication page is unchecked.

A similar problem can occur if an encryption key is required for backup operations. In this case,
you can run the scheduler from the command line (dsmc schedule), wait until a scheduled backup
starts, and enter the encryption key when prompted. After the password and encryption key are
updated, you must restart the scheduler.

4. When configuring the scheduler on a client workstation for the first time, the scheduler service
might be unable to authenticate to the server when the server contacts the client scheduler to run
a schedule. This can happen when the passwordaccess is set to generate and the IBM Storage
Protect server is behind a firewall and the encrypted password cannot be locally stored before the
scheduler is started. To correct this problem, you need to run the scheduler from the command
line (dsmc schedule), wait until a scheduled operation starts, and enter the password for your node
when prompted.

5. The client cannot prompt for the encryption key password in scheduler mode. If you are using
IBM Storage Protect data encryption, you must run an initial interactive backup once to set up
the encryption key by opening the TCP/IP connection from the client workstation to the server
workstation. See Method 1 for more information about setting up this communication. After the
encryption key is set, you can use server-initiated sessions to back up the files using encryption.

If you set the sessioninitiation option to client, the client initiates sessions with the server (Method
1) by communicating on the TCP/IP port defined with the server option tcpport. This is the default.
Server prompted scheduling can be used to prompt the client to connect to the server.

When using the backup-archive client across a firewall in prompted mode, the IBM Storage Protect server
needs to contact the client. In order to complete this action, some software might need to be installed

on the IBM Storage Protect server to route the request through the firewall. This software routes the
server request through a socks port on the firewall. This method is typically called socksifying a system.
Proxies are not supported, because they only route a few types of communication protocols (HTTP, FTP,
GOPHER). IBM Storage Protect communications are not routed by proxies. It is important to note that the
client creates a new connection to the IBM Storage Protect server when prompted. This means that the
firewall configuration discussed above must be in place.

Related tasks

“Configuring the scheduler” on page 29

Your IBM Storage Protect administrator can schedule the client to perform tasks automatically. For
scheduled events to occur on the client, you must configure the client scheduler to communicate with the
IBM Storage Protect server.

Related reference
“Sessioninitiation” on page 503
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Use the sessioninitiation option to control whether the server or client initiates sessions through
a firewall. The default is that the client initiates sessions. You can use this option with the schedule
command.

“Tcpadminport” on page 539

Use the tcpadminport option to specify a separate TCP/IP port number on which the server waits
for requests for administrative client sessions, allowing secure administrative sessions within a private
network.

“Tcpport” on page 543
The tcppoxt option specifies a TCP/IP port address for the IBM Storage Protect server. You can obtain
this address from your administrator.

“Webports” on page 609
The webpoxts option enables the use of the web client outside a firewall.

Configuring IBM Storage Protect client/server communication with
Secure Sockets Layer

Secure Sockets Layer (SSL) allows industry standard SSL-based secure communications between the IBM
Storage Protect client and server.

About this task
The following client components support SSL:

- Command-line client

« Administrative command-Lline client
e Client GUI

- Client API

Only outgoing client/server connections support SSL. A version 8.1.2 client communicating with a down-
level servers supports SSL. A version 8.1.2 client communicating with a version 8.1.2 server must use
SSL. Incoming connections (for example, client acceptor, server-initiated schedule connections) do not
support SSL. Client-to-client communications do support SSL. Web GUI does not support SSL. The Web
GUI is no longer supported when communicating with a version 8.1.2 server.

Each IBM Storage Protect server that is enabled for SSL must have a unique certificate. The certificate can
be one of the following types:

« A certificate that is self-signed by IBM Storage Protect.

« A certificate that is issued by a certificate authority (CA). The CA can be from a company such as
VeriSign or Thawte, or an internal CA, maintained within your company.

Follow these steps to enable SSL communication with a self-signed certificate:

1. Obtain the IBM Storage Protect server self-signed certificate (cert256.arm) Use the cert.arm
certificate file when the server is not setup to use Transport Layer Security (TLS) 1.2 or above;
otherwise, use the cert256.arm file. The client certificate file must be the same as the certificate file
that the server uses.

2. Configure the clients. To use SSL, each client must import the self-signed server certificate.

Use the dsmcert utility to import the certificate.

3. For a disaster recovery of the IBM Storage Protect server, if the certificate has been lost, a new one is
automatically generated by the server. Each client must obtain and import the new certificate.

For fast path details for communication between a version 8.1.2 client and a 8.1.2 server, you can use the
SSLACCEPTCERTFROMSERYV option to automatically accept a self-signed certificate. See “Configuring by
using the default security settings (fast path)” on page 91 for details.
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Follow these steps to enable SSL communication with a CA-signed certificate:

1. Obtain the CA root certificate.

2. Configure the clients. To use SSL, each client must import the self-signed server certificate.
Use the dsmcert utility to import the certificate.

Tip: After you complete this step, if the server gets a new certificate that is signed by the same CA, the
client does not need to import the root certificate again.

3. If you are recovering the backup-archive client as part of disaster recovery, you must install the SSL
certificate on the server again. If the certificate was lost, you must get a new one. You do not need to
reconfigure the client if the new certificate has been signed by a CA.

The dsmcert utility is provided by the backup-archive client and automatically installs it in C: \Program
Files\Tivoli\TSM\baclient.

Before you set up the server certificate on the client, follow these steps:

1. Open a command prompt and change the directory to the backup-archive client directory, for example:
cd "C:\Program Files\Tivoli\TSM\baclient"

2. Append the GSKit binary path and library path to the PATH environment variable, for example:

set PATH=C:\Program Files\IBM\gsk8\bin\;
C:\Program Files\IBM\gsk8\1ib64;9%PATH%

For more information, see Creating a symbolic link to access the latest GSKit library and IBM Global
Security Kit return codes for details on GSkit libraries.

Next, you must import the server certificate, or the CA root certificate.

If you use a self-signed certificate
Each IBM Storage Protect server generates its own certificate. The certificate has
a fixed file name of either cert.armor cert256.arm. The certificate file is
stored on the server workstation in the server instance directory, for example,
C:\Program Files\tivoli\tsm\serverl\cert256.arm. If the certificate file does not exist
and you specify the SSLTCPPORT or SSLTCPADMINPORT server option, the certificate file is created
when you restart the server with these options set. IBM Storage Protect version 6.3 servers (and
newer versions) generate files named cert256.armand cert.arm. IBM Storage Protect servers
older than version 6.3 generate only certificate files named cexrt.arm. You must choose the
certificate that is set as the default on the server.

Follow these steps to set up the SSL connection to a server:

1. Obtain the certificate from the server administrator.
2. Import the certificate into the client key database by using the following command:

dsmcert -add -server <servername> -file <path_to_cert256.arm>

If you use a certificate from a certificate authority
If the certificate was issued by a certificate authority (CA) such as VeriSign or Thawte, the client is
ready for SSL and you can skip the following steps.

For the list of preinstalled root certificates from external certificate authorities, see “Certificate
Authorities root certificates” on page 39.

If the certificate was not issued by one of the well-known certificate authorities, follow these steps:

1. Obtain the root certificate of the signing CA.
2. Import the certificate into the client key database by using the following command:

dsmcert -add -server <servername> -file <path_to_cert256.arm>

Important:
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1. A pseudo random password is used to encrypt the key database. The password is automatically stored
encrypted in the stash file (dsmcert. sth). The stash file is used by the backup-archive client to
retrieve the key database password.

2. More than one server certificate can be added to the client key database file so that the client can
connect to different servers. Also, more than one CA root certificate can be added to the client key
database.

3. If you do not run the preceding commands from the backup-archive client directory, you must copy
dsmcert.kdb and dsmcert. sth into that directory.

4. For performance reasons, use SSL only for sessions where it is needed. A version 8.1.2 client
communicating with a version 8.1.2 server must use SSL. SSL No (the default value) indicates that
encryption is not used when data is transferred between the client and a server earlier than version
8.1.2. When the client connects to a version 8.1.2 or later server, the default value No indicates that
object data is not encrypted. All other information is encrypted, when the client communicates with
the server. When the client connects to a version 8.1.2 or later server, the value Yes indicates that SSL
is used to encrypt all information, including object data, when the client communicates with the server.
Consider adding more processor resources on the IBM Storage Protect server system to manage the
increased requirements.

5. In order for a client to connect to a server that is using Transport Layer Security (TLS) version 1.2 or
above, the certificate's signature algorithm must be SHA-1 or stronger. If you are using a self-signed
certificate, you must use the cert256.arm certificate. Your IBM Storage Protect administrator might
need to change the default certificate on the IBM Storage Protect server. See the SSLTLS12 server
option topic for details.

Additional details for a version 8.1.2 client communicating with a server version 8.1.1 and earlier
version 8 levels, and version 7.1.7 and earlier levels.
After the server certificate is added to the client key database, add the SSL Yes option to the client
options file, and update the value of the TCPPORT option. It is important to understand that the server
is normally set up for SSL connections on a different port. In other words, two ports are opened on the
server:

1. One port accepts regular non-SSL client connections
2. Another port accepts SSL connections only

You cannot connect to a non-SSL port with an SSL-enabled client, and vice versa.

If the value of teppoxt is incorrect, the client cannot connect to the server. Specify the correct port
number on the tcpport option.

To disable security protocols that are less secure than TLS 1.2 or above, add the
SSLDISABLELEGACYtls yes option to the client options file, or within the Java GUI select the
Require TLS 1.2 or above checkbox on the Communication tab of the Preferences editor. Requiring
TLS 1.2 or above helps prevent attacks by malicious programs.

Related reference

“Ssl” on page 524

Use the ss1 option to enable Secure Sockets Layer (SSL) to provide secure client and server
communications. When the backup-archive client communicates with an IBM Storage Protect server
8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier levels, it determines whether SSL is
enabled. When the backup-archive client communicates with an IBM Storage Protect server 8.1.2 and
later version levels, and version 7.1.8 and later version 7 levels, SSL is always used and this option
controls whether object data is encrypted or not. For performance reasons, it might be desirable to not
encrypt the object data.

“Sslfipsmode” on page 527
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The ss1fipsmode option specifies whether the client uses SSL Federal Information Processing
Standards (FIPS) mode for Secure Sockets Layer (SSL) communications with the server. The default is
no.

Creating a symbolic link to access the latest GSKit library

You can create a symbolic link to point the directory where the older version of GSKit is installed to the
location of the latest GSKit libraries on the system.

Before you begin

- An IBM Storage Protect client, version 8.1.2 and later levels, and version 7.1.8 and later version 7 levels
requires GSKit version 8.0.50.78.

- An IBM Storage Protect client, version 8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier
levels requires a version of GSKit earlier than version 8.0.50.78.

About this task

When you install Db2 for Linux, UNIX, and Windows, on UNIX and Linux, local GSKit libraries

are also installed. Those libraries are stored in <db2_install_path>/1ib64/gskit_db2 or
<db2_install_path>/1ib32/gskit_db2. On Windows, the default location is C: \Program
Files\ibm\gsks8.

During the installation of other IBM products, such as IBM Storage Protect, another copy of the GSKit
libraries might be installed. Depending on the product, these libraries might be either local GSKit libraries
or global GSKit libraries. When Db2 for Linux, UNIX, and Windows and another IBM product that includes
GSKit libraries are both installed on the same system, some interoperability issues might arise. These
interoperability issues might occur because GSKit allows only libraries from a single GSKit source to exist
in any single process. The interoperability issues might lead to unpredictable behavior and runtime errors.

To ensure that a single source of GSKit libraries is used, the symbolic link approach can be

used. During an initial Db2 for Linux, UNIX, and Windows installation, the installer creates a

symbolic link <db2_install_path>/1ib64/gskit or <db2_install_path>/1ib32/gskit to
<db2_install_path>/1ib64/gskit_db2 or <db2_install_path>/1ib32/gskit_db2. These
symbolic links are the default locations from where GSKit libraries are loaded. Products that bundle

Db2 for Linux, UNIX, and Windows, and change the symbolic link from the default directory to the library
directory of another copy of GSKit must ensure that the newly installed GSKit is at the same or a newer
level. This restriction applies whether the libraries are global or local. During an upgrade or update of
Db2 for Linux, UNIX, and Windows, the symbolic link is preserved. If the newly installed copy has a
symbolic link to the default location, the symbolic link that is associated with the older installation copy is
preserved. If the newly installed copy does not have a symbolic link to the default location, the symbolic
link that is associated with the newer installation copy is preserved.

Some limitations exist since the symbolic link <db2_install_path>/1ib64/gskit or
<db2_install_path>/1ib32/gskit is in the path of the Db2 for Linux, UNIX, and Windows
installation copy. For example, if two or more instances are created for any Db2 copy, the symbolic link
changes affect all the instances.

You can also modify a Domino Server GSKit in a similar manner. A Domino server does not have a GSKit
folder, but it has folders C and N, and a library 1ibgsk8iccs_64. so. You can first create soft links for
these folders, and files to point to the corresponding folders on the GSKit package, where the IBM Storage
Protect 8.1.2 backup-archive client is installed, as follows:

«1ln -s /usr/local/ibm/gsk8_64/1ib64/C /opt/ibm/lotus/notes/90010/z1inux
«1ln -s /usr/local/ibm/gsk8_64/1ib64/N /opt/ibm/lotus/notes/90010/z1linux

e 1ln -s /usr/local/ibm/gsk8_64/1ib64/1ibgsk8iccs_64.so /opt/ibm/lotus/notes/
90010/z1inux

Next, change the DPD node's password to domdsmc CHANGEADSMPwd tvt1054_domnote2
tvt1054_domnote2 tvtl1054_domnote?2. Finally, run domdsmc query adsm.
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When other applications deliver a GSKit version that is newer than the version delivered with IBM Storage
Protect API, then it is better to either perform the upgrade of the Client or to perform the following
procedure.

Procedure

1. Create a symbolic link on Windows, if you have administrator privileges. Rename the Db2 GSKit copy
of the 1ib64 directory that is located in the default location, C: \Program Files\ibm\gsk8. Start a
DOS shell, navigate to the Db2 GSKit location, and rename the directory as follows:

cd "c:\Program Files\Common Files\Tivoli\TSM\api64\gsk8"

rename 1ib64 1ib64-api

2. Create a symbolic link in the location of the Db2 GSKit copy and point to the location of the TSM GSKit
copy by running the following commands in the DOS shell. Navigate to the location of the Db2 GSkit
copy and then create the symbolic link as follows:

cd "c:\Program Files\Common Files\Tivoli\TSM\api64\gsk8"

mklink /d 1ib64 "C:\Program Files\ibm\gsk8\1lib64"

3. Restart Db2 for changes to take effect. On startup, Db2 loads GSKit from the new location, which
points to the IBM Storage Protect copy of GSKit. In the Db2 command prompt, enter these commands
as follows:

db2stop

db2start

Certificate Authorities root certificates

The backup-archive client includes a list of root certificates for a number of common Certificate
Authorities.

The following is a list of root certificates for a number of common Certificate Authorities that are delivered
with the client:

« Entrust.net Global Secure Server Certification Authority

« Entrust.net Global Client Certification Authority

« Entrust.net Client Certification Authority

« Entrust.net Certification Authority (2048)

« Entrust.net Secure Server Certification Authority

« VeriSign Class 3 Public Primary Certification Authority

« VeriSign Class 2 Public Primary Certification Authority

- VeriSign Class 1 Public Primary Certification Authority

« VeriSign Class 4 Public Primary Certification Authority - G2
« VeriSign Class 3 Public Primary Certification Authority - G2
« VeriSign Class 2 Public Primary Certification Authority - G2
« VeriSign Class 1 Public Primary Certification Authority - G2
« VeriSign Class 4 Public Primary Certification Authority - G3
« VeriSign Class 3 Public Primary Certification Authority - G3
« VeriSign Class 2 Public Primary Certification Authority - G3
« VeriSign Class 1 Public Primary Certification Authority - G3
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Thawte Personal Premium CA

Thawte Personal Freemail CA

Thawte Personal Basic CA

Thawte Premium Server CA

Thawte Server CA

« RSA Secure Server Certification Authority

To use certificates issued by any other Certificate Authority you must install the root certificate of the
Certificate Authority on all clients as part of the client configuration.

Configure your system for journal-based backup

You must install and configure the journal daemon (Linux) or journal engine service (Windows) before you
can perform journal-based backups.

Configuring the journal engine service

Journal-based backup can be used for all Windows clients. If you install the journal engine service and it
is running, then by default the incremental command automatically performs a journal-based backup
on selected file systems that are being monitored by the journal engine service.

About this task

Journal-based backup is enabled by installing and configuring the IBM Storage Protect journal service.
You can install the journal service with the GUI Setup wizard or with the dsmcutil command. Basic
journal service configuration can be done with the GUI Setup wizard, more advanced configuration can be
done by editing the journal service configuration file, tsmjbbd. ini.

Tip: The default location for journal service configuration file is C: \Program
Files\Tivoli\TSM\baclient\tsmjbbd.ini. If this is the first time you are configuring

the journal engine service and a copy of tsmjbbd. ini does not already exist, copy

the sample file C:\Program Files\Tivoli\TSM\config\tsmjbbd.ini.smptoC:\Program
Files\Tivoli\TSM\baclient\tsmjbbd.ini.

To install and configure this service using the client Java GUI setup wizard, perform the following steps:

Procedure

1. From the main window, open the Utilities menu and select Setup Wizard.
2. Select the Help me configure the Journal Engine check box.

3. Select the task you want to perform. You can install a new journal engine, update a previously installed
journal engine, or remove a previously installed journal engine from your system.

4. Complete each panelin the wizard and click the Next button to continue. To return to a previous panel,
click the Back button. To display help information for a panel, click the Help button.

Results

Journal service configuration settings are stored in the journal configuration file tsmjbbd.ini. This file
can be installed and configured with the GUI setup wizard or be manually edited.

Follow these steps to set up multiple journal services:

1. Create and set up a separate journal configuration file (tsmjbbd. ini) for each journal service to be
installed. Each configuration file must specify a different JournalPipe value, and must also specify
different drives to journal, so that the two services do not interfere with each other. Multiple journal
services journaling the same drive causes problems. The different services attempts to write to the
same journal database unless this is specifically overridden by specifying different journal directories
in the different configuration files.
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2. Install the multiple journal services using the dsmcutil.exe tool. Use distinct names for each
service, and specify the /IBBCONFIGFILE option to identify the tsmjbbd.ini to be used for that
particular journal instance. For example:

dsmcutil install journal /name:"TSM Journal Service 1"
/IBBCONFIGFILE:c:\journalconfig\tsmjbbdl.ini

dsmcutil install journal /name:"TSM Journal Service 2"
/JIBBCONFIGFILE:d:\journalconfig\tsmjbbd2.ini

Note: In Uniform Naming Convention (UNC) format, the jbbconfigfile path must contain a drive
letter. In the following UNC format example, the path contains the drive letter D$: \\computer7\D$
\journalconfig\tsmjbbdl.ini

3. Different backup clients (based on the distinct dsm. opt file used) can now connect to the desired

journal service by specifying the appropriate JournalPipe option in the appropriate dsm. opt, which
corresponds to the JournalPipe journal service setting.

Note:

1. Each journal service instance is associated to only one backup-archive client node name. Changing the
association requires a restart of the journal service to recognize the new association.

2. You cannot use network and removable file systems.

Configuration settings that you apply when the journal service is started and any changes you make while
the journal service is running are applied without having to restart the service. This also applies to the
journal exclude list. However, some settings for journaled file systems do not take effect until the file
system is brought offline and then back online.

File systems can be taken online (added) or offline (removed) without stopping and restarting the journal
service. You can bring a file system offline by removing it from the list of journaled file systems in the
journal configuration file tsmjbbd. ini, or by shutting down the journal service. You can bring a file
system back online by adding it to the list of journaled file systems in the journal configuration file
tsmjbbd.ini or by starting (restarting) the journal service.

Attention: If you take a file system offline without setting the PresexrveDbOnExit value of 1,

the journaled file system journal database is deleted. PxresexveDbOnExit=1 specifies that the
journaled file system journal database is not deleted when the journal file system goes offline. The
database is also valid when the journal file system comes back online.

The following is the syntax for stanza and stanza settings:

Syntax for stanzas:
[StanzaName]

Syntax for stanza settings:
stanzaSetting=value

Note:

1. You can specify comments in the file by beginning the line with a semicolon.
2. Stanza and value names are not case sensitive.

3. Numeric values can be specified in hexadecimal by preceding the value with Ox otherwise they are
interpreted as decimal.

4. There is no correlation between these settings and any settings in the backup-archive client options
file. The journal service is a completely independent process and does not process backup-archive
client options.

Related concepts

“Journal-based backup” on page 145
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Journal-based backup is an alternate method of backup that uses a change journal maintained by the IBM
Storage Protect journal service process.

JournalSettings stanza (Windows)
Settings under this stanza are global and apply to the entire journal service.
The following is the syntax for the JournalSettings stanza:

Syntax for JournalSettings stanza:
[JournalSettings]

Syntax for stanza settings:
JournalSettings=value

You can specify the following JournalSettings values:

JournalPipe=pipename
Specifies the pipe name of the journal service session manager to which backup clients initially
connect, when establishing a journal-based backup session. This setting is used in conjunction with
the backup client option of the same name. The default pipe name is \\ . \pipe\jnlSessionMgzrl.
For example, in dsm.opt:

JournalPipe \\.\pipe\jnlSessionMgril

Under tsmjbbd. ini [JournalSettings] stanza:

JournalPipe=\\.\pipe\jnlSessionMgrl

Note: The same pipe name must be specified by the client using the JournalPipe option.

N1lsRepos
Specifies the National Language Support repository the journal service uses for generating messages.
Since the journal service is non-interactive, this only applies to messages written to the journal error
log. The default value is dscameng. txt. For example:

N1lsRepos=dscenu.txt

ExrrorlLog
Specifies the log file where detailed error messages generated by the journal service are written. Note
that less detailed error and informational messages are written to the Windows application event log
as well. The default value is jbberror.log. For example:

ErrorLog=jbberror.log

In Uniform Naming Convention (UNC) format, the path must contain a drive letter. In
the following UNC format example, the path contains the drive letter D$: \ \computer7\D$
\temp\jbberror.log.

JournalDir
Specifies the directory where journal database files are stored and written. The default directory is the
journal service installation directory. You can specify different journal locations for each file system
being journaled. This is useful when running in a clustered environment because the location of the
journal must be accessible by each workstation in the cluster running the journal service. Typically
the journal for local resources being journaled resides in the same location and the journal for shared
cluster resources (which can move from workstation to workstation) is located on the shared resource
to ensure that it is accessible to both workstations.

By default, this setting applies to all journaled file systems but can be overridden by an override
stanza for each journal file system. If the default value is a fully qualified path (for example
c:\tsmjournal), all journal database files are written to the specified directory. If the default value
does not specify a drive letter, (for example \tsmjournal) the journal database files for each journal file
system are written to the specified directory on each journal file system.
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In Uniform Naming Convention (UNC) format, the path must contain a drive letter. In the following
UNC format example, the path contains the drive letter D$: \ \computer7\D$\temp\tsmjournal.

The following is an example configuration stanza:

[JournalSettings]

;
; Store all resources in one location unless overridden
; by an override stanza

journalDirzc:\tsmjournal

r

tJournaledFileSystemSettings.D:\]

; Journal for d: only is in location specified below

journalDir=d:\tsmjourna1

Note: Changes to this setting do not take effect until the journaled file systems are brought online.

JournalExcludelist stanza

This list of exclude statements filters changes from being recorded in the journal database. Changes to
objects which match statements in this stanza are ignored and are not recorded in the journal database.

Note:

1. Excluding files from the journal has no bearing on those files being excluded by the backup client,
other than preventing the files from being sent to the backup client to be processed during journal-
based backup. A file that is not excluded from the journal should still be excluded by the backup-
archive client, if there is a matching exclude statement in the client options file.

2. The journal service only provides a subset of the INCLUDE/EXCLUDE function provided by the backup-
archive client. The journal service does not support INCLUDE statements and it does not support the
exclude.dir option.

There is no correlation between the journal exclude list and the backup-archive client exclude list.

The following are examples of equivalent journal exclude statements:

dsm.opt: tsmjbbd.ini

EXCLUDE c:\testdir\...\* c:\testdir\x
EXCLUDE.DIR c:\testdir\test* c:\testdir\test*\*

The following pattern matching meta characters are supported:

%
Matches exactly one character.

Matches zero or more characters.

%EnvVar%
Expands environment variable.

The following is an exclude statement syntax example:

[JournalExcludelist]
%SystemRoot¥%\System32\Config\*

C:\Program Files\Tivoli\TSM\baclient\adsm.sys\x*
%TEMP%\ *

%BTMP%\ %

c:\excludedir\x*

c:\dirl\excludefile

*. 1 \%.tmp

Note: The c:\excludedir\* statement matches the entire tree including subdirectories and files.
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JournaledFileSystemSettings stanza

Settings under this stanza apply to each specified journaled file system unless they are overridden for
individual file systems in an override stanza.

The following is the syntax for the JournaledFileSystemSettings stanza:

Syntax for JournaledFileSystemSettings stanza:
[JournaledFileSystemSettings]

Syntax for stanza settings:
JournaledFileSystemSetting=value

You can specify the following JournaledFileSystemSettings values:

DirNotifyBufferSize
Specifies the size of the buffer to record change notifications for a particular journal file system. You
might need to increase this value for journaled file systems that generate a very large volume of
change activity. The buffer size is limited by memory. The default value is 16 KB.

JournaledFileSystems
Specifies a space delimited list of file systems to journal. Full file system specifications and Windows
junctions are supported. There is no default value. You must specify at least one journaled file system
for the journal service to run. Journaled file systems can be added or removed online without having
to restart the service. For example:

JournaledFileSystems=c: d:

JournalDbSize
Specifies the maximum size the journal database can grow. The journal database size is expressed in
bytes. A value of zero (0) indicates that the database size is limited only by the capacity of the file
system containing the journal database. The default is @ (unlimited). For example:

JournalDBSize=0x10000000

NotifyBufferSize
Specifies the size of the memory buffer receiving file system change notifications for a particular
journal file system. You might need to increase this value for journaled file systems that generate a
very large volume of change activity. The buffer size is limited by memory. The default value is 32 KB.
For example:

NotifyBufferSize=0x00008000

NotifyFilter
Specifies what file system change actions generate notifications to the journal service. NotifyFilter
applies to file changes and directory modifications. Directory name changes, such as deletions and
creations, are always tracked regardless of the filter value. Multiple actions can be monitored by
combining (adding) values together. The default value is Ox11F (File and Dir Name, Attrib, Size, Last
Write, and security Changes). You can also use the IBM Storage Protect Journal Engine Wizard to
specify that any or all of these actions are monitored. Supported values are:

Value type Decimal Hex

File Name 1 0x001
Dir Name 2 0x002
Attribute 4 0x004
File size* 8 0x008
Last Write Time* 16 0x010
Last Access Time 32 0x020
Create Time 64 0x040
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Value type Decimal Hex

Security (ACL) 256 0x100

The asterisk (*) indicates that notification might be deferred until disk write cache is flushed. Name
changes are object creations, deletions, or renames.

Example:

NotifyFilter=0x107

PreserveDbOnExit setting
This setting allows a journal to remain valid when a journaled file system goes offline and comes back
online. This is useful for preserving the journal during system reboots, cluster failovers, and resource
movement.

File systems go offline when the journal service stops or when the file system is removed from the
configuration file. File systems come back online when the journal service is started or when the file
system is added to the configuration file.

This setting allows a journal-based backup to continue processing when the service is restarted (or
the file system comes back online) without performing a full incremental backup.

Note: Any change activity which occurs while the journal service is not running (or the file system is
offline) is not recorded in the journal.

In a clustered environment, shared resources can move to different workstations in the cluster. The
journal service running on each workstation in the cluster must include these shared resources in the
list of journaled file systems. The journal service running on the workstation which currently owns
the resource actively journals the shared resource while other journal services on workstations in the
cluster which do not own the resource must defer journaling until the resource becomes available
(or is moved to that workstation). The configuration settings deferFSMonStart, deferRetryInterval, and
logFSErrors allows deferment for a file system until the file system is available and accessible.

A value of 1 specifies that the journaled file system journal database is not deleted when the journal
file system goes offline. The database is also valid when the journal file system comes back online.
This value should be used with caution because any file system change activity which occurs while the
journaled file system is offline is not reflected in the journal database. The default setting of O deletes
the journaled file system journal database.

Note: The journal is only preserved when a journaled file system comes offline normally or is brought
offline when the resource is no longer available and you specify the deferFsMonStart setting. If a

file system comes offline due to an error such as a notification buffer overrun, the journal is not
preserved.

An example for not deleting the journal database upon exit is:

[JournaledFileSystemSettings.D:\]
; Do not delete the journal when D:\ goes offline
éreserveDbOnExitzl
deferFSMonStart setting
This setting defers an attempt to begin monitoring a file system in the following cases:
« When the specified journaled file system is not valid or available
» The journal directory for the specified journaled file system cannot be accessed or created
Resources are checked at the interval you specify using the deferRetryInterval setting.

The deferFSMonStart setting is most commonly used in a cluster environment where shared resources
might move to different workstations in the cluster.
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A value of 1 indicates that the setting is on. A value of 0 indicates that the setting is off. The default
value is off (set to 0) .

deferRetrylnterval setting
This setting specifies the value in seconds that a deferred file systems with the deferRetryInterval
setting enabled are checked for availability and brought online. The default value is 1 second.

logFSErrors setting
This setting specifies whether errors encountered while accessing a journaled file system or journal
directory are logged in the jbberroxr.logand the event log.

Use the logFSErrors setting with the deferFSMonStart setting to prevent excessive File System
unavailable messages from being logged when bringing a journaled file system online is deferred. The
first error which causes the file system to be deferred is logged. Subsequent errors are not logged. A
value of 1 indicates that the setting is on. A value of 0 indicates that the setting is off.

An example to defer journaling until the file system journal directories are valid is:

[JournalSettings]

; Place journal files in directory on each journaled file system
ﬁournalDir=\tsmjournal

[JournaledFileSystemSettings]

;journal c:, d:, and f:

journaledFileSystems=c: d: d:\mountpoint f:

’

; Override stanza to defer starting journaling for f:\
; until it is a valid file system

[JournalFileSystemSettings.f:\]
; Keep database valid if file system goes offline
PreserveDBONExit=1

; Defer journaling until file system and journal directory
; are valid

deferFSMonStart=1

; Attempt to start journaling every 120 seconds when deferred
aeferRetryInterva1=120

;Do not log excessive resource unavailable messages

iongErrors=0

Related concepts

“Overriding stanzas” on page 46

Any setting in the JournaledFileSystemSettings stanza, except for the buffer sizes, can be overridden for a
particular journaled file system by creating an override stanza.

Overriding stanzas

Any setting in the JournaledFileSystemSettings stanza, except for the buffer sizes, can be overridden for a
particular journaled file system by creating an override stanza.

The following is the syntax for the JournaledFileSystemSettings stanza:

Syntax for JournaledFileSystemSettings stanza:
[JournaledFileSystemSettings.fs]

Syntax for stanza settings:
JournaledFileSystemSetting=override value

Example:
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[JournalFileSystemSettings.C:\]
NotifyBuffer=0x0020000
NotifyFilter=0x107

Client-side data deduplication

Data deduplication is a method of reducing storage needs by eliminating redundant data.

Overview

Two types of data deduplication are available: client-side data deduplication and server-side data
deduplication.

Client-side data deduplication is a data deduplication technique that is used on the backup-archive client
to remove redundant data during backup and archive processing before the data is transferred to the IBM
Storage Protect server. Using client-side data deduplication can reduce the amount of data that is sent
over a local area network.

Server-side data deduplication is a data deduplication technique that is done by the server. The IBM
Storage Protect administrator can specify the data deduplication location (client or server) to use with the
DEDUP parameter on the REGISTER NODE or UPDATE NODE server command.

Enhancements
With client-side data deduplication, you can:

« Exclude specific files on a client from data deduplication.

« Enable a data deduplication cache that reduces network traffic between the client and the server. The
cache contains extents that were sent to the server in previous incremental backup operations. Instead
of querying the server for the existence of an extent, the client queries its cache.

Specify a size and location for a client cache. If an inconsistency between the server and the local cache
is detected, the local cache is removed and repopulated.

Note: For applications that use the IBM Storage Protect API, the data deduplication cache must not

be used because of the potential for backup failures caused by the cache being out of sync with the
IBM Storage Protect server. If multiple, concurrent backup-archive client sessions are configured, there
must be a separate cache configured for each session.

« Enable both client-side data deduplication and compression to reduce the amount of data that is stored
by the server. Each extent is compressed before it is sent to the server. The tradeoff is between storage
savings and the processing power that is required to compress client data. In general, if you compress
and deduplicate data on the client system, you are using approximately twice as much processing
power as data deduplication alone.

The server can work with deduplicated, compressed data. In addition, backup-archive clients earlier
than V6.2 can restore deduplicated, compressed data.

Client-side data deduplication uses the following process:

« The client creates extents. Extents are parts of files that are compared with other file extents to identify
duplicates.

- The client and server work together to identify duplicate extents. The client sends non-duplicate
extents to the server.

« Subsequent client data-deduplication operations create new extents. Some or all of those extents might
match the extents that were created in previous data-deduplication operations and sent to the server.
Matching extents are not sent to the server again.
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Benefits
Client-side data deduplication provides several advantages:

« It can reduce the amount of data that is sent over the local area network (LAN).

« The processing power that is required to identify duplicate data is offloaded from the server to client
nodes. Server-side data deduplication is always enabled for deduplication-enabled storage pools.
However, files that are in the deduplication-enabled storage pools and that were deduplicated by the
client, do not require additional processing.

« The processing power that is required to remove duplicate data on the server is eliminated, allowing
space savings on the server to occur immediately.

Client-side data deduplication has a possible disadvantage. The server does not have whole copies of
client files until you back up the primary storage pools that contain client extents to a non-deduplicated
copy storage pool. (Extents are parts of a file that are created during the data-deduplication process.)
During storage pool backup to a non-deduplicated storage pool, client extents are reassembled into
contiguous files.

By default, primary sequential-access storage pools that are set up for data deduplication must be backed
up to non-deduplicated copy storage pools before they can be reclaimed and before duplicate data can be
removed. The default ensures that the server always has copies of whole files, in either a primary storage
pool or a copy storage pool.

Important: For further data reduction, you can enable client-side data deduplication and compression
together. Each extent is compressed before it is sent to the server. Compression saves space, but it
increases the processing time on the client workstation.

In a data deduplication-enabled storage pool (file pool) only one instance of a data extent is retained.
Other instances of the same data extent are replaced with a pointer to the retained instance.

When client-side data deduplication is enabled, and the server has run out of storage in the destination
pool, but there is a next pool defined, the server will stop the transaction. The backup-archive client
retries the transaction without client-side data deduplication. To recover, the IBM Storage Protect
administrator must add more scratch volumes to the original file pool, or retry the operation with
deduplication disabled.

For client-side data deduplication, the IBM Storage Protect server must be version 6.2 or higher.

Prerequisites
When configuring client-side data deduplication, the following requirements must be met:

« The client and server must be at version 6.2.0 or later. The latest maintenance version should always be
used.

- When a client backs up or archives a file, the data is written to the primary storage pool that is specified
by the copy group of the management class that is bound to the data. To deduplicate the client data,
the primary storage pool must be a sequential-access disk (FILE) storage pool or container storage pool
that is enabled for data deduplication.

« The value of the DEDUPLICATION option on the client must be set to YES. You can set the
DEDUPLICATION option in the client options file, in the preference editor of the backup-archive client
GUI, or in the client option set on the IBM Storage Protect server. Use the DEFINE CLIENTOPT
command to set the DEDUPLICATION option in a client option set. To prevent the client from overriding
the value in the client option set, specify FORCE=YES.

« Client-side data deduplication must be enabled on the server. To enable client-side data deduplication,
use the DEDUPLICATION parameter on the REGISTER NODE or UPDATE NODE server command. Set
the value of the parameter to CLIENTORSERVER.

 Ensure that files on the client are not excluded from client-side data deduplication processing.
By default, all files are included. You can optionally exclude specific files from client-side data
deduplication with the exclude . dedup client option.

48 IBM Storage Protect Windows Backup-Archive Clients: Installation and User's Guide



« Files on the client must not be encrypted. Encrypted files and files from encrypted file systems cannot
be deduplicated.

« Files must be larger than 2 KB and transactions must be below the value that is specified by the
CLIENTDEDUPTXNLIMIT option. Files that are 2 KB or smaller are not deduplicated.

The server can limit the maximum transaction size for data deduplication by setting the
CLIENTDEDUPTXNLIMIT option on the server. For more information about this option, see the IBM
Storage Protect server documentation.

The following operations take precedence over client-side data deduplication:
« LAN-free data movement

« Simultaneous-write operations

« Data encryption

Important: Do not schedule or enable any of those operations during client-side data deduplication.
If any of those operations occur during client-side data deduplication, client-side data deduplication is
turned off, and a message is written to the error log.

The setting on the server ultimately determines whether client-side data deduplication is enabled. See
Table 7 on page 49.

Table 7. Data deduplication settings: Client and server

Value of the client Data deduplication
DEDUPLICATION option Setting on the server location

Yes On either the server or the client Client

Yes On the server only Server

No On either the server or the client Server

No On the server only Server
Encrypted files

The IBM Storage Protect server and the backup-archive client cannot deduplicate encrypted files. If an
encrypted file is encountered during data deduplication processing, the file is not deduplicated, and a
message is logged.

Tip: You do not have to process encrypted files separately from files that are eligible for client-side data
deduplication. Both types of files can be processed in the same operation. However, they are sent to the
server in different transactions.

As a security precaution, you can take one or more of the following steps:

- Enable storage-device encryption together with client-side data deduplication.
« Use client-side data deduplication only for nodes that are secure.
« If you are uncertain about network security, enable Secure Sockets Layer (SSL).

« If you do not want certain objects (for example, image objects) to be processed by client-side data
deduplication, you can exclude them on the client. If an object is excluded from client-side data
deduplication and it is sent to a storage pool that is set up for data deduplication, the object is
deduplicated on server.

« Use the SET DEDUPVERIFICATIONLEVEL command to detect possible security attacks on the server
during client-side data deduplication. Using this command, you can specify a percentage of client
extents for the server to verify. If the server detects a possible security attack, a message is displayed.

Related tasks

“Configuring the client for data deduplication” on page 50
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Configure the client so that you can use data deduplication to back up or archive your files.

Related reference

“Deduplication” on page 354

Use the deduplication option to specify whether to enable redundant client-side data elimination
when data is transferred to the IBM Storage Protect server during backup and archive processing.

“Exclude options” on page 388
Use the exclude options to exclude objects from backup, image, or archive services.

“Dedupcachepath” on page 353
Use the dedupcachepath option to specify the location where the client-side data deduplication cache
database is created.

“Dedupcachesize” on page 354

Use the dedupcachesize option to determine the maximum size of the data deduplication cache file.
When the cache file reaches its maximum size, the contents of the cache are deleted and new entries are
added.

“Enablededupcache” on page 378

Use the enablededupcache option to specify whether you want to use a cache during client-side data
deduplication. Using a local cache can reduce network traffic between the IBM Storage Protect server and
the client.

“Ieobjtype” on page 411
Use the ieobjtype option to specify an object type for a client-side data deduplication operation within
include-exclude statements.

Configuring the client for data deduplication

Configure the client so that you can use data deduplication to back up or archive your files.

Before you begin

Before you configure your client to use data deduplication, ensure that the requirements listed in “Client-
side data deduplication” on page 47 are met:

- The server must enable the client for client-side data deduplication with the DEDUP=CLIENTORSERVER
parameter on either the REGISTER NODE or UPDATE NODE command.

« The storage pool destination for the data must be a data deduplication-enabled storage pool.
« Ensure that your files are bound to the correct management class.
« Files must be larger than 2 KB.

A file can be excluded from client-side data deduplication processing. By default, all files are included.
Refer to the exclude.dedup option for details.

The server can limit the maximum transaction size for data deduplication by setting the
CLIENTDEDUPTXNLIMIT option on the server.

Procedure

Use one of the following methods to enable data deduplication on the client:

Option Description

Edit the client options file |. Add the deduplication yes option tothe dsm.opt file.

Preferences editor a. From the IBM Storage Protect window, click Edit > Client Preferences.
b. Click Deduplication.

c. Select the Enable Deduplication check box.

d. Click OK to save your selections and close the Preferences Editor.

50 IBM Storage Protect Windows Backup-Archive Clients: Installation and User's Guide



Results

After you have configured the client for data deduplication, start a backup or archive operation. When the
operation completes, the backup or archive report shows the amount of data that was deduplicated in this
operation, and how many files were processed by client-side data deduplication.

If you do not have enough disk space for the backup or archive operation, you can enable client-side data
deduplication without local data deduplication cache on the client by using these steps:

1. Add the deduplication yes option to the client options file.

« Add the deduplication yes optiontothe dsm.opt file. You can also set this option in the GUI.
2. Turn off the local data deduplication cache by completing one of the following steps:

« Add the ENABLEDEDUPCACHE NO option to the dsm. opt file.

You can also set this option in the backup-archive client preferences editor by clearing the Enable
Deduplication Cache check box.

Example

The following example uses the query session command to show the type of data that was processed for
data deduplication:

Protect> q sess
IBM Spectrum Protect Server Connection Information

Server Name.............: SERVER1

Server Type.............: Windows

Archive Retain Protect..: "No"

Server Version..........: Ver. 6, Rel. 2, Lev. 0.0
Last Access Date........: 08/25/2009 13:38:18
Delete Backup Files.....: "No"

Delete Archive Files....: "Yes"
Deduplication...........: "Client Or Server"

Node Name...............: AVI

User Name...............:

The following example uses the query management class command to show the type of data that was
processed for data deduplication:

Protect> q mgmt -det

Domain Name : DEDUP

Activated Policy Set Name : DEDUP
Activation date/time : 08/24/2009 07:26:09
Default Mgmt Class Name : DEDUP

Grace Period Backup Retn. : 30 day(s)
Grace Period Archive Retn.: 365 day(s)

MgmtClass Name : DEDUP

Description : dedup - values like standard
Space Management Technique : None

Auto Migrate on Non-Usage : 0

Backup Required Before Migration: YES
Destination for Migrated Files : SPACEMGPOOL

Copy Group

Copy Group Name........: STANDARD
Copy Type..............: Backup

Copy Frequency.........: 0 day(s)
Versions Data Exists...: 2 version(s)
Versions Data Deleted..: 1 version(s)
Retain Extra Versions..: 30 day(s)
Retain Only Version....: 60 day(s)
Copy Serialization.....: Shared Static
Copy Mode..............: Modified
Copy Destination.......: AVIFILEPOOL
Lan Free Destination...: NO
Deduplicate Data.......: YES

Copy Group Name........: STANDARD
Copy Typ€..............: Archive
Copy Frequency.........: Cmd
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Retain Version......... : 365 day(s)

Copy Serialization.....: Shared Static
Copy Mode..............: Absolute
Retain Initiation...... : Create

Retain Minimum.........: 65534 day(s)
Copy Destination.......: FILEPOOL

Lan Free Destination...: NO
Deduplicate Data....... : YES

ANS1900I Return code is 0.

Related concepts

“Client-side data deduplication” on page 47
Data deduplication is a method of reducing storage needs by eliminating redundant data.

Related reference

“Deduplication” on page 354

Use the deduplication option to specify whether to enable redundant client-side data elimination
when data is transferred to the IBM Storage Protect server during backup and archive processing.

“Enablededupcache” on page 378

Use the enablededupcache option to specify whether you want to use a cache during client-side data
deduplication. Using a local cache can reduce network traffic between the IBM Storage Protect server and
the client.

“Exclude options” on page 388
Use the exclude options to exclude objects from backup, image, or archive services.

Related information
CLIENTDEDUPTXNLIMIT option
REGISTER NODE command

UPDATE NODE (Update node attributes)

Excluding files from data deduplication

You can exclude a file from data deduplication during backup or archive processing.

About this task

You can exclude only files for archive data deduplication. You can exclude files, images, system state
objects, and ASR for backup data deduplication.

Procedure
If you do not want certain files to be processed by client-side data deduplication, you can exclude files
from data deduplication processing using the GUI:
1. Click Edit > Client Preferences.
2. Click the Include-Exclude tab.
3. Click Add to open the Define Include-Exclude Options window.
4. Select a category for processing.
- To exclude a file from data deduplication during archive processing, select Archive in the Category
list.

« To exclude a file from data deduplication during backup processing, select Backup in the Category
list.

. Select Exclude.Dedup in the Type list.
. Select an item from the Object Type list.

o o1

« For archive processing, only the File object type is available.
« For backup processing, select one of the following object types:

— File
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- Image
— System state
- ASR

7. Specify a file or pattern in the File or Pattern field. You can use wildcard characters. If you do not want
to type a file or pattern, click Browse to open a selection window and select a file. For mounted file
spaces, you can choose the directory mount point from the selection window.

For ASR and system state, this field is filled out automatically. When you specify the image object type,
the drive letter must be followed by :\*\* . For example, to exclude drive E:, enter the following pattern:

E:\*\*

8. Click OK to close the Define Include-Exclude Options window. The exclude options that you defined
are in an exclude statement at the bottom of the Statements list box in the Include-Exclude
Preferences tab.

9. Click OK to save your selections and close the Preferences Editor.

What to do next
You can also exclude files from data deduplication processing by editing the dsm. opt file:

1. Add the deduplication yes option

2. Exclude client-side data deduplication for image backup of drive. For example, to exclude drive E :, add
the following statement: EXCLUDE .DEDUP E:\*\x IEOBJTYPE=Image todsm.opt.

Important: If an object is sent to a data deduplication pool, data deduplication occurs on the server, even
if the object is excluded from client-side data deduplication.
Related concepts

“Client-side data deduplication” on page 47
Data deduplication is a method of reducing storage needs by eliminating redundant data.

Related reference

“Deduplication” on page 354
Use the deduplication option to specify whether to enable redundant client-side data elimination
when data is transferred to the IBM Storage Protect server during backup and archive processing.

“Enablededupcache” on page 378

Use the enablededupcache option to specify whether you want to use a cache during client-side data
deduplication. Using a local cache can reduce network traffic between the IBM Storage Protect server and
the client.

“Exclude options” on page 388
Use the exclude options to exclude objects from backup, image, or archive services.

Automated client failover configuration and use

The backup-archive client can be automatically redirected to a failover server for data recovery when the
IBM Storage Protect server is unavailable. You can configure the client for automated failover or prevent
the client from failing over. You can also determine the replication status of your data on the failover
server before you restore or retrieve the replicated data.

Related tasks

Restoring or retrieving data during a failover
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When the client is redirected to a failover server, you can restore or retrieve replicated data from the
server.

Automated client failover overview

When there is an outage on the IBM Storage Protect server, the backup-archive client can be
automatically redirected to a failover server for data recovery.

The IBM Storage Protect server that the client connects to during normal production processes is called
the primary server. When the primary server and client nodes are set up for node replication, that server is
also known as the source replication server.

The client data on the source replication server can be replicated to one or more IBM Storage Protect
server, which are known as target replication server. These servers are also known as failover server,
which are the servers that clients are redirected to if a primary server fails.

For the client to be directed to a failover server, the connection information for this server must be
made available to the client. During normal operations, the connection information for a failover server
is automatically sent to the client from the primary server during the logon process. The failover server
information is automatically saved to the client options file. No manual intervention is required by you to
add the information for this server.

Each time the client logs on to the server, the client attempts to contact the primary server. If the primary
server is unavailable, the client automatically fails over to a failover server, according to the failover server
information in the client options file.

In this failover mode, you can restore or retrieve any replicated client data. When the primary server is
online again, the client automatically fails back to the primary server the next time the client is started.

For example, the following sample text is the connection information about the failover server. The
information is sent to the client and saved to the client options file (dsm. opt):

*%% These options should not be changed manually

REPLSERVERNAME TARGET
REPLTCPSERVERADDRESS 192.0.2.9
REPLTCPPORT 1501
REPLSSLPORT 1502
REPLSERVERGUID 60.4a.c3.el1.85.ba.11.e2.af.ce.00.0c.29.2£.07.d3

MYREPLICATIONServer TARGET
MYPRIMARYServer SERVER1
*%% end of automatically updated options

Requirements for automated client failover

Before you configure or use the client for automated client failover, the backup-archive client and IBM
Storage Protect server must meet several requirements.

Ensure that the client meets the following requirements for automated client failover:

- The primary server, failover server, and backup-archive client must be running IBM Storage Protect 7.1,
or a later version.

« The primary and failover servers must be set up for node replication.

- The client node must be configured for node replication on the source replication server by using the
REGISTER NODE REPLSTATE=ENABLED or UPDATE NODE REPLSTATE=ENABLED server commands.

« By default, the client is enabled for automated client failover. However, if the
usereplicationfailover no option is specified in the client options file, either change the value to
yes, or remove the option.

« Valid connection information for a failover server must exist in the client options file. During normal
operations, this information is automatically sent to the client from the primary server.

« To save the failover server connection information that is sent from the primary server, the client must
have write access to the dsm. opt file on Windows clients, and the dsm. sys file on AIX, Linux, Mac OS
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X, and Oracle Solaris clients. If the client does not have write access to these files, the failover server
information is not saved to the client options file, and an error is added to the error log.

« Non-root users cannot use the default location for the node replication table. You must specify a
different location by adding the nxtablepath option to the dsm. sys file. For more information, see
“Nrtablepath” on page 458.

- The following processes must occur before the connection information for a failover server is sent to the
options file:

— The client must be backed up to the source replication server at least one time.
— The client node must be replicated to a target replication server at least one time.

- Failover occurs for client nodes that are backed up with client-node proxy support when both the target
and agent nodes are configured for replication to a target replication server. When the target node is
explicitly replicated, the agent node is implicitly replicated to the target replication server as well, along
with the proxy relationship.

For example, Node_B is granted authority to perform client operations on behalf of Node_A with the
following server command:

grant proxynode target=Node_A agent=Node_B

If both nodes are configured for replication with the replstate=enabled option in the node
definition, when Node_A is replicated, Node_B and the proxy relationship are replicated as well.

Restrictions for automated client failover

Review the following information to better understand the process and the restrictions that apply to
automated client failover.

The following restrictions apply for automated client failover:

« When the client is in failover mode, you cannot use any functions that require data to be stored on the
failover server, such as backup or archive operations. You can use only data recovery functions, such
as restore, retrieve, or query operations. You can also edit client options and change the IBM Storage
Protect client password.

« Schedules are not replicated to a failover server. Therefore, schedules are not run while the primary
server server is unavailable.

« After the client connects to a failover server in failover mode, the client does not attempt to connect to
the primary server until the next initial logon to the server. The client attempts to fail over to a failover
server only when the initial connection to the primary server fails. The initial connection is the first
connection that the client makes with the server.

If the primary server becomes unavailable during a client operation, the client does not fail over to a
failover server, and the operation fails. You must restart the client so that it can fail over to a failover
server, and then run the client operation again.

Restore operations that are interrupted when the primary server goes down cannot be restarted after
the client fails over. You must run the whole restore operation again after the client fails over to a
failover server.

- If the IBM Storage Protect password is changed before the client node is replicated, the password will
not be synchronized between the primary server and failover servers. If a failover occurs during this
time, you must manually reset the password on the failover server and the client. When the primary
server is online again, the password must be reset for the client to connect to the primary server.

If the password is reset while the client is connected to the failover server, the password must be reset
on the primary server before the client can log on to the primary server. This restriction is true if the
passwordaccess option is set to generate or if the password is manually reset.

« If you backed up or archived client data, but the primary server goes down before it replicates the client
node, the most recent backup or archive data is not replicated to a failover server. The replication status
of the file space is not current. If you attempt to restore or retrieve the data in failover mode and the
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replication status is not current, a message is displayed that indicates that the data you are about to
recover is out-of-date. You can decide whether to proceed with the recovery or wait until the primary
server comes back online.

- If an administrative user ID with client owner authority exists on the source replication server, and the
user ID has the same name as the client node, the administrative user ID is replicated during the node
replication process on the server. If such a user ID does not exist on the source replication server, the
replication process does not create this administrator definition on the target replication server.

If other administrative user IDs are assigned to the node, the IBM Storage Protect administrator
must manually configure the administrative user IDs on the target replication server. Otherwise, the
administrative user cannot connect to the target replication server (failover server) with the web client.

- If you restore a file from the IBM Storage Protect, and the file system is managed by IBM Storage
Protect for Space Management, you must not restore the file as a stub file. You must restore the
complete file. Use the restoremigstate=no option to restore the complete file. If you restore the file
as a stub from the target server, the following consequences can occur:

— You cannot recall the file from the IBM Storage Protect source server by using the IBM Storage
Protect for Space Management client.

— The IBM Storage Protect for Space Management reconciliation process that runs against the IBM
Storage Protect source server expires the file. If the file is expired by a reconciliation process, you can
restore the complete file with the backup-archive client and the restoremigstate=no option.

Failover capabilities of IBM Storage Protect components

IBM Storage Protect components and products rely on the backup-archive client or API to back up data
to the primary IBM Storage Protect server. When the primary server becomes unavailable, some of these
products and components can fail over to one or more failover servers, while others are not capable of
failover.

To learn more about the failover capabilities of IBM Storage Protect components and products, see
technote 1649484.

Related tasks

Determining the status of replicated client data

You can verify whether the most recent backup of the client was replicated to a failover server before you
restore or retrieve client data from the server.

Configuring the client for automated failover

You can manually configure the client to be automatically redirected to a failover server.

Before you begin
Before you begin the configuration:
« Ensure that the client node participates in node replication on the primary server.

Note: If the replication server is V8.1.1 or earlier, and SSL is enabled, you must manually install

the SSL certificate on the client with the following command: gsk8capicmd_64 -cert -add

-db dsmcert.kdb -stashed -label "TSM serxrver STSMO1 self-signed key" -file
<certificate_file> -format ascii Where <certificate_file> is the path to the corresponding
certificate.

« Ensure that the client meets the requirements for automated client failover.

« Use this procedure only if the connection information for a failover server is not current or if the
connection information is not in the client options file.

About this task

You might manually configure the client for automated failover in the following situations:
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« The failover server configuration was changed and the primary server is down before the client logs on
to the server. When you manually add the connection information, the client is enabled for failover.

« You accidentally erased some or all of the failover server connection information in the client options
file.

Tip: Instead of manually configuring the client options file, you can run the dsmc ¢ session
command, which prompts you to log on to the primary server. The connection information for the
failover server is sent automatically to the client options file.

Procedure

To manually configure the client for automated failover, complete the following steps:

1. Ensure that the client is enabled for automated client failover by verifying that the
usereplicationfailover optionis either not in the client options file or is set to yes. By default,
the client is enabled for automated client failover so the usereplicationfailover is not required
in the client options file.

2. Obtain the connection information about a failover server from the IBM Storage Protect server
administrator and add the information to the beginning of the client options file. Group the statements
into a stanza under the replsexvername statement.

For example, add the following statements to the dsm. opt file:

REPLSERVERNAME TARGET
REPLTCPSERVERADDRESS 192.0.2.9
REPLTCPPORT 1501
REPLSSLPORT 1502
REPLSERVERGUID 60.4a.c3.el1.85.ba.11.e2.af.ce.00.0c.29.2f.07.d3

MYREPLICATIONServer TARGET
MYPRIMARYSERVERNAME SERVER1

3. Save and close the client options file.

4. Restart the backup-archive client GUI or log on to the IBM Storage Protect server from the command-
line interface.

The client is connected to the failover server.

Example

After you configured the client for automated client failover, and the client attempts to log on to the
server, the following sample command output is displayed:

IBM Spectrum Protect
Command Line Backup-Archive Client Interface
Client Version 8, Release 1, Level 0.0
Client date/time: 12/16/2016 12:05:35
(c) Copyright by IBM Corporation and other(s) 1990, 2016. All Rights Reserved.

Node Name: MY_NODE_NAME
ANS2106I Connection to primary IBM Spectrum Protect server 192.0.2.1 failed

ANS2107I Attempting to connect to failover server TARGET at 192.0.2.9 : 1501
Node Name: MY_NODE_NAME
Session established with server TARGET: Windows

Server Version 8, Release 1, Level 0.0

Server date/time: 12/16/2016 12:05:35 Last access: 12/15/2016 09:55:56

Session established in failover mode to failover server
ANS2108I Connected to failover server TARGET.

What to do next

You can restore or retrieve any replicated data in failover mode.
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Related concepts

Automated client failover overview

When there is an outage on the IBM Storage Protect server, the backup-archive client can be
automatically redirected to a failover server for data recovery.

Related tasks

Restoring or retrieving data during a failover
When the client is redirected to a failover server, you can restore or retrieve replicated data from the
server.

Related reference

Forcefailover
The forcefailover option enables the client to be directed immediately to a failover server.

Myprimaryserver
The myprimaryserver option specifies the primary server name that the client uses to log on to a
failover server in failover mode.

Myreplicationserver
Themyreplicationserver option specifies which failover server stanza that the client uses during a
failover. Multiple failover server stanzas can be specified.

Nrtablepath

The nrtablepath option specifies the location of the node replication table on the client. The backup-
archive client uses this table to store information about each backup or archive operation to the IBM
Storage Protect server.

Replserverguid

The replserverguid option specifies the globally unique identifier (GUID) that is used when the client
connects to a failover server. The GUID is used to validate the failover server to ensure that it is the
expected server.

Replservername
The replservername option specifies the name of a failover server that the client connects to during a
failover.

Replsslport

The replsslport option specifies the TCP/IP port on the failover server that is SSL-enabled. The
replsslport optionis used when the client connects to a failover server. This option is deprecated if
you are connecting to an IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels.

Repltcpport
The repltcppoxt option specifies the TCP/IP port on the failover server to be used when the client is
redirected to a failover server.

Repltcpserveraddress
The repltcpserveraddress option specifies the TCP/IP address of a failover server to be used when
the client is redirected to a failover server.

Usereplicationfailover
The usereplicationfailover option specifies whether automated client failover occurs on a client
node.

Determining the status of replicated client data

You can verify whether the most recent backup of the client was replicated to a failover server before you
restore or retrieve client data from the server.

About this task

You can obtain the status of replicated client data to determine whether the most recent client backup
was replicated to a failover server.
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If the time stamp of the most recent backup operation on the client matches the time stamp of the
backup on the failover server, the replication status is current.

If the time stamp of the most recent backup operation is different from the time stamp of the backup
on the failover server, the replication status is not current. This situation can occur if you backed up the
client, but before the client node can be replicated, the primary server goes down.

Procedure
dsmc query filespace -detail

The following sample output shows that the time stamps on the server and the client match, therefore the
replication status is current:

# Last Incr Date Type fsID Unicode Replication File Space Name
1 00/60/0000 ©0:00:00 HFS 9 Yes  Current ;o
Last Store Date Server Local
" Backup Data :  04/22/2013 19:39:17  04/22/2013 19:39:17
Archive Data : No Date Available No Date Available

The following sample output shows that time stamps on the server and the client do not match, therefore
the replication status is not current:

i Last Incr Date Type fsID Unicode Replication File Space Name
1 00/00/0000 00:00:00 HFS 9 Yes  Not Current /
Last Store Date Server Local
" Backup Data :  ©4/22/2013 19:39:17  04/24/2013 19:35:41
Archive Data : No Date Available No Date Available

What to do next

If you attempt to restore the data in failover mode and the replication status is not current, a message is
displayed that indicates that the data you are about to restore is old. You can decide whether to proceed
with the restore or wait until the primary server is online.

Related tasks

Restoring or retrieving data during a failover
When the client is redirected to a failover server, you can restore or retrieve replicated data from the
server.

Related reference

Nrtablepath

The nrtablepath option specifies the location of the node replication table on the client. The backup-
archive client uses this table to store information about each backup or archive operation to the IBM
Storage Protect server.

Preventing automated client failover

You can configure the client to prevent automated client failover.

About this task

You might want to prevent automated client failover, for example, if you know that the data on the client
node was not replicated to a failover server before the primary server went offline. In this case, you do not
want to recover any replicated data that is no longer current from the.
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Procedure

To prevent the client node from failing over to a failover server, add the following statement to the client
options file:

usereplicationfailover no

This setting overrides the configuration that is provided by the IBM Storage Protect server administrator
on the primary server.

Results

The client node is not automatically redirected to a failover server the next time it tries to connect to the
offline primary server.

Related tasks

Determining the status of replicated client data

You can verify whether the most recent backup of the client was replicated to a failover server before you
restore or retrieve client data from the server.

Related reference
Usereplicationfailover

The usereplicationfailover option specifies whether automated client failover occurs on a client
node.

Forcing the client to fail over

The client can immediately be redirected to a failover server even if the primary server is operational. For
example, you can use this technique to verify that the client is redirected to the expected failover server.

Procedure

To force the client to immediately directed to a failover server, complete the following steps:
1. Add the foxcefailover yes option in the client options file (dsm. opt).

2. Connect to the failover server by restarting the backup-archive client GUI or by starting a command
session with the dsme command.

3. Optional: Instead of updating the options file, you can establish a connection with the failover server
by specifying the -forcefailover=yes option with a command. For example:

dsmc q sess -forcefailover=yes

What to do next
You can verify that the client is connected to a failover server with one of the following methods:

« Check the Failover Server Information field in the Connection Information window in the backup-
archive client GUL.

« Check the command output when you start a command session. The status of the failover server is
displayed in the output.

Related reference
“Forcefailover” on page 405
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The forcefailover option enables the client to be directed immediately to a failover server.

Configuring the client to back up and archive Tivoli Storage
Manager FastBack data

Before you can back up or archive Tivoli Storage Manager FastBack client data, you must complete
configuration tasks.

First ensure that you have configured the backup-archive client and that you installed the Tivoli Storage
Manager FastBack client.

Install the FastBack client by using the information at IBM Tivoli Storage Manager FastBack
documentation.

After you install the FastBack client, complete the following tasks. You can also use the Client
Configuration wizard for Tivoli Storage Manager FastBack.

1. Register a node for each FastBack client where data is backed up or archived. The node name must be
the short host name of the FastBack client.

This is a one-time configuration performed once for each FastBack client whose volumes need to be
backed up or archived.

This registration step must be performed manually only when the backup-archive client is used as a
stand-alone application.

The Administration Center does this node registration automatically when the user creates schedules
for archiving or backing up FastBack data using the Administration Center. Starting with version 7.1,
the Administration Center component is no longer included in Tivoli Storage Manager or IBM Storage
Protect distributions.

FastBack users who have an Administration Center from a previous server release can continue to
use it to create and modify FastBack schedules. If you do not already have an Administration Center
installed, you can download the previously-released version from ftp://public.dhe.ibm.com/storage/
tivoli-storage-management/maintenance/admincenter/v6r3/. If you do not have an Administration
Center installed, you must create and modify FastBack schedules on the IBM Storage Protect
server. For information about creating schedules on the server, see the IBM Storage Protect server
documentation.

2. Use the server GRANT PROXY command to grant proxy authority to your current backup-archive client
node on each node representing the FastBack client created in step 1. The FastBack node should be
the target, and the current client node should be the proxy.

This is a one-time configuration, and is performed by the Administration Center if the backup or
archive is initiated by the Administration Center.

3. Runthe set passwoxrd command to store the credentials of the FastBack repositories where the
backup-archive client connects. Run the set password -type=fastback command once for each
repository where the backup-archive client is expected to connect.

The credentials that are stored depends on these configurations:

« Backup-archive client on the FastBack server

« Backup-archive client on the FastBack Disaster Recovery Hub

« Backup-archive client on a dedicated proxy workstation
Related concepts

“Installation requirements for backing up and archiving Tivoli Storage Manager FastBack client data” on

page 6

Before you can back up or archive your FastBack client data, you must install the required software.

“Client configuration wizard for Tivoli Storage Manager FastBack” on page 7
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The backup-archive client provides a wizard to configure the backup-archive client for Tivoli Storage
Manager FastBack.

“Configuring the backup-archive client to protect FastBack client data” on page 62
You can configure the backup-archive client to protect FastBack client data by using the client
configuration wizard.

Related reference

“Set Password” on page 745
The set passwoxrd command changes the IBM Storage Protect password for your workstation, or sets
the credentials that are used to access another server.

Configuring the backup-archive client to protect FastBack client
data

You can configure the backup-archive client to protect FastBack client data by using the client
configuration wizard.

Before you can use the IBM Storage Protect Client Configuration wizard for FastBack, you must complete
the following tasks:

« Ensure that either the FastBack server, or the FastBack Disaster Recovery Hub, is installed and
configured for short-term data retention.

« Also ensure that at least one snapshot has been taken.

 Ensure that the backup-archive client is properly configured with the IBM Storage Protect server. Also
make sure that the client acceptor service (dsmcad.exe) is running. You can use the IBM Storage Protect
Client Configuration wizard in the backup-archive client GUI, after you install the backup-archive client.

« Complete a one-time post-installation setup for these purposes:

— To specify the FastBack user name and password to be used by the wizard, to query and mount
volumes from the FastBack repository

— To run IBM Storage Protect scheduler scripts

« Set up the FastBack credentials file. The user ID that you specify must have Tivoli Storage Manager
FastBack administrative authority.

1. Configure the user ID and password. Run the following command on the workstation where the
backup-archive client and FastBack server or Disaster Recovery Hub are installed:

cd <TSM_FastBack_install_location>\FastBack\shell

where <TSM_FastBack_install_location> is the directory location where the Tivoli Storage
Manager FastBack client is installed.

2. If it does not exist, create a folder called FastbackTSMScripts under the system drive of the
workstation, using the following command:

mkdir <machine_system_drive>:\FastbackTSMScripts
3. Run the fastbackshell command:

FastBackShell -c encrypt -u userName -d domain -p password -f
<machine_system_drive>:\FastbackTSMScripts\credential.txt

The following options are used in the preceding command example:

— -u specifies the Tivoli Storage Manager FastBack administrator user name.
— -p specifies the Tivoli Storage Manager FastBack administrator password.

-d specifies the Tivoli Storage Manager FastBack domain for the user name.

-f specifies the output file where the encrypted credentials are to be written.
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Important: The credentials file must be generated with the name "credential.txt". The credentials file

must also be located in the FastbackTSMScripts directory of the system drive of the workstation, for
the wizard to function properly.

You can use the client configuration wizard in the backup-archive client GUI.

Follow these steps to use the client configuration wizard in the backup-archive client GUI:

1. Ensure that the backup-archive client is properly configured with the IBM Storage Protect server.
. The configuration wizard starts automatically to create the configuration file.

. Follow the instructions on the panel to complete the wizard.

. From the backup-archive client GUI main window, select Utilities > Setup Wizard.

. From the welcome page, select Help me configure the client to protect FastBack client data and
click Next.

6. Use the wizard to complete the configuration process.

o b~ W N

Follow these steps to start the client configuration wizard in the backup-archive client GUI:

1. Ensure that the backup-archive client is properly configured with the IBM Storage Protect server, and
that the IBM Storage Protect client acceptor service is running.

To configure the backup-archive client, follow these steps:

a. From the main window in the backup-archive client GUI, click Utilities > Setup Wizard.

b. From the welcome page, select Help me configure the Web Client and click Next. Follow the
instructions on the panel to complete the wizard.

2. Start the backup-archive client. In your web browser, specify the client node name and port number
where the client acceptor service is running.

For example: http://<machine_name_or_ip_address>:1585
3. From the main window in the backup-archive client GUI, click Utilities > Setup Wizard.

4. From the welcome page, select Help me configure the client to protect FastBack client data, and
click Next.

5. Use the wizard to complete the configuration process.

Related concepts

“Client configuration wizard for Tivoli Storage Manager FastBack” on page 7

The backup-archive client provides a wizard to configure the backup-archive client for Tivoli Storage
Manager FastBack.

Configuring the backup-archive client in a cluster server
environment

You can install the backup-archive client software locally on each node of a Microsoft Cluster Server
(MSCS) or Veritas Cluster Server (VCS) environment cluster.

You can use the backup-archive client in a VCS environment on the supported Windows Server platforms.

You can also install and configure the Scheduler Service for each cluster node to manage all local disks
and each cluster group containing physical disk resources.

For example, MSCS cluster mscs-clustex contains two nodes: node-1 and node-2, and two cluster
groups containing physical disk resources: group-a and group-b. In this case, an instance of the IBM
Storage Protect Backup-Archive Scheduler Service should be installed for node=-1, node-2, group-a,

and group-b. This ensures that proper resources are available to the Backup-Archive client when disks
move (or fail) between cluster nodes.

The clusternode option ensures that the client manages backup data logically, regardless of which

cluster node backs up a cluster disk resource. Use this option for client nodes that process cluster disk
resources, and not local resources.
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Note: You must set the clusternode: option to yes for all IBM Storage Protect-managed cluster
operations. Inconsistent use of the clusternode option for a given IBM Storage Protect cluster node
name can cause the client to invalidate the cluster node name encrypted password, and prompt the user
to reenter the password during the next backup-archive client program invocation.

Use the optfile option to properly call the correct (cluster) dsm.opt for all client programs to ensure
proper functionality for cluster related operations.

How you install and configure the backup-archive client in a cluster environment depends on the cluster
server technology used (MSCS or VCS) and the operating system being used by the nodes in the cluster.

Related reference

“Optfile” on page 460

The optfile option specifies the client options file to use when you start a backup-archive client
session.

Protecting data in MSCS clusters (Windows Server clients)

A client configuration wizard is used on nodes in an MSCS cluster environment to automate and simplify
the configuration of the backup-archive client to protect cluster disk groups. The wizard can only be used
on nodes that run supported Windows Server clients as their operating system.

Configuring cluster protection (Windows Server clients)

Use the IBM Storage Protect cluster wizard to configure the backup-archive client to protect cluster
resources. The wizard gathers the information that is needed so the backup-archive client can protect
cluster resources, and log on to the server.

Before you begin

Before you run the cluster configuration wizard, perform the following steps:

- Install the backup-archive client on each node in the cluster. All backup-archive clients must be the
same version of the software and all clients must be installed in the same directory on each node.

- Register the nodes that you are going to run the cluster configuration wizard on. On the IBM
Storage Protect server, use the administrative command-line client and register the node by using the
register node command.

« Make sure that the cluster groups that will be configured are owned by the system that will run the
cluster wizard. This ensures that the backup-archive client files (options file, error log, schedule log) can
be created/updated on the cluster drives.

About this task

You run the wizard on only one node in the cluster; the wizard creates the necessary services on all nodes
in the cluster.

The wizard can configure only one cluster group at a time. If you have multiple cluster groups to protect,
run the wizard as many times as needed to configure the client to back up each group.

Procedure

1. Run dsm. exe to start the Java GUI.
2. In the GUI, click Utilities > Setup Wizard > Help me protect my cluster.

3. Choose Configure a new or additional cluster group, the first time you run the wizard on a node.
On subsequent wizard sessions, you can choose to update a previously configured cluster group or to
remove a saved configuration.

4. Select the name of the cluster group that you want to protect.

5. Select the disks in the cluster group that you want to protect. You cannot use the wizard to back up
the quorum drive.
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6. Specify the disk location where you want the wizard to store the client options file (dsm. opt) that
the wizard creates. The client options file must be on one of the drives in the cluster group that you

selected in step “4” on page 64.

If a client options file exists at this location, you are prompted to overwrite it, or choose a new
directory.

7. Specify a name for the IBM Storage Protect Scheduler that will be used to perform the backups.
Select Use the Client Acceptor to manage the scheduler if you want the client acceptor to manage
the scheduler.

8. Specify the node name for the cluster node and the password that is used to log on to the IBM
Storage Protect Server. By default, the option to have the password validated by the server is
selected. Clear this option if you do not want the password validated.

9. Specify the account that the scheduler and client acceptor daemon services log on as when the
services are started. Specify whether you want to start the service manually, or when the node is
booted.

10. Specify the names and location of the client schedule log file and error log file. By default, event
logging is enabled. Clear this option if you do not want to log events.

To ensure that any node can perform backups if any other node fails, the wizard copies the registry
data to all nodes in the cluster.

Frequently asked questions

This section contains some frequently asked questions and answers about using cluster services.

About this task

Q: How do you configure a shortcut for the backup-archive client GUI in a cluster environment?
A: To configure a backup-archive client GUI icon (for example on the Windows desktop) that you can
use to manage operations for a cluster resource group on a Windows cluster, perform the following
steps:

Procedure

1. Right-click on the desktop and select New > Shortcut.

2. In the window that appears, find the path to the dsm. exe executable (located by default in directory
C:\program files\tivoli\tsm\baclient)). If you type the path in, instead of using the
Browse button, the path should be enclosed in double quotation marks. For example: "C:\Program
Files\tivoli\tsm\baclient\dsm.exe"

3. After you enter the path and executable in the text field, add the following information after
the closing double quotation marks (add a space between the double quotation marks and the
following): -optfile="x:\path\to\cluster\dsm.opt". This identifies the proper IBM Storage
Protect cluster options file you want to use. This example assumes that the cluster options file is
located in the folder "x:\path\to\cluster\" and has the file name dsm. opt.

4. The complete line in the text field now should look similar to the following: “"C:\Program
Files\tivoli\tsm\baclient\dsm.exe" -optfile="x:\path\to\cluster\ dsm.opt".

5. Click Next and give this shortcut a meaningful name, such as Backup-Axrchive GUI: Cluster
Group X

6. Click Finish. A desktop icon should now be available. The properties of this icon shows the following
correct Target, as noted in step 4: "C:\Program Files\tivoli\tsm\baclient\dsm.exe"
-optfile="x:\path\to\cluster\ dsm.opt".

Results

Q: How do you verify that a scheduler service setup in a cluster environment works?
A: Setting up a scheduler service for a Microsoft clustered resource group can be time consuming,
and can be lengthened by mistakes and errors in the syntax of the commands used to set them up.
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Carefully entering the commands and recording important information about the cluster setup can
minimize setup time. To successfully set up a scheduler service for Microsoft cluster environments:

1. Carefully read the information in this appendix for correct syntax on setting up a scheduler service
for a cluster group.

2. Ensure that the proper dsm. opt file(s) are used for the cluster. In a typical normal workstation,
only one dsm. opt file is used. In a clustered environment, additional dsm. opt files are required.
Each cluster group that is backed up must have its own dsm. opt file. A cluster group is any group
listed under the GROUPS folder of the cluster tree within the Microsoft Cluster Administrator utility
or VCS Configuration Editor.

3. Understand what the following dsmcutil . exe options mean, and when to use them. (1) /
clustername:clustername - Specifies the name of the Microsoft cluster, where clustername is
the name at the top level of the tree within the Microsoft Cluster Administrator utility or VCS
Configuration Editor. Use this option with dsmcutil.exe, only when installing a scheduler service
for a cluster group. Do not specify a clustername of more than 64 characters. If you specify
more than 256 characters and you are using Veritas Storage Foundation with High Availability
or a Microsoft Cluster Server configuration, you might not be able to install or start the IBM
Storage Protect scheduler service, and (2) /clusternode:yes - Specifies that you want to
enable support for cluster resources. Use this option in the dsm. opt file for each cluster group,
and with dsmcutil.exe when installing a scheduler service for a cluster group.

4. Common mistakes are made in typing the syntax of the dsmcutil.exe command. An easy way to
prevent such syntax problems is to create a temporary text file which is accessible to the cluster
group (for instance, place it on a cluster drive belonging to that cluster group), and type the syntax
into this file. When needed, cut and paste this syntax from the file to the DOS prompt and press the
Enter key. It guarantees the consistency of the command syntax regardless of which computer you
enter it on.

5. If the scheduler service is failing to restart after a failover of the cluster group occurs (using the
MOVE GROUP option in Cluster Administrator, for example), there might be potential password
synchronization problems between the two cluster workstations. To verify that the passwords are
the same, browse to this registry key on each workstation and compare the encrypted password
value:
HKEY_LOCAL_MACHINE\SOFTWARE\IBM\ADSM\CurrentVersion\Nodes\nodename\server
name.

If the encrypted keys for this node do not match between the two cluster workstations, there is
a password mismatch on one or both of the two workstations. To correct this problem, use the
dsmc . exe program to update the password manually on both workstations.

For example, assume that the Y: drive is part of the cluster group that is experiencing problems
being backed up with a scheduler service. The Y: \tsm directory contains the dsm. opt file for
this cluster group in the Y : \tsm directory. To update the password manually, enter the following
command on both workstations: dsmc -optfile=Y:\tsm\dsm.opt -clusternode=yes, and
enter the following command to receive the prompt for the node name and password: dsmc ¢ se
-optfile=Y:\tsm\dsm.opt -clusternode=yes.

Verify that the passwords are synchronized, and restart the scheduler service to verify if the
password remains consistent. If password mismatching continues, it might be due to a syntax
error in the original dsmcutil.exe command that was used to install the scheduler service. In
this case, uninstall the scheduler service (using the dsmcutil remove /name:schedule_name
command) and reinstall the scheduler service again (using the shared text file syntax as shown
previously).

Q: How do you add a cluster drive to an existing cluster scheduler service resource for backup?
A: To add an additional cluster drive resource to an existing backup-archive client cluster scheduler
service, the following components must be modified or updated to properly reflect this change:

1. The cluster drive resource, and any related resource shares, must exist and reside within
the designated cluster group as defined in the Microsoft Cluster Administrator utility or VCS
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Configuration Editor. The designated cluster group must already contain the cluster scheduler
service resource for which this new drive is added.

2. The dsm.opt file used by the designated cluster scheduler service resource must be modified to
include the additional cluster drive resource on the domain option statement. For example, if you
want to add the R: \ drive, and the domain statement currently identifies cluster drives Q: and S,
update the domain statement in your dsm.opt file as follows: domain Q: S: R:.

3. You must modify the cluster scheduler service resource properties to include this file in the list
of dependent resources needed to bring this resource online. This ensures that the cluster drive
resource being added is included in the new backups, and for backups which run after a failover
occurs.

After the changes above are made, bring the cluster scheduler service resource offline, and back
online. The schedule should now process this additional resource for backups.

Q: The client acceptor service has been removed and now the generic service resource for the cluster
group is failing. How can this be corrected?

A: The client acceptor can be used to control the scheduler, the web client, or both for a cluster
environment. If the client acceptor is removed without updating the generic cluster resource, the
resource fails. To correct this:

1. Verify which scheduler service was controlled by the client acceptor.

2. Using the Microsoft Cluster Administrator utility or VCS Configuration Editor, go to the properties
window of the service resource, select the Parameters tab, and enter the name of the correct
scheduler service to use.

3. Repeat steps one and two for each cluster group that was managed by the specific client acceptor.

4. To test the updated service resource, initiate a failure of the resource. If the resource comes back
online with no failures, the update has worked properly.

Note: To fully disable the client acceptor service, remove the managedservices option from the
cluster group dsm. opt file or comment it out.

Configuring online-image backup support

If the online image feature is configured, the backup-archive client performs a snapshot-based image
backup, during which the real volume is available to other system applications.

About this task

A consistent image of the volume is maintained during the online image backup.

To configure online image backup, perform the following steps:

Procedure
1. Select Utilities > Setup Wizard from the backup-archive client GUI main window. The Client
Configuration Wizard panel appears.

2. Select Help me configure Online Image Support and click Next. The Online Image Support Wizard
panel appears.

3. Click Volume Shadowcopy Services (VSS) and then click Next. To disable online image support, click
None (Disable online image support).

4. Click Finish button to complete the setup.

5. Complete each panel in the wizard and click the Next to continue. To return to a previous panel, click
the Back. To display help information for a panel, click the help icon.
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Results

To set preferences for open file support, use the Include-Exclude tab on the IBM Storage Protect
Preferences editor. You can set these options for all volumes or for individual volumes using the
include. fs option: snapshotproviderfs, presnapshotcmd, postsnapshotcmd.

Related concepts

“Client options reference” on page 315
The following sections contain detailed information about each of the IBM Storage Protect processing
options.

“Image backup” on page 160

From your local workstation, you can back up a logical volume as a single object (image backup) on your
system.

Configuring Open File Support

You configure Open File Support (OFS) after you install the Window client.

About this task

If the Open File Support feature is configured, the backup-archive client performs a snapshot-based,
file-level operation, during which the real volume is available to other system applications. A consistent
image of the volume is maintained during the operation.

To configure OFS, perform the following steps:

Procedure

1. Start the Windows client Java GUI (run dsm. exe).

. Select Utilities > Setup Wizard.

. Select Help me configure Open File Support and click Next
. Click Next again.

. Select the VSS snapshot provider to enable Open File Support or select None to perform normal
(non-snapshot) backups of the files on your volume; then click Next.

6. Click Apply and then click Finish.

o b~ WN

Results

To set preferences for open file support, use the Include-Exclude tab on the Preferences editor.
You can set these options for all volumes or for individual volumes using the include. f£s option:
snapshotproviderfs, presnapshotcmd, postsnapshotcmd

Related concepts

“Client options reference” on page 315
The following sections contain detailed information about each of the IBM Storage Protect processing
options.

Configuring NetApp and IBM Storage Protect for snapshot
difference incremental backups

You must configure the NetApp file server connection information to run the snapshot difference
incremental backup command on the backup-archive client. Also use the set passwoxrd command
to specify the file server hostname, and the password and username that is used to access the file server.

Before you begin
Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.
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Procedure

1. Establish a console session on the NetApp cluster and define a new user and group on the cluster by
using the following steps:

a) Create a user and assign a role based on the following snapdiff version you want to use.

Snapdiff version Example

Snapdiff v1 (depreciated in security login role create -role snapdiff_role -cmddirname
later release) DEFAULT -access readonly.

security login role create -role snapdiff_role -cmddirname
"vserver" -access readonly.

security login role create -role snapdiff_role -cmddirname
"volume snapshot" -access all.

security login create -vserver <vserver>-user-or-group-name
snapdiff_user -application ontapi -authentication-method
password - role snapdiff_role -comment "SnapDiff User".

Snapdiff v3 security login role create -vserver <vserver> -role snapdiff_role
-cmddirname "snapdiff" -access all.

security login role create -vserver <vserver> -role snapdiff_role
-cmddirname "license" -access all.

security login create -vserver <vserver> -user-or-group-name
snapdiff_user -application http -authentication-method password
-role snapdiff_role -comment "SnapDiff User".

b) From the NetApp cluster, enter the following command to list the user and role to verify the settings
and check that the output is similar:

c) If the Require Initial Passwoxrd Update on First Login option for the role is set,
ensure to set an initial complex password and disable the Require Initial Passwoxrd Update
on First Login. Otherwise, add the application SSH for the user to login.

e e elds require

2. You need to turn on the snapdiff RPC server access by using the filer command. To enable or view the
status of snapdiff RPC server access, refer to the following commands:

- set advance

To enable the snapdiff RPC server, login to the server and issue the set advance command. When
you issue the command, a warning message is displayed, enter y to enable or n to cancel.
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- vsexrver snapdiff-rpc-sexrver show

The vsexrver snapdiff-rpc-sexrver showcommand displays the status of the snapdiff RPC
server. The command output depends on the specified parameters. If the command is issued
without parameters, the command displays the following details:

— The name of the Vserver.
— Whether the snapdiff RPC server access is enabled.

For information, see the vserver snapdiff-rpc-server show command.

- To enable the RPC server on a specified storage virtual machine, issue the following command:

set advanced
vserver snapdiff-rpc-server on -vserver svmname

Where svmname is the name of the storage virtual machine.

Note: For each SVM you want to use SnapDiff v3, ensure that at least one logical interface uses a
service-policy that contains the data-nfs service. The NFS Service does not need to be enabled. The
Snapdiff v3 uses two communication channels:

« REST for communication with the cluster.
« RPC protocol for data retrieval.

Important: To use Snapdiff v3, you must ensure that HTTP/HTTPS is configured and enabled by
default in ONTAP with self-signed certificates. You must also verify that client-side setting is also
completed.

3. Export the NetApp volumes and consider the following settings:

Tip: See the NetApp documentation for details on exporting the NetApp volumes for use with
Windows.

« Map the NetApp volumes by using CIFS.
« Ensure the NetApp volumes have the NTFS security setting.

4. Set the user ID, and password on the backup-archive client for the user ID that you created in step “1”
on page 69 using the following steps:

a) Log on as the user with read/write access to the CIFS share.
b) From the backup-archive client command line, enter the following command:

dsmc set password -type=filer my_file_server snapdiff _user newPassword

Substitute the following values:

my_file_server
This value is the fully qualified host name of your NetApp file server.

snapdiff_user
This value is the user ID that you created in step “1” on page 69.

newPassword
This value is the password for the user ID that you created in step “1” on page 69.

Related tasks

“Protecting clustered-data ONTAP NetApp file server volumes” on page 71
You can create a snapshot differential incremental backup of a volume on a NetApp file server that is part
of a clustered-data ONTAP configuration (c-mode file server).

Related reference

“Snapdiff” on page 510

Using the snapdiff (snapshot difference) option with the incxemental command streamlines the
incremental backup process. The command runs an incremental backup of the files that were reported as
changed by NetApp instead of scanning all of the volume for changed files.

“Snapdiffhttps” on page 516
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Specify the snapdiffhttps option to use a secure HTTPS connection for communicating with a NetApp
filer during a snapshot differential backup.

“Createnewbase” on page 346
The createnewbase option creates a base snapshot and uses it as a source to run a full incremental

backup.

Enabling snapdiff RPC server
You need to turn on the snapdiff RPC server access by using the filer command.
To enable or view the status of snapdiff RPC server access, refer to the following commands:
- set advance

To enable the snapdiff RPC server, login to the server and issue the set advance command. When you
issue the command, a warning message is displayed, enter y to enable or n to cancel.

- vsexrver snapdiff-rpc-server show

The vsexrver snapdiff-xrpc-server showcommand displays the status of the snapdiff RPC
server. The command output depends on the specified parameters. If the command is issued without
parameters, the command displays the following details:

— The name of the Vserver.
— Whether the snapdiff RPC server access is enabled.
For information, see the vserver snapdiff-rpc-server show command.
« To enable the RPC server on a specified storage virtual machine, issue the following command:

set advanced
vserver snapdiff-rpc-server on -vserver svmname

Where svymname is the name of the storage virtual machine.

Protecting clustered-data ONTAP NetApp file server volumes

You can create a snapshot differential incremental backup of a volume on a NetApp file server that is part
of a clustered-data ONTAP configuration (c-mode file server).

Before you begin
« Complete the procedure in “Configuring NetApp and IBM Storage Protect for snapshot difference
incremental backups” on page 68.

 Ensure that the clustered-data ONTAP environment is correctly set up by the NetApp storage virtual
machine administrator.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.
For the IBM Storage Protect supported levels of NetApp Data ONTAP, see technote 154613.

About this task

In a clustered-data ONTAP environment, storage virtual machines (also referred to as data vServers)
contain data volumes that can be protected by the backup-archive client.

A storage virtual machine consists of a single infinite volume or one or more flex volumes. Volumes
are accessed remotely using file sharing (CIFS on Windows operating systems, NFS on Linux operating
systems).

The storage virtual machines are managed by the cluster management filer, which is the physical filer (the
c-mode filer) on which the storage virtual machines reside. The backup client is installed on the remote
machine that accesses the volumes.
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The backup-archive client must be configured with credentials for the NetApp c-mode filers that are being
accessed for backup operations.

Requirements:
« The following information is required for this procedure:

— The host name or IP address of the cluster management filer.
— The host name or IP address of the storage virtual machine.
— The storage virtual machine name.
— The cluster management filer credentials (user name and password).
« The cluster management filer user that is configured by the client must be assigned the ontapapi
capability with the role of admin.

The ontapapi capability does not allow interactive access to the filer with methods such as telnet,
ssh, or http/https. No other user capabilities are required to run snapshot differential incremental
backups.

Procedure

Complete the following steps on the remote machine where the backup-archive client is installed:

1. Configure the backup-archive client with the cluster management filer credentials. Use the dsmc set
passwoxrd command to store the credentials of the management filer that is associated with the
storage virtual machine.

For example, enter the following command:

dsmc set password -type=filer management_filer_hostname
management_filer_username management_filer_password

Where:

management_filer_hostname
The host name or IP address of the cluster management filer.

management_filer_username
The user name of the cluster management filer.
management_filer_password
The password for user of the management filer.
Tip: The cluster management filer password is encrypted when it is stored by the backup-archive
client.

2. Associate each storage virtual machine with the management filer with the dsmc set netappsvm
command.
For example, enter the following command:

dsmc set netappsvm storage_virtual_machine_hostname
management_filer_hostname storage_virtual_machine_name

Where:

storage_virtual_machine_hostname
The host name or IP address of the storage virtual machine that is used to mount volumes to back
up.

management_filer_hostname
The host name or IP address of the cluster management filer.

storage_virtual_machine_name
The name of the storage virtual machine.

Note: The host name or IP address of the storage virtual machine that is used to mount volumes must
be consistent with what is specified in the dsmc set commands. For example, if the volumes are
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mounted with a storage virtual machine IP address, the IP address (not the host name) must be used
in the dsmc set commands. Otherwise, client authentication with the cluster management filer fails.

You need only to specify the dsmc set netappsvm command once for each storage virtual machine.
If the storage virtual machine is moved to a different cluster management filer, you must use the
command to update the associated cluster management filer host name.

. Map the volumes to drive letters.
For example, enter the following command for each storage virtual machine:

net use y: \\storage_virtual_machine_hostname domain_name\CIFS_share_name

Where:
y:
The drive to map the volume to.

storage_virtual_machine_hostname
The host name or IP address of the storage virtual machine.

domain_name\CIFS_share_name
The CIFS share that is defined on the filer on the volume being backed up.

. Start a full progressive incremental backup of a flex or infinite volume.

By default, HTTP access to the NetApp file server is not enabled. If you did not configure your file
server to allow access by using HTTP, use the backup-archive client snapdiffhttps option to enable
access to the cluster management server with the HTTPS protocol.

For example, on Windows clients, enter the following command:
dsmc incr y: -snapdiff -snapdiffhttps

Tip: You need only to run the full progressive incremental backup once. After this backup is
successfully completed, run differential backups in future backup operations.

. Start a snapshot differential backup of the flex or infinite volume.

For example, on Windows clients, enter the following command:

dsmc incr y: -snapdiff -snapdiffhttps

Example

A backup-archive client user wants to complete a snapshot differential incremental backup of the
volumes on a c-mode file server. The user is using a Windows backup-archive client to complete the
backup and the volumes are mounted as CIFS shares. The c-mode filer configuration is as follows:

ONTAP 8.31 management filer

Hostname: netapplmgmt.example.com
User: netapplmgmt_user

Password: pass4netapplmgmt

CIFS Domain Controller: WINDC
Domain User: domainuser

Flex volume storage virtual machine

Hostname: netappl-vl.example.com

Storage virtual machine name: netappl-clientl
CIFS share: demovol

Volume name: demovol

Infinite volume storage virtual machine

Hostname: netappl-v4.example.com
Storage virtual machine name: netappl-infiniteVolumel
CIFS Share: InfiniteVol
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The user completes the following steps on the backup-archive client:
1. Configure the client with the management filer credentials by issuing the following command:

dsmc set password -type=filer netapplmgmt.example.com netapplmgmt_user
passdnetapplmgmt

2. Define storage virtual machine associations for each storage virtual machine with the following
commands:

dsmc set netappsvm netappl-vl.example.com netapplmgmt.example.com netappl-
clientl

dsmc set netappsvm netappl-v4.example.com netapplmgmt.example.com netappl-
infiniteVolumel

3. Map remote volumes to drive letters for each storage virtual machine:

net use y: \\netappl-vl.example.com\demovol WINDC\domainuser

net use z: \\netappl-v4.example.com\InfiniteVol WINDC\domainuser
4. Run a full progressive incremental backup of the flex volume and infinite volume:

dsmc incr y: -snapdiff -snapdiffhttps
dsmc incr z: -snapdiff -snapdiffhttps

You need only to run the full progressive incremental backup once. After this backup is successfully
completed, run differential backups in future backup operations.

5. Run a snapshot differential backup of the flex volume and infinite volume:

dsmc incr y: -snapdiff -snapdiffhttps

dsmc incr z: -snapdiff -snapdiffhttps

SnapMirror support for NetApp snapshot-assisted progressive incremental
backup (snapdiff)

You can use NetApp's SnapDiff backup processing in conjunction with NetApp's SnapMirror replication to
back up NetApp source or destination filer volumes.

In a NetApp SnapMirror environment, data that is on volumes attached to the primary data center are
mirrored to volumes attached to a remote server at a disaster recovery site. The NetApp filerin the
primary data center is called the source filer; the NetApp filer at the disaster recovery site is called the
destination filer. You can use the backup-archive client to create snapshot differential backups of the
source or destination filer volumes.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

Scenario: Back up data on a source filer volume

You can configure the backup archive client to back up data from the source filer volumes. This scenario
requires you to configure a backup-archive client node such that it has access to the NetApp source filer
volumes by using CIFS shares to mount the filer volumes.

For example, assume a configuration where the source filer is named ProdFiler. Assume that a volume
named UserDataVol exists on ProdFiler filer and that the volume is accessible by using CIFS from a
backup-archive client node. Assume that the share is mounted as UserDataVol_Share.

When you initiate a snapshot differential backup, the NetApp filer creates a new differential snapshot
on the volume that is being backed up. That differential snapshot is compared with the base (previous)
snapshot. The base snapshot name was registered on the IBM Storage Protect server when the previous
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backup was completed. The contents of that base snapshot are compared to the differential snapshot
that is created on the source filer volume. Differences between the two snapshots are backed up to the
server.

The following command is used to initiate the snapshot differential backup. The command is entered on
the console of a client node that is configured to access and protect the source filer volumes. Because
this command is issued to back up volumes on a source filer, a new snapshot (the differential snapshot)
is created and the snapshot registered on the IBM Storage Protect server is used as the base snapshot.
Creating both the differential and base snapshots is the default behavior; the -diffsnapshot=create
option is a default value, and it does not need to be explicitly specified on this command.

dsmc incr \\ProdFiler\UserDataVol_Share -snapdiff -diffsnapshot=create

Back up data on a destination filer

A more typical configuration is to offload the backups from the source filer by creating backups of the
source volumes by using the replicated volume snapshots stored on the destination filer. Ordinarily,
backing up a destination filer presents a problem because creating a snapshot differential backup
requires that a new snapshot must be created on the volume that you are backing up. The destination filer
volumes that mirror the contents of the source volumes are read only volumes, so snapshots cannot be
created on them.

To overcome this read-only restriction, client configuration options are provided to allow you to use the
existing base and differential snapshots on the read-only destination volume to back up changes to the
IBM Storage Protect server.

Like in the source filer scenario, the destination filer volumes are accessed by using CIFS shares.

Snapshot differential options summary

The useexistingbase option causes the most recent snapshot on the volume to be used as the base
snapshot, when a base snapshot must be established. A new base snapshot is established when any of
the following conditions are true:

« When this backup is the initial backup.
« When createnewbase=yes is specified.

« When the base snapshot that was registered by a previous differential snapshot no longer exists, and an
existing snapshot that is older than the missing base snapshot does not exist.

If this option is not specified, a new snapshot is created on the volume that is being backed up.

Because destination filer volumes are read-only volumes, useexistingbase must be specified when
creating snapshot differential backups of destination filer volumes. If useexistingbase is not specified,
snapshot differential backups of a destination filer volume fail because the new snapshot cannot be
created on the read-only volume.

When backing up destination filer volumes, use both the useexistingbase option and the
diffsnapshot=1latest option to ensure that the most recent base and most recent differential
snhapshots are used during the volume backup.

You use the basesnapshotname option to specify which snapshot, on the destination filer volume, to use
as the base snapshot. If you do not specify this option, the most recent snapshot on the destination filer
volume is used as the base snapshot. You can use wildcards to specify the name of the base snapshot.

You use the diffsnapshotname option to specify which differential snapshot, on the destination filer
volume, to use during a snapshot differential backup. This option is only specified if you also specify
diffsnapshot=latest. You can use wildcards to specify the name of the differential snapshot.

The diffsnapshot=1atest option specifies that you want to use the latest snapshot that is found on
the file server as the source snapshot.

Additional information about each of these options is provided in the Client options reference topics.
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Snapshot differential backup command examples

In the examples that follow, assume that volumes on a source filer are replicated, by using NetApp’s
SnapMirror technology, to a disaster recovery filer (host name is DRFiler). Because the DRFiler volumes
are read only, you use the options to specify which of the replicated snapshots that you want to use as the
base snapshot, and which of the snapshots you want to use as the differential snapshot. By specifying the
snapshots to use when creating a snapshot differential backup of a destination filer, no attempt is made to
create a snapshot on the read-only volumes.

The following commands are used to initiate snapshot differential backups. Most of these commands
create snapshot differential backups by using snapshots stored on the destination filer volumes. When
backing up from a destination filer volume, be sure to include the -useexistingbase option, because
that option prevents attempts to create a new snapshot on the read-only destination filer volumes.

Example 1: Back up a destination filer by using default nightly backups that were created by the
NetApp snapshot scheduler

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
-diffsnappshot=1latest -basesnapshotname="nightly.?"

You can use a question mark (?) to match a single character. In this example,
-basesnapshotname=nightly.? uses the latest base snapshot that is named "nightly.", followed
by a single character (for example: nightly.0, nightly.1, and so on).

Example 2. Back up a destination filer volume by using snapshots created manually (not created by
the NetApp snapshot scheduler)

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
—-diffsnapshot=latest -basesnapshotname="share_vol_base?"”
-diffsnapshotname="share_vol_diff?"

This example also uses the question mark (?) wildcard to illustrate the syntax if the base and
differential snapshot names have different numbers as part of the name.

Example 3. Back up a destination filer volume, and specify which snapshots to use for the base and
differential snapshots

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
-diffsnapshot=1latest -basesnapshotname="share_vol_base”
—-diffsnapshotname="share_vol_diff_snap”

Example 4: Back up script-generated snapshots that use a naming convention
In this example, a script that is running on the NetApp filer adds a date and time stamp to the
snapshot names. For example, a snapshot created on November 3, 2012 at 11:36:33 PM is named
UserDataVol_20121103233633_snapshot. You can use wildcards with the options to select the
most recent base and differential snapshots. For example:

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
-basesnapshotname="UserDataVol_Share_x*_snapshot” -diffsnapshot=latest
-diffnsnapshotname="UserDataVol_Share_xsnapshot

-useexistingbase selects the most recent base snapshot. Adding an asterisk (*) wildcard

to -basesnapshotname selects the most recent base snapshot that follows the script-naming
convention. The -diffsnapshot=1atest option suppresses the creating of a new differential
snapshot and -diffsnapshotname= selects the most recent existing differential snapshot that
follows the script-naming convention. (The asterisks wildcards match any string).

Example 5: Perform a snapshot differential backup by using an existing differential snapshot that
exists on the source filer
To use an existing differential snapshot that exists on the source filer, use the
-diffsnapshot=1latest to prevent the creation of a new differential snapshot. Also use the
-diffsnapshotname option to specify which existing differential snapshot to use. The snapshot
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you specify is compared to the base snapshot, which was registered in the IBM Storage Protect server
database when the last backup was created. For example:

dsmc incr \\ProdFiler\UserDataVol_Share -snapdiff -diffsnapshot=latest
-diffsnapshotname="share_vol_diff_snap”

Support for NetApp FlexGroup volumes by Snapshot Differential Backup
(snapdiff)

As of client version 8.1.20, NetApp FlexGroup volumes are supported by the Snapshot Differential Backup
(snapdiff) function.

Note: The client supports NetApp FlexGroup volumes for filer ONTAP 9.8 and later versions only.

SSL certificate options for obtaining and storing a NetApp filer SSL certificate

You can use the SSL certificate options for obtaining and storing a NetApp filer SSL certificate that is
validated by REST APIs issued by the snapshot differential backup function for filer ONTAP 9.8 and later
versions.

You can use the following SSL certificate options:

e VerifyNetAppFilerCertificate=<value>
Where the value is one of the following options:
— AcceptNewServerOnly (default value)

A trust on first use approach, which accepts and stores the filer certificate if a certificate for that filer
does not currently exist. If a certificate for the file exists, it is not replaced. This is the default value.

- AlwaysAccept

Always accept and replace the filer certificate.
— UselocalCert

Used along with the NetAppFilerCertificatePath option to specify a local certificate.
— SKIP

Disables SSL certificate validation. Using the SKIP option can present a security vulnerability. The
option should be used when advised to do so by IBM Support.

« NetAppFilerCertificatePath=<certificate path>

Where the certificate pathis the fully qualified certificate file to use along with the
UselLocalCert value of the VerifyNetAppFilerCertificate option.

Register your workstation with a server

Before you can use IBM Storage Protect, you must set up a node name and password and your node must
be registered with the server.

The process of setting up a node name and password is called registration. Two types of registration are
available, open and closed.

Your IBM Storage Protect server administrator chooses the type of registration for your site.

Restriction: Beginning with the IBM Storage Protect 8.1.2 server, open registration is no longer available.
You must use closed registration. Open registration is available only for the IBM Storage Protect 8.1.1,
8.1.0, version 7.1.7 or earlier server.

If you plan to use the web client, you must have an administrative user ID with system privilege, policy
privilege, client access authority, or client owner authority. When a new node is registered, the server
administrator must create an administrative user ID that matches the node name. By default, this node
has client owner authority.
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The IBM Storage Protect server administrator must specify the userid parameter with the REGISTER
NODE server command:

REGISTER NODE node_name password userid=user_id

where the node name and the administrative user ID must be the same. For example:

REGISTER NODE node_a mypasswOrd userid=node_a

Closed registration

With closed registration, the IBM Storage Protect administrator must register your workstation as a client
node with the server. If your enterprise uses closed registration, you must provide some information to
your IBM Storage Protect administrator.

About this task
You must provide the following items to your IBM Storage Protect administrator:

« Your node name (the value returned by the hostname command, the name of your workstation, or
the node name you specified with the nodename option). If you do not specify a node name with the
nodename option, the default login ID is the name that the hostname command returns.

« The initial password you want to use, if required.
« Contact information, such as your name, user ID, and phone number.
Your IBM Storage Protect administrator defines the following for you:

« The policy domain to which your client node belongs. A policy domain contains policy sets and
management classes that control how IBM Storage Protect manages the files you back up and archive.

« Whether you can compress files before sending them to the server.
« Whether you can delete backup and archive data from server storage.

Open registration

With open registration, a system administrator can register your workstation as a client node with the IBM
Storage Protect version 8.1.1, version 8.1.0, version 7.1.7 or earlier server.

About this task

The first time you start a session, you are prompted for information necessary to register your workstation
with the IBM Storage Protect server that is identified in your client options file. You need to supply your
node name, a password, and contact information.

When you use open registration:

« Your client node is assigned to a policy domain named standard.
« You can delete archived copies of files from server storage, but not backup versions of files.

If necessary, your IBM Storage Protect administrator can change these defaults later.

Creating an include-exclude list

If you do not create an include-exclude list, the backup-archive client considers all files for backup
services and uses the default management class for backup and archive services.

About this task

This is an optional task, but an important one.
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You can create an include-exclude list to exclude a specific file or groups of files from backup services,
and to assign specific management classes to files. The client backs up any file that is not explicitly
excluded. You should exclude IBM Storage Protect client directories from backup services. You can use
the quexry inclexcl command to display a list of include and exclude statements in the order they are
examined when determining whether an object is to be included.

Specify your include-exclude list in your client options file (dsm.opt). The include-exclude list can also go
into a separate file, which is referred to by the inclexcl option. The include-exclude statements are not
case-sensitive.

The client options file, dsm.opt, must be in a non-Unicode format. However, if you are using a separate
include-exclude file, it can be in Unicode or non-Unicode format.

When the client processes include-exclude statements, the include-exclude statements within the
include-exclude file are placed at the position occupied by the inclexcl option in dsm.opt, in the same
order, and processed accordingly.

Procedure

You can use the following methods to create an include-exclude list or specify an include-exclude file:

« You can add include-exclude statements in the backup-archive client GUI or web client directory tree.
The online help provides detailed instructions.

a) Open the Edit menu and select Client Preferences. In the Preferences dialog, select the Include/
Exclude tab. You can specify an INCLEXCL file using the Preferences editor. However, you cannot
create the INCLEXCL file using the Preferences editor.

b) Create the include-exclude list manually, following the steps listed.
« You can create an include-exclude list manually by performing the following steps:
a) Determine your include and exclude requirements.
b) Locate the client options file
¢) Important: Group your include-exclude options together in your client options file.

d) Enter your include and exclude statements. The client evaluates all exclude.dir statements
first (regardless of their position within the include-exclude list), and removes the excluded
directories and files from the list of objects available for processing. All other include-exclude
statements are processed from the bottom of the list up. Therefore, it is important to enter all your
include-exclude statements in the proper order. For example, in the following include-exclude list
the includefile.txt file is not backed up:

include c:\test\includefile.txt
exclude c:\test\...\*

However, in the following include-exclude list the includefile. txt file is backed up:

exclude c:\test\...\*
include c:\test\includefile.txt

e) Save the file and close it.

f) Restart the client and the scheduler and client acceptor services to enable your include-exclude
list.
Related concepts

“System files to exclude” on page 83
There are some system files that should be placed in the client options file so that they are excluded.

“Storage management policies” on page 261
Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

Related reference
“Inclexcl” on page 414
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The inclexcl option specifies the path and file name of an include-exclude options file.

Include-exclude options

This topic provides brief descriptions of the include and exclude options that you can specify in

your client options file, a minimum include-exclude list that excludes system files, a list of supported
wildcard characters, and examples of how you might use wildcard characters with include and exclude
patterns.

Exclude file spaces and directories

Use exclude.dir statements to exclude all files and subdirectories in the specified directory from
processing.

The backup-archive client evaluates all exclude.dir statements first (regardless of their position within
the include-exclude list), and removes the excluded directories and files from the list of objects available
for processing. The exclude.dixr statements override all include statements that match the pattern.

You can use the following options to exclude file spaces and directories from processing:

exclude.fs
Excludes file spaces matching the pattern. The client does not consider the specified file space for
processing and the usual deleted-file expiration process cannot occur. If you exclude a file space
that was previously included, existing backup versions remain on the server subject to retention rules
specified in the associated management class definition.

exclude.dir
Excludes a directory, its files, and all its subdirectories and their files from backup processing. For
example, the statement exclude.dir c:\test\dan\datal excludesthe c:\test\dan\datal
directory, its files, and all its subdirectories and their files. Using the exclude.dir option is
preferable over the standard exclude option to exclude large directories containing many files
that you do not want to back up. You cannot use include options to override an exclude.dir
statement. Only use exclude.dir when excluding an entire directory branch.

If you define an exclude statement without using a drive letter, such as exclude.dir dirname, this
excludes from processing any directory named dirname on any drive.

 The following examples illustrate valid exclude.dir statements:

Exclude directory C: \MyPrograms\Traverse and its files and subdirectories:

exclude.dir c:\MyPrograms\Traverse

Exclude all directories below c: \MyPrograms\Traverse. Note that directory
C:\MyPrograms\Travezrse and the files immediately below C:\MyPrograms\Travezrse is
eligible for backup.

exclude.dir c:\MyPrograms\Traverse\x*

Exclude all directories whose names begin with temp, and are located within directory
x:\documents and settings and its subdirectories, where x: is any drive.

exclude.dir "x:\documents and settings\...\tempx"

Exclude all directories whose names begin with temp, regardless of the drive or directory in which
they reside:

exclude.dir tempx

The following example is invalid because it ends with a directory delimiter:

exclude.dir c:\MyPrograms\Traverse\
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 Use the following statements to exclude drive x : altogether from backup processing. Note that the
drive root (x:\) is backed up, but all other files and directories on x: is excluded.

exclude x:\*
exclude.dir x:\x

« An alternative method for excluding an entire drive from domain incremental backup is to use a
domain statement to exclude the drive. For example:

domain -x:

This alternative still permits selective and explicit incremental backup processing of files on x :. For
example:

dsmc s x:\ -subdir=yes
dsmc i x:
dsmc i x:\MyPrograms\ -subdir=yes

Related reference

“Exclude options” on page 388
Use the exclude options to exclude objects from backup, image, or archive services.

Include-exclude statements for networked file systems

Include-exclude statements that involve networked file systems (remote drives) must be written in the
UNC format.

In the following example Z: is a mapped drive to a remote file system on vista.example.com.

The old format would be to exclude \dir\dir2 on the remote file system, as in this example:
EXCLUDE.DIR "Z:\dira\dir2"

Here is an example of the new format using UNC:
EXCLUDE.DIR "\\vista.example.com\d$\dirl\dir2"

The include-exclude statements written in the old format will not be recognized by the client.

Exclude files and directories from a journal-based backup
There are two methods of excluding files and directories from a journal-based backup.

« One method is to add exclude statements to the client options file to prevent the files or directories
from being backed up during backup processing.

« The other method is to add exclude statements to the journal configuration file tsmjbbd.ini, to
prevent journal entries from being added for the files or directories, which prevents them from being
processed during a journal-based backup.

Note: There is no correlation between the two exclude statements. The preferred place for exclude
statements in tsmjbbd.ini to prevent them from entering the journal database and being processed
during a journal-based backup.

Control processing with exclude statements

After the client evaluates all exclude statements, the following options are evaluated against the
remaining list of objects available for processing.

Table 8 on page 82 lists the options that you can use to control processing with include and exclude
statements.
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Table 8. Options for controlling processing using include and exclude statements

Option Description Page
Back up processing
These options are equivalent. Use these options to exclude a file  “Exclude
exclude . . T——
exclude.backup or group of files from backup services and space management options
exclude . file services (if the HSM client is installed). The exclude.backup on page
exclude ) file.backup option only excludes files from normal backup, but not from 388
) ) HSM.
include Use these options to include files or assign management classes  “Include
include.backup for backup processing. %Fc:gge
include.file @
include.fs Use this option to set options on a file space-by-file space basis.  “Include
options”
on page
416
Archive processing
Excludes a file or group of files from archive services. “Exclude
exclude.archive options”
on page
388
include These options are equivalent. Use these options to include files “Include
include.archive or assign management classes for archive processing. options”
) on page
416
Image processing
exclude.fs.nas Excludes file systems on the NAS file server from an image “Exclude
backup when used with the backup nas command. If you do options”
not specify a NAS node name, the file system identified applies on page
to all NAS file servers. The backup nas command ignores all 388
other exclude statements including exclude.dixr statements.
This option is for all Windows clients.
exclude.image Excludes mounted file systems and raw logical volumes that “Exclude
match the specified pattern from full image backup operations. options”
Incremental image backup operations are unaffected by on page
exclude.image. This option is valid for all Windows clients. 388
include.fs.nas Use the include. fs.nas option to bind a management class “Include
to Network Attached Storage (NAS) file systems. To specify options”
whether the client saves Table of Contents (TOC) information on page
during a NAS file system image backup, use the toc option 416
with the include. fs.nas option in your client options file
(dsm.opt). See “Toc” on page 547 for more information. This
option is valid for all Windows clients.
include.image Includes a file space or logical volume, assigns a management “Include
class, or allows you to assign one of several image backup options”
processing options to a specific logical volume when used with on page
the backup image command. The backup image command 416

ignores all other include options. This option is valid for all
Windows clients.
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Table 8. Options for controlling processing using include and exclude statements (continued)

Option Description Page

System state processing

include.systemstate Assigns management classes for backup of the Windows system  “Include

state. The default is to bind the system state object to the options”
default management class. on page
416

System files to exclude
There are some system files that should be placed in the client options file so that they are excluded.

Attention: These system files are either locked by the operating system or they can cause
problems during restore. These are system files that cannot be recovered without the possibility of
corrupting the operating system, or temporary files with data that you can easily recreate.

The implicitly generated statements can be seen in the lines of output of the quexry inclexcl command
with the source "operating system".

Use the sample include-exclude list in the dsm. smp file as a starting point for your include-exclude list.
This is the minimum include-exclude list that you should have. The dsm. smp file is located in the config
folder in the installation directory. If you accepted the defaults, the path to this file is C: \Program
Files\Tivoli\TSM\config\dsm.smp

There are exclude statements generated from a list defined by the Windows operating system in the
Windows Registry. Those implicitly generated statements can be seen in the lines of output of the query
inclexcl command with the source "operating system".

Exclude files with UNC names

You can exclude remotely accessed files by specifying their universal naming convention (UNC) names in
your exclude statement.

The following example assumes that local drive letter g is mapped to the remote share point:

\\remote\books

You would like to exclude from backups all files at the root of this share point that have an extension
of . txt. You could use either of the following commands:

exclude g:\x.txt
exclude \\remote\books\x.txt

You cannot specify UNC names for removable drives such as DVD, ZIP, or diskette. For example, the
following command is not valid:

exclude \\ocean\a$\winnt\system32\...\*

Include and exclude files that contain wildcard characters

You must use special escape characters when including or excluding files and directories that contain
wildcard characters.

The backup-archive client treats wildcard characters in different ways on different platforms.

The names of directories and files can contain different symbols. The types of symbols that are allowed
depend on the operating system.
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For example, on Windows, the names of directories and files should not contain the following symbols:
?ox<> " /N

However, they can contain the following symbols:
(1]

To specify files and directories in include and exclude statements, you must use the escape character "\"
to specify the wildcards. However, the escape character can only be used inside the character classes

n [] II'

The following examples illustrate how to specify files and directories that contain wildcard characters
using the escape character and character classes in include-exclude statements.

To exclude the single directory C:\ [dixr2] from backup processing, enter the following in the dsm.opt
file:

exclude.dir "C:\[\[]ldir2[\]1]1"

To exclude the single file C:\file[.txt from backup processing, enter the following in the dsm.opt file:

exclude.dir "C:\file[\[].txt"

Tip: If you use the Preferences Editor to include or exclude a single file or directory that contains
wildcard characters, you must manually edit the include or exclude statement to escape the wildcard
characters. The Preferences Editor does not automatically escape the wildcard characters. Follow the
previous examples to edit the include or exclude statements in the dsm.opt file or the include-exclude
file.

Related concepts

“Wildcard characters” on page 618
Use wildcard characters when you want to specify multiple files with similar names in one command.
Without wildcard characters, you must repeat the command for each file.

Include and exclude groups of files with wildcard characters
You can use wildcard characters to include or exclude groups of files.

To specify groups of files that you want to include or exclude, use the wildcard characters listed in the
following table. This table applies to include and exclude statements only.

A very large include-exclude list can decrease backup performance. Use wildcards and eliminate
unnecessary include statements to keep the list as short as possible.

Table 9. Wildcard and other special characters

Character Function

? The match one character matches any single character except the directory separator; it
does not match the end of the string. For example:

The pattern ab?, matches abc, but does not match ab, abab, or abzzz.

The pattern ab?rs, matches abfrs, but does not match abrs, or abllrs.

The pattern ab?ef?rs, matches abdefjrs, but does not match abefrs, abdefrs, or
abefjrs.

The pattern ab??rs, matches abcdrs, abzzrs, but does not match abrs, abjrs, or
abkkkrs.
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Table 9. Wildcard and other special characters (continued)

Character Function

* The match-all character. For example:

« The pattern ab*, matches ab, abb, abxxx, but does not match a, b, aa, bb.

- The pattern ab*rs, matches abrs, abtrs, abrsrs, but does not match ars, or aabrs,
abrss.

- The pattern ab*ef*rs, matches abefrs, abefghrs, but does not match abefr, abers.

« The pattern abcd.*, matches abcd.c, abcd.txt, but does not match abcd, abcdc, or
abcdtxt.

\.. The match-n character matches zero or more directories.

The following pattern specifies all files in the root directory of the C drive:
c:\*

The following pattern specifies all files and all directories on the C drive:

c:\...\*
[ The open character-class character begins the enumeration of a character class. For
example:

xxx[abc] matches xxxa, xxxb, or xxxc.

- The character-class range includes characters from the first character to the last
character specified. For example:

xxx[a-z] matches xxxa, xxxb, XXxc, ... XXXz.

This format should not be used to specify remote drives in an exclude statement.

\ The literal escape character. When used within a character class, it treats the next
character literally. When used outside of a character class, it is not treated in this way.
For example, if you want to include the ']' in a character class, enter [...\]...]. The escape
character removes the usual meaning of ']' as the close character-class character.

1 The close character-class character ends the enumeration of a character class.

The drive separator character separates a file specification. The character before the
colon identifies a drive letter. The characters after the colon identify file specification or
pattern. For example:

d:\direct\file.nam

Note: Because a drive specification can consist of only one letter, you should not use more than one
wildcard or a combination of a wildcards with a letter to designate a drive specification. The following
patterns are not allowed, and if specified in the client options file (dsm.opt), stops the client program
immediately after it starts:

?*:\test.txt
*?:\...\pagefile.sys
H*:\test.*
*H:\test.txt
myvolume*:\
myvolume?*:\
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If you are using UNC names, Table 10 on page 86 shows how to correctly specify shared drives.

Table 10. Specifying a drive specification using wildcards

Incorrect Correct

\\remote\*:\...\** \\remote\*$\...\**
\\remote\?:\...\** \\remote\?$\...\**
\\remote\*:\...\pagefile.sys \\remote\*$\...\pagefile.sys

Related concepts

“Wildcard characters” on page 618

Use wildcard characters when you want to specify multiple files with similar names in one command.
Without wildcard characters, you must repeat the command for each file.

Examples using wildcards with include and exclude patterns

The backup-archive client accepts the exclude.dixr option, which can be used to exclude directory
entries. However, the include and exclude.dir options cannot be used together.

Table 11 on page 86 shows how to use wildcard characters to include or exclude files.

Table 11. Using wildcard characters with include and exclude patterns

Task Pattern

Exclude all files during backup with an extension of bak,
.. . exclude ?:\x.bak
except those found on the d: drive in the dev directory.  jinclude d:\dev\x.bak

Exclude all files in any directory named tmp and its exclude 2:\...\tmp\. .. \x
subdirectories, except for the file d: \tmp\save. fil. Tneluets a;\m,\sai’ejﬁl

Exclude any .ob7 file for backup in any directory on the

c:e: f:andg: drives exclude [ce-g]l:\...\*x.obj

Thec: e: £: and g: drives are local or
removable.

Exclude the . obj files found in the root directory in the

i lude d:\*x.obj
d: drive only. exclude d:\%.obj

Exclude any file that resides under the tmp directory

i exclude ?:\tmp\...\*
found on any drive. \tmp\. ..\

Exclude the c:\mydir\test1 directory and any files

. . . exclude.dir c:\mydir\testl
and subdirectories under it. Amydiz

Exclude all directories under the \mydir directory with

L . exclude.dir c:\mydir\testx*
names beginning with test. WIB7EEERY

Exclude all directories directly under the \mydir

. . Lo . . lude.dir ?: dir\test
directory with names beginning with test, on any drive. s

Exclude the raw logical volume from image backup. exclude. image c:\

Exclude all directories and files on the local drives,
. exclude [abd-z]:\...\*
except the c: drive. exclude.dir [abd-z]:\...\*

Related concepts
“Examples using wildcards with include and exclude patterns” on page 86
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The backup-archive client accepts the exclude.dir option, which can be used to exclude directory
entries. However, the include and exclude.dir options cannot be used together.
Related reference

“Exclude options” on page 388
Use the exclude options to exclude objects from backup, image, or archive services.

Determine compression and encryption processing

The backup-archive client evaluates exclude.dir and any other include-exclude options controlling
backup and archive processing, and then determines which files undergo compression and encryption
processing.

The following options determine which files undergo compression and encryption processing.

Table 12. Options for controlling compression and encryption processing

Option Description Page

Compression processing

exclude.compression Excludes files from compression processing if “Exclude
compression=yes is specified. This option applies to options”
backups and archives. on page
388
include.compression Includes files for compression processing if “Include
compression=yes is specified. This option applies to options”
backups and archives. on page
416

Encryption processing

exclude.encrypt Excludes files from encryption processing. “Exclude
options”

on page

388

include.encrypt Includes files for encryption processing. “Include
The data that you include is stored in encrypted form, options

. on page

and encryption does not affect the amount of data sent or 16

received.

Important: The include.encrypt option is the only way
to enable encryption on the backup-archive client. If no
include.encrypt statements are used encryption will not
occCur.

Restriction: Client encryption with the include.encrypt
option is no longer supported for LAN-free backup and
archive operations to the IBM Storage Protect server 8.1.1
and later levels, or IBM Storage Protect7.1.8 and later
version 7 levels. LAN-free restore and retrieve operations
of encrypted backup versions and archive copies continue
to be supported. If you need to encrypt data by using

the include.encrypt option, in which data is encrypted
before it is sent to the server, use LAN-based backup or
archive operations.
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Preview include-exclude list files

You can preview the list of objects to be backed up or archived according to the include-exclude list, prior
to sending any data to the server.

The backup-archive client GUI directory tree shows detailed information of included and excluded
objects. The directory tree windows in the backup-archive client GUI allow you to select files and
directories to include or exclude. You should use this preview command to make sure that you include
and exclude the correct files. The following is a sample scenario for using the include-exclude preview
function.

For example, follow these steps to back up the files on your /Usexrs/home file space:

1. Start the backup-archive client GUI and open the Backup tree. You can see all of the directories and
files that have been excluded by your options file and other sources.

2. Scroll down the tree and notice that all of the *. o files in your /Volumes/home/mary/myobjdir are
backed up.

3. You do not want to back up all of the % . o files, so you right click a . o file, and choose View File Details
from the popup menu.

4. The dialog shows that these files are included, so click the Advanced button and create a rule to
exclude all . o files from the DATA: \home file space.

5. Arule is created at the bottom of your options file. The current directory is refreshed in the Backup
tree, and the .o files have the red ' X', meaning they are excluded.

6. When you look at other directories, they show the new excludes that you have added. Click Backup to
back up the files on your /home file space.
Related reference

“Preview Archive” on page 665
The preview archive command simulates an archive command without sending data to the server.

“Preview Backup” on page 666
The preview backup command simulates a backup command without sending data to the server.

Include and exclude option processing

The IBM Storage Protect server can define include-exclude options using the inclexcl parameterin a
client option set.

The include-exclude statements specified by the server are evaluated along with those in the client
options file. The server include-exclude statements are always enforced and placed at the bottom of the
include-exclude list and evaluated before the client include-exclude statements.

If the client options file include-exclude list contains one or more inclexcl options that specify include-
exclude files, the include-exclude statements in these files are placed in the list position occupied by the
inclexcl option and processed accordingly.

A very large include-exclude list can decrease backup performance. Use wildcards and eliminate
unnecessary include statements to keep the list as short as possible.

When performing an incremental backup, the client evaluates all exclude.dir statements first, and
removes the excluded directories and files from the list of objects available for processing.

After evaluating all exclude.dir statements, the client evaluates the include-exclude list from the
bottom up and stops when it finds an include or exclude statement that matches the file it is processing.
The order in which the include and exclude options are entered therefore affects which files are included
and excluded.

To display a list of all include-exclude statements in effect on your client workstation in the actual order
they are processed, use the quexry inclexcl command.

The client program processes the list of include-exclude statements according to the following rules:

1. Files are checked; directories are only checked if the exclude.dir option is specified.
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2. File names are compared to the patterns in the include-exclude list from the bottom up. When a match
is found, the processing stops and checks whether the option is include or exclude. If the option is
include, the file is backed up. If the option is exclude, the file is not backed up.

Note: If a match is not found, files are implicitly included and backed up.

3. When afile is backed up, it is bound to the default management class unless it matched an include
statement that specified a different management class name, in which case the file is bound to that
management class.

The following examples demonstrate bottom up processing.
Example 1
Assume that you defined the following statements for the include and exclude options:

exclude ?:\*.obj
include c:\foo\...\*.obj
exclude c:\foo\junk\*.obj

The file being processed is: c: \foo\dev\test.obj. Processing follows these steps:

1. Rule 3 (the last statement defined) is checked first because of bottom-up processing. The pattern
c:\foo\junk\*.obj does not match the file name that is being processed.

2. Processing moves to Rule 2 and checks. This time, pattern c:\foo\...\*.o0bj matches the file
name that is being processed. Processing stops, the option is checked, and it is included.

3. File c: \foo\dev\test.objis backed up.

Example 2
Assume that you defined the following statements for the include and exclude options:

exclude ?:\*x.obj
include c:\foo\...\x.0bj
exclude c:\foo\junk\*.obj

The file being processed is: c: \widg\copyit.bat. Processing follows these steps:

1. Rule 3 is checked and finds no match.
2. Rule 2 is checked and finds no match.
3. Rule 1 is checked and finds no match.
4. Because a match is not found, file c: \widg\copyit.bat is implicitly included and backed up.

Example 3
Assume that you defined the following statements for the include and exclude options:

exclude ?:\...\x.obj
include c:\foo\...\x.0bj
exclude c:\foo\junk\*.obj

The current file being processed is: c:\1ib\objs\printf.obj. Processing follows these steps:

1. Rule 3 is checked and finds no match.

2. Rule 2 is checked and finds no match.

3. Rule 1 is checked and a match is found.

4. Processing stops, the option is checked, and it is excluded.
5. File c:\1ib\objs\printf.obj is not backed up.

Related concepts

“Exclude file spaces and directories” on page 80
Use exclude.dizr statements to exclude all files and subdirectories in the specified directory from

processing.

“Processing options” on page 289

Chapter 2. Configure the IBM Storage Protect client 89



You can use defaults for processing client options or you can tailor the processing options to meet your
specific needs. Read about an overview of processing options and explore the options reference that
provides detailed information about each option.

Related reference

“Exclude options” on page 388
Use the exclude options to exclude objects from backup, image, or archive services.

“Query Inclexcl” on page 683

The query inclexcl command displays a list of include-exclude statements in the order in which they
are processed during backup and archive operations. The list displays the type of option, the scope of the
option (archive, all, and so on), and the name of the source file.

Processing rules when using UNC names
When processing files with UNC names, there are rules that must be followed.

The backup-archive client uses the rules that are described in “Include and exclude option processing”
on page 88. The rules in “Explicit use of UNC names for remote drives” on page 90 also apply.

Explicit use of UNC names for remote drives
The backup-archive client recognizes explicit use of UNC names for remote drives.

For example, as shown in Table 13 on page 90, the UNC name pattern can be substituted for the DOS
pattern.

Assume local drive letter r: is mapped to remote share point \\remote\c$, s: is mapped to \
\remote\share4, and t: is mapped to \\remote\share2.

Table 13. UNC name patterns and DOS patterns

UNC name pattern DOS pattern
\\remote\c$\include\file.out r:\include\file.out
\\remote\c$\...\file.out r:\...\file.out
\\xemote\shared\exclude\* s:\exclude\*
\\remote\share2\...\?.out t:\...\?.out

Conversion of DOS pathnames for fixed and remote drives
The backup-archive client converts DOS path names that are mapped to remote share points.

For example, a remote share point that is mapped from r:\test\...\exclude.outto\
\remote\share\test\...\exclude.out is converted. Remote share points that are not mapped are
not converted. Files on removable media are not converted.

Character-class matching examples

Examples of valid matches using character class.

\\remote[a-z]\share\file.txt

matches \\remotea\share\file.txt
\\remote\share[a-z]\file.txt

matches \\remote\sharex\file.txt
\\remote\share\file[a-z].txt

matches \\remote\share\fileg.txt
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Chapter 3. Getting started

Before you can use the IBM Storage Protect backup-archive client, you must learn how to start a GUI or
command-line session, and how to start the client scheduler automatically. You can also learn about other
commonly used tasks.

Before you use the backup-archive client, complete the following tasks:

« “Starting a Java GUI session” on page 102

 “Starting a command-line session” on page 103

 “Start the client scheduler automatically” on page 123

« “Changing your password” on page 123

You can also complete the following tasks:

« “Using the IBM Storage Protect web user interface for remote client operations” on page 106

- “Sorting file lists using the backup-archive client GUI” on page 125

« “Displaying online help” on page 126

« “Ending a session” on page 126

Configuring the client security settings to connect to the IBM
Storage Protect server version 8.1.2 and later

There are several configuration options that pertain to the IBM Storage Protect client security settings
when connecting to the IBM Storage Protect server version 8.1.2 and later. Accepting the default values
for those options transparently configures the client for enhanced security, and is recommended for most
use cases.

Configuring by using the default security settings (fast path)

Fast path details the configuration options that impact the security of the client connection to the
server and the behavior for various use cases when default values are accepted. The fast path scenario
minimizes the steps in the configuration process at endpoints.

This scenario automatically obtains certificates from the server when the client connects the first time,
assuming that the IBM Storage Protect server SESSIONSECURITY parameter is set to TRANSITIONAL,
which is the default value at first connection. You can follow this scenario whether you first upgrade the
IBM Storage Protect server to version 8.1.2 and later version 8 levels, and then upgrade the client to
these levels, or vice versa.

Note: If a client connects to the IBM Storage Protect server by using version 8.1.6 or later version 8
levels, and is using either Shared Memory or Named Pipes for communication, the SESSIONSECURITY
parameter value for the client transitions to STRICT. In this case, if you want to use TCP/IP for
communication instead of Shared Memory or Named Pipes, and the client does not already have the
server's certificate, then first reset the SESSIONSECURITY parameter to TRANSITIONAL. You must then
connect to the server to automatically obtain the certificates.

Attention: This scenario cannot be used if the IBM Storage Protect server is configured for LDAP
authentication. If LDAP is used, you can manually import the certificates necessary by using the
dsmcert utility. For more information, see “Configuring without automatic certificate distribution”
on page 94.

Client options that affect session security

The following client options specify security settings for the client. For more information about these
options, see “Client options reference” on page 315.
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SSLREQUIRED. The default value Default enables existing session-security connections to servers
earlier than V8.1.2, and automatically configures the client to securely connect to a version 8.1.2 or
later server by using TLS for authentication.

SSLACCEPTCERTFROMSERV. The default value Yes enables the client to automatically accept a self-
signed public certificate from the server, and to automatically configure the client to use that certificate
when the client connects to a version 8.1.2 or later server.

SSL. The default value No indicates that encryption is not used when data is transferred between the
client and a server earlier than version 8.1.2. When the client connects to a version 8.1.2 or later server,
the default value No indicates that object data is not encrypted. All other information is encrypted,
when the client communicates with the server. The value Yes indicates that SSL is used to encrypt all
information, including object data, when the client communicates with the server.

SSLFIPSMODE. The default value No indicates that a Federal Information Processing Standards (FIPS)
certified SSL library is not required.

In addition, the following options apply only when the client uses SSL connections to a server earlier than
version 8.1.2. They are ignored when the client connects to a later server.

SSLDISABLELEGACYTLS. A value of No indicates that the client does not require TLS 1.2 for SSL
sessions. It allows connection at TLS 1.1 and lower SSL protocols. When the client communicates with a
IBM Storage Protect server that is version 8.1.1 or earlier, No is the default.

LANFREESSL. The default value No indicates that the client does not use SSL when communicating with
the Storage Agent when LAN-free data transfer is configured.

REPLSSLPORT. Specifies the TCP/IP port address that is enabled for SSL when the client communicates
with the replication target server.

Uses cases for default security settings

First, the server is upgraded to V8.1.2 or later. Then, the client is upgraded. The existing client is not
using SSL communications:

— No changes are required to the security options for the client.
— The configuration is automatically updated to use TLS when the client authenticates with the server.

First, the server is upgraded to V8.1.2 or later. Then, the client is upgraded. The existing client is using
SSL communications:

— No changes are required to the security options for the client.
— SSL communication with existing server public certificate continues to be used.
— SSL communication is automatically enhanced to use the TLS level that is required by the server.

First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is not using SSL communications:

— No changes are required to the security options for the client.
— Existing authentication protocol continues to be used to servers at levels earlier than version 8.1.2.

— The configuration is automatically updated to use TLS when the client authenticate with the server
after the server is updated to version 8.1.2 or later.

First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is using SSL communications:

— No changes are required to the security options for the client.

— SSL communication with existing server public certificate continues to be used with servers at levels
earlier than version 8.1.2.

— SSL communication is automatically enhanced to use the TLS level that is required by the server after
the server is updated to version 8.1.2 or later.

First, the client is upgraded to version 8.1.2 or later. Then, the client connects to multiple servers. The
servers are upgraded at different times:
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— No changes are required to the security options for the client.

— The client uses existing authentication and session security protocol to servers at versions earlier
than version 8.1.2, and automatically upgrade to use TLS authentication when initially connecting to
a server at version 8.1.2 or later. Session security is managed per server.

« New client installation, server is at version 8.1.2 or later:

— Configure the client according to a new installation.

— Default values for the security options automatically configure the client for TLS-encrypted session
authentication.

— Set the SSL parameter to the Yes value if encryption of all data transfers between the client and the
server is required.

« New client installation, server is at a version earlier than version 8.1.2 :
— Configure the client according to a new client installation.

— Accept the default values for client session-security parameters if SSL encryption of all data transfers
is not required.

- Non-SSL authentication protocol is used until the server is upgraded to version 8.1.2 or later.

— Set the SSL parameter to the Yes value if encryption of all data transfers between the client and the
server is required, and proceed with the manual configuration for SSL.

- See “Configuring IBM Storage Protect client/server communication with Secure Sockets Layer” on
page 35 for configuration instructions.

- SSL communication is automatically enhanced to use the TLS level that is required by the server
after the server is updated to version 8.1.2 or later.

Related reference

Sslrequired

The sslrequired option specifies the conditions when SSL is or is not required when the client logs
on to the IBM Storage Protect server or storage agents. To actually enable SSL so client-to-server and
client-to-storage-agent communications are secure, you must set the client ss1 option to yes. When
communicating with the IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels, this option no longer applies since SSL is always used.

Sslacceptcertfromserv

Use the sslacceptcertfromsexrv option to control whether the backup-archive client or the API
application accept and trust the IBM Storage Protect server's Secure Sockets Layer (SSL) public
certificate the first time they connect. This option applies only the first time that the backup-archive
client or the API application connects to the IBM Storage Protect server. When the SSL public certificate
is accepted, future changes to the certificate are not automatically accepted, and must be manually
imported to the backup-archive client. You can use this option to connect only to an IBM Storage Protect
server version 8.1.2 and later levels, and version 7.1.8 and later version 7 levels.

Ssl

Use the ss1 option to enable Secure Sockets Layer (SSL) to provide secure client and server
communications. When the backup-archive client communicates with an IBM Storage Protect server
8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier levels, it determines whether SSL is
enabled. When the backup-archive client communicates with an IBM Storage Protect server 8.1.2 and
later version levels, and version 7.1.8 and later version 7 levels, SSL is always used and this option
controls whether object data is encrypted or not. For performance reasons, it might be desirable to not
encrypt the object data.

Sslfipsmode

The ss1fipsmode option specifies whether the client uses SSL Federal Information Processing
Standards (FIPS) mode for Secure Sockets Layer (SSL) communications with the server. The default is
no.

Ssldisablelegacytls
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Use the ssldisablelegacytls option to disallow the use of SSL protocols that are lower than TLS 1.2.

Lanfreessl

Use the lanfreessl option to enable Secure Sockets Layer (SSL) to provide secure client and Storage
Agent communications. This option is deprecated if you are connecting to an IBM Storage Protect 8.1.2
and later levels, and 7.1.8 and later version 7 levels.

Replsslport

The replsslport option specifies the TCP/IP port on the failover server that is SSL-enabled. The
replsslport optionis used when the client connects to a failover server. This option is deprecated if
you are connecting to an IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels.

Configuring without automatic certificate distribution

This scenario details the configuration options that impact the security of the client when automatic
distribution of certificates from the server is not acceptable. For example, automatic distribution of
certificates from the server is not acceptable if the server is configured to use LDAP authentication or it is
necessary that certificates are signed by a certificate authority (CA).

Options that affect session security

The options for security settings are the same as those described in “Configuring by using the

default security settings (fast path)” on page 91, with the exception that you must set the
SSLACCEPTCERTFROMSERYV option to No to ensure that the client does not automatically accept a self-
signed public certificate from the server when the client first connects to a version 8.1.2 or later server.

Uses cases for configuring the client without automatic certificate distribution

If automatic certificate distribution is not possible or wanted, use the dsmcert utility to import the
certificate. Obtain the necessary certificate from the IBM Storage Protect server or from a CA. The CA can
be from a company such as VeriSign or Thawte, or an internal CA that is maintained within your company.

« First, the server is upgraded to version 8.1.2. Then, the client is upgraded. The existing client is not
using SSL communications:

— Set the SSLACCEPTCERTFROMSERYV option with the value No.

— Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 35 for configuration instructions.

« First, the server is upgraded to version 8.1.2 or later. Then, the client is upgraded. The existing client is
using SSL communications:

— No changes are required to the security options for the client. If the client already has a server
certificate for SSL communication, the SSLACCEPTCERTFROMSERV option does not apply.

— SSL communication with existing server public certificate continues to be used.
— SSL communication is automatically enhanced to use the TLS level that is required by the server.

« First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is not using SSL communications:

— Set the SSLACCEPTCERTFROMSERYV option with the value No.
— Existing authentication protocol continues to be used to servers at levels earlier than version 8.1.2.
— Before the client connects to a version 8.1.2 or later server:

- Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 35 for configuration instructions.

« First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is using SSL communications
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— No changes are required to the security options for the client. If the client already has a server
certificate for SSL communication, the SSLACCEPTCERTFROMSERYV option does not apply.

— SSL communication with existing server public certificate continues to be used with servers at levels
earlier than version 8.1.2.

— SSL communication is automatically enhanced to use the TLS level that is required by the server after
the server is updated to version 8.1.2 or later.

- First, the client is upgraded to version 8.1.2 or later. Then, the client connects to multiple servers. The
servers are upgraded at different times:

— Set the SSLACCEPTCERTFROMSERYV option with the value No.
— Existing authentication protocol continues to be used to servers at levels earlier than version 8.1.2.

— Before the client connects to a version 8.1.2 or later server, or when SSL communication is required
at any server level:

- Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 35 for configuration instructions.

— The client uses existing authentication and session security protocol to servers at versions earlier
than version 8.1.2, and automatically upgrade to use TLS authentication when initially connecting to a
server at version 8.1.2 or later. Session security is managed per server.

« New client installation, server is at version 8.1.2 or later:

— Configure the client according to a new installation.
— Set the SSLACCEPTCERTFROMSERYV option with the value No.

— Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 35 for configuration instructions.

— Set the SSL parameter to the Yes value if encryption of all data transfers between the client and the
server is required.

« New client installation, server is at a version earlier than version 8.1.2, SSL-encrypted sessions are
required:
— Configure the client according to a new installation.
— Set the SSL parameter to the Yes value.

— Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 35 for configuration instructions.

« New client installation, server is at a version earlier than version 8.1.2, SSL-encrypted sessions are not
required:
— Configure the client according to a new installation.
— Set the SSLACCEPTCERTFROMSERYV option with the value No.
- Non-SSL authentication protocol is used until the server is upgraded to version 8.1.2 or later.
— Before the client connects to a version 8.1.2 or later server:

- Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 35 for configuration instructions.

Related reference

Sslrequired

The sslrequired option specifies the conditions when SSL is or is not required when the client logs
on to the IBM Storage Protect server or storage agents. To actually enable SSL so client-to-server and
client-to-storage-agent communications are secure, you must set the client ss1 option to yes. When
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communicating with the IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels, this option no longer applies since SSL is always used.

Sslacceptcertfromserv

Use the sslacceptcertfromsexrv option to control whether the backup-archive client or the API
application accept and trust the IBM Storage Protect server's Secure Sockets Layer (SSL) public
certificate the first time they connect. This option applies only the first time that the backup-archive
client or the API application connects to the IBM Storage Protect server. When the SSL public certificate
is accepted, future changes to the certificate are not automatically accepted, and must be manually
imported to the backup-archive client. You can use this option to connect only to an IBM Storage Protect
server version 8.1.2 and later levels, and version 7.1.8 and later version 7 levels.

Ssl

Use the ss1 option to enable Secure Sockets Layer (SSL) to provide secure client and server
communications. When the backup-archive client communicates with an IBM Storage Protect server
8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier levels, it determines whether SSL is
enabled. When the backup-archive client communicates with an IBM Storage Protect server 8.1.2 and
later version levels, and version 7.1.8 and later version 7 levels, SSL is always used and this option
controls whether object data is encrypted or not. For performance reasons, it might be desirable to not
encrypt the object data.

Sslfipsmode

The sslfipsmode option specifies whether the client uses SSL Federal Information Processing
Standards (FIPS) mode for Secure Sockets Layer (SSL) communications with the server. The default is
no.

Ssldisablelegacytls
Use the ssldisablelegacytls option to disallow the use of SSL protocols that are lower than TLS 1.2.

Lanfreessl

Use the lanfreessl option to enable Secure Sockets Layer (SSL) to provide secure client and Storage
Agent communications. This option is deprecated if you are connecting to an IBM Storage Protect 8.1.2
and later levels, and 7.1.8 and later version 7 levels.

Replsslport

The replsslpoxt option specifies the TCP/IP port on the failover server that is SSL-enabled. The
replsslpoxrt option is used when the client connects to a failover server. This option is deprecated if
you are connecting to an IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels.

Secure password storage

Beginning in IBM Storage Protect version 8.1.2 and version 7.1.8, the location of the IBM Storage Protect
password is changed.

In version 8.1.0 and version 7.1.6 and earlier clients, the IBM Storage Protect password was stored in the
Windows registry for Windows clients, and stored in the TSM. PWD file on UNIX and Linux clients.

Beginning in version 8.1.2 and version 7.1.8, the IBM Global Security Kit (GSKit) keystores are used

to store all IBM Storage Protect passwords. The process of importing server certificates is simplified.
For information about importing server certificates, see “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 35.

When you upgrade to the IBM Storage Protect 8.1.2 or later client from an earlier client that uses the old
password locations, the existing passwords are migrated to the following files in the new password store:

TSM.KDB
The file that stores the encrypted passwords.

TSM.sth
The file that stores the random encryption key that is used to encrypt passwords in the TSM.KDB file.
This file is protected by the file system. This file is needed for automated operations.
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TSM. IDX
An index file that is used to track the passwords in the TSM. KDB file.

For Data Protection for VMware clients, the Data Protection for VMware GUI server administration
password is migrated to a keystore.

Password locations on Windows clients

On Windows clients, the passwords in the
SOFTWARE\IBM\ADSM\CurrentVersion\BackupClient\Nodes registry key and the
SOFTWARE\IBM\ADSM\CurrentVersion\Nodes registry key are migrated to the new password store.

The password entries in these registry keys are deleted after the migration.

The migrated server and encryption passwords are stored in the password stores in separate
subdirectories of the C: \ProgramData\Tivoli\TSM\baclient directory (a hidden directory).
Separating the server passwords this way allows an administrator to grant a non-administrative user
access to individual passwords without giving that user access to all the other passwords. The following
directories are examples of password file locations:

« C:\ProgramData\Tivoli\TSM\BAClient\NodeName\ServerName
« C:\ProgramData\Tivoli\TSM\BAClient\ (VCB)\ServerName

e C:\ProgrambData\Tivoli\TSM\BAClient\ (DOMAIN)\ServerName
« C:\ProgramData\Tivoli\TSM\BAClient\ (FILER)\ServerName

Access to the password stash files (TSM. sth) is restricted to the creator of the keystore, Administrators,
and System. A utility (dsmcutil addace) is available to allow Windows users to easily modify password
file access control lists. For more information, see “ADDACE” on page 283 and “DELETEACE” on page
284.

Password locations in cluster environments

If you are operating the client in a cluster environment (CLUSTERNODE YES in the client options file), the
password files are stored in a subdirectory of the client options file location. The subdirectory name is:

NODES\NodeName\ServerName

To store an encrypted password file when you set up a cluster environment, use the
clustersharedfolder option to specify the directory location in which to store the encrypted
password file. For more information, see “Clustersharedfolder” on page 337.

In a cluster configuration, the options file is stored on a cluster disk so that it can be accessed by the
takeover node. The password files must also be stored on a cluster disk so that after a failure, the
generated backup-archive client password is available to the takeover node.

For example, if the dsm. opt fileis in the c: \ClusterStorage\Volumel\SPData directory, the node
name is Cluster-B, and the server name is Bigdata, the location for password files is:

C:\ClusterStorage\Volumel\SPdata\Nodes\Cluster-B\Bigdata

Backup-archive client operations and security rights

This section explains the types of IBM Storage Protect backup-archive client operations that can be
performed and the security rights that are needed.

You must have local or domain administrator privileges to install and configure IBM Storage Protect client
services.

Table 14 on page 98 summarizes the user security rights that are needed for backup and restore
operations. The information in the table assumes that the default privileges for the Microsoft Windows
Administrators group, Backup Operators group, and Users group have not been altered.
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Table 14. Required user security rights for IBM Storage Protect backup and restore services

Operating system

Account

What can I back up and
restore?

Windows Clients

Member of Administrators group

« Back up and restore all file and
directory objects

» Back up and restore system
state

« System state data (Backup
Operators group cannot back
up ASR writer data and cannot
restore system state data)

Windows Clients

Member of Backup Operators
group

» Back up and restore all file and
directory objects

» Back up system state, except
for ASR Writer

Note: Backup Operator group
members cannot restore system
state.

Windows Clients

Member of Users or other group

= Back up and restore all file and
directory objects

Attention: Users must
have the following
Microsoft Windows
security privileges to
back up and restore
files and directories:

— Back up files and
directories

— Restore files and
directories

These privileges
represent a potential
security risk since they
allow the user to

back up any file, or
restore any file for
which a backup copy
exists. The privileges
should be granted only
to trusted users. For
more information about
these privileges, see
the Microsoft Windows
documentation.

Note: System state cannot be
backed up or restored.

Restriction: When restoring data, an access denied error message can occur if the following conditions

are met:
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« The Microsoft policy setting Audit Removable Storage is enabled.

« The restore target file system is not the boot drive, usually drive C.

« The restore target file system is on a disk that is hot-pluggable.

« The user account does not have the Microsoft security privilege Manage auditing and security log.

By default, IBM Storage Protect client services run under the local system account. However, the local
system account does not have access to network mapped drives and does not have the same permissions
and logon properties as a user that is logged in to the system. If you experience discrepancies between a
user initiated backup and a scheduled backup that uses the local system account, consider changing the
services to run under the user account.

Tip: In addition to the appropriate user security rights, the IBM Storage Protect backup-archive client
requires that the user has read permission to the root of any drive that needs to be backed up or restored.
If you are using the system account to logon for the IBM Storage Protect scheduler service, ensure that
you grant the system account (SYSTEM) read access to the root of the drive. It is not sufficient to grant
Everyone read access to the root of the drive.

Domain resources, such as network drives, can only be accessed by services that are configured to run
under a domain authorized account using dsmcutil or the Service Control Panel Application.

Beginning with IBM Storage Protect 8.1.2, stricter access control is enforced for the IBM Storage
Protect password storage on Windows operating systems. By default, only the Administrator, SYSTEM,
or LocalSystem account has access to the password store and SSL certificates.

You can use the dsmcutil addace command to modify the access control list to allow additional users,
such as non-administrative users, or processes such as the IBM Storage Protect Data Protection client
processes to access the password store and SSL certificates.

You can use the dsmcutil deleteace command to modify the access control list to remove access to
the password store and client certificates for users, such as non-administrative users or processes such
as the IBM Storage Protect Data Protection client processes.

For more information, see “ADDACE” on page 283 and “DELETEACE” on page 284.

Backup Operators group operations

The Backup Operators group allows users to back up and restore files regardless of whether they have
read or write access to the files.

This group has a limited set of user rights, so some functions are not available to members of the Backup
Operators group.

The following list contains the backup-archive client operations that a member of the Backup Operators
can do:

« Back up and restore files (see Table 14 on page 98)

 Back up system state
You must be a member of the Administrators group to back up ASR writer data.
« Start the scheduler service

The following list contains the backup-archive client operations that a member of the Backup Operators
cannot do:

« Start any other services (client acceptor, remote client agent, and journal service)

Install and configure client services

Use open file support (OFS)

Back up and restore images
Back up and restore Windows file shares
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Considerations before you start using a Backup Operators group account

There are some items that you need to consider before you use a Backup Operators group account to
back up, archive, restore, or retrieve your data.

Consider these items before using a Backup Operators group account to back up, archive, restore, or
retrieve your data:

« If you have already been using the backup-archive client with an Administrators group account
you might not be able to launch the client because you cannot open the log files (for example
dsmerror.log). To alleviate this problem, you can grant the Backup Operators group Read and Write
permissions to the log files or the directories containing these log files.

- If you have existing backups from a version 5.2 or earlier backup-archive client and you attempt an
incremental backup of an existing file space with a member of the Backup Operators group, all of the
data appears as changed and it is resent to the IBM Storage Protect Server.

- Members of the Backup Operators group might not be able to back up or restore file data that was
encrypted by an Administrator account using the Windows encrypting file system (EFS).

« Members of the Backup Operators group do not have the proper authority to update the last access time
for files that is encrypted with the Windows encrypting file system (EFS). If EFS files are restored by a
member of the Backup Operators group, the last access time will not be preserved.

Permissions required to restore files that use adaptive subfile
backup

Adaptive subfile backup is deprecated, but you can still restore subfile backup data that was created with
the version 7.1 or earlier client. To restore files that were processed using adaptive subfile backup, you
must either be the owner of the file or have read access.

These permissions are in addition to those required to perform a normal restore.

For information about adaptive subfile backup, see Performing a backup with limited bandwidth in the
version 7.1 backup-archive client documentation.

Permissions required to back up, archive, restore or retrieve files
on cluster resources

To back up, restore, archive, or retrieve data residing on Microsoft Cluster Server (MSCS) or Veritas
Cluster Server cluster resources, your Windows account must belong to the Administrators or Domain
Administrators group or Backup Operators group.

By default, Backup Operators do not have the user rights necessary to perform these tasks on a cluster
node. However, Backup Operators can perform this procedure if that group is added to the security
descriptor for the Cluster service. You can do that using Cluster Administrator or cluster.exe.

IBM Storage Protect client authentication

When using the graphical user interface or command line interface of the IBM Storage Protect client, you
can log on using a node name and password or administrative user ID and password.

The client prompts for your user ID and compares it to the configured node name. If they match, the client
attempts to authenticate the user ID as a node name. If the authentication fails or if the user ID does

not match the configured node name, the client attempts to authenticate the user ID as an administrative
user ID.

To use an administrative user ID with any of the backup-archive clients, the user ID must have one of the
following authorities:
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System privilege
Authority over the entire system. An administrator with system privilege can perform any
administrative task.

Policy privilege
Authority over the node policy domain. Allows an administrator to manage policy objects, register
client nodes, and schedule client operations for client nodes.

Client owner
Authority over the registered IBM Storage Protect client node. You can access the client through the
web client or backup-archive client. You own the data and have a right to physically gain access to the
data remotely. You can back up and restore files on the same or different system, and you can delete
file spaces or archive data.

Client access
To use the web client to back up and restore files on a remote client system, you must have an
administrative user ID with client access authority over the node name for the remote client system. If
you do not want IBM Storage Protect administrators with client access authority over your node name
to be able to back up and restore files on your system, specify the revokeremoteaccess option in
your client options file.

Client access authority only allows IBM Storage Protect administrators to back up and restore files on
remote systems. They do not have physical access to the data. That is, they cannot restore the data
belonging to the remote system to their own systems. To restore data belonging to a remote system to
your own system, you must possess at least client owner authority.

To determine what authority you have, you can use either of the following methods:

« From the main IBM Storage Protect GUI window, select File — Connection Information.

« Use the IBM Storage Protect server QUERY ADMIN command from the administrative command-line
client.

Related reference

Revokeremoteaccess
The revokeremoteaccess option restricts an administrator with client access privilege from accessing a
client workstation that is running the web client.

Related information
QUERY ADMIN command

User account control

User Account Control (UAC) is a Windows security feature that helps prevent malware from compromising
the operating system. UAC restricts programs to standard user privileges.

When UAC is enabled, programs that require elevated privileges cannot run without your permission.

The backup-archive client requires elevated privileges. If UAC is enabled when you run the client, a User
Account Control dialog box is displayed. The dialog asks if you want to allow the program to run. If you are
not logged in as an administrator, the dialog also asks for your account credentials.

Enabling client access to network shares when UAC is enabled

When Windows User Account Control (UAC) is enabled, the backup-archive client cannot access existing
network share mappings. The solution is to map the network shares from an elevated command prompt
before you start the client.

About this task

When you map a network share, the share is linked to your current Windows login access token. That
token has only standard user privileges. Because the backup-archive client must run with elevated
privileges, a different access token is used. Since the network share is not linked to this other access
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token, the mapped network share is not visible to the client. The network share must be linked to the
access token that has the elevated privileges to make the share visible to the client.

Procedure

Complete the following steps to enable the client to access data on network shares.
1. Create a desktop shortcut for the Windows command prompt.
The default location of the command prompt executable file is C: \Windows\System32\cmd.exe.
2. Right-click the shortcut and select Run as Administrator.
A UAC prompt is displayed with instructions that describe how to proceed.
- Ifyou are logged in as a member of the Administrators group, click Yes to allow the client to run
with elevated privileges.
- Ifyouare not logged in as a member of the Administrators group, enter your credentials when
prompted to do so, and then click Yes to allow the client to run with elevated privileges.
Perform the remaining steps in the elevated command prompt window that you just opened.
3. Use the Windows net use command to map the network shares.
Contact your system administrator if you need help with the net use command.
Note: Do not use Windows Explorer to map the network share because Windows Explorer runs with
the standard user rights token.
4. Change to the directory where the client is installed.
The default installation directory is C: \Program Files\Tivoli\TSM\baclient.

5. Start the client GUI (dsm. exe) or the command-line client (dsmc . exe) and backup or restore data
that is on network shares.

Starting a Java GUI session

The steps that are used to start the backup-archive client graphical interface (GUI) program depend on
the operating system.

Procedure

Complete the procedure that is appropriate for your operating system to start the Java GUI.

Operating Procedure
System

Windows To start the backup-archive client GUI on a Windows system, use one of the following
methods:

- Click Start > Programs > IBM Storage Protect > Backup-Archive GUI.
« Click Start > Run and enter the full path to the backup client dsm. exe file.

- On the command line, change directory to the backup-archive client installation
directory and enter dsm.

On Windows operating systems that have the User Account Control feature enabled,
you might be prompted to allow the dsm. exe program to run. To allow the program to
continue and start the backup-archive client GUI, provide administrative credentials.

The backup-archive client locates and uses the options that are specified in the client options file
(dsm.opt).
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What to do next

IBM Storage Protect password
Your IBM Storage Protect administrator can require you to use a password to connect to the server.
The IBM Storage Protect client prompts you for the password if one is required. Contact your IBM
Storage Protect administrator if you do not know your password.

Setup wizard
When the client GUI starts, it checks to see whether a client options file exists.

If the client options file does not exist (which usually happens after you have installed the client
for the first time on your system), the setup wizard automatically starts and guides you through the
configuration process.

You can launch the setup wizard at any time to modify your client options file.
The client options file is dsm.opt.

Related concepts

“Configure the IBM Storage Protect client” on page 23

After installing the backup-archive client, you must configure it before performing any operations.
Related tasks

Configuring the language for displaying the backup-archive client GUI
You can select the language to use for displaying the backup-archive client GUI.

“Configuring the language for displaying the backup-archive client GUI” on page 28
You can select the language to use for displaying the backup-archive client GUI.

“Changing your password” on page 123
Your IBM Storage Protect administrator can require you to use a password to connect to the server.

Starting a command-line session

You can start a command-line session by invoking the dsmec command.

Note: If the PATH environment variable is set to the client installation directory, you can enter the dsmc
command from any directory; otherwise, enter the fully qualified path.

One can start client with "dsmc" command only in case PATH environment variable is updates with path
to the client location.

You can open the Windows Start menu and select Programs > IBM Storage Protect > Backup-Archive
Command Line.

Your IBM Storage Protect administrator can require you to use a password to connect to the server. The
client prompts you for a password, if it is required. Contact your administrator if you do not know your
password.

Related concepts

“Backup-archive client operations and security rights” on page 97

This section explains the types of IBM Storage Protect backup-archive client operations that can be
performed and the security rights that are needed.

“Options in interactive mode” on page 616
In interactive mode, options that you enter on the initial command line override the value that you
specified in your options file.

“Start and end a client command session” on page 614
You can start or end a client command session in either batch mode or interactive mode.

“Using commands” on page 611
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The backup-archive client provides a command-line interface (CLI) that you can use as an alternative to
the graphical user interface (GUI). This topic describes how to start or end a client command session and
how to enter commands.

Using batch mode

Use batch mode to enter a single client command. When you use batch mode, you must precede the
command with dsme.

About this task

For example, to issue the incxremental command, enter the following at the command prompt:
dsmc incremental

Some commands require one or more arguments. For example, to archive a file:
dsmc archive c:\myfiles\filel.dat

Depending upon the current setting of your passwordaccess option, the client might prompt you for
your password before the command is processed in a batch mode session.

When you enter your password, the password is not displayed on your screen.

Related reference

“Passwordaccess” on page 462

The passwordaccess option specifies whether you want to generate your password automatically or set
as a user prompt.

Issuing a series of commands by using interactive mode

Use interactive mode when you want to issue a series of commands.

About this task

The connection to the server is established only once for interactive mode, so you can process a series of
commands more quickly in interactive mode than in batch mode.

To start a client command session in interactive mode, enter either of the following commands:

« dsmc
« dsmc loop

The following prompt is displayed on your screen:

Protect>

When you log on with an administrator ID, you can complete standard user tasks.. If you are not logged on
before you begin a task from a command-prompt window, you are prompted to do so..

When you are in interactive mode, do not precede commands with dsmc. For example, instead of typing
dsmc archive to archive a file, type only archive.

For example, to archive a file, enter the command with the file specification:
archive c:\myfiles\filel.dat

Depending upon the current setting of the passwordaccess option, the client might prompt you for your
password before you are allowed to enter a command in an interactive session.

When you enter your password, the password is not displayed on your screen.
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Displaying Euro characters in a command-line prompt

This topic explains how to display the Euro character in the Windows command-line prompt (console
window).

Procedure
1. Contact your Microsoft Representative for the 858 code page (the file name is c_858.n1ls). Copy the
file into your Windows system32 directory (for example, C: \WINNT\system32).

2. Edit the Windows Registry key, using this command:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Nls\CodePage\850, and set it
to value c_858.nls. Any changes that you make to the Windows Registry editor cannot be
undone. Errors made in editing the Windows Registry can cause your system to malfunction, and
you might not even be able to restart your system. Be very careful when editing the Windows Registry.
If you are unfamiliar with using the Windows Registry editor, then ask someone else who is familiar
with the Windows Registry editor to help you.

3. In your Regional Settings, select a Western European country (Germany, France, Italy, etc.) as your
locale setting.

4. Exit and reboot the system.

Results

Ensure that the console window font that you use supports the Euro symbol (such as Lucida Console).

Use options on the DSMC command

This topic shows some examples of how to use options on the dsme command.

About this task

For example, suppose you have one workstation with node name galaxyl, and another workstation

with node name galaxy2, and you want to restore the data from galaxyl to the galaxy?2 system. To
recover a file from one workstation (galaxyl) while at the other workstation (galaxy2), you must access
galaxyl. Use the set access command to gain access.

For example, assume the file to be recovered on galaxylis c:\universe\saturn.planet. The owner
of galaxy1l enters the following command:

dsmc set access archive c:\universe\saturn.planet galaxy2

When access is granted, you would retrieve the file by entering the following command:
dsmc retrieve -fromnode=galaxyl \\galaxyl\universe\saturn.planet c:\

Note: Access to the files of another user can also be granted and gained using the GUL.

If you have more than one backup server in your organization, you can easily switch between them using a
command-line option. To override the server specified in dsm.opt, you could use a command such as this:

dsmc -tcpserveraddress=myserver -node=mynode -tcpport=1599

Related reference

“Fromnode” on page 407
The fromnode option permits one node to perform commands for another node. A user on another node
must use the set access command to permit you to query, restore, or retrieve files for the other node.

“Set Access” on page 740
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The set access command gives users at other nodes access to your backup versions or archived
copies.

Specifying input strings that contain blank spaces or quotation
marks

You must follow certain rules when you specify an input string that has blanks or quotation marks.
Follow these rules when you specify an input string that has blank spaces or quotation marks:

- If the input string has one or more spaces, enclose the string with either single or double quotation
marks. You can use single or double quotation marks, as long as they match.

- If the input string has a single quotation mark, enclose the string within double quotation marks, as in
this example:

-description="Annual backup of the accounting department's monthly reports"

- If the input string has a double quotation mark, enclose the string within single quotation marks, as in
this example:

-description="'New translations of "The Odyssey" and "The Iliad"'

- If the input string has spaces and quotation marks, enclose the string in quotation marks. The outer
quotation marks must not be the same as the quotation marks within the string.

Restriction: An input string that has single and double quotation marks is not a valid input string.
The following rules apply to these types of data:

« Fully qualified names
« The description that you specify in the axchive command
« Any value for an option value where the character string can include spaces or quotation marks

Important: You cannot use escape characters in input strings. Escape characters are treated the same as
any other characters. Here are some examples where escape characters are not recognized:

- If the character string is in an option file
« If the character string is in a list file
- If the character string is entered in interactive mode

Using the IBM Storage Protect web user interface for remote client
operations

The IBM Storage Protect backup-archive client provides a web user interface component that you can use
to remotely back up or archive data, and to restore or retrieve data that was saved to the IBM Storage
Protect server.

The IBM Storage Protect web user interface can be started and managed independently of web browser
software. After you install and configure the web user interface on the workstation (the client workstation)
where the backup-archive client is installed, you can log in to the web user interface in a web browser to
remotely interact with the backup-archive client. IBM Storage Protect administrators can also access the
web user interface from the IBM Storage Protect Operations Center.

Without console access to the client workstation, an IBM Storage Protect administrator can use the

web user interface to selectively back up or archive data outside of regularly scheduled backups. The
administrator can also restore or retrieve the data remotely in a data recovery situation. The web

user interface is primarily used for smaller jobs such as selectively backing up, restoring, archiving, or
retrieving files and directories. For larger jobs such as backing up entire file systems by using incremental
backups or restoring entire file spaces, use the backup-archive client.
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For example, an IBM Storage Protect administrator with client access over a client node can be
responsible for backing up a client workstation that the administrator does not have physical access to.
The administrator can run self-service selective backup and restore operations on this workstation on
behalf of the workstation's owner. To fully protect the client workstation, the backup-archive client is
configured to run regularly scheduled incremental backups. Full restore operations in a disaster recovery
scenario continue to be available with physical access to the client workstation and the backup-archive
client command-line interface.

Restrictions:

- Remote client operations with the web user interface are limited to backing up, restoring, archiving,
and retrieving files and folders in a client file system. Backing up network drives or volumes is not
supported. To run other types of client operations, use the backup-archive client Java GUI or the
backup-archive client command-line interface.

- The web user interface supports only client-to-server communications that use the Transport Layer
Security (TLS) or Secure Sockets Layers (SSL) protocols.

« Some messages that are issued by the IBM Storage Protect web user interface in the detailed error
information pane contain indeterminate object names because the web user interface cannot obtain
the necessary information from the server. For example, if you use the web user interface to retrieve
a file from an archive package that was removed from the server after selection but before retrieval
completes, you can see the requested objects as placeholders in the error message because the web
user interface can no longer obtain the object names on the server as in the following error message
that appears in the error information pane:

ANS1345E No objects on the server match '{0%31%{2%'

Configuring the IBM Storage Protect web user interface

After you install the web user interface, you must configure and start the client acceptor service on the
workstation where the backup-archive client is installed. Then, you can sign in to the web user interface
from your workstation.

Starting the client acceptor service and registering an administrator

Before you can log in to the IBM Storage Protect web user interface to remotely manage client nodes, you
must start the client acceptor service on the workstation where the backup-archive client is installed. You
must also register an IBM Storage Protect administrator to access client data.

Before you begin
The administrator must have a minimum privilege class of access.

Ensure that the backup-archive client has been installed and configured on the client workstation, a client
options file has been set up, and you can back up and restore data by using either the dsmec command or
by using the backup-archive client Java GUL.

To determine which web browsers are supported, see the software requirements for your operating
system in “Client environment requirements” on page 4. To run the web user interface from Mozilla
Firefox browsers, the option for Enable JavaScript must be enabled. This option is enabled by default.

Procedure

Complete the following steps on the client workstation:

1. Run the dsmc query session command to validate that the TLS or SSL protocol is used. Review the
output to find the security information, which is similar to the following example:

SSL Information.........: TLSv1l.2 TLS_RSA_WITH_AES_128_CBC_SHA

Important: If security information is not available, you are connecting to an IBM Storage Protect 8.1.1
or earlier server, which does not have the enhanced security features in the version 8.1.2 or later
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server. A web user interface session cannot be used with an IBM Storage Protect 8.1.1 or earlier
server.

2. Start the client acceptor by taking the appropriate actions for your operating system:

« OnaWindows operating system, use the dsmcutil command to create and start a dsmcad
and dsmagent service from a command line. For more information, see the INSTall CAD and
INSTall REMOTEAgent commands in “Dsmcutil commands: Required options and examples” on
page 275. Issue the following command:

dsmcutil start /name:client_acceptor_daemon_service_name

where client_acceptor_daemon_service_name is the name of the client acceptor (CAD) service.

3. Enter the following IBM Storage Protect server commands by using the IBM Storage Protect
administrative command line (dsmadmc) to register an administrator to access the client data, and
run remote client operations on behalf of the client node:

reg admin admin_ID password

grant auth admin_ID cl=node auth=access node=your_node

where admin_ID is the administrator's ID, password is the administrator's password, and your_node is
the node where client operations are run.

Tip: An existing administrator with a higher privilege class than node, such as system, policy,
storage, or operator, can be used for any node that exists on the server.

What to do next
Log in to the web user interface. For instructions, see “Signing in to the web user interface” on page 109.

Specifying options for the web user interface

To enable administrators to configure and control remote client operations for the IBM Storage Protect
web user interface, specify the options in the frConfig.props file.

Before you begin
By default, the frConfig. props file does not exist. However, you can create a file with the specified
name and save the file in the relevant directory as outlined in the procedure.

About this task
Complete these steps on the system where the IBM Storage Protect backup-archive client is installed.

Procedure

1. Create the frConfig.props file in the appropriate directory for your operating system.
The fxrConfig.props must be saved in the following location:
On Windows:

C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI
2. Open the frConfig. props file with a text editor and specify the options as needed.
On Windows, you must run the editor as administrator.

To determine which options to specify, see “Web user interface optionsFile restore options” on page
109.

3. Save your changes and close the frConfig.props file.
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Results

Any changes to the fxConfig.props file are applied only after you log in to the IBM Storage Protect web
user interface again.

Web user interface optionsFile restore options
The frConfig. props file controls remote client operations for the IBM Storage Protect web user
interface. You can configure the options in the frConfig.props file.
enable_download_logs=false | true
Specify whether system logs can be downloaded by using the IBM Storage Protect web user interface.
false

System logs cannot be downloaded by using the web user interface. Because the system logs
might contain sensitive information, this option is set to £alse by default.

true
System logs can be downloaded by using the web user interface. After this option is enabled, any

user with administrator user credentials can download the system logs.
Signing in to the web user interface

The IBM Storage Protect backup-archive client offers a web user interface, which you can use to back up
and restore data.

Before you begin

1. You must have a valid administrator ID with admin privileges and password.

2. Ensure that you complete the task to set up the web user interface. For instructions, see “Starting the
client acceptor service and registering an administrator” on page 107.

About this task

The web user interface client helps you to back up data to and restore data from the IBM Storage Protect
server. You can also archive data to long-term storage on the server and retrieve it when needed.

Procedure

To sign in, complete the following steps:
1. In a supported web browser, enter the URL for the web user interface. The following examples show
the syntax of a web user interface address:

http://myhost.mycompany.com:9080/bagui/
https://myhost.mycompany.com:9081/bagui/

« hostname, myhost.mycompany.com, is the address of the client workstation that hosts the web
user interface.

+ 9080 and 9081 are the ports on which the web user interface listens. If you use http port 9080,
then the request is redirected to secure port 9081.

In case of port unavailability, the web user interface client installation starts on the next available port.
For example, if the port 9081 is unavailable then the installation will move to port 9082, subsequently
to port 9083, and so on.

If you enter a different URL or click Back during an operation, the web user interface will be
disconnected and the current operation ends.

2. Enter the administrator ID and password when prompted, and click Sign In.

Related tasks

“Backing up data by using the web user interface” on page 110
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You can use the backup-archive client web user interface to back up specific files and directories
available in the file system.

Backing up data by using the web user interface

You can use the backup-archive client web user interface to back up specific files and directories
available in the file system.

Before you begin

Ensure that you are logged in to the web user interface and you have access permissions to the file
system for files and directories that you want to back up.

About this task

Using the web user interface, you can back up your files and directories by browsing the file system by
using the breadcrumbs or by searching the file or directory name in the search bar. You can run following
types of backup.

Incremental
Backs up only new or changed files since the last backup operation.

Selective
Backs up files and folders even if they did not change since the last backup operation.

While both backup and archive functions save copies of files and directories to the IBM Storage Protect
server, the copies that are saved to the server are managed differently. Multiple backup versions can be
retained on the server, and the administrator can specify the number of days to retain them before the
backup versions are expired. In contrast, archive copies are kept for a specified number of days on the
server, and have no concept of versions. For a comparison between backups and archives, see “When to
back up and when to archive files” on page 137.

Procedure

To back up afile or a directory, complete the following steps:
1. On the button bar in the web user interface, click Backup/Archive.
2. Use one of the following methods to search for files or directories that you want to back up:

Method Steps

By browsing a file | Click a file system name and browse the directories and subdirectories within
system the file system. You can also use the breadcrumb to navigate to different
directory levels.

By searching To search for a file or a group of files with similar names, you must specify a file
for files and name or a pattern to search on. Use one of the following choices:
directories - To search for a file without specifying options:

a. Enter the search criteria in the search field. You can enter all or part of a
file name. You can use the wildcard characters in the search string. Use an
asterisk (*) to represent zero, one, or multiple characters. Use the question
mark (?) to represent a single character.

b. Optional: Click the name of a file system and browse to a directory. If
you do not select a file system or directory in which to search, the search
operation will be across all file systems, which might be a long-running
task.

c. Click Search without options.
 To search for files and directories by specifying options:
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Method Steps

a. Enter the search criteria in the search field. You can enter all or part of a
file name. You can use the wildcard characters in the search string. Use an
asterisk (*) to represent zero, one, or multiple characters. Use the question
mark (?) to represent a single character.

b. Optional: Click the name of a file system and browse to a directory. If you
do not specify a file system or directory, the search operates across all file
systems and might take a long time to complete.

c. Click Options to open the Search Options pane.

d. To search for files, click Search for > files. To search for directories, click
Search for > directories. To search for both files and directories, click
Search for > both.To search for objects in subdirectories, select Search in
subdirectories.

e. To search for files within a specific range of modification dates, click
Search for objects with date modified and specify a range of dates to
search on. You can use the date picker (calendars) to select the start and
end dates. The start date is the first modification date in the range and the
end date is the last modification date in the range.

You can also specify a single date for end and start date by double-clicking
a date in the date picker. This action sets the start and end dates to the
same date.

f. Click Search with Options to begin the search. The objects that match the
criteria are displayed in the file list with their full path names and sizes.

For more information about the search function, see “Tips about the search
function” on page 121.

3. After finding the file or directory, select the file or the directory by clicking the arrow icon ﬂ The
selected file or directory is added to the Backup/Archive List.

The web user interface allows you to add the following objects to the Backup/Archive list.

Table 15. Types of objects in the web user interface

Icon Description

h File

[ ] Directory

Link, junction, or mount point

You cannot navigate into a link, junction, or
mount point object, but the object itself is
processed. The content in the target directory
that is linked to is not processed.

& IBM Storage Protect HSM for Windows or IBM
Storage Protect for Space Management stub file
(shown only in the Backup/Archive page)

On the Restore and Retrieve pages, stub files are
indicated by the file icon.

Restriction: You cannot select an entire file system to back up. The web user interface is intended for
smaller operations, such as restoring files and directories. To back up an entire file system, access the
physical client workstation and use the backup-archive client command-line interface.
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4. Start the backup process by using one of the following methods.

« Click Backup, and from the drop-down option, select Incremental Backup to start an incremental
backup operation.

« Click Backup and from the drop-down option, select Always Backup to start the selective backup
operation.

Files that are excluded in the client options file, include-exclude list, or client option set on the IBM
Storage Protect server are not backed up. The number of excluded objects are shown on the Tasks
pane.

5. Monitor the progress of the operation in the Tasks pane.

The task status is automatically refreshed every 5 seconds. You can click the twistie to expand a task
to view its details.

If the task ended with the Failed status, a number is displayed in the Total objects failed

field in the task details. Click the information icon i ] inthe Total objects failed field to view
detailed information about any objects that were not processed successfully.

To cancel a task, click the X icon.

When a task completes processing with the Success, Failed, or Canceled status, you can click the

delete icon @ to remove the task from the Tasks pane. This action also removes the task from the
database that stores the task information.

If a long-running task is in progress and you close the web user interface, or the web user interface
times out after 30 minutes of inactivity, the task continues. When you log in to the web user interface
later, the details of the task are available for review. All tasks are automatically removed 48 hours after
completion, or when the backup-archive client web server is restarted.

Related concepts

“When to back up and when to archive files” on page 137

When the backup-archive client backs up or archives a file, it sends a copy of the file and its associated
attributes to the server; however, backup and archive operations have different results.

Related tasks

“Restoring data by using the web user interface” on page 112
After you back up files and directories, you can use the IBM Storage Protect web user interface to restore
the files and directories to the backup-archive client workstation.

Restoring data by using the web user interface

After you back up files and directories, you can use the IBM Storage Protect web user interface to restore
the files and directories to the backup-archive client workstation.

Before you begin

Ensure that you are logged in to the web user interface. A backup must exist before you can restore data.

About this task

You can restore files and directories by browsing a file space, by searching for a file or directory, or by
filtering the search results by specifying a range of backup dates. You can also specify options such as
changing the destination for the restored items.

Only those files and directories that you have permission to access are visible in the web user interface.

Procedure

1. On the button bar in the web user interface, click Restore.
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In the Backups pane, the file spaces that contain your backup versions on the IBM Storage Protect

server are displayed.

2. Locate the file or directory that you want to restore by browsing the available file spaces or by
searching for an object. You can use one of the following methods:

Method

Steps

By browsing a file
space

Click a filespace name and browse the directories and subdirectories within the
file space. You can also use the breadcrumbs to navigate to different directory
levels.

By searching
for files and
directories

To search for a file or a group of files with similar names, specify a file name or a
pattern to search on:

 To search for files without specifying options:

a. Enter the search string in the search field. You can enter all or part of a file
name. You can use wildcard characters in the search string. Use an asterisk
(*) to represent zero, one, or multiple characters. Use the question mark (?)
to represent a single character.

b. Optional: Select a file space and browse to a directory in which to begin
the search. If you do not specify a directory, the search operation extends
across all file spaces and might take some time to complete.

c. Click Search without options.
« To search for files and directories by specifying options:

a. Enter the search string in the search field. You can enter all or part of a
file or directory name. You can use wildcard characters in the search string.
Use an asterisk (*) to represent zero, one, or multiple characters. Use the
question mark (?) to represent a single character.

b. Optional: Select a file space and browse to a directory in which to begin the
search. If you do not specify a directory, the search operation is across all
file spaces and might take some time to complete.

c. Click Options to open the Search Options pane.

d. To search for files, click Search for > files. To search for directories, click
Search for > directories.

e. To search for files within a range of backup dates, click Search for objects
with backup date and specify a range of dates. You can use the date picker
to select the start and end dates. The start date is the earliest backup date
and the end date is the latest backup date to search on.

You can also specify a single date for the end and start dates by double-
clicking a date in the date picker. This action sets the start and end dates to
the same date.

This option is disabled if you are searching for directories.

. Click Search with Options to begin the search. The objects that match the
criteria are displayed in the file list with their full path names and sizes.

—

Restriction: You cannot search for files and directories in the same query. You
can search for files within a date range and select the files to restore. Then,
begin another query to search for directories within a date range, and select
the directories to restore.

For more information about the search function, see “Tips about the search
function” on page 121.
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Restriction: You cannot select an entire file space to restore. The web user interface is intended for
smaller operations, such as restoring files and directories. To restore an entire file space, access the
physical client workstation and use the backup-archive client command-line interface.

3. From the file list, select the objects to restore by clicking the arrow icon that is associated with
an object. For files, click the file name to show the available backup versions of the file, and click the

arrow icon for the version that you want to restore.

You can restore the following types of objects:

Table 16. Types of objects in the web user interface

Icon Description

h File

[ ] Directory

Link, junction, or mount point

You cannot navig