IBM Security Verify Certificate Provisioning Form









This form should be filled out by customers in order to activate an SSL certificate for a secure (delivered over HTTPS) website or application delivered via Akamai’s secure delivery network called ESSL .

Document Contents:

Section 1 - Identifies the person completing the form and the completion date
Section 2 - Specifies the certificate product and the various options 
Section 3 - Contains the information for the SSL certificate and your company
Section 4 - Includes information about the person requesting the certificate(s)
Section 5 - Provides more details about the 3rd party SSL option


Please fill out all fields of this form and return it to your IBM account support team. Each field is indicated as:
· (M) – Mandatory
· (O) – Optional
· (D) – Optional with Default value. The default value is mentioned for each Field

If you have any questions about the information in this document or the implementation process, please contact your IBM implementation support team


SECTION 1:  COMPLETED BY

(M) Completed by:	 [                     ]  Name of the person completing this form
(M) Date:		 [                     ]  

SECTION 2:  Certificate Provisioning option

(M) – Please select one of the 2 options below

|_| Certificate ordered by IBM on behalf of your organisation.
· Cert will be OV (Organisation Validation type)
· Cert will be signed by Digicert
· Digicert validation process will apply.
· This process happens directly between Digicert and your Organisation. It has 2 parts
· Domain Validation (DV)
· Organisation Validation (OV)
· Once The cert has been ordered by IBM, the Digicert order number will be provided and further information about the validation status / process can be obtained through the Digicert support page: https://www.digicert.com/support

|_| Third party certificate – Provided by the client
· CSR will be created by IBM
· CSR will be sent to the client
· The client will provide the certificate with the CSRs through the CA of its choice
· The client will send the certificates back to IBM
· IBM will upload and deploy the certs

SECTION 3:  Certificate Options

(D) Geographical deployment (select one): 

|X| Global Except China.
	This is the default option
|_| Global Including China (Requires contract upgrade and approval by Chinese authorities)


SECTION 4:  SSL Certificate AND COMPANY INFORMATION

SSL Certificate Information (will appear in the SSL certificate in the web browser)
· (M) Common name (hostname)	[                      ]
Example: control.ibm.com. Upper case characters are not supported
Wildcard are not allowed (i.e. *. verify.mycompany.com)
· (O) Subject Alternate Names (SAN)
Enter all alt-names with either comma or line feed between each if needed.
Wildcard are not allowed (i.e. *.verify.mycompany.com)
[                         ]

· (M) Country Name			[                         ]
· (M) State/Province full name		[                         ]
· (M) Locality/City			[                         ]
· (M) Organization Name (Company)	[                         ]

Company Information (Should match the WHOIS domain record for Common Name of the certificate)
· (D) Company Legal Name		[                         ]
Default value: Same as SSL Certificate Information (Organization Name)
· (M) Street Address			[                         ]
· (D) City				[                         ]
Default value: Same as SSL Certificate Information (Locality/City)
· (D) State/Province			[                         ]
Default value: Same as SSL Certificate Information (State/Province)
· (M) Main Business Phone Number 	[                         ]
· (O) Business Assumed Name		[                         ]


SECTION 5:  REQUESTOR AND APPROVER INFORMATION

This may be used by IBM in case of issues or for certificate renewal
This will be used for Digicert OV callback, if Certificate ordered by IBM on behalf of your organisation has been selected in PART 2
· (M) First name				[                         ]
· (M) Last name				[                         ]
· (M) Telephone Number		[                         ]
· (M) E-mail				[                         ]
The SSL Network Access – Certificates are stored in Akamai. 3rd Party product enables the customer to furnish SSL certificates for deployment on the Akamai Network. The following are important considerations regarding 3rd party certificates:

1.  Private Keys and CSRs
In the 3rd Party SSL process Akamai generates the private key and CSR used for the creation of the certificate. Per Akamai InfoSec policy, under no circumstances does Akamai share the private key with external parties, or conversely accept a private key and/or CSR from customers.

2. CSR and Certificate Conveyance Process
IBM sends the CSR in text format via email to the customer. In turn, the customer has the Certificate signed by the certificate authority of choice. The customer returns the certificate (including the intermediate / roots) to IBM in text format via email. IBM checks the certificate against the CSR, and then schedules the certificate for deployment on the SSL network.

3. CSR Submission as Customer's Agent
For 3rd party certificates, IBM does not submit the CSR directly to the customer's chosen certificate authority. Customers assume full responsibility for submitting the CSR to the certificate authority 

4. Renewal 
60 days prior to the expiry of a 3rd party certificate, Akamai generates a new private key and IBM extends the CSR to the customer. The customer is responsible for the subsequent renewal of the 3rd party certificate per the same provisioning process originally followed
