IBM United States Software Announcement
217-084, dated January 31, 2017

IBM QRadar Watson Advisor serves as a trusted
advisor to security analysts, revolutionizing how they
investigate and respond to threats
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At a glance
IBM QRadar Watson Advisor extends cognitive analytics to the IBM Security
QRadar platform, helping to deliver the following benefits:
(R)

(R)

TM

•

Respond to threats with confidence, at unprecedented speed and scale

•

Help significantly reduce threat triage, investigation, and response time

•

Rapidly interpret structured and unstructured data, extract relationships, and
evaluate supporting evidence with full context, providing recommended actions
and improved decision making
Gain deeper insights by ingesting and understanding extensive data sources,
including human generated data (for example, blogs, websites, research papers)
Bring new insights to the investigation process, automating the tedious tasks of
searching the internet and uncovering hidden threats

•
•

Overview
QRadar Watson Advisor, a new cognitive app that extends cognitive analytics to the
Security QRadar platform, helps security analysts rapidly investigate and respond
to threats. It leverages Watson for Cyber Security's corpus of knowledge, tapping
into unstructured data (including security websites, blogs, research papers, among
others) and correlating with local security incidents. All of this helps to uncover
hidden threats and automate insights for faster response and improved decision
making.
The app enables a security analyst to send a security offense to Watson to perform
threat discovery, using its knowledge base of hundreds of thousands of unstructured
and structured data sources and mapping that back to threat entities related to
the original security offense, such as malicious files, suspicious IP addresses,
rogue entities, and the relationships between them. This is particularly valuable
in determining whether or not a security offense is associated with a known
malware campaign. If so, Watson provides background on the malware employed,
vulnerabilities exploited, and scope of the threat (including additional impacted
endpoints), among other insights.

Key prerequisites
•

An internet connection and a browser
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Planned availability date
•

February 28, 2017

Program number
Program number

VRM

Program name

5737-D17

SaaS

IBM QRadar Watson
Advisor

Education support
IBM training provides education to support many IBM offerings. Descriptions of
courses for IT professionals and managers are on the IBM training website.
Call IBM training at 800-IBM-TEACH (426-8322) for catalogs, schedules, and
enrollments.

Offering Information
Product information is available on the IBM Offering Information website.
More information is also available on the Passport Advantage
(R)
Advantage Express website.

(R)

and Passport

Publications
QRadar Watson Advisor publications are available in IBM Knowledge Center.

Services
Software Services
IBM Software Services has the breadth, depth, and reach to manage your services
needs. You can leverage the deep technical skills of our lab-based, software services
team and the business consulting, project management, and infrastructure expertise
of our IBM Global Services team. Also, we extend our IBM Software Services reach
through IBM Business Partners to provide an extensive portfolio of capabilities.
Together, we provide the global reach, intellectual capital, industry insight, and
technology leadership to support a wide range of critical business needs.
To learn more about IBM Software Services, contact your Lab Services Sales or
Delivery Leader.

Technical information
Specified operating environment
Software requirements
Information about software requirements is available in IBM Knowledge Center.
The program's specifications and specified operating environment information may
be found in documentation accompanying the program, if available, such as a
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readme file, or other information published by IBM, such as an announcement letter.
Documentation and other program content may be supplied only in the English
language.
Such information is provided subject to the following terms. IT system security
involves protecting systems and information through prevention, detection, and
response to improper access from within and outside your enterprise. Improper
access can result in information being altered, destroyed, misappropriated, or
misused, or can result in damage to or misuse of your systems, including for use
in attacks on others. No IT system or product should be considered completely
secure and no single product, service, or security measure can be completely
effective in preventing improper use or access. IBM systems, products, and services
are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other
systems, products, or services to be most effective.
Important: IBM does not warrant that any systems, products, or services are
immune from, or will make your enterprise immune from, the malicious or illegal
conduct of any party.
Planning information
Packaging
This offering is delivered through the internet. There is no physical media.
This program, when downloaded from a website, contains the applicable IBM
license agreement and License Information, if appropriate, and will be presented
for acceptance at the time of installation of the program. For future reference, the
license and License Information will be stored in a directory such as LICENSE.TXT.

Ordering information
This product is only available through Passport Advantage. It is not available as
shrinkwrap.
These products may only be sold directly by IBM or by authorized IBM Business
Partners for Software Value Plus.
More information can be found on the IBM Software Value Plus website.
To locate IBM Business Partners for Software Value Plus in your geography for a
specific Software Value Plus portfolio, go to the Find a Business Partner page.
Product group: IBM Security
Product Identifier Description (PID):
•

IBM QRadar Watson Advisor (5737-D17)

Product Category: QRadar
Passport Advantage
IBM QRadar Watson Advisor (5737-D17)
Part description

Part number

IBM Security QRadar Watson Advisor 100
Events per second per Annum

D1S7FLL

IBM Security QRadar Watson Advisor 100
Events per second Overage

D1S7GLL

Charge metric
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Events per second
Events Per Second is a unit of measure by which the IBM Cloud Service can
be obtained. An Event is an occurrence of a specific event that is processed by
or related to the use of the IBM Cloud Service. Sufficient entitlements must
be obtained to cover the number of Events per second that occurs during the
measurement period specified in Client's Proof of Entitlement (PoE) or Transaction
Document.
Resource Value Unit (RVU)
RVU is a unit of measure by which the program can be licensed. RVU PoEs are based
on the number of units of a specific resource used or managed by the program.
Licensee must obtain sufficient entitlements for the number of RVUs required for
licensee's environment for the specific resources as specified in the program specific
table. RVU entitlements are specific to the program and the type of resource and
may not be exchanged, interchanged, or aggregated with RVU entitlements of
another program or resource. Refer to the program specific RVU table.
Notes:
•

•

Some programs may require licenses for the resources available to and the
resources being managed by the program. In that case, the following applies.
In addition to the entitlements required for the resources used by the program
directly, licensee must obtain entitlements for this program sufficient to cover the
resources managed by the program.
Some programs may be licensed on a managed basis only. In that case, the
following applies. Instead of the entitlements required for the resources used
by the program directly, licensee must obtain entitlements for this program
sufficient to cover the resources managed by the program.

Terms and conditions
The information provided in this announcement letter is for reference and
convenience purposes only. The terms and conditions that govern any transaction
with IBM are contained in the applicable contract documents such as the IBM
International Passport Advantage Agreement, the International Passport Advantage
Express Agreement, the Cloud Services Agreement and associated Service
Descriptions, or the IBM SaaS Terms of Use.
This product is only available through Passport Advantage. It is not available as
shrinkwrap.
Subscription
The IBM International Passport Advantage Agreement and the IBM SaaS Terms of
Use or the IBM Cloud Services Agreement (CSA) and the Service Description govern
your use of this offering.
Technical support
Technical support is provided for IBM SaaS and enabling software, as applicable,
during the subscription period. Any enhancements, updates and other materials
provided by IBM as part of any such technical support are considered to be part of
IBM SaaS or enabling software, as applicable, and therefore governed by the SaaS
Terms of Use or the CSA and associated Service Description. Technical support is
included with IBM SaaS and is not available as a separate offering.
Refer to additional technical support information in the IBM Software as a Service
Terms of Use document for the program.
Terms of Use
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The program's Terms of Use and CSA Service Description document is available on
the Software as a Service terms website.
Limited warranty
If warranted, refer to the warranty as stated in the Terms of Use document or the
Cloud Services Agreement for this offering.
Money-back guarantee
No
Volume orders (IVO)
No
Passport Advantage applies
Yes, information is available on the Passport Advantage and Passport Advantage
Express website.
Software Subscription and Support applies
No
Other support
Appliance support under Passport Advantage
System i Software Maintenance applies
No
Variable charges apply
No
Educational allowance available
Not applicable.

Statement of good security practices
IT system security involves protecting systems and information through prevention,
detection, and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, or
misappropriated or can result in misuse of your systems to attack others. Without a
comprehensive approach to security, no IT system or product should be considered
completely secure and no single product or security measure can be completely
effective in preventing improper access. IBM systems and products are designed to
be part of a lawful, comprehensive security approach, which will necessarily involve
additional operational procedures, and may require other systems, products, or
services to be most effective.
Important: IBM does not warrant that any systems, products, or services are
immune from, or will make your enterprise immune from, the malicious or illegal
conduct of any party.
IBM United States Software Announcement 217-084

IBM is a registered trademark of International Business Machines Corporation

5

Prices
Passport Advantage
For Passport Advantage information and charges, contact your IBM representative
or authorized IBM Business Partner for Software Value Plus. Additional information is
also available on the Passport Advantage and Passport Advantage Express website.
IBM Global Financing
IBM Global Financing offers competitive financing to credit-qualified customers to
assist them in acquiring IT solutions. Offerings include financing for IT acquisition,
including hardware, software, and services, from both IBM and other manufacturers
or vendors. Offerings (for all customer segments: small, medium, and large
enterprise), rates, terms, and availability can vary by country. Contact your local
IBM Global Financing organization or go to the IBM Global Financing website for
more information.
IBM Global Financing offerings are provided through IBM Credit LLC in the United
States, and other IBM subsidiaries and divisions worldwide to qualified commercial
and government customers. Rates are based on a customer's credit rating, financing
terms, offering type, equipment type, and options, and may vary by country. Other
restrictions may apply. Rates and offerings are subject to change, extension, or
withdrawal without notice.
Trademarks
Watson is a trademark of IBM Corporation in the United States, other countries, or
both.
IBM, QRadar, Passport Advantage, System i and Express are registered trademarks
of IBM Corporation in the United States, other countries, or both.
Other company, product, and service names may be trademarks or service marks of
others.
Terms of use
IBM products and services which are announced and available in your country
can be ordered under the applicable standard agreements, terms, conditions,
and prices in effect at the time. IBM reserves the right to modify or withdraw this
announcement at any time without notice. This announcement is provided for your
information only.Additional terms of use are located at
Terms of use
For the most current information regarding IBM products, consult your IBM
representative or reseller, or visit the IBM worldwide contacts page
IBM United States
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