
QRadar Forum Migration & 
WinCollect
IBM SECURITY SUPPORT OPEN MIC

Reminder: You must dial-in to the phone conference to listen to the panelists. 
The web cast does not include audio.

USA toll-free: 866-803-2145 USA toll: 1-210-795-1099

Participant passcode: 3192123

Slides and additional dial in numbers:  http://ibm.biz/forumswincollect

NOTICE: BY PARTICIPATING IN THIS CALL,  YOU GIVE YOUR 

IRREVOCABLE CONSENT TO IBM TO RECORD ANY STATEMENTS THAT 

YOU MAY MAKE DURING THE CALL,  AS WELL AS TO IBM’S USE OF SUCH 

RECORDING IN ANY AND ALL MEDIA, INCLUDING FOR VIDEO POSTINGS ON 

YOUTUBE. IF YOU OBJECT, PLEASE DO NOT CONNECT TO THIS CALL.September 1, 2016
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Panelists

• Jamie Wheaton – Team Lead / Product Owner WinCollect

• Michael Hume – Team Lead, QRadar Integrations

• Chris Collins – QRadar Integration L3 Engineering

• Keith Degrace – Software Developer WinCollect

• Stephen Crawford – Software Engineer WinCollect

• Josh Ryan – Software Developer WinCollect

• Curt Wolfson – QRadar Support Knowledge Engineer

Presenter: Jonathan Pechta – Support Technical Writer / Support Content Lead

Moderator: Jack Cam – Support Manager

Assisting: Michael Hunt – Support Knowledge Co-op student



Announcements



4 IBM Security

QRadar 7.2.8 – Future API Changes

 QRadar 7.2.8 introduces V7.0 endpoints

 API 4.0 will be removed

 APIs 5.0 and 5.1 will be marked as 
deprecated

Note: A 2nd Open Mic event is scheduled
for September 15th to discuss QRadar 
7.2.8 features.

QRadar Support Knowledgebase

 A new master tech note was 
released that contains links to all 
support content currently published. 
As we work on new articles, this 
page will be refreshed to include 
new content.

Where?
http://ibm.biz/qradarknowledge

http://ibm.biz/qradarknowledge


Agenda
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QRadar 7.2.7 Feature Discussion Agenda

 Announcements

 QRadar Support Forum Migration

 WinCollect 7.2.4 Discussion

 Questions / general discussion



Customer Support Forum 
Migration
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dW Answers – The new forum direction for QRadar Support

Why the change?

• #1 answer is search performance and finding answers faster. In the existing forum, you had to search by forum group 

or use Google to search “QRadar developerworks <keywords>”. dW Answers has a global search that combines tags 

with keyword searches.  

• IBM Security QRadar support is 

now focusing on dW Answers 

participation

• dW Answers uses a Q&A 

model, focused on finding 

answers to questions, rather 

than general discussion.

• More flexible

• More integrated

• More interactive

• More rewarding

• More responsive

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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dW Answers – Flexible

dW Answers uses tags to help categorize – flexible, simple, short, relevant, and easy to understand

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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dW Answers – Integrated 

Questions and comments on support content (tech notes & APARS) are not connected with dW Answers to 
get ask questions of information written by support teams.

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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dW Answers – Interactive

dW Answers offers a number of ways to work with the questions and answers

• Accept answers

• Like questions, answers, comments

• Reward contributors

• Share your findings

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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dW Answers – Rewarding

dW Answers users gain Reputation, Followers, visibility

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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dW Answers – Responsive

• Use your normal IBM ID

• Follow specific tags

• Configure notifications

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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dW Answers – Get involved!

• Ask questions

• Answer questions

• Share your expertise

• Call on other community members for help. 

To reach out to another user via their user name,

use @<username> 

• You can use up to 8 tags in your question, however

every tag must include QRadar.

Required tag: qradar

Suggested addon tags: 

WinCollect, 

custom property,

rules,

troubleshooting,

installation,

etc

A larger number of tags exist in dW Answers already

As you gain reputation, you can create your own tags. 

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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Markdown Syntax and formatting questions
The dW Answers user interface has a standard text editor interface, however, the backend is driven 
using Markdown Syntax.

Users familiar with Reddit and other online forums might already be familiar with Markdown syntax, 
which is used to format posts. dW Answers also uses Markdown for formatting questions and responses. 

Here are some examples: 

For bulleted lists, use * or + or -, but they must all be the same character in a column together:
* list item 1    • list item 1
* list item 2    • list item 2

For headings, use:
# for heading 1, titles for largest font
## for heading 2, secondary titles
### for heading 3

To bold text, use ** for example: **this is bold** = this is bold

Ordered lists, just use numbers, for example:
1. 
2. 
3. 

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar
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Forum Migration Plans and what you need to know

In September, we will begin our migration. As questions come in to the existing forum, starting in mid-September 

users who ask questions in the old forums will have their answers completed in dW Answers and we will link to 

the answer in the new forum. 

• How does this affect me?

For example, a users a question in the old forum we will not ignore it. 

“How do I configure remote polling with stand-alone WinCollect?”

Our answer will be: 

“Your answer is posted over in our new forums. See <link>. If you have follow-up questions, sign in using your 

IBM id to dW Answers to create an account as ask. 

• Will old content still be visible in the old forums? 

Yes, we plan to do a little forum cleanup for some old content, however, very few posts will be removed. 

• Can I still continue to use the old forums?

You can ask questions in the old forums until mid-September. Any posts after today will include a footer 

reminding users about the new forum. 

https://ibm.biz/qradarforums OR https://developer.ibm.com/answers/questions/ask/?topics=qradar

https://ibm.biz/qradarforums
https://developer.ibm.com/answers/questions/ask/?topics=qradar


WinCollect 7.2.4
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Overview of Windows Collection Options

Console

Syslog events port 

514

ETHx

Event Processor

(EP) (16xx)

Event Processor (EP) (16xx)

Configuration polling port 8413

Managed WinCollect agent

Stand-alone WinCollect

Syslog events port 

514

ETHx

MSRPC Protocol

Note: QRadar also supports Snare, Balabit IT Security, and other third-party software options.

Event Processor (EP) (16xx)

Event collection

Event collection

Event collection

Configuration Console to manage log sources



19 IBM Security

WinCollect Upgrade Paths
Minimum 

QRadar version:

Current Agent 

version:

Step 1 Step 2 Requirements

QRadar 7.0 MR5 7.0 No upgrade path. WinCollect 7.0 is the only version available for QRadar appliances at 

QRadar 7.0 MR5. An upgraded QRadar deployment is required. 

QRadar 7.1 MR2 

Patch 1 or above
7.1.0 No upgrade path. WinCollect 7.1.0 requires an RPM and agent install. The Agent RPM on 

the Console must be installed before the administrator installs EXE files on the Windows 

host. See: http://www.ibm.com/support/docview.wss?uid=swg21698127

7.1.1 7.1.2 **7.2.2 ** Ensure Port 443 & 8413 is open between the Console and 

the agent BEFORE you download and install the agent RPM 

on the Console from IBM Fix Central. Ensure that Enable 

Automatic Updates for the agent = true.

 QRadar 7.1 

MR2 Patch 1 or 

above

 QRadar 7.2.0 or 

above

7.1.2 **7.2.2-2 ** Ensure Port 443 & 8413 is open between the Console and the agent 

BEFORE you download and install the agent RPM on the Console from IBM 

Fix Central. Ensure that Enable Automatic Updates for the agent = true.

ALWAYS install the QRadar appliance software (SFS) before installing the 

EXEs on the Windows host. This prevents AES encryption key errors. 

7.2.0

7.2.1

7.2.2

7.2.2-1

7.2.2-2 As WinCollect 7.2.0 is installed, port 8413 should be open. Ensure ‘Enable 

Automatic Updates’ for the agent = true. 

ALWAYS install the QRadar appliance software (SFS) before installing the 

EXEs on the Windows host. This prevents AES encryption key errors. 

 QRadar 7.2.0 or 

above
7.2.2-2 Upgrades to

7.2.3

or 7.2.4

A base required to upgrade to WinCollect 7.2.3 or 7.2.4 is WinCollect 7.2.2-

2. If you are on an older version, you should consider upgrading to the latest 

WinCollect version before QRadar 7.3. 

http://www.ibm.com/support/docview.wss?uid=swg21698127
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What’s new in WinCollect 7.2.4?

 A new an improved installer will make installs easier and take the guesswork out of 

command-line installations.

 Stand Alone Mode installer supports log source autocreation

 New plug-in: DNS Debug is now available

 Updated plug-in: NetAPP DataONTAP for v8.3 (.EVTX file support)

 TLS Syslog support for TLS v1.0, TLS v1.1, and TLS v1.2

 New uninstaller cleans up files or can preserve configurations for reinstalls

 Simplified version numbers for filenames



WinCollect 7.2.4 Managed Installer
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WinCollect Installer Updates
The new installer now includes separate procedures for Managed vs Stand Alone mode.
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WinCollect Installer Updates
Managed installation configuration options in the updated WinCollect 7.2.4 installer.
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WinCollect Installer Updates
Automatic log source configuration options. By default, the computer name is populated in the 

Log Source Name field.
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WinCollect Installer Updates
Log source tuning parameters.
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WinCollect Installer Updates
New Heartbeat Parameters screen for configuring the Syslog Status Server and the interval at 

which the agent sends LEEF Syslog heartbeat messages. This is disabled for Managed mode 

installations.
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WinCollect Installer Updates
New summary screen allows you to review your parameters and provides you the command line 

installation text that can be modified and reused for other installs.



WinCollect 7.2.4 Stand Alone Installer
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WinCollect Installer – Stand Alone Mode
A new Stand Alone installation mode provides new options for administrators. 



30 IBM Security

WinCollect Installer – Stand Alone Mode
A new Stand Alone installation mode now allows a log source and destination to be specified.
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WinCollect Installer – Stand Alone Mode
The Stand Alone option provides a method to define a destination at installation time.
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WinCollect Installer Updates
Log source tuning parameters.
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WinCollect Installer Updates
New Heartbeat Parameters screen for configuring the Syslog Status Server and the interval at 

which the agent sends LEEF Syslog heartbeat messages.

<13>Nov 30 11:01:46 192.168.XXX.XX1 LEEF:1.0|IBM|WinCollect|7.2|2|src=192.168.XXX.XX1 

dst=192.168.XXX.XX2 sev=3 log=Code.SSLConfigServerConnection msg=ApplicationHeartbeat
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WinCollect Installer Updates
New Heartbeat Parameters screen for configuring the Syslog Status Server and the interval at 

which the agent sends LEEF Syslog heartbeat messages.

wincollect-7.2.4-86.x64.exe /s /v"/qn INSTALLDIR=\"C:\Program Files\IBM\WinCollect\" LOG_SOURCE_AUTO_CREATION_ENABLED=True 

LOG_SOURCE_AUTO_CREATION_PARAMETERS=""Component1.AgentDevice=DeviceWindowsLog&Component1.Action=create&Component1.

LogSourceName=CA0D0744&Component1.LogSourceIdentifier=Test_JP&Component1.Dest.Name=QRadarEP2&Component1.Dest.Hostname=17

2.16.77.35&Component1.Dest.Port=514&Component1.Dest.Protocol=UDP&Component1.Log.Security=true&Component1.Log.System=true&Comp

onent1.Log.Application=true&Component1.Log.DNS+Server=false&Component1.Log.File+Replication+Service=false&Component1.Log.Directory+S

ervice=false&Component1.RemoteMachinePollInterval=3000&Component1.EventRateTuningProfile=Default+(Endpoint)&Component1.MinLogsToP

rocessPerPass=100&Component1.MaxLogsToProcessPerPass=150"""



WinCollect 7.2.4 Uninstaller
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WinCollect Installer Updates
New summary screen allows you to review your parameters and provides you the command line 

installation text that can be modified and reused for other installs. 

Removing files cleans up all data that is in %ProgramData%\WinCollect



WinCollect 7.2.4 TLS Syslog Update
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TLS Syslog Update

Administrators might notice that the install_config.txt file contains new parameters to control the 

minimum and maximum TLS Protocol version that WinCollect is allowed to use. 

ApplicationIdentifier=CA0D0744

ConfigurationServer=

ConfigurationServerPort=8413

ConfigurationServerMinSSLProtocol=TLSv1

ConfigurationServerMaxSSLProtocol=TLSv1.2

StatusServer=172.16.77.35:514

ApplicationToken=

BuildNumber=86



WinCollect 7.2.4 Custom LEEF 
Heartbeat Messages
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WinCollect Custom LEEF Heartbeat Messages

Another change that is new is to add a unique payload value to a WinCollect heartbeat LEEF status 

messages. These heartbeat messages have been improved to contain both the operating system (os=) 

with build information and the source computer name (src=) to more easily identify the computer sending a 

heartbeat message.

To create a custom heartbeat message:

1. Log in to a Windows host with WinCollect 7.2.4 installed.

2. Navigate to C:\Program Files\IBM\WinCollect\config

3. Create a text file named heartbeat_custom.props.

4. Add unique heartbeat values as name value pairs, one pair per line of the properties file.

Example:

function=domaincontroller

region=US

building=2

<13>Jul 22 15:02:48 CA0D0744 LEEF:1.0|IBM|WinCollect|7.2.4.86|2| src=SERVER-03 

os=Windows 10(Build 10240 64-bit)dst= sev=3 log=Code.SSLConfigServerConnection

function=domaincontroller region=us building=2 msg=ApplicationHeartbeat
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WinCollect Custom LEEF Heartbeat Messages

Restrictions:

• You cannot use reserved LEEF keys from the predefined event values list:

• srcPort

• src

• usrName

• srcMAC

• dst

• identSrc

• vSrc

• accountName

• srcBytes

• Etc… See the LEEF Guide for the complete list: http://ibm.biz/leefv2guide

• Special characters are not allowed, such a =  |  [  ]  {  }  <  >  /  \ ‘   “

• The property file cannot exceed 10KB.

• Custom entries must be alpha-numeric values and not contain spaces. 

Example:  function=domain controller is bad

function=domaincontroller is acceptable

• Multiple white spaces are reduced to a single space.

http://ibm.biz/leefv2guide
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