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Announcements
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QRadar Open Mics – Coming soon

 QRadar Open Mic #22: Vulnerability & Risk Management with QRadar (March 8th)

 QRadar Open Mic #23: QRadar 7.3 Feature Discussion (Live – March 21st) 

To subscribe to the newsletter, send an email to isssprt@us.ibm.com with: snl subscribe 
SecIntel in the subject line. 

In a future newsletter, we are going to send a survey of topics for customers to set the 
schedule for the rest of the open mics in 2017. The goal is to come up with a list of 
topics customers want to see for the remainder of the year and schedule these sessions.

Make sure you are signed up for the QRadar Support Newsletter to participate in this 
survey!

QRadar forums

Reminder that we have a new forum at 
http://ibm.biz/qradarforums.

This is a great place to get questions 
answered from support, developers, and 
other QRadar users and administrators. 

mailto:isssprt@us.ibm.com?subject=ste subscribe SecIntel
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User Behavioral Analytics – Early Access Program (Next Generation App)

Requirements:

• QRadar 7.2.7 or above.

• 64 GB of RAM on the QRadar Console or All-in-One appliance.

• LDAP or Active Directory is recommended 

• Users with existing UBA experience is recommended 

Benefits:

• New insights in to Individual behavioral models for the 2,000 most risky users, generated using machine 

learning algorithms (MLA).

• Work directly with IBM development to tune and customize ML algorithms to their environment to leverage the 

next generation of the UBA application.

• Ability to influence the direction of the next generation of UBA algorithms.

• One-on-one time with QRadar UBA developers and product management to give feedback and ask for 

features!

What's expected from you:

• Applicants must fill out the EAP form and return it to Milan Patel (milpatel@us.ibm.com).

• Time commitment of approximately 1 hour per week to test/tune the application.

• 30 minutes for a call with IBM team for feedback, questions, and discussion.

Timeline:

Starts on February 6th, 2017 and the program last 4 weeks.

If interested, see this forum post: http://ibm.biz/ubabeta



Updating QRadar to 7.2.8



7 IBM Security

Why QRadar 7.2.8?

New apps that extend the functionality for QRadar are leveraging new SDK features and options 

that make them only compatible with QRadar 7.2.8. 

These apps are tagged for compatibility with QRadar 7.2.8 on the IBM Security App Exchange: 

 QRadar Advisor with Watson

 Qualys App for QRadar

 IBM QRadar Operations (Early Access)

 BluVector Cyber Hunting

ESR (Extended Service Release)

As we move forward with new software releases, such as QRadar 7.3.0 (coming soon), this release 

will shift our Extended Service Release (ESR) from QRadar 7.2.7 to QRadar 7.2.8. Meaning that 

issues and vulnerabilities are released for the ESR version and not older product versions. 

Coming soon

QRadar 7.2.8 Patch 4. Keep your eye out on the forums and for information on this release. This is 

a big update (35 APARs resolved) and a recommended update from QRadar Support. 

QRadar 7.2.8 Patch 4 is the recommended release for QRadar Advisor with Watson; however, any 

version of QRadar 7.2.8 is supported.
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QRadar Software Release Frequency

QRadar releases generally follow the following schedule:

1. Major releases / maintenance releases

Major releases, such as 7.2.7 -> 7.2.8 are typically released approximately 3 times a 

year. Major releases are the only release type that contains new QRadar features.

For QRadar 7.3.0, only an ISO file is being issued to upgrade customers from 7.2.8 

Patch 1 to QRadar 7.3.0. 

Correction: WinCollect 7.2.5 is a NEW baseline requirement for QRadar 7.3.0. 

Administrators with managed agents must have WinCollect 7.2.5.

2. Fix Pack Updates

Patches to major releases are scheduled approximately every 4-6 weeks to resolve 

issues. Patches can contain a number of fixes reported in the field and can be released 

for our current QRadar versions, such as QRadar 7.1 or QRadar 7.2. 

3. Interim fixes 

Interim fixes are released as required, but only for the latest software version. For 

example, if the latest QRadar software version is 7.2.3 Patch 1, then the interim fix 01 

can only be applied to 7.2.3 Patch 1. 



9 IBM Security

Upgrading to QRadar 7.2.8 (any patch level)

The 7.2.8 Patch 3 fix pack can upgrade QRadar 7.2.4 (7.2.4.983526) and later to the latest software 

version. However, this document does not cover all of the installation messages and requirements, such as 

changes to memory requirements or browser requirements for QRadar. 

What is the baseline version to get to QRadar 7.2.8?

QRadar 7.2.4 is the minimum version to be able to upgrade to QRadar 7.2.8 (any patch level). 
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Let’s talk about updating QRadar deployments

There are two methods of upgrading a deployment:

1. Using an SFS file and selecting the “All” option.

The “All” option installs the patch to the Console, then updates each appliance in the network 

one at a time.

- Pros: Systems are only patched one at a time, easy method to update a deployment.

- Cons: Large deployments can take time to update, not knowing when a specific host is 

patched. 

2. Install the SFS on the Console, then copy the SFS file to all appliances and install the patch 

locally.

- Pros: All hosts after the Console are updated simultaneously, least amount of overall 

downtime.

- Cons: More difficult to deploy, no master summary for issues as each system must be 

verified that the patch completed successfully. 

Full Support Article here: http://ibm.biz/qradarupdate
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Question: Why not launch all installs in parallel?

Patching in parallel, instead of in series like how “Patch all” works right now for managed hosts to 

speed up installations is being worked on in development. 

As a summary of the discussion:

1. Patch all - is a fire and forget method of updating an entire deployment, but it is not the 

fastest method. The Console is patched, then the system walks through patching the 

deployment in series. 

2. Parallel updates – is the fastest method of updating a deployment.  Administrators of large 

deployments or regionally separated deployments can manually copy the SFS file to all 

appliances using SCP. Run the Console installation first and when complete, run installs 

from the local SFS in parallel on managed hosts to update all other appliances.  
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Patches and error messages

When a system is updated, there are 3 possible error messages that can be displayed in the 

summary. 

1. Success – The patch was successful and no issues were detected.

2. Success (with errors) – The patch installed properly, however, the system detected an issue 

during the install. 

3. Failed – The patch failed to install on an appliance. RPM dependency issues can cause a patch 

to fail. 

What to do next: 

Anytime you experience a success 

(w/errors) or failed patch you should contact 

QRadar Support. 

Before opening a ticket, you must run 

Collect Log Files from the System and 

License Management Screen or from the 

command line, type: 

/opt/qradar/support/get_logs.sh –s
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Common questions about QRadar updates

1. Does the upgrade order matter when I apply a patch to my system?

Yes, you must always upgrade the Console first. After the Console is upgraded, the order 

that patches are applied is no longer a concern. 

2. Is there a minimum amount of disk space required for a patch?

As a general rule of thumb, a system should have enough space equivalent to twice the size 

of the fix pack in the root directory. 

If the system does not have enough disk space to install the fix pack, the appliance is 

bypassed and a summary details which managed hosts were installed successfully and 

which were unsuccessful.

3. How much memory is required to update my software? 

The QRadar Upgrade Guides cover the memory requirements. The requirements are based 

off of the the appliance type that you are attempting to upgrade. Administrators who intend to 

update their deployment should review the memory requirements before they start an 

upgrade. 



QRadar Advisor with Watson 
Pre-requisites
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Configuration Pre-Requisites

QRadar 7.2.8 (any patch level) is required. 

QRadar Support recommends all QRadar Advisor w/Watson users install QRadar 7.2.8 Patch 4 (coming 

soon).

 You must Enable X-Force Threat Intelligence Feed in QRadar 7.2.8 in your QRadar System Settings.

 You must generate an authorized service token in QRadar for the application.

 Internet access is required.

 A secure proxy can be configured (if required)

 Submit an IBM® X-Force® Exchange authorization key for the QRadar Advisor with Watson app.

 Create an authorized and limited access service token for the QRadar Advisor with Watson application.

Map custom properties from QRadar to the QRadar Advisor with Watson application property names.



QRadar Advisor with Watson:

Installation & Configuration
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Common questions about QRadar updates

All QRadar apps must be downloaded from the IBM Security App Exchange:

https://exchange.xforce.ibmcloud.com/hub

https://exchange.xforce.ibmcloud.com/hub/
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Downloading QRadar Advisor with Watson

NOTE: You must have an IBM ID to download any 

application from the IBM Security App Exchange. 

Guests are allowed to browse the site and view data, 

but cannot download applications. 

Registration for IBM IDs is free.
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Installing QRadar Advisor with Watson

The QRadar Advisor with Watson application installs just like any other QRadar 

application using the Extension Management interface. You must be a QRadar 

administrator to install any application.

Question: I was part of the QRadar Advisor with Watson beta, how do I proceed when 

the application is officially released?
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Installing QRadar Advisor with Watson – Extension Management



Configuring a Secure Proxy 
Server

© 2017 IBM Corporation
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Installing QRadar Advisor with Watson – Proxy Requirements

During the configuration of the 

QRadar Advisor with Watson 

application, administrators will be 

prompted to enter proxy 

information. 

NOTE: This proxy is built in to the 

application. You must fill out this 

proxy information, event if you have 

proxy information setup in the 

QRadar Auto Update interface.



Submitting an authorization 
Key

© 2017 IBM Corporation
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QRadar Advisor with Watson: X-Force API Key

Another reason that customers are required to log in 

with an IBM ID is that the application leverages your 

X-Force API key, which is required as part of the 

application configuration. 
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QRadar Advisor with Watson: X-Force Credentials

Specify your X-Force Exchange

API credentials to submit 

offense data for analysis by 

Watson.



License Terms & Agreement

© 2017 IBM Corporation
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QRadar Advisor with Watson: License Terms



Create a Security Token

© 2017 IBM Corporation
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QRadar Advisor with Watson: Authorized Service Token

An administrator must create an 

authorized service token that 

includes:

- User Role: Admin

- Security Profile: Admin 

A limited authorized service 

token is also required (next 

slide)

NOTE: A QRadar Deploy must take place to ensure the Authorization Token is recognized by the application
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NOTE: A Deploy Changes is required after 

a User Role is created.

QRadar Advisor with Watson: Limited Authorized Service Token

A limited authorized service tokens 

requires:

• Offenses (all user options)

• Log Activity         (all user options)

• Network Activity (all user options)

NOTE: If you are using domains and the 

Security Profile is not admin, you must 

include Offenses, Log Activity, Network 

Activity, and also include the ability to see 

all domains.
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QRadar Advisor with Watson: Authorized Service Token

Enter both the Admin token 

and the limited access token in 

to the QRadar Advisor with 

Watson configuration screen.



Retention of Analyzed Results

© 2017 IBM Corporation
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QRadar Advisor with Watson: Data Retention

Administrators have the option 

to specify how long the 

analysis data is retained on 

the XFE / Watson site. 

After the number of days 

specified is reached, analysis 

data older than this date is 

automatically purged from the 

site. 

Common questions:

• What else do I need to 

know about analysis data 

that is offsite? 

• Does IBM use this data for 

other purposes?



Mapping Custom Properties

© 2017 IBM Corporation
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QRadar Advisor with Watson: Data Retention

Administrators must select what 

custom property and other data 

they feel is important for 

analysis should go to Watson. 

This allows administrators to 

specify what data is sent for 

analysis.

Common question:

What types of data make good 

candidates for Watson 

analysis?
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QRadar Advisor with Watson: Configuration is complete!

To send Offenses to Watson for analysis, 

a new button is added in QRadar to the 

Offense details screen.

After the QRadar Advisor app is installed, 

this button will be visible in the user 

interface.



QRadar Advisor with Watson:

Demonstration



More Information
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• QRadar Advisor Forums (forum tag = qradar-watson):

https://developer.ibm.com/answers/topics/qradar-watson.html

• QRadar Advisor Landing Page (QRadar App Developer Center):

- Documentation

- Forum links

- Troubleshooting information

- Videos

- and more…

https://developer.ibm.com/qradar/advisor (Coming very soon!)

• QRadar Support: http://ibm.biz/qradarsupport

(Installation troubleshooting. General QRadar Advisor questions should go to 

the forums for all support, development, and other users to see)

QRadar Advisor with Watson: Getting more information

https://developer.ibm.com/answers/topics/qradar-watson.html
https://developer.ibm.com/qradar/advisor
http://ibm.biz/qradarsupport
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