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Update on bundling rules -
automatic and manual

IBM® LICENSE METRIC TOOL AND IBM BIGFIX® INVENTORY SUPPORT OPEN MIC

To hear the WebEXx audio, select an option in the
Audio Connection dialog or by access the
Communicate > Audio Connection menu option. To
ask a question by voice, you must either Call In or
have a microphone on your device.

You will not hear sound until the host opens the

audio line.

For more information, visit:
http://ibm.biz/WebExOverview_SupportOpenMic

NOTICE: BY PARTICIPATING IN THIS CALL, YOU GIVE YOUR

IRREVOCABLE CONSENT TO IBM TO RECORD ANY STATEMENTS THAT
29 August 2018 YOU MAY MAKE DURING THE CALL, AS WELL AS TO IBM'S USE OF SUCH

RECORDING IN ANY AND ALL MEDIA, INCLUDING FOR VIDEO POSTINGS
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T T T T T '
.&M —— e l-;J-..

Hilton London Metropole
November 5 -9, 2018

Conference fee: €495
(includes breakfast/ lunch/ PM breaks + receptions)

Deep-dive learning for experienced
users of one of these products:
IBM BigFix = IBM QRadar
IBM Guardium = IBM Resilient

« IBMi2 « IBM AppScan / ASoC
« IBM Security Access Manager (ISAM)

= IBM Identity Governance & Intelligence (IGI)

Why Attend?

1. Access to experts who build, deploy, and support your
Security products every day.

2. Network and share with like-minded peers.

3. Learn about functionality you may not be taking
advantage of today.

4. Explore use cases featuring your Security product.

5. Enhance your resume when you earn a Master Skills
IBM Digital Badge credential.

Learn more & Register:




Panel

Presenter: Les Popow — ILMT/BFI L2 Support

Panelist: Khalid Yahya — ILMT/BFI L2 Support
Panelist: Sherrie Clarke — ILMT/BFI L2 Support

Host: Beth McCawley — Knowledge Manager, IBM Security Support
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Goal of session

» To cover the ILMT/BFI process of Software Bundling dealing with both the automated and manual
aspects of the process.

« To outline the reasons that bundling is required, as well as the steps necessary to make it as accurate
as possible.

« To share the Zen of Bundling
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Agenda

* Intention / purpose of bundling
+ Before you bundle
»  Automated bundling

« Software Classification
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Intention / purpose



Intention / purpose of bundling

- To allow ILMT reports to correctly reflect the Software installed

« Bundling is based on:
installation
— usage (what it is being used for / what it is supporting - not whether or not it is running)

Bundling is not done to reflect or agree with licenses.

Bundling is ALWAYS required.
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Before you bundle



Before you bundle

As many of your endpoints as possible should be enabled.

Fixlets need to be successfully run.
Install or Upgrade Scanner

— Catalog download
Initiate Software Scan
Upload Software Scan Results

Not required for bundling, but needed to judge results.
Set up VM Manager connection and scanning
— Run Capacity Scan and Upload Results Fixlet

Part numbers should be imported from IBM PassPort Advantage (optional but recommended).

Data Import must be run.

9 IBM Security



Automated Bundling



Automated Bundling

 After a component is discovered, it undergoes the process of automated bundling.

During the process, bundling rules are applied to discover possible component-product relations.
Each relation is evaluated and assigned an internal score.

The component is assigned to the product with the highest score.

+ If the discovered component belongs to the product and license metric assigned during automated
bundling, you can confirm the assignment.

Otherwise, assign the component to a different product or license metric so that the relation reflects
your entitlement, and confirm it.

If the assignment is not confirmed, it might be automatically changed.

It might happen when a new software catalog is uploaded or when a different product is suggested as
the best bundling option based on the new results of automated bundling.

+ As long as there is more than one possible bundling option, ILMT cannot be 100% sure that this is the
correct option regardless of how obvious it may appear.
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Automated Bundling

When the automated bundling task runs, it determines the best bundle connections to all unconfirmed product instances.

If the newly calculated bundles have a higher level of confidence than the current product bundles, automated bundling
rebundles those product instances to the new product with the best match.

In the vast majority of cases, subsequent automated bundling runs calculate the same level of confidence for most or even
for all of the unconfirmed product instances.

However, from time to time, especially in large environments with a large percentage of unconfirmed instances where it can
actually happen frequently, the newly calculated confidence level can turn out to be higher than the old one.

In this case, the software instance is rebundled.

The most common reasons why automatic bundling is able to rebundle some old unconfirmed product instances are:

« Import of a new set of part numbers
« Import of a new software catalog

+ After manual rebundling or manual confirmation of one product instance, other unconfirmed product instances can be
better bundled by using partition or infrastructure collocation rules

+ Detection of a new simple software component (a component that can be assigned to only one product) by agents might
also change the calculations for other unconfirmed instances due to partition or infrastructure collocation automated
bundling rules.

However, automated bundling does NOT replace the manual work that must be done to confirm or rebundle all

unconfirmed product instances. The confidence level that is calculated by automated bundling is intended to
facilitate manual bundling by providing the best potential bundling options for all unconfirmed product instances.
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Automated Bundling: Bundling Rules

9.2.5 Bundling tags

This rule assigns a component to the product and license metric that are represented by the part number listed in the bundling tag.
The tag is placed on the computer where the component is installed which allows for assigning the specific instance of the component
to the right product and license metric.

Part numbers

This rule uses part numbers that you upload to License Metric Tool to narrow down the list of products and license metrics to which a
component can be assigned to the ones that you purchased.

Partiti llocati

This rule discovers components that are installed on the same partition, and are related to the same product in the software catalog.

Infrastructure collocation
This rule discovers components that are installed in the same infrastructure, and are related to the same product in the software

catalog.
The search does not include the computer on which the component is installed.

nd-alone pr di v

This rule identifies all products to which a component can be assigned and chooses the product for which the fewest components are
listed in the software catalog.
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Automated Bundling
a.k.a. — Software Classification



Software Classification - Overview Widget

g
IBM Software Classification

88 Completed (70%)
37 Pending (30%)

Go to Software Classification

) The part numbers file for computer group All Computers has not been
imported yet.
If a new part numbers file is available, upload this file.
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Demonstration:
Software Classification



Questions for the panel
Now is your opportunity to ask questions of our panelists.

To ask a question now:

Raise your hand by clicking Raise Hand. The Raise Hand icon appears next to your name in the
Attendees panel on the right in the WebEx Event. The host will announce your name and unmute
your line.

or

Type a question in the box below the Ask drop-down menu in the Q&A panel.
Select All Panelists from the Ask drop-down-menu.

Click Send. Your message is sent and appears in the “My Q&A” panel. |° .
- My OQRAIY)

To ask a question after this presentation:

You are encouraged to participate in the dW Answers forums:
https://developer.ibm.com/answers/topics/ilmt/

https://developer.ibm.com/answers/topics/bigfix-inventory/
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Where do you get more information?

Questions on this or other topics can be directed to the IBM Developer Answers forum:
h J/devel r.ibm.com/answers/index.htmi

More information:
Security Learning Academy: http://ibm.biz/SecLearningAcademyILMT

*  Prior Bundling Open Mic (7 Feb 2018): https://youtu.be/hkwC6dq6QSk
IBM Knowledge Center:
https://www.ibm.com/support/knowledgecenter/SS8JFY 9.2.0/com.ibm.Imt.doc/welcome/LMT_ welcome.html

Useful links:

Get | with IBM S ity S
IBM My Support  Sign up for "My Notifications”
FREE learning resources on the Security Learning Academy

Ibm.com/security/community
Follow us: You

www.youtube.com/user/IBMSecuritySupport twitter.com/askibmsecurity
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€ SecurityLearningAcademy.com

@ securityintelligence.com

@ xforce.ibmcloud.com

@ ibm.com/security/community

© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided
AS IS without warranty of any kind, express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and
represent only goals and objectives. I1BM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation,
in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper
access from within and outside your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in
damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be
part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or
services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the
malicious or illegal conduct of any party.



