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`XN<:

Z 193D:>}:(}Z,; IBM i OhC=v DNS ~qw4Vn@p=OD DNS;

K>}hfK;vr{53 (DNS) ~qw,C~qwZ@p=OKP,T#$Z?}];awrrXx,x

JmZ?C'CJrXxOD}]#KdC(}Z,; IBM i =(OhC=v DNS ~qw45VK#$#

Z 243D:f.2+k);

r{53 (DNS) a)K2+T!n,T^Fb?T~qwDCJ#

r{53J4G<

J4G<C4f"PXr{M IP X7D}]#zIT9CJ4G<iRm4/@ IBM i Yw53y'VDJ

4G<#

DNS xr}]bIJ4G</OiI#?vJ4G<8(PXX(TsDE"#}g,X73d (A) G<+

wz{3d= IP X7,xfriR8k (PTR) G<r+ IP X73d=wz{#~qw9Cb)G<4&p

TdxrPDwzDi/#PX|`E",k9CBm4i4 DNS J4G<#

":I\Qy] BIND D5D|DZJ4G<iRmPmSr}%Ku?#xR,Km"GG BIND PP>

DyPJ4G<Dj{Pm#

m 1. J4G<iRm

J4G< u4 hv

X73dG< A A G<8(KwzD IP X7#A G<

C4bvTX(r{D IP X7Di

/#KG<`MZ“ks@[”RFC 1035

P(e#

Andrew D~53}]bG< AFSDB AFSDB G<8(TsD AFS r DCE

X7#AFSDB G<D9Ck A G<`

F,|C4+r{3d=d AFSDB X

7;rS;v%*Dr{3d=C%*

D-O$D{F~qw#KG<`MZ

RFC 1183 P(e#

f6{FG< CNAME CNAME G<8(KTsD5Jr{#

1 DNS i/p{"R=8rf6{D

CNAME G<1,|SEi/Gvf6

r{#KG<`MZ RFC 1035 P(

e#

DNSSEC s8i$G< DLV DLV G<8( DNS Z(4b?D

DNSSEC EN*#|k DS G<9C`

,Dq=#KG<`MZ RFC 4431 P

(e#

8 IBM i: r{53



m 1. J4G<iRm (x)

J4G< u4 hv

DNS \?G< DNSKEY DNSKEY G<8( DNSSEC \?G

<#xr9C(C\?4)pd(~

RR /,"+T&D+C\?f"Z

DNSKEY RR P#KG<`MZ RFC

4034 P(e#

DS G< Z()p_ DS G<8(\/PxrD DNSSEC )

p\?#KG<`MZ RFC 4034 P(

e#

wzE"G< HINFO HINFO G<8(PXwzD#fE"#

j< CPU MYw53{FZ“8(`E

”RFC 1700 P(e#+G,j<`ED

9C";GXhD#KG<`MZ RFC

1035 P(e#

[O5q}VxG< ISDN ISDN G<8(KTsDX7#KG<

+wz{3d= ISDN X7#|GvZ

ISDN xgP9C#KG<`MZ RFC

1183 P(e#

IP V6 X7G< AAAA AAAA G<8(wzD 128 ; IPv6 X

7#AAAA G<`FZ A G<,C4

bvTX(r{D IPv6 X7Di/#

KG<`MZ RFC 1886 P(e#

;CG< LOC LOC G<8(xgi~Dom;C#&

CLrIT9Cb)G<4@@xg'

Jr3domxg#KG<`MZ RFC

1876 P(e#

J~;;LrG< MX MX G<*"MAKrDJ~(eJ~

;;Lrwz#b)G<Ir%gSJ

~+d-i (SMTP) 9C,TR=*K

r&mr*"J~DwzT0?vJ~

;;LrwzDEH!q5#?vJ~

;;Lrwz<XkZP'xrP_P

T&DwzX7 (A) G<#KG<`M

Z RFC 1035 P(e#

J~iG< MG MG G<8(J~ir{#KG<`M

Z RFC 1035 P(e#

JdG< MB MB G<8(|,KTsDJdDwz

r{#+"MArDJ~(rA MB G

<P8(Dwz#KG<`MZ RFC

1035 P(e#

JdE"G< MINFO MINFO G<8(&SUKTsD{"r

msDJd#MINFO G<|#CZJD

Pm,x;G4#CZ%;Jd#KG

<`MZ RFC 1035 P(e#

JdX|{G< MR MR G<8(JdDBr{#9C MR

G<w*QFAm;JdDC'D*"

n#KG<`MZ RFC 1035 P(e#
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m 1. J4G<iRm (x)

J4G< u4 hv

{F~qwG< NS NS G<8(KwzD(~{F~q

w#KG<`MZ RFC 1035 P(e#

B;v2+G< NSEC NSEC G<8(C4$w{FD}];

fZ#KG<`MZ RFC 4034 P(

e#

NSEC V3 G< NSEC3 NSEC3 G<8(Q$5 DNS J4G<

/;fZD}]#KG<`MZ RFC

5155 P(e#

NSEC3 N} NSEC3PARAM NSEC3PARAM 8(k NSEC3 dO9

CDN}#KG<`MZ RFC 5155 P

(e#

xg~qCJ-iG< NSAP NSAP G<8( NSAP J4DX7#

NSAP G<C4+r{3d= NSAP X

7#KG<`MZ RFC 1706 P(e#

+C\?G< KEY KEY G<8(k DNS {FX*D+C

\?#C\?ITCZxr"C'rw

z#KG<`MZ RFC 2065 P(e#

pNKG< RP RP G<8(:pKxrrwzDK1D

rXxJ~X7Mhv#KG<`MZ

RFC 1183 P(e#

friR8kG< PTR PTR G<8(wzDr{,z#{*C

wz(e PTR G<#Zx( IP X7D

ivB,PTR G<JmiRwz{#K

G<`MZ RFC 1035 P(e#

DNSSEC ){ RRSIG RRSIG G<8( DNSSEC i$wLP

9CD}V){#KG<`MZ RFC

4034 P(e#

7I(}G< RT RT G<8(wzr{,CwzITd

1KwzD IP |D*"w#KG<`

MZ RFC 1183 P(e#

~qG< SRV SRV G<8(;)wz,b)wz'V

CG<P(eD~q#KG<`MZ

RFC 2782 P(e#

p<(^G< SOA SOA G<8(K~qwGKxrD(~

~qw#(~~qwG;vxrP}]

DnQ44#SOA G<|,XZCxr

D#fE"M(z~qwDXB0kf

r#?vxr;\P;v SOA G<#

KG<`MZ RFC 1035 P(e#
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m 1. J4G<iRm (x)

J4G< u4 hv

D>G< TXT TXT G<8(*k3vr{X*D`v

D>V{.,?vV{.Dns$H*

255 vV{#TXT G<ITkpNK

(RP) G<dO9C,Ta)PX-T;

vxr:pDE"#KG<`MZ RFC

1035 P(e#

TXT G<I IBM i DHCP CZ/,|

B#DHCP ~qwa*||BD?u

PTR M A G<<4k;uX*D TXT

G<# D H C P G<_P0:

AS400DHCP#

l*~qG< WKS WKS G<8(KTsy'VDl*~

q#n#{DivG,WKS G<8>K

X7G'V TCP 9G'V UDP,rG

=V-i<'V#KG<`MZ RFC

1035 P(e#

X.400 X73dG< PX PX G<G8r X.400/RFC 822 3dE

"D8k#KG<`MZ RFC 1664 P

(e#

X25 X73dG< X25 X25 G<8( X25 J4DX7#KG

<+wz{3d= PSDN X7#|Gv

Z X25 xgP9C#KG<`MZ

RFC 1183 P(e#

`XEn:

:J~MJ~;;LrG<;

r{53 (DNS) (}9CJ~MJ~;;Lr (MX) G<4'V_6J~7I#

`XN<:

Z 133D:>}:Z?xD%vr{53~qw;

K>}hfK;vr%Sx,|_P;v)Z?9CDr{53 (DNS) ~qw#

Z 33D:Kbxr;

r{53 (DNS) }]+.V*I\mD}]/(F*xr)#"RdPD?v}]/<PX(Dxr`M#

J~MJ~;;LrG<

r{53 (DNS) (}9CJ~MJ~;;Lr (MX) G<4'V_6J~7I#

J~M MX G<IJ~7ILr(}g,r%gSJ~+d-i (SMTP))9C#DNS J4G<PDiRm

|, IBM i DNS y'VDJ~G<`M#

DNS |(PX9CJ~;;LrE""MgSJ~DE"#g{xgZ9C DNS,G4 SMTP &CLr;a

(}r*k TEST.IBM.COM D TCP ,S4+]?jX7*wz TEST.IBM.COM DJ~#SMTP WHi/

DNS ~qw,TiwIT9CD)wz~qw4+]C{"#
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+J~+]AX(X7

DNS ~qw9CF*J~;;Lr (MX) G<DJ4G<#MX G<+r{rwz{3d=EH!q5Mw

z{#MX G<(#C48(9C;(wz4&mm;(wzDJ~#b)G<9C48(1^(CJZ;(

wz1,*+J~+]ADm;(wz#;d05,b)G<Jm+?jX7*;(wzDJ~+]Ad{w

z#

,;r{rwz{I\fZ`v MX J4G<#1,;rrwzfZ`u MX G<1,?uG<DEH!q

(rEH6)57("Tb)G<D3r#n!DEH!q5T&ZEH6n_DG<,+WH"TCG<#

1^(CJEH6n_Dwz1,"MJ~D&CLra"T*5B;(EH6N_D MX wz#r\m1r

MX G<D4(_hCEH!q5#

1{FZ DNS ~qwD(^.Z,+P4TC{FVd MX 1,DNS ~qwa9C;PNN MX J4G

<DUPmxPl&#vVbViv1,"MJ~D&CLrI\a"T1S("k?jwzD,S#

":(i;*ZrD MX G<P9C(d{(}g:*.mycompany.com)#

>}:wzD MX G<

ZTB>}P,53EH+ fsc5.test.ibm.com DJ~+]ACwz>m#g{^(CJCwz,G453I\

+J~+]A psfred.test.ibm.com r mvs.test.ibm.com(g{2^(CJ psfred.test.ibm.com)#TBGb) MX

G<+_PD`FZ]D>}:

fsc5.test.ibm.com IN MX 0 fsc5.test.ibm.com
IN MX 2 psfred.test.ibm.com
IN MX 4 mvs.test.ibm.com

`XN<:

Z 83D:r{53J4G<;

J4G<C4f"PXr{M IP X7D}]#zIT9CJ4G<iRm4/@ IBM i Yw53y'VD

J4G<#

DNS 2+T)9 (DNSSEC) ri
DNSSEC G;W+2+T)9mS= DNS D IETF RFC f6#

-< DNS -i;'V2+T#DNS }]Zw~qwkbvw.dI\;[DMp5,r* DNS 4a)CZ

i$l&DzF#b9 DNS ]W\=b)`MD%w#

DNSSEC Z'V TSIG/SIG0 D~qw.da)QO$D(E#IT("EN44i$}]f5TMj{T#

Z DNS xrP,+(}xr)p\? (ZSK) )p DNS xr}],"(}\?)p\? (KSK) )p ZSK#

IT+Z()p_ (DS) J4G< (RR)(|4TZ KSK)4F=8xrTNIEN4#yT2+xrD RR

/+|,:DNSKEY(ZSK M KSK)RR"RRSIG(J4G<){)RR"B;v2+ (NSEC) RR M(I!)

SxrD DS RR#

1tC2+TD DNS bvwqCi/p81,|+"T9CxrD DNSKEY RR 4i$ RRSIG RR#;s

|+9CITS8xrq!D DS RR 4i$ DNSKEY RR,T,yD==Lx,1= DNSKEY RR r DS

RR kbvwPdCDEN*%d*9#

PX DNSSEC D|`E",kND RFC 4033"4034 M 4035#

`XEn:

12 IBM i: r{53



Z 13D:IBM i 7.2 DBvZ];

kDAr{53 (DNS) wb/ODBE"rPXsD/DE"#

Z 323D:\mr{53;

\mr{53 (DNS) ~qwD}L|(i$ DNS &\GqpwC"Gq,$ DNSSEC"Gq`ST\T0

Gq,$ DNS }]MD~#

Z 353D:\m DNSSEC;

>wbi\ IBM i =(OD DNSSEC ,$#

>}:r{53

zIT9Cb)>}4KbgNZxgP9Cr{53 (DNS)#

DNS G;vV<=}]b53,CZ\mwz{0dX*D IP X7#BP>}oz5w DNS gN$wT0

zgNE\Zxg9C DNS#b)>}hvK+9C DNS DhCM-r#b)>}94SA`XEn,zI

\a"Vb)EnTZmb<,\C#

>}:Z?xD%vr{53~qw

K>}hfK;vr%Sx,|_P;v)Z?9CDr{53 (DNS) ~qw#

B<hfKZZ?xgD IBM i =(OKPD DNS#K%v DNS ~qw5}QhC*l}yPSZ IP X

7ODi/#53G mycompany.com xrDw{F~qw#
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xrPD?(wz<P;v IP X7Mr{#\m1Xk(}4(J4G<V/(e DNS xr}]PDwz#

X73dG<(A(TZ IPv4)r AAAA(TZ IPv6))+zwD{F3d=dX*D IP X7#bJmx

gODd{wzi/ DNS ~qw,TiRVdxX(wz{D IP X7#friR8k (PTR) G<+zwD

IP X73d=dX*D{F#bJmxgODd{wzi/ DNS ~qw,TiRk IP X7T&Dwz{#

}K A"AAAA M PTR G<.b,DNS 9'Vm`d{J4G<,y]Z?xOKPDd{yZ TCP/IP D

&CLr,I\h*b)J4G<#}g,g{}ZKPZ?gSJ~53,G4I\h*mSJ~;;Lr

(MX) G<,Tc SMTP ITi/ DNS,TiwD)53}ZKPJ~~qw#

g{bv!xgG|sZ?xD;?V,G4I\Xk(eZ?y~qw#

< 2. Z?xD%v DNS ~qw
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(z~qw

(z~qwS(~~qwP0kxr}]#(z~qw(}4Pxr+dS(~~qwPq!xr}]#1(

z{F~qwt/1,|Sw{F~qwks8(rDyP}]#(z{F~qwSw~qwksQ|BD}

]PTB=V-r:|SU=4Tw{F~qwD(*(g{}Z9C NOTIFY &\),r_|i/w{F~

qw"7(}]Q|D#ZO<P,mysystemi ~qwGZ?xD;?V#m;v53 mysystemi2 QdC*d

1 mycompany.com xrD(z DNS ~qw#(z~qwITC4ybT~qwDhs,"R9ITZw~

qw"zJO1a)8]#?vxrAYP;v(z~qwG;V<CD0_v(#

`XN<:

Z 83D:r{53J4G<;

J4G<C4f"PXr{M IP X7D}]#zIT9CJ4G<iRm4/@ IBM i Yw53y'VD

J4G<#

Z 33D:Kbxr;

r{53 (DNS) }]+.V*I\mD}]/(F*xr)#"RdPD?v}]/<PX(Dxr`M#

:>}:_PrXxCJ(D%vr{53~qw;

K>}hfK;vr%Sx,|_P;vQ1S,SArXxDr{53 (DNS) ~qw#

>}:_PrXxCJ(D%vr{53~qw

K>}hfK;vr%Sx,|_P;vQ1S,SArXxDr{53 (DNS) ~qw#

B<hfKk“Z?xD%v DNS ~qw”>}`,D>}xg,+GVZ+>QmSkrXxD,S#ZK>

}P,+>\;CJrXx,+G@p=QdC*h9rXxw?xkxg#

r{53 15



*bvrXxX7,zAYh*4PBPdP;vNq:

v (erXxy~qw

zITT/0k1!rXxy~qw,+GI\h*|BCPm#b)~qwITozbvzT:Dxr

b?DX7#PXq!10rXxy~qwD8>E",kNDCJb?r{53}]#

v tC*"

< 3. _PrXxCJ(D%v DNS ~qw
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zIThC*",T+T mycompany.com Db?xrDi/+]Ab? DNS ~qw(}g,IrXx~

qa)L (ISP) KPD DNS ~qw)#g{*tC,19C*"My~qwDQw,G4h*+ forward

!nhC first#~qwWH"T*",;s,v1*"4\bvi/1,Ei/y~qw#

I\h*xPBPdC|D:

v Vd;\^ IP X7

ZTO>}P,T>K 10.x.x.x X7#+G,b)X7G\^X7,;\ZZ?xDb?9C#+|GT>

ZBfG*K>}?D,+GzT:D IP X7IzD ISP Md{*xrX7(#

v "ar{

g{z\;CJrXx,+GP4"a,G4h*"ar{#

v ("@p=

(iz;*Jm DNS 1S,SArXx#zh*dC@p=rI!d{$@k)4#$ IBM i =(#

`XEn:

Z 53D:r{53rhC;

r{53 (DNS) rhC*s"ar{,T@9d{K9CzDr{#

System i MrXx2+T

Z 43D:Kbr{53i/;

r{53 (DNS) M'z9C DNS ~qw4bvi/#i/I\1S4TM'zrM'zOKPD&CL

r#

`XN<:

Z 133D:>}:Z?xD%vr{53~qw;

K>}hfK;vr%Sx,|_P;v)Z?9CDr{53 (DNS) ~qw#

>}:,; IBM i ODr{53M/,wzdC-i
K>}hfK,; IBM i =(ODr{53 (DNS) M/,wzdC-i (DHCP)#

1 DHCP + IP X7Vdxwz1,IT9CCdC4/,|B DNS xr}]#

B<hfK;v!Sxxg,|P;v IBM i =(,C=(d1DvM'zD DHCP M DNS ~qw#ZK

$w73P,Y(bfM'z"}]dkM'zM\mM'z9C<ND~~qwPD<N4(D5#b)M

'z(}+xg}/w3d=<ND~~qwDwz{4,SAC~qw#
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DHCP M DNS DH0f>KK@"#g{ DHCP +B IP X7VdxM'z,G4 DNS G<XkI\m

1V/|B#ZK>}P,g{<ND~~qwD IP X7r*CX7I DHCP Vdx|D,G4dStM'

z^(+xg}/w3d=dwz{,r* DNS G<+|,CD~~qwDH0 IP X7#

hzyZ BIND 9 D IBM i DNS ~qw,zITdC DNS xr,TS\T DNS G<D/,|BT0(

} DHCP xPDd*X7|D#}g,1<ND~~qw|Bdb^"RI DHCP ~qwVdK IP X7

10.1.1.250 1,+/,|BX*D DNS G<#bJmd{M'z,x;OXi/ DNS ~qw,T4wz{R

=<ND~~qw#

*dC DNS xrTS\/,|B,kjIBPNq:

v j6/,xr

1~qwZKP1,;\V/|B/,xr#byvI\<BkkV/,|Bzze;#ITZ~qw#

91xPV/|B,+Gz+'%~qwXUZd"MDyP/,|B#rK,zI\*dC%@D/,

xr,TnsLHXu!TV/|BDh*#PXdCxrT9C/,|B&\D|`E",kND7(

ra9#

v dC allow-update !n

< 4. ,; IBM i =(OD DNS M DHCP
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dCK allow-update !nDxr+S*/,xr#+pvxrXhC allow-update !n#*S\/,|B,

XkTKxrtC allow-update !n#TZK>},mycompany.com xr_P allow-update }],+G~

qwO(eDd{xrITdC*2,r/,xr#

v dC DHCP T"M/,|B

zXkT DHCP ~qwxPZ(,T|B|QV"D IP X7D DNS G<#

v dC(z~qw|BW!n

*9(z~qwI*10~qw,ITdC DNS,TZxr}]|D19C NOTIFY &\+{""MA

mycompany.com xrD(z~qw#9&dC]vxr+d (IXFR),b9tCK IXFR D(z~qw\;

vzYM0kQ|BDxr}],x;G{vxr#

g{zZ;,~qwOKP DNS M DHCP,G4 DHCP ~qwP;)d{dChs#

`XEn:

Z 53D:/,|B;

yZ BIND 9 D IBM i r{53 (DNS) 'V/,|B#b?4(}g,/,wzdC-i (DHCP))IT

+|B"MA DNS ~qw#mb,z9IT9C DNS M'z$_(}g,/,|B5CLr

(NSUPDATE))44P/,|B#

`XNq:

dC DHCP T+/,|B"MA DNS

`XN<:

>}:;, System i =(OD DNS M DHCP

>}:(}Z,; IBM i OhC=v DNS ~qw4Vn@p=OD DNS
K>}hfK;vr{53 (DNS) ~qw,C~qwZ@p=OKP,T#$Z?}];awrrXx,xJ

mZ?C'CJrXxOD}]#KdC(}Z,; IBM i =(OhC=v DNS ~qw45VK#$#

B<hfK;vr%Sxxg,*K2+p{,|9CK@p=#Y(+>P;v#tK IP UdDZ?xgM

;v+ZITCJDxgDb??V#+>#{dZ?M'z\;bvb?wz{T0kb?DK1;;J

~#+>9#{dZ?bvw\;CJ3)v)Z?9CDxr,ZZ?xgDb?y>^(CJb)xr#

+G,+>;#{NNb?bvw\;CJZ?xg#

hzyZ BIND 9 D IBM i DNS,zIT9C=V==45VK?D#Z;V==G+>Z,; IBM i =

(OhC=v DNS ~qw5},;vCZZ?x,m;vCZd+2rPD;P,K>}PhvKC==#

m;V==G9C BIND 9 Pa)DS<&\,ZPX9CS<4Vn@p=OD DNS D>}PhvKC=

=#
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9Cwxr mycompany.com dCKb?~qw DNSB#Kxr}]v|(rcw*+2rD;?VDJ4G

<#9Cwxr mycompany.com dCKZ?~qw DNSA,+G DNSA O(eDxr}]|,Z?xJ4

G<#*"w!nQ(e* 10.1.2.5#bya?F DNSA +d^(bvDi/*"A DNSB ~qw#

g{z#D@p=Dj{Trd{2+T~2,G4IT!q9C listen-on !n4oz#$Z?}]#*K,

zITdCZ?~qw,TvJmSZ?wzi/Z? mycompany.com xr#*Kj+5VK?D,h*d

CZ?M'z,Tvi/ DNSA ~qw#zh*<G9CBPdChC4Vn DNS:

v Listen-on

< 5. (}Z,; System i OhC=v DNS ~qw4Vn@p=OD DNS

20 IBM i: r{53



Zd{ DNS >}P,;P;v DNS ~qwZ IBM i =(O#Q+|hC*l}yPSZ IP X7#1

IBM i =(OP`v DNS ~qw1,zXk(e?v DNS ~qwyl}DSZ IP X7#=v DNS ~

qw;\l},;X7#ZbVivB,Y(S@p=xkDyPi/<GZ 10.1.2.5 O"M#&+b)i

/"MAb?~qw#rK,+ DNSB dC*l} 10.1.2.5#+Z?~qw DNSA dC*S\4T 10.1.x.x

SZ IP X7(10.1.2.5 }b)ODNNTsDi/#*P'XE}KX7,X7%dPmXk+E}DX7

P>Z|(DX70:.0#

v X7%dPm3r

+9CX7%dPmPkx(X7%dDZ;v*X#}g,*Jm 10.1.x.x xgO} 10.1.2.5 .bDyP

X7,ACL *XD3rXkG (!10.1.2.5; 10.1/16)#ZbVivB,X7 10.1.2.5 +kZ;v*XxPHO,

"R+"4\xCX7#

g{4*Kb)*X (10.1/16; !10.1.2.5),G4+Jm IP X7 10.1.2.5 CJ,r*~qwa+C IP X7

kZ;v*XxPHO,xC IP X7%d,SxJmC IP X7CJ,x;alid`Dfr#

`XN<:

Z 63D:BIND 9 &\;

BIND 9 `FZ BIND 8;+G,|a)KC4a_r{53 (DNS) ~qwDT\DtI&\(}g,S

<)#

:>}:9CS<4Vn@p=OD DNS;

K>}hfK;vr{53 (DNS) ~qw,C~qwZ@p=OKP,T#$Z?}];awrrXx,x

JmZ?C'9C BIND 9 a)DS<&\4CJrXxOD}]#

>}:9CS<4Vn@p=OD DNS
K>}hfK;vr{53 (DNS) ~qw,C~qwZ@p=OKP,T#$Z?}];awrrXx,xJ

mZ?C'9C BIND 9 a)DS<&\4CJrXxOD}]#

B<hfK;vr%Sxxg,*K2+p{,|9CK@p=#Y(+>P;v#tK IP UdDZ?xgM

;v+ZITCJDxgDb??V#+>#{dZ?M'z\;bvb?wz{T0kxgb?DK1;;

J~#+>9#{dZ?bvw\;CJ3)v)Z?9CDxr,ZZ?xgDb?^(CJb)xr#+

G,+>;#{NNb?bvw\;CJZ?xg#

hzyZ BIND 9 D IBM i DNS,zIT9C=V==45VK?D#K>}PhvD==gB:zIT9

C=v;,S<4dC DNS ~qwTl}wVi/,;vS<CZZ?x,m;vS<CZd+2rPD;

P#m;V==GZ,; IBM i =(OhC=v DNS ~qw5},ZPX9C=v DNS ~qw4Vn@

p=OD DNS D>}PhvKC==#
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DNS ~qw DNSC (e=vF*b?MZ?DS<#9Cwxr mycompany.com dCKb?S<,Cxr

v|,rcw*+2rD;?VDJ4G<,x9C|,Z?xJ4G<Dwxr mycompany.com dCKZ

?S<#

g{z#D@p=Dj{Trd{2+T~2,G4IT!q9C match-clients Sod4oz#$Z?}]#

*K,zITdCZ?S<,TvJmSZ?wzi/Z? mycompany.com xr#zh*<G9CBPdC

hC4hCQVnD DNS:

v Match-clients

< 6. 9CS<4Vn@p=OD DNS

22 IBM i: r{53



view odPD match-clients ICX7%dPmw*Td?#v1i/D IP X7kX7%dPm%d1,

Ci/E\i4bUS<P(eDdC5#g{i/D IP X7k`v view odPD`v match-clients u

?%d,G4+&CZ;v view od#ZbVivB,Y(4T@p=DyPi/<GZ 10.1.2.5 P"M#

&(}b?S<PDxr}]4&mb)i/#rK,+ 10.1.2.5 hC*b?S<D match-clients#+Z?

S<dC*S\4T 10.1.x.x SZ IP X7(10.1.2.5 }b)ODNNTsDi/#*P'XE}KX7,

X7%dPmXk+E}DX7P>Z|(DX70:.0#

v X7%dPm3r

+9CX7%dPmPkx(X7%dDZ;v*X#}g,*Jm 10.1.x.x xgO} 10.1.2.5 .bDyP

X7,ACL *XD3rXkG (!10.1.2.5; 10.1/16)#ZbVivB,X7 10.1.2.5 +kZ;v*XxPHO,

"R+"4\xCX7#

g{4*Kb)*X (10.1/16; !10.1.2.5),G4+Jm IP X7 10.1.2.5 CJ,r*~qwa+C IP X7

kZ;v*XxPHO,xC IP X7%d,SxJmC IP X7CJ,x;alid`Dfr#

`XN<:

Z 193D:>}:(}Z,; IBM i OhC=v DNS ~qw4Vn@p=OD DNS;

K>}hfK;vr{53 (DNS) ~qw,C~qwZ@p=OKP,T#$Z?}];awrrXx,x

JmZ?C'CJrXxOD}]#KdC(}Z,; IBM i =(OhC=v DNS ~qw45VK#$#

f.r{53

r{53 (DNS) a)K`Vbv=8#ZdC DNS .0,T|ZxgPD$w==xPf.\X*#&@@

ngxga9"T\M2+T.`Dwb#

7(r{53(^

r{53 (DNS) \m1PXbD(^hs#z9&C<G(^D2+~<#

hC DNS 1,&I!2+$@k),T#$zDdC#zh*7(D)C'P(|DdC#

*Jm\m1dCM\m DNS,TZ(^6pP;vnM*s#ZhyPTsCJ(+7#\m1\;4P

DNS \mNq#(idC DNS DC'&_P2+w\CJ(T0yPTs(^ (*ALLOBJ)#9C System i®

<=w4TC'xPZ(#g{zh*|`E",kND DNS *zozPD“T DNS \m1xPZ(”wb#

":g{\m1DE*D~;_P+?(^,G4XkZhC\m1X(CJ(T0TyP DNS ?<M`X

dCD~D(^#

`XN<:

Z 383D:,$r{53dCD~;

ITZ IBM i =(O9C IBM i DNS 44(M\m DNS ~qw5}#DNS DdCD~I IBM

Navigator for i \m#;CV/`-b)D~#k<U9C IBM Navigator for i 44("|Dr>} DNS

dCD~#

7(ra9

g{zGZ;NhCr,G4&Z4(xr.0ThsM,$xPf.#

7(TB8c\X*:gN+rrSr.VIxr"gN*xghsa)nQ~q"gNCJrXxT0gN

=}@p=#b)rXI\HO4S,Xky]5JivxP&m#PX|nkD<r,kND(~4(}

g,O’Reilly D DNS and BIND ;i)#
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g{z+r{53 (DNS) xrdC*/,xr,G41~qwZKP1,;\Txr}]xPV/|D#by

vI\<BkkV/,|Bzze;#g{XkxPV/|B,k#9~qw,xPb)|D,;sXBt/

~qw#"MAQ#9D DNS ~qwD/,|B+@6;ajI#rK,zI\*VpdC/,xrM2,

xr#*K,IT4(j+@"Dxr,r_*G)+/,,$DM'z(eBDSr(}g,

dynamic.mycompany.com)#

IBM i DNS a)KCZdC53D<Ngf#Z3)ivB,Cgf9CDuorEnZd{4PI\P;,

Dm>#g{zZf. DNS dC1NDd{E"4,G4G!BPwnI\\PC:

v Z IBM i =(O(eDyPxrMTs<Z“}riRxr”M“friRxr”D~PPxPi/#}riR

xrGC4+r{3d= IP X7Dxr(}g,A M AAA G<)#friRxrGC4+ IP X73d

=r{Dxr(}g,PTR G<)#

v IBM i DNS }CwxrM(zxr#

v Cgf9C1xr,3)4Fd*Sr#SxrGzQ/P;vr`v{F~qw:pD1xr#

f.2+k)

r{53 (DNS) a)K2+T!n,T^Fb?T~qwDCJ#

X7%dPm

DNS 9CX7%dPm4Jmr\xb?5eT3) DNS &\DCJ#b)PmIT|(X( IP X7"S

x(9C IP 0:)r9CBq){ (TSIG) \?#zITZX7%dPmP(e*Jmr\xdCJD5eD

Pm#g{z#{\;4CX7%dPm,G4IT+CPmmf*CJXFm (ACL)#ZG,^[zN1h

*a)CPm,<ITwCK ACL,+0k{vPm#

X7%dPmn3r

+9CX7%dPmPkx(X7%dDZ;n#}g,*Jm 10.1.1.x xgO} 10.1.1.5 .bDyPX7,

%dPmnD3rXkG (!10.1.1.5; 10.1.1/24)#ZbVivB,X7 10.1.1.5 +kZ;nxPHO,"R+"

4\xCX7#

g{4*Kb)*X (10.1.1/24; !10.1.1.5),G4+Jm IP X7 10.1.1.5 CJ,r*~qwa+C IP X7k

Z;nxPHO,xC IP X7%d,SxJmC IP X7CJ,x;alid`Dfr#

CJXF!n

DNS JmzhC^F(}g,-IT+/,|B"MA~qw"i/}]Mksxr+d)#zITTBP!

n9C ACL 4^FT~qwDCJ:

allow-update
*K9 DNS ~qwS\4TNNb?4D/,|B,zXktC allow-update !n#

allow-query
8(JmD)wzi/K~qw#g{48(,G41!5GJm4TyPwzDi/#

allow-transfer
8(JmD)wzSU4T~qwDxr+d#g{48(,G41!5GJm4TyPwzD+

d#

allow-recursion
8(JmD)wz(}K~qww]ii/#g{48(,G41!5GJm4TyPwzD]ii

/#
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blackhole
8(;vX7Pm,~qw;aS\4Tb)X7Di/,2;a9Cb)X74bvi/#4Tb

)X7Di/+;aC=l&#

#$ DNS ~qwGX;IYD$w#}K>wbPD2+T"bBn.b,wV4(dP|( IBM i =(M

rXxwb/O)P9-GK DNS 2+TM IBM i 2+T#DNS and BIND ;i2-GKk DNS `XD

2+T#

`XEn:

System i MrXx2+T

`XN<:

Z 63D:BIND 9 &\;

BIND 9 `FZ BIND 8;+G,|a)KC4a_r{53 (DNS) ~qwDT\DtI&\(}g,S

<)#

r{53hs

<GZ IBM i =(OKPr{53 (DNS) Db)m~hs#

DNS &\(!n 31)^(T/fYw53;p20#zXkXp!q DNS xP20#* IBM i mSD DNS

~qwyZF* BIND 9 D5gj< DNS 5V#

20 DNS s,zh*+ DNS ~qwS BIND 4 r 8 (FA BIND 9 "xPdC#z9Xk20 IBM Navi-

gator for i PASE(i5/OS D!n 33)M OpenSSH, OpenSSL, zlib(5733-SC1,!n 1)#Z20b=vm~

Lrs,IBM Navigator for i aT/dC10 BIND 5V#

g{*+d{=(OD/,wzdC-i (DHCP) ~qwdC*+|B"MAK DNS ~qw,G49XkZ

C DHCP ~qwO20!n 31#DHCP ~qw9C!n 31 a)D`LSZ44P/,|B#

`XEn:

i5/OS PASE

Z 263D:dCr{53;

IT9C IBM Navigator for i 4dC{F~qwMbvrb?Di/#

`XN<:

Z 63D:BIND 9 &\;

BIND 9 `FZ BIND 8;+G,|a)KC4a_r{53 (DNS) ~qwDT\DtI&\(}g,S

<)#

7(Gq20Kr{53

*7(Gq20Kr{53 (DNS),k4PBP=h:

1. Z|nPOdk GO LICPGM,;s4 Enter |#

2. dk 10(T>Q20DmILr),;s4 Enter |#

3. rB-3A 5770SS1 r{53(!n 31)#g{QI&20 DNS,G4“204,”* *COMPATIBLE,g

By>:

LicPgm Installed Status Description
5770SS1 *COMPATIBLE Domain Name System

4. 4 F3 TKvCA;#
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20r{53

*20r{53 (DNS),k4PBP=h:

1. Z|nPOdk GO LICPGM,;s4 Enter |#

2. dk 11(20mILr),;s4 Enter |#

3. Zr{53T_D!nVNPdk 1(20),;s4 Enter |#

4. YN4 Enter |T7O20#

":r{53 (DNS) 9h*BPz7!n,g{420b)!n,G4XkZ53O20b)!n#

v IF2&CLrbv=873 (PASE)(5770-SS1,!n 33)

v OpenSSH, OpenSSL, zlib(5733-SC1,!n 1)

dCr{53

IT9C IBM Navigator for i 4dC{F~qwMbvrb?Di/#

ZxPr{53 (DNS) dC.0,kND:DNS 53hs;T20XhD DNS i~#

`XEn:

Z 253D:r{53hs;

<GZ IBM i =(OKPr{53 (DNS) Db)m~hs#

Z IBM Navigator for i PCJr{53
TB8>E"8<zKb IBM Navigator for i PD DNS dCgf#

g{z}Z9C IBM i PASE,G4z\;dCyZ BIND 9 D DNS ~qw#

g{zGZ;NdC DNS,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. %w“Yw”B-Pm"!qB({F~qwK%n#

`XEn:

Kb System i <=w

dC{F~qw

r{53 (DNS) Jmz4(`v{F~qw5}#>wba)PXdC{F~qwD8>E"#

yZ BIND 9 D IBM i DNS 'V`v{F~qw5}#BPNq8<zjI4(%v{F~qw5}(|(

dtTMxr)D}L#

g{z*4(`v5},kX4b)}L,1=Q4(zh*DyP5}*9#IT*?v{F~qw5}8

(@"DtT(}g,wT6pMT/t/5)#1z4(B5}1,+4(%@DdCD~#

`XN<:

Z 383D:,$r{53dCD~;

ITZ IBM i =(O9C IBM i DNS 44(M\m DNS ~qw5}#DNS DdCD~I IBM

Navigator for i \m#;CV/`-b)D~#k<U9C IBM Navigator for i 44("|Dr>} DNS

dCD~#
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4({F~qw5}

“B( DNS {F~qwdC”r<IT8<zjI(e DNS ~qw5}D}L#

*t/B( DNS dCr<,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. Zs_D<=wP,!q4( DNS ~qw#

3. q-r<D8>E"4jIdC}L#

r<h*TBdk:

DNS ~qw{F:
8( DNS ~qwD{F#|Dns$H* 5 vV{"RXkTV8V{ (A-Z) *7#g{4(`v

~qw,G4?v~qwXk_P(;{F#K{FZ53Dd{xrPF* DNS ~qw5}{F#

Listen-on IP X7:
=v DNS ~qw;\l},; IP X7#1!hCGl}yP IP X7#g{*4(d{~qw5},

G4;\+|GdC*l}yP IP X7#qr,|G^(,1KP#Xk*?v~qw8(b) IP

X7#

y~qw:

zIT0k1!rXxy~qwPm,2IT8(zT:Dy~qw(}g,Z?xDZ?y~q

w)#

":v1z_PrXxCJ("Z{zD DNS \;j+bvrXx{F1,E&<G0k1!rXx

y~qw#

~qwt/:

zIT8(~qwGq&Z TCP/IP t/1T/t/#1zKP`v~qw1,IT`%@"Xt/M

axwv5}#

`-r{53~qwtT

4({F~qws,IT`-tT(}g,allow-update MwT6p)#b)!nv&CZz|DD~qw5}#

*`-r{53 (DNS) ~qw5}DtT,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. ZR0qP,R|%wzD DNS ~qw"!qdC#

3. Z“DNS dC”3fP,!q DNS ~qw"!qD~ > tT#

4. `-z*`-D`&tT#

dC{F~qwODxr

dCr{53 (DNS) ~qw5}s,h*dC{F~qwDxr#

*dC~qwODxr,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. ZR0qP,R|%wzD DNS ~qw"!qdC#

3. Z“DNS dC”3fP,(}%w}riRxrrfriRxrD~P,!q*4(Dxr`M#

4. !qD~ > B( > wxr/(zxr/fyxr/*"xr#

5. q-r<D8>E"4jI4(}L#

`XEn:

r{53 27



Z 313D:CJb?r{53}];

1z4(r{53 (DNS) xr}]1,~qw\;bvTCxrDi/#

`XNq:

:dCr{53TSU/,|B;

ITdCKP BIND 9 Dr{53 (DNS) ~qw,r{"azS\4Td{4DksT/,|Bxr}

]#>wba)PXdC allow-update !nTc DNS ITSU/,|BD8>E"#

Z 313D:<kr{53D~;

r{53 (DNS) IT<kVPxr}]D~#4PTB!1}L,Ty]VPdCD~4(Bxr#

`XN<:

Z 33D:Kbxr;

r{53 (DNS) }]+.V*I\mD}]/(F*xr)#"RdPD?v}]/<PX(Dxr`M#

dC{F~qwODS<

BIND 9 a)DdP;v&\G view od,CodJm%vr{53 (DNS) 5}y]i/D44(}g,r

XxrZ?x)T;,==&pi/#S<D;vX(&CGVn DNS hC,x;XKP`v DNS ~qw#

*dC~qwODS<,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. ZR0qP,R|%wzD DNS ~qw"!qdC#

3. Z“DNS dC”3fP,%wS<"!qD~ > B( > i4#

4. q-r<D8>E"4jI4(}L#

dCr{53TSU/,|B

ITdCKP BIND 9 Dr{53 (DNS) ~qw,r{"azS\4Td{4DksT/,|Bxr}]#

>wba)PXdC allow-update !nTc DNS ITSU/,|BD8>E"#

4(/,xr1,&<Gxga9#g{rD3)?VT;h*V/|B,G4zI\*<GhC%@D2,

M/,xr#g{h*T/,xrxPV/|B,G4Xk#9/,xr~qw,"ZjI|Bs+dXBt

/##9~qwa?F|9CTWNSxr}]bP0kdxr}]T4QxPDyP/,|B4|Bxr}

]b#g{z;#9~qw,G4z+'%Txr}]bDyPV/|B,r*}ZKPD~qw+2Gb)

|B#+G,#9~qwTxPV/|Bb6EzI\a'%~qwXUZd"MD/,|B#

Z allow-update odP(eKTs1,DNS 8>xrG/,xr#*dC allow-update !n,k4PBP=

h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. ZR0qP,R|%wzD DNS ~qw"!qdC#

3. Z“DNS dC”3fP,9*}riRxrrfriRxr#

4. %w*`-Dwxr"!qD~ > tT#

5. Z“wxrtT”3fP,%w!n!n(#

6. Z“!n”3fO,9*CJXF > allow-update#

7. DNS a9CX7%dPm4i$-Z(D|B#*+TsmS=X7%dPm,k!qX7%dPmn`

M"%wmS#ITmS IP X7"IP 0:"CJXFmr\?#

8. 1jIX7%dPmD|B1,%w7(TXU“!n”3f#

`XNq:
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Z 273D:dC{F~qwODxr;

dCr{53 (DNS) ~qw5}s,h*dC{F~qwDxr#

dC DHCP T+/,|B"MA DNS

Z 343D:T/,xrxPV/|B;

g{ DNS ~qw5}}ZKP,G4Z IBM Navigator for i PT/,xrxPV/|B(}g,mSJ4

G<)1&STXp<G,r*V/|Dk/,|B.dI\zze;#

dC DNSSEC
r{53 (DNS) Jmz*r~qwdC DNSSEC#>wba)PXdC DNSSEC D8>E"#

yZ BIND 9 D IBM i DNS 'V DNSSEC#BPNq8<zjI*r~qwdC DNSSEC D}L#

dCIE\?/\\\?
TB8>E"IT8<zjIdCIE\?/\\\?D}L#

*dCIE\?/\\\?,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. R|%wzD DNS ~qw"!qdC

3. ZwP%w DNS ~qwZc"!qD~ > tT#

4. %wIE\?/\\\?!n(,mS/`-/>}/i4b)\?#

5. %w“7(”

dC DNSSEC !n
TB8>E"IT8<zjIdC DNSSEC !nD}L#

*tC DNSSEC !n,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. R|%wzD DNS ~qw"!qdC

3. ZwP%w DNS ~qwZc"!qD~ > tT#

4. %w“!n”!n(,9*!n > <{!n#

5. %wtC DNSSEC !n,;s!P“tC”4!rTtCC!n#

6. %wi$ DNSSEC !n,;s!P“tC”4!rTtCC!n#

7. %w“7(”

)pwxr

TB8>E"IT8<zjIZ DNS ~qwO)pxrD}L#

*)pxr,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. R|%wzD DNS ~qw"!qdC

3. 9*“DNS ~qw > }riRxr/friRxr”,!q*)pDwxr#

4. !qD~ > DNSSEC > )p#

5. q-r<D8>E"4jI)p}L#

":&9C ZSK M KSK \?4)pxr#9C“NEW”!n4(CZ)pD ZSK M KSK \?#
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XB)pwxr

TB8>E"IT8<zjIZ DNS ~qwOXB)pxrD}L#

*XB)pxr,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. R|%wzD DNS ~qw"!qdC

3. 9*“DNS ~qw > }riRxr/friRxr”,!q*XB)pDwxr#

4. !qD~ > DNSSEC > XB)p#

5. q-r<D8>E"4jIXB)p}L#

":IT9CBD ZSK r KSK \?XB)pxr#9C“NEW”!n4(CZXB)pD\?#

`XNq:

Z 353D:XB)pxr;

TZQ)pDwxr,g{TCxrDJ4G<xPKBD|D,G4Cxrh*XB)p#

!{)pwxr

TB8>E"IT8<zjIZ DNS ~qwO!{)pxrD}L#

*!{)pxr,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. R|%wzD DNS ~qw"!qdC

3. 9*“DNS ~qw > }riRxr/friRxr”,!q*!{)pDwxr#

4. !qD~ > DNSSEC > !{)p#

5. q-r<D8>E"4jI!{)p}L#

*/,xrdC DNSSEC
>wba)PX*/,xrdC DNSSEC D8>E"#

TZ2+(Q)p)xr,z9ITdC allow-update r update-policy !n,T9CxrI*/,xr#"b,

allow-update M update-policy !n_P`F&\,yTdCdP;v!nMc;K#9ITdC auto-dnssec !

n,T9Cxr4PT/xr)p#

dC allow-update !n:

ITdCKP BIND 9 Dr{53 (DNS) ~qw,r{"azS\4Td{4DksT/,|Bxr}]#

>wba)PXdC allow-update !nTc DNS ITSU/,|BD8>E"#

kNDZ 283D:dCr{53TSU/,|B;b;Z#

dC update-policy !n:

TB8>E"IT8<zjIdC update-policy !nD}L#

*dC update-policy !n,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. R|%wzD DNS ~qw"!qdC#

3. 9*“DNS ~qw > }riRxr/friRxr”,!q*dCDwxr#
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4. !qD~ > tT#

5. %w“!n”!n(,9*!n > <{!n#

6. %w update-policy !n,8(9C>X|B_Tfr,r_%w“mS”TmSfr#

7. %w“7(”#

dC auto-dnssec !n:

TB8>E"IT8<zjIdC auto-dnssec !nD}L#

*dC auto-dnssec !n,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. R|%wzD DNS ~qw"!qdC

3. 9*“DNS ~qw > }riRxr/friRxr”,!q*dCDwxr#

4. !qD~ > tT#

5. %w“!n”!n(,9*!n > d{#

6. %w auto-dnssec !n,!q“Jm/,$/XU”

7. %w“7(”#

<kr{53D~

r{53 (DNS) IT<kVPxr}]D~#4PTB!1}L,Ty]VPdCD~4(Bxr#

IT(}<kxr}]D~44(wxr,CD~&GyZ BIND o(DP'xrdCD~#CD~&;Z/

ID~53?<P#<kCD~s,DNS ai$|Gq*P'xr}]D~"+dmS=8(D~qw5}D

named.conf D~#

*<kxrD~,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. ZR0qP,R|%wzD DNS ~qw"!qdC#

3. Z“DNS dC”3fP,!qD~ > <kxr#

4. q-r<D8>E"4<kwxr#

`XNq:

Z 273D:dC{F~qwODxr;

dCr{53 (DNS) ~qw5}s,h*dC{F~qwDxr#

G<i$

“<kr}]”&\+A!}Z<kDD~D?uG<"xPi$#

Z“<kr}]”&\jIs,ITZQ<kDxrD“d{G<”tT3fOVpliNNvmDG<#

"b:

1. <kOsDwrI\h*tIVS#

2. “<kr}]”&\;'V $include 18n#“<kr}]”DP'Tli}L+|, $include 18nDP6

p*vmDP#

CJb?r{53}]

1z4(r{53 (DNS) xr}]1,~qw\;bvTCxrDi/#
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y~qwTZ1S,SArXxrsMZ?xD DNS ~qwD&\\X|#DNS ~qwXk9Cy~qw,

E\&pPX4|,ZdT:DrD~PDwzDi/#

*K=&QwTq!|`E",DNS ~qwXk*@*i4D;C#ZrXxO,DNS ~qwi4DZ;v

;CGy~qw#y~qw+ DNS ~qw(rAcNa9PDd{~qw,1=R=p8r_7(;Pp8

*9#

IBM Navigator for i D1!y~qwPm

v1z_PrXx,S"R*ZrXxObvzD DNS ~qwO4bvD{F1,E&9CrXxy~qw#

Z IBM Navigator for i Pa)K1!rXxy~qwPm#CPmG"< IBM Navigator for i 1D10P

m#zIT(}+|k InterNIC >cODPmxPHO,i$1!PmGq*nBPm#|BzDdCDy~

qwPm,T9|#V*10Pm#

q!rXxy~qwX7

%6y~qwDX7P1a|D,#Vb)X7*10X7G DNS \m1DpN#InterNIC ,$KrXxy

~qwX7D10Pm#*q!rXxy~qwD10Pm,k4PBP=h:

1. 9CD~+d-i (FTP) Td{==G< InterNIC ~qw:FTP.INTERNIC.NET r RS.INTERNIC.NET

2. BXTBD~:/domain/named.root

3. +CD~f"ZTB?<76P:/QOpenSys/QIBM/ProdData/OS400/DNS/ROOT.FILE

@p=sfD DNS ~qwI\;P(ey~qw#ZbVivB,DNS ~qw;\y]dT:Dwr}]b

D~rd_Y:fPfZDu?4bvi/#|I\a+GV!i/*"A@p= DNS#ZbVivB,@p

= DNS ~qwd1*"w#

Z?xy~qw

g{ DNS ~qwGsMZ?xD;?V,G4zIT_PZ?y~qw#g{ DNS ~qw+;CJrXx,

G4;h*0k1!rXx~qw#+G,&mSZ?y~qw,Tc DNS ~qwITbvdrb?DZ?

X7#

`XNq:

Z 273D:dC{F~qwODxr;

dCr{53 (DNS) ~qw5}s,h*dC{F~qwDxr#

\mr{53

\mr{53 (DNS) ~qwD}L|(i$ DNS &\GqpwC"Gq,$ DNSSEC"Gq`ST\T0

Gq,$ DNS }]MD~#

`XEn:

Z 123D:DNS 2+T)9 (DNSSEC) ri;

DNSSEC G;W+2+T)9mS= DNS D IETF RFC f6#

i$r{53&\GqpwC

rE"=ww (DIG) $_ITozzSr{53 (DNS) ~qwU/E"T0bTC~qwDl&#IT9C

DIG 4i$ DNS ~qwGq}#$w#

kskXM IP X7 (127.0.0.1) X*Dwz{#&9Cwz{ (localhost) 4l&#9ITi/z}Z"Ti$

D~qw5}P(eDX({F#b+7Oz}ZbTDX(~qw5}GqZ}#KP#

32 IBM i: r{53



*9C DIG i$ DNS &\,k4PBP=h:

1. Z|nPOdk DIG HOSTNAME('127.0.0.1') REVERSE(*YES)#

&T>TBE"(dP|(XMwz{):

;; global options: printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id:865
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL:1

;; QUESTION SECTION:
;1.0.0.127.in-addr.arpa. IN PTR

;; ANSWER SECTION:
1.0.0.127.in-addr.arpa. 86400 IN PTR localhost.

;; AUTHORITY SECTION:
0.0.127.in-addr.arpa. 86400 IN NS ISA2LP05.RCHLAND.IBM.COM.

;; ADDITIONAL SECTION:
ISA2LP05.RCHLAND.IBM.COM. 38694 IN A 9.5.176.194

;; Query time: 552 msec
;; SERVER: 9.5.176.194#53(9.5.176.194)
;; WHEN: Thu May 31 21:38:12 2007
;; MSG SIZE rcvd: 117

g{ DNS ~qw5XXMwz{ localhost,G4|l&}7#

2. 4 Enter |TKvCa0#

":g{9C DIG 1h*oz,kdk ?DIG "4 Enter |#

\m2+\?

2+\?Jmz^FTr{53 (DNS) }]DCJ#

P=V`MDk DNS `XD\?,|GG DNS \?M/,|B\?#|GZ#$ DNS dC=fwP;,

DwC#BPhv5wK|GwTk DNS ~qwDX5#

\mr{53\?

r{53 (DNS) \?G* BIND (eD\?,I DNS ~qwZi$kV|B19C#

zITdC\?"Td8({F#;s,1z*#$ DNS Ts(}g,/,xr)1,ITZX7%dPm

P8(C\?#

*\m DNS \?,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. ZR0qP,R|%w*\mD DNS ~qw5}"!qdC#

3. Z“DNS dC”3fP,!qD~ > \m\?#

Z“\m\?”3fP,zIT4P`&D\mNq#

\m/,|B\?

/,|B\?I/,wzdC-i (DHCP) ~qwCZ#$/,|B#
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1r{53 (DNS) k DHCP ;Z,; IBM i =(O1,b)\?XkfZ#g{ DHCP ;Zd{ IBM i

=(O,G4zXk+`,D/,|B\?D~V"A?v6L IBM i =(,6L=(h*b)D~E\+/

,|B"MA(~~qw#IT(} FTP MgSJ~H4V"b)D~#

*\m/,|B\?,k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. !q\m DNS /,|B\?#

;s,zITZ“\m/,|B\?”3fP4P`&D\mNq#

T/,xrxPV/|B
g{ DNS ~qw5}}ZKP,G4Z IBM Navigator for i PT/,xrxPV/|B(}g,mSJ4

G<)1&STXp<G,r*V/|Dk/,|B.dI\zze;#

g{h*mS"`-r>}/,xrDJ4G<,(iZV{gfP9C RUNDNSUPD r NSUPDATE |nr DNS

~qwa;/,|Bks#}g,BP|n* myhost.mycompany.com mS;u_P IP X7 192.168.1.100 D

A G<#

RUNDNSUPD BCHFILE(*NONE)

> update add myhost.mycompany.com 86400 A 192.168.1.100

> send

> quit

":T“>”*7DPGKP RUNDNSUPD s"vD;%=|n#

g{XkZ IBM Navigator for i PxPV/|D,G4ZxP|D.0,ITZV{gfP9C RNDC |n

T9xrD~,=#"b,zI\a'%V/|DZd"MD/,|B#

*xPV/|D,k4PBP=h(Y( DNS ~qw}ZKP):

1. XU IBM Navigator for i PyPQr*D DNS dC3f#

2. ZV{gfP,Z|nPOdk|n RNDC RNDCCMD(freeze zonename),dP zonename G/,xrD{F#

K|n+<BCxr3a"R9/,|B(f"ZU>D~P)ZxrD~P,=#TZ3aDxr,+

;S\NN/,|B#"b,ZKPK|ns,+}%CxrDU>D~#

3. Z IBM Navigator for i P#9~qw5};r_ZV{gfP,Z|nPOdk|n RNDC RNDCCMD

(stop)#

4. Z IBM Navigator for i PTxrxPV/|D,}g,mSJ4G<#

5. Z IBM Navigator for i PXBt/~qw5};r_Z|nPOdk STRTCPSVR SERVER(*DNS) DNSSVR

(instancename) TXBt/~qw,dP instancename G~qw5}D{F#

6. ZV{gfP,Z|nPOdk|n RNDC RNDCCMD(thaw zonename),dP zonename G/,xrD{F#

K|n+<BXB0kCxr"YNS\TCxrD/,|B#

`XNq:

Z 283D:dCr{53TSU/,|B;

ITdCKP BIND 9 Dr{53 (DNS) ~qw,r{"azS\4Td{4DksT/,|Bxr}

]#>wba)PXdC allow-update !nTc DNS ITSU/,|BD8>E"#
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\m DNSSEC
>wbi\ IBM i =(OD DNSSEC ,$#

`XEn:

Z 123D:DNS 2+T)9 (DNSSEC) ri;

DNSSEC G;W+2+T)9mS= DNS D IETF RFC f6#

i$ DNSSEC &\GqpwC
IT9C DIG(rE"=ww)$_4i$ DNSSEC &\Gq}#pwC#

Y( DNS ~qwOP;v{* example.com DQ)pxr,"RZCxrPP host1.example.com D;u A

G< 192.168.1.101#

*9C DIG i$ DNSSEC &\,k4PBP=h:

1. Z|nPOdk DIG HOSTNAME(host1.example.com) DMNNAMSVR(’127.0.0.1’) DNSSEC(*YES)#

g{4,kG NOERROR "RZ ANSWER ?VPP A M RRSIG G<(gBy>),G4 DNS ~qwl&

}7:

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64408

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDI-TIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;; QUESTION SECTION:

;host1.example.com. IN A

;; ANSWER SECTION:

host1.example.com. 172800 IN A 192.168.1.101

host1.example.com. 172800 IN RRSIG A 5 3 172800 20131116055306 20131017055306 11643

example.com. i4xLG5ZIc+ifzvdUe91jjPlys2tjM3f1KFSa6H/iDnQfcUNWAS6aEDPY Tpr5ir6xs72mqJYepK5uaWarxDZAZ

a86yf7QjRI+9ab7t36O+Og9DRGT qS3G/8JfyZIFeck1QSYT6Hm3JCdaWMWPEfT+l/sYfS3H1YDdN9RxrXMN 5I0=

;; AUTHORITY SECTION:

example.com. 172800 IN NS ...

example.com. 172800 IN RRSIG NS ...

...

2. 4 Enter |TKvCa0#

XB)pxr

TZQ)pDwxr,g{TCxrDJ4G<xPKBD|D,G4Cxrh*XB)p#

k<GBPiv:

v Q+BDJ4G<(A M MX J4G<H)mS=Q)pDxr,r_VPG<Q|D

v ZSK/KSK \?Q|Dr_+=Z

v SU=T/,xrD/,|Bks
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TZ2,xr,g{ ZKS/KSK \?rd{J4G<Q|D,G4zh*TCxr4PV/xrXB)p#T

Z/,xr,ZSU=/,|Bs,xrXB)p+I~qw5}T/4P,yT;h*V/XB)p#

`XEn:

Z 53D:/,|B;

yZ BIND 9 D IBM i r{53 (DNS) 'V/,|B#b?4(}g,/,wzdC-i (DHCP))IT

+|B"MA DNS ~qw#mb,z9IT9C DNS M'z$_(}g,/,|B5CLr

(NSUPDATE))44P/,|B#

`XNq:

Z 303D:XB)pwxr;

TB8>E"IT8<zjIZ DNS ~qwOXB)pxrD}L#

\?v/"bBn

*K2+p{,&(Zv/ KSK/ZSK \?#

(i? 12 vBf; KSK \?;N,"R?vBr?v>Hf; ZSK \?;N#

\m/,xrD DNSSEC
>wbi\/,xrD DNSSEC ,$#

DNSSEC M/,|B

g{3v/,xr?pK DNSSEC,G4 DNS ~qw+(ZXB)pCxr,T7#9+)pIZ/,|B

x!{)pDG<#

":DNS ~qwh**@ ZSK/KSK (C\?D;CE\)pxr,yTzh**9C DNSSEC D/,xr

dC key-directory !n#

9C NSUPDATE |n,$ DNSSEC

IT9C NSUPDATE |nT/,xr4Pk DNSSEC `XDYw#}g,IT9CC|n+ ZSK/KSK \?

mS=/,xr,T)pCxrr4P\?v/#

BfT>K(}+ ZSK/KSK \?mS=/,xr4)pCxrD=h:

1. <8*4PDz&mD~ (batch.file)#z&mD~DZ]I\`FZTBZ]#"b,CD~D)2P;v

UWP#

ttl 3600

update add domainname DNSKEY 256 3 7 AwEAA...

update add domainname DNSKEY 257 3 7 AwEAA...

send

2. ZV{gfP,Z|nPOdk|n NSUPDATE BCHFILE(batch.file),;s4 Enter |#

/,xrDT/xr)p/T/\?v/

(}+ auto-dnssec !ndC*“,$”,IT9/,xrT/)p,"R ZSK/KSK \?T/v/#z;h*

a)CZxr,$DT& ZSK/KSK \?#4PTB=hT<8b)\?:

1. <8C4)pCxrD}7 ZSK/KSK \?#ITZV{gfP9C|n GENDNSKEY zIb)\?#

2. ZhC' QTCP T ZSK/KSK \?MxrD~DCJ(#
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ZV{gfP,TZ?v+C\?,dk|n CHGAUT OBJ(’/QIBM/UserData/OS400/DNS/_DYN/K<key-id-

n>.+aaa+nnnnn.key’) USER(QTCP) DTAAUT(*RWX) OBJAUT(*ALL);TZ?v(C\?,dk|n CHGAUT OBJ

(’/QIBM/UserData/OS400/DNS/_DYN/K<key-id-n>.+aaa+nnnnn.private’) USER(QTCP) DTAAUT(*RWX) OBJAUT

(*ALL);TZ}Z9CDxrD~,dk|n CHGAUT OBJ(’/QIBM/UserData/OS400/DNS/<instance>/

zonefile’) USER(QTCP) DTAAUT(*RWX) OBJAUT(*ALL)

":zITNDZ 303D:*/,xrdC DNSSEC;b;Z,TKb auto-dnssec !nDdC=h#

CJr{53~qw3FE"

}]b*"M3FE"$_ITozz4iM\m~qwT\#

r{53 (DNS) a)KtIoO$_#|GITC4`S~qwDT\#

`XN<:

Z 383D:,$r{53dCD~;

ITZ IBM i =(O9C IBM i DNS 44(M\m DNS ~qw5}#DNS DdCD~I IBM

Navigator for i \m#;CV/`-b)D~#k<U9C IBM Navigator for i 44("|Dr>} DNS

dCD~#

CJ~qw3FE"

~qw3FE"\aK~qwTdn|;NXBt/rXB0kd}]bT4,SU=Di/Ml&D}?#

r{53 (DNS) Jmzi4~qw5}D3FE"#E",x=S=KD~,1=>}CD~*9#Z@@~

qwSU=Dw?D`YT07iJb1,KE"I\\PC#ITZ DNS *zozwb“Kb DNS ~qw

3FE"”PqCPX~qw3FE"D|`E"#

*CJ~qw3FE",k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#

2. ZR0qP,R|%wzD DNS ~qw"!qdC#

3. Z“DNS dC”3fP,!qi4 > ~qw3FE"#

z9IT9C“6L{FX$LrXF”(RNDC) |n4T> named.stats D~PD~qw3FE"#T&D|ng

B:

RNDC RNDCCMD(’stats’)

CJn/~qw}]b

n/~qw}]b|,xrE"MwzE",dP|(3)xrtT(}g,p<(^ (SOA) E")M(}w

ztT(}g,J~;;Lr (MX) E",KE"ZzYJb1\PC)#

r{53 (DNS) Jmzi4~qw5}D(~}]"_Y:f}]Ma>}]D*"#C*"|(4T~qw

DyPwxrM(zxr(}rMfr3dxr)DE"T0~qwQ(}i/q!DE"#

zIT9C IBM Navigator for i 4i4n/~qw}]b*"#g{zh*#fb)D~D1>,G4}]

b*"D~{G IBM i ?<76 /QIBM/UserData/OS400/DNS/<server instance>/ PD named_dump.db,d

P <server instance> G DNS ~qw5}D{F#ITZ DNS *zozwb“Kb DNS ~qw}]b*"

”PqCPXn/~qw}]bD|`E"#

*CJn/~qw}]b*",k4PBP=h:

1. Z IBM Navigator for i P,9*xg > ~qw > DNS ~qw#
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2. ZR0qP,R|%wzD DNS ~qw"!qdC#

3. Z“DNS dC”3fP,!qi4 > n/~qw}]b#

z9IT9C“6L{FX$LrXF”(RNDC) |n4T> named_dump.db D~PDn/~qw}]bE"#T

&D|ngB:

RNDC RNDCCMD(’dumpdb -all’)

,$r{53dCD~

ITZ IBM i =(O9C IBM i DNS 44(M\m DNS ~qw5}#DNS DdCD~I IBM Navigator

for i \m#;CV/`-b)D~#k<U9C IBM Navigator for i 44("|Dr>} DNS dCD~#

DNS dCD~f"ZBfP>D/ID~5376P#

":TBD~a9JCZZ BIND 9 OKPD DNS#

ZBmP,4yT>76DcNa9P>D~#&8]xP#f<j DD~T#$}]#&(Z>}xP

>}<j DD~#

{F <j hv

/QIBM/UserData/OS400/DNS/ DNS Dp<?<#

/ Q I B M / U s e r D a t a / O S 4 0 0 / D N S /
<instance-n>/

DNS 5}Dp<?<#

ATTRIBUTES DNS 9CKD~47(z}Z9CD

BIND f>#

BOOT.AS400BIND4 Q*;*K5}D BIND 8 named.conf

D~D BIND 4.9.3 ~qwdCM_T

D~#g{z+ BIND 4.9.3 ~qw(

FA BIND 9,G4+4(KD~#|

d1(F8],1 BIND 9 ~qw}#

$w1,IT>}KD~#

named.ca K~qw5}Dy~qwDPm#

named.conf KD~|,dC}]#|f*~qw+

\mDX(xr"xrD~yZD;

C"IT/,|BDxr"*"~qw

yZD;CT0d{!nhC#

named_dump.db *n/~qw}]b4(D~qw}]

*"#

named.memstats ~qwZf3FE"(g{Z

named.conf PdCKK3FE")#

named.pid CZ#f}ZKPD~qwDxLj

6#?Nt/ DNS ~qw1+4(K

D~#|CZ“}]b”"“3FE"

”M“|B~qw”&\#;*>}r`

-KD~#

named.random ~qwzIDXD~#
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{F <j hv

named.recursing ]iD~qwi/(g{ IBM Naviga-

tor for i ksKbVi/)#

named.run 1!wTU>(g{ksKKU>)#

|ITv/* n a m e d . r u n . 0 M

named.run.1 HH#

named.stats ~qw3FE"#

<primary-zone-n>.db |GK~qwOX(rDwxrD~#

CD~|,KxrDyPJ4G<#?

vxr<P;v%@D .db D~#

<primary-zone-n>.jnl CZ#fxrD/,|BDU>D~#

WNSU=/,|B1,+4(KD

~#~qwZXUr@#sXBt/

1,aXECU>D~,T+n|;N

xr*"s"zDyP|BO"=xr

P#KD~9CZ]vxr+d

(IXFR)#b)U>D~;a{'#KD

~G~xFD~,;&`-#

< p r i m a r y - z o n e -

n>.db+<YYYYMMDDHHMMSS>.signed

|GX(rDwxrD~DQ)pf

>#|9|,CZ DNSSEC DJ4G

<(RRSIG J4G<H)#

db.<secondary-zone-n> K~qwOX(rD(zxrD~#|

|,KxrDyPJ4G<#g{^(

CJw~qw,G4+9CKD~Zt

/1u<0k(z~qw#?vxr<

P;v%@D .db D~#

/QIBM/UserData/OS400/DNS/_DYN/ CZ#f/,|ByhDD~D?<#

<key_id-n>._KEY 8r9C <key_id-n> \?D DNSSEC

\?D{E4S#|<U8r4(Dn

s;v K<key_id-n>.+aaa+nnnnn.key \

?#

<key_id-x>._DUK. <zone-a> /,|B\?,9C <key_id-x> \?t

/T <zone-a> D/,|Bks1h*

K\?#

<key_id-x>._KID |, k e y odDD~,CZ{*

<key_id-x> D key_id

<key_id-y>._DUK. <zone-a> /,|B\?,9C <key_id-y> \?t

/T <zone-a> D/,|Bks1h*

K\?#

<key_id-y>._DUK. <zone-b> /,|B\?,9C <key_id-y> \?t

/T <zone-b> D/,|Bks1h*

K\?#

<key_id-y>._KID |, k e y odDD~,CZ{*

<key_id-y> D key_id
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k<key_id-n>.+aaa+nnnnn.key k<key_id-

n>.+aaa+nnnnn.private

9CTB <key_id-n> D DNSSEC +C

\? /(C\?T:
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