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MATHENY: Wel conme to this | BM podcast, Are security and

conpliance risk within the healthcare industry on the rise?
"' m Angel i que Matheny with IBM As nore information is

avai l abl e electronically, the threat of this sensitive data

is increased.

Hackers are focused on Wb enabl ed applicati ons where
val uabl e personal data is exchanged. Wb application
vul nerabilities continually represent the |argest category

of vulnerability disclosures.

And today Valerie Ham [ton, Wrldw de Marketing Manager for
Heal thcare and Life Sciences, will share with us how the
changi ng | andscape of the healthcare industry may be driving
the increase of security and conpliance risk, and the

vari ous ways to reduce the possibility and the inpact of
security vulnerabilities. H, Valerie. WlIlcone to the

podcast. Thanks for joining us.

HAM LTON: Geat. Hello Angelique. Thank you for having

ne.

MATHENY: Valerie, I'"'mgoing to start with this, of
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course, the nost obvious question. Are security and
conpliance risk within the healthcare industry truly on the

ri se?

HAM LTON: Well, yes, they are. Security and privacy

vul nerabilities have | ong been an area of concern in the
heal thcare industry. But even with increased focus on
security and conpliance, perhaps driven by H PAA and the

H TECH Act, breaches in the healthcare industry appear to be

i ncreasi ng.

It's a trend that's likely to continue as attackers tend to
target areas where sensitive personal information is shared,
and in the healthcare industry certainly this information is
avai | abl e and out there. Let nme share sone al arm ng

statistics.

According to an article on darkreading.com in 2010,
surprisingly, healthcare suffered nore data breaches than
financial services -- in fact, nore than three tines the
nunber of data breaches. And truly, | could go on and on
with alarmng statistics about security breaches. Just a
qui ck I nternet search shows reports fromthe Washi ngton
Post, Heal thcare and Technol ogy, eWek, Healthcare I T News,
all listing some type of security and Wb site breach of

information in the healthcare industry.



MATHENY: You're right, Valerie. W hear about it al

the tinme. Wiy is that?

HAM LTON: Well, there are several drivers. First of all
due to the increased regulatory mandates fromthe Heal th

| nsurance Portability and Accountability Act, known as

H PAA, and the HI TECH Act, there are increased regul ations
for protecting the privacy and security of health
information. So, security requirenents are tougher. And
there's also an increase in breach disclosure, neaning
security breaches are nore visible to the public, if you

will.

And | believe that user demand is indirectly a driver.
Custoners expect data to be available online, real tine at
their fingertips. The public is demanding rich applications
requi ring advanced codi ng techni ques, which introduces nore

risk and threats to this val uabl e dat a.

Moder ni zation, in general, is a driver. Traditional
applications are being driven to an online world, being Wb
enabl ed, increasing corporate risk. Also, cost cutting with
today's current econonmic climte. Today, we have increased
demands and per haps decreased efficiencies. Hackers are
becom ng smarter and nore creative | ooking at ways to get
this private information. |It's been said that stealing

information is the second hi ghest notivation for Wb
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application attacks.

And finally, the healthcare industry is becom ng nore

i nterconnected -- neaning that data, including patient

i nformation, such as nedical records, flows between
physi ci ans, providers, health plans, pharmacies, |abs and

nore. \Werever data is exchanged there's a security risk

MATHENY: What about for the industry itself? Is this a

maj or concern? \Wat's the inpact of a security breach?

HAM LTON: |"ve recently seen several articles about
security concerns in the heal thcare industry, and one
article cites that about 80 percent of |IT professionals at
hospitals state that |ocking down patient information from
breaches and unaut hori zed access is one of their top

priorities.

And |'ve seen nore simlar articles fromexperts stating
that security's a main concern overall in the healthcare
field. And the inpacts are significant. Failure to conply
to H PAA, for exanple, can nmean both civil and crim nal

penalties, including fines and possible jail tine.

And think about this. |If you | ook at the average cost of a
security breach, at $6.6 mllion, this translates to about

$200 per record for client notifications alone. And fines
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can be as high as $15 million, not to nmention the |oss of
reputation, and brand name and other related | awsuits, as

wel |l as a disruption to business operations.

MATHENY: Those are sone pretty big nunbers, Valerie.
What are sone of the top strategies for avoiding a security

breach?

HAM LTON: Wel |, securing Web applications should be a top
priority. This is where data is exchanged and is one of the
nost vul nerable areas for intrusion. Top strategies include
centralizing and automati ng application content analysis to

proactively identify these security vulnerabilities.

And assess conpliance requirements, helping to inprove the
accuracy and reliability of these online systens where this
val uabl e data is exchanged. So, centralizing and automating
Web applications, security and conpliance anal ysis includes
security testing of Web applications for vulnerabilities and

accessibility issues.

And utilizing Wb site content scanning and anal ysis can
hel p ensure conpliance with privacy, accessibility and key

i ndustry regul ati ons, such as H PAA and the H TECH Act. The
cost savings of automated versus manual security can

conpliance testing is significant.



Aut omat ed testing provides trenmendous productivity savings.
For exanpl e, outsourced audits can cost anywhere from

10, 000 to 50,000 per application. Imagine multiplying that

by the nunber of applications within an organi zati on and by

mul tiple audits, perhaps quarterly. This can be a

significant cost to your organi zation.

And for those organi zations creating Wb applications,
secure coding practices are not typically part of core

devel opment activities. In general, developnent is |acking
the tools to automate, mtigate risk and test security.

Vul nerabilities are continually introduced in application
code. And think about this: 80 percent of devel opnent costs

are spent identifying and correcting defects.

Anot her key strategy is to enbed security and conpliance
across the devel opnment |ifecycle through automation, audit
trials, controlled access and al so scans of the codes as
it's being devel oped. And even if applications are created
by and purchased fromthird parties, the bottomline is that
your organization is still responsible for the security of

this information.

So, the key takeaway strategy is to centralize and automate
Web application security and conpliance analysis to avoid
the risk of a data breach, to avoid exposing unsuspecting

visitors to malware attacks and falling out of conpliance
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with security, privacy and accessibility requirenments.

MATHENY: Val erie, thank you so much for sharing your
time today. This was sonme great information. W really
appreci ate you being here.

HAM LTON: Thank you for having ne. Appreciate it.

MATHENY: That was Rational's Valerie Ham |ton, talKking
about how security and conpliance risk within the healthcare
industry are on the rise. To share this podcast with your
col |l eagues or if you're interested in nore podcasts |ike
this one, check out the Rational Talks to You podcast page

at www. i bm com rati onal / podcasts.

We'll post a link to the security and conpliance for
heal thcare e-kit to help you get started. This has been an
| BM podcast. |'m Angelique Matheny. Thanks for |istening.

Keep tuning in as Rational Talks To You.
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