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MATHENY: Wel conme to this | BM podcast, Trust and
Transpar ency, Managi ng Secure Qutsource Relationships. [|I'm

Angel i que Mat heny with | BM

Security is always hung up on or been hung up by the weakest
link. The conplexity of today's systens has conpounded the
difficulty of defending them not just because of the nunber
of conponents but because of the many sources from which

t hey' re drawn.

Whet her you're integrating an outsource or open sourced
application or if you're interfacing with an outsource
service provider, security nust be one of the areas where

there is a clear focus and detailed requirenents.

In this podcast, Jack Danahy, Worl dw de Security Executive
for Rational, tal ks about some recent events where nore
security transparency woul d have hel ped and descri bes ways
in which Rational can help to ensure the security and
reputations of our clients. H, Jack. Wlconme to the
podcast. Thanks for joining us.

DANAHY: Thanks, Angelique, happy to be here.



MATHENY: Let's junmp right in. Jack, what have you seen
as new security problens as organi zati ons outsource nore

conponents and services?

DANAHY: | think that what we're beginning to see is

t hat sonetimes a breakdown in conmunication is causing there
to be a new set of security m stakes being nmade in terns of
the way the peopl e have either conponents thensel ves or

servi ces inpl enment ed.

The ongoi ng nove towards nore outsources services as people
t ake advant age of geographical disparity in cost, and
sonetinmes as they try and find subject matter experts, which
are different than the fol ks they have in house, they're
ending up noving a lot of what used to be critical internal
functions to fol ks who aren't necessarily as well versed in
corporate culture or in the business of the conpanies that

are engagi ng them

And this can sonetines cause there to be a real breakdown in
an under st andi ng of the business purpose and sonetines the
business priority in terns of the security of these
applications as they're being constructed or as they're

bei ng managed.

Let nme give you an exanmple. Odinarily within a particul ar

industry or within a particular conpany, there's an
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under st andi ng of what types of data are inportant, how an
application is likely to be used, maybe ot her kinds of

applications that that particular service is going to touch

And so froman internal perspective, there are a |ot of
judgment calls that get nade that will sort of naturally be
the right ones. There's an understanding of the way the
systens are going to work together. There's an
understanding why it's inportant and how it works. So
typically, there is either internal or external judgnents
made about whether or not the application is going to be

secur e enough.

When | renove that function, when | renove that function of
actual | y devel opi ng the software and perhaps devel oping the
service away fromthat central base of conmon understandi ng,
then | run the risk that there will be a disconnect: a

di sconnect in the way that people understand whet her or not
this application has to be secured in a particular way, and
whet her the data itself will be handled in a way that's

appropriate to the people who are sharing it with ne.

And so with this relationship, as this relationship grows
wi th these outsource providers, newrisks enter into it.
And the risks really fall not on the organization
necessarily developing it, but in the organization which is

aski ng the devel opnment to be done, the organization which is

- 3-



going to deploy it.

' mgoing to give you an exanple froma long, long tinme ago
whi ch was a case that happened here in the U S called
McPherson versus the Buick Mdtor Conpany. And to nake a

| ong story short, what happened was Buick built a very
particular car and there was a wooden wheel that it used

that it purchased fromone of its providers.

And a gentleman was actually driving it, M. MPherson, was
driving his car, and the wheel failed. And coincidentally
enough he was on the way to the hospital with a sick friend.
But what ended up happening was the wheel itself failed,
and it was an accident. And M. MPherson was injured. And

so he sued. He sued Bui ck.

And what Buick said was, listen, we didn't nmake the wheel,
anong other things. W didn't nmake the wheel. And so,

therefore, we can't be held responsible for the wheel's

failure.
What the court cane down and said was, |isten, you were sort
of the last stop in the line. You used the wheel. You

understood that notoring itself, particularly back in this
day and age, which is back in the early part of the century,
1916, roads were likely to be a little bit dangerous. And

so you understood the risk better than anyone el se that
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McPherson woul d be under using your vehicle.

And you under st ood what the wheel was going to have to do,
and what the stresses it would have to bear up under. And
so therefore you, the organization which sold the vehicle,
are responsible for all those different pieces, because you
were sort of the last stop in the line. You were the | ast
pl ace where that could have been checked to see if it was

okay.

As we extend this forward, we see nunmerous cases where
there's data | oss, where there's privacy chal |l enges, et
cetera, where people's individual information is sonetines

| ost, sonetines services are di sabl ed.

And these things happen because they haven't necessarily
managed that relationship, but they provide it well enough
so that that provider understands exactly what they're
supposed to be doing and what the security concerns are

around the way in which they're going to get it done.

Thi s communi cati on back and forth is of really utnost inpact
on both of these kinds of organizations. Wat we find is

t hat the organization doing the devel opment typically
benefits from having those kind of requirenents up front.
It's not that much harder to do things in a different way to

make it nore secure. It's just harder to do it after the
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fact.

And for the organizations which are actually acquiring the
service or the application itself, what they're going to see
is adifficult choice between depl oying sonething on tine,
which is insecure, as it gets delivered froman outsource

provi der.

O perhaps the challenge of actually deciding, I"'mgoing to
slip nmy dates and I'mgoing to mss all these schedules is

sonetines too tough for people to nmake that decision.

And so for everybody's sake, these kinds of new chall enges
are arising as we're noving nore and nore of this

devel opment and service provision to outsource people, it
really relates to understandi ng the comuni cati on of that
security and understandi ng of the business values that are

being driven by this particular application.

MATHENY: You know, Jack, everyone is worried about cloud
conputing and security. Are you as concerned about security

in the cl oud?

DANAHY: For me, the nost interesting part about cloud
security is all the great questions that are being asked

before it really takes off.



| nmean, there's a |lot of great cloud infrastructure out
there. There are a | ot of organizations working to

under stand better how cloud-rel ated services can separate
sonmetinmes sonme of the nore |logistical functions away from
organi zations so they can focus on value additional, and the
way in which centralized architectures and infrastructures
can relieve the burden on sonme organi zati ons who don't want

to do all that work thensel ves.

And the thing | like about it is there are so many questions
bei ng asked about security as these systens were

i npl enented. If | |ook back at what was going on, as we're
all working in the Internet, and Internet security back in
the md-1990s, it was beginning to take off, everything was
about feeds, and speeds, and how fast can it get connected,
and how many different people would cone and touch what |'ve

built.

These days, that is better understood, but also because of
t hose experiences, people understand the risks of having

i nadequate security as these systens roll out.

So personally | believe that as cloud infrastructures gather
nore nmonentum and as you find themtaking on nore of an
inmportant role, central to the execution of business
function for a lot of these |arge organizations, it's

actually going to be nore secure -- it's going to be nore
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secure for the sane reason that consistency breeds security.

As organi zations focus their talents on what they do best
and allow cloud service providers to focus on the provision
of hosting, or storage, or you nane it in terns of a
service, they will be very much focused on ensuring that
that service itself secure in satisfaction of all of these
new questions that are being asked as you and | sit here and

tal k today.

And | think that the outcone will be ultimately that the
cloud may turn out to be even nore secure than those
i ndi vidual ly depl oyed architectures and interfaces that we

have seen to this point in tine.

MATHENY: There's a | ong-runni ng debate about the
security about open source versus proprietary software and

applications. Which do you think is nore secure?

DANAHY: | love that question, because it speaks to the
heart of what we're tal king about today, which is sort of
| earni ng how to manage in sone cases an outsourced

rel ati onshi p.

When | think about open source code, there's so nuch val ue
there. Right? But the providers are sort of an outsourced

conpany where you don't know anybody -- that an open source
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package is witten by really smart fol ks who understand what
they're building, but two things, nunber one, they're not

really building it for you.

They're building it according to a certain set of functional
requirenents. They're building it according to what they
think is nost inportant, what the market is sort of telling
the pack is nost inportant. And they're also building it
according to their best practices, which may be different

t han your own.

And so, in this case it's sort of Iike an outsourcer, but
it's an outsourcer where you don't even have the
opportunity, necessarily, to ask them how they're buil di ng

it or why they're building it.

Now, the second piece of it is there's no real sense of
responsibility to you as an individual organization fromthe
open source conmmunity. They are responsible for building
the best thing that they can do along their own sight |ines,
along what they think is the nost inportant challenges to
solve, whether it's performance, functionality or security,
you pick it. And those won't necessarily match up with al

of the priorities of the organi zations who intend to depl oy

it.

So the way | look at it, it's nuch the sane as ensuring a
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nice relationship between yourself and an outsource
provider. [It's about understandi ng what you're getting.

And so in this way, if | stop and | think about the best
practices that |1'd use to integrate outsourced software
packages or services inside nmy own organization, it's nostly

about insight and understandi ng.

| want to | earn what goes on inside an open source package.

| want to be able to take a look at it. | want to be able
to read about experiences other fol ks have had with it, and
| want to be able to learn for nyself whether or not the way
that it behaves and the way it does it job is going to be in
keeping with the type of security or privacy or
confidentiality which I intend to offer to ny own clients,

to my own prospects, perhaps to ny internal users.

And so, is it nore or less secure? It really is so
contextual, right, that I don't believe that anyone woul d
adhere to the fact that they are naturally nore flawed or

naturally incredibly less flawed than | ess open packages.

But | think that the fact that they are out there and that
t hey' re understandable, and | can | ook inside them because
typically the source code is available there as well, it's
an opportunity in the open source conmunity to |earn nore

about the package before you decide to use it...
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...to measure packages agai nst one another and to ensure
t hat what ever package you choose is one that's going to
match up with the type of security concerns that you or your

users are going to have noving forward.

So, again, | would just recommend that as organi zations
deci de which to use, don't go by a question necessarily of
is it nore or |less secure, take it on as part of your

process, understand whether it's secure or not.

Under st and whether it's secure enough for the purposes that
you're going to put it to, because even in a single

organi zation there may be many different contexts in which
an individual application may or may not be secure enough

for the purpose to which it's intended.

MATHENY: Jack, we're going to end with this question
today. Have you seen anyone who really approaches security

in the way that you describe, or is this just unrealistic?

DANAHY: It's funny, as we get closer to sort of the
nuts and bolts of it, as we get down to individuals witing
code, many tinmes we have a |lot of differing comentary on
what is an appropriate focus on security? How do | nmanage
security appropriately? How do | nake these kind of

deci si ons.
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There's a | ot of conversation that goes on. And so,
sonetinmes what is really an earnest conversation around the
right thing to do, along any nunber of axes can be seen as a

| ack of commtnent. Right? But | don't believe that it is.

And I will tell you that one of the things we see, which is
a relatively high | evel of support for the style of
interaction, is in regulation. Wether it's new cyber
security regulation, whether it's the new stuff that cones
out of the utility providers, or whether it's standards

bodi es and financi al services...

The organi zations which are going to regul ate rel ati onshi ps
wi th our providers and the regul ations that organizations
will be under to protect our private informtion or our
financial information, those regulations don't call out a
differentiation between, if you build it yourself or if

sonmeone builds it for you.

They're very, very strict. They describe the responsibility
of the organi zations which are going to take in ny
information or handle ny functions for ne, and it describes
how they will be held responsible. So I think at the

hi ghest | evel, you know, up to the congressional offices
here in the United States, those folks are taking it very,

very seriously.
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And what ends up happening is that sense of responsibility,
t hat sense of understanding that it is ultimtely the
responsibility of the organi zati on which captures the data
or provides the service to ensure that it's done securely,
is driving all this good thinking further down inside the

or gani zation. ..

...and will drive a nore consistent approach to
under st andi ng whet her applications and services are secure
enough from outside providers, whether it be designed
internally, externally, really wthout regard for where it's
comng from but nostly with regard to the security that

it's intended to provide.

MATHENY: Jack, as always, thank you so nuch for sharing
your tinme today to discuss this podcast, Trust and
Transpar ency, Managi ng Secure Qutsource Rel ationships. W
really appreciate your tinme today.

DANAHY: My pl easure.

MATHENY: That was Rational's Jack Danahy, Worl dw de
Security Executive. To share this podcast with your

col | eagues, or if you're interested in nore podcasts |ike
this one, check out the Rational Talks To You Podcast Page

at www. i bm com rati onal / podcasts.

We'll include a link to the white paper titled, Trust But
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Verify, How to Manage Ri sk and Qutsource Applications. So,
check it out today. This has been an I BM podcast. |'m
Angel i que Matheny. Thanks for listening. Keep tuning in as
Rational Tal ks To You.

| BM Podcast
[ MUSIC] [END OF SEGVENT]
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