MATHENY: Wel cone to this I BM Rational podcast. [|'m
Angel i que Matheny. Joining ne today is Scott Nordstrom
Seni or Project Manager for Rational Software Analyzer, and
t he podcast titled One Scan, One Analysis, One Decision and
Only One Conpany Has the Static Anal ysis FrameworKk.

Today we'll learn nore about Rational Software Analyzer's
extensi bl e foundation for increasing productivity and
simplifying static analysis and why we can't |ive w thout

it. Scott, welcone to the podcast.

NORDSTROM Thank you

MATHENY: Let's start with this question, Scott. Can you
give ne an overview of exactly what is neant by the Rational

Sof tware Anal yzer Extensible Franmework?

NCORDSTROM Yes, | sure can. The overall purpose of having
an extensible framework is to have the ability to adapt,
adapt to how all devel opers actually build their source

code.

The Software Anal yzer Framework allows the devel oper to
expand on their overall quality of their applications into
such areas as static code quality analysis, security

vul nerabilities, |IP managenent and architectural analysis

and visualization, as well as expanding that out into the
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application asset inventory.

The sky's pretty nuch the limt here when you think about
actual ly having an extensible framework and exactly how you
can extend that framework into other areas, other than just

source code analysis, right?

So what you have the ability to actually go do is extend
this out to both things |Iike XM. and HTM., and to doi ng
build and installation validation as well as configuration
validation just to name a couple of things that the

framework will allow you to do

What we can do through this piece and through this
extensible APl is to provide the capability to extend the
user's analysis through integrations in these areas, such as
custom zing specific rules or inporting or exporting rules
and allowi ng for specific groups to utilize these rule sets
in the specific areas around the application today. This
can also extend into any automated build systemthrough the
command line interface, also allow ng for automation and

centralization of this whole process.

Every devel oper pretty nuch develops differently, right? So
what we [ ook at within Rational Software Analyzer is to have
an extensible framework that will adapt to how each

devel oper actually devel ops and what their best practices
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are without disrupting the whol e devel opnent team

MATHENY: Scott, in the title we say One Scan, One
Anal ysis and One Decision. Wat exactly do you nean by

t hat ?

NORDSTROM Yes, so on the sane track of the extensible
framewor k and having the ability to tie other quality source
code tools as well as any type of application analysis

solution into the extensi bl e workfl ow franmeworKk.

Most devel opnent organi zations pretty nmuch utilize multiple
source code quality tools in their overall devel opnent
process today. Wen you tie all these tools together into
one framework, the user now has the ability to do this one
scan of the source code, to get one result back fromthat
scan, to analyze the potential application risk associated
with that scan and with any other risks that m ght be within
t hat application and nmake one deci si on based on that

anal ysi s.

So typically with the scenario of the nultiple tools sitting
i n devel opment organi zati ons, teans are spending a whole | ot
of time learning and using these tool sets in their
day-to-day process when they could be spending nore tine

actual Iy doi ng devel opnent.



MATHENY: So, Scott, how does that benefit custoners?
How does it help to sinplify static analysis and inprove

productivity? | think that's a pretty inportant question.

NORDSTROM Yes, that's a very inportant question. This
allows for static analysis to becone nore sinplified through
having the teamonly learn one tool and utilize the analysis

and reporting capabilities of that one tool.

Now what you can do is you can tie all these tools into an
aut omat ed framework engi ne and scan, analyze and react to
the results in literally a single session, allow ng the team
to beconme nuch nore proactive instead of becom ng reactive
to where quality teans are actually sending the issues back
down to the devel opnent organi zation. Thus, you inprove the

overal | productivity and health of that application.

MATHENY: Yes, | can see how that would definitely be
beneficial. Are there any custom zations that can be done

to nmeet, let's say, specific needs of a custoner?

NORDSTROM Yes, there are. The Rational Software Analyzer
extension framework provides nultiple Application

Programm ng Interface -- an APl -- as well as a whole set of
extension points that allows you to custom ze specific rule
sets to neet the needs of what that devel opnent organi zation

needs.



What you can do here is you can create your own | anguage
parsers for custom analysis. You can create specific groups
of rules and custom ze these rules and views as well as do
custom ze reports through a whole tenplate systemthat the

product actually has.

And lastly, you can create your own data collection points
-- nmeaning that you can collect the data that you want to
run during the analysis. This extensibility provides a
conplete flexibility to meet any of the specific needs that

t hat devel opnent organi zation actually has.

MATHENY: Scott, I'mgoing to end with this question.

What is the overall value of static anal ysis?

NORDSTROM Static anal ysis neans the study of things that
are not changed. However, in software ternms, this
definition can be refined as the study of source or binary
code that is not currently running -- nmeaning that the code
does not have to actually be conpiled to actually run a
scan. Thus, static analysis provides the capability for
identifying code | evel issues during the actual tinme the
devel oper's doing their actual coding, saving devel opnent

time and overall costs.

Every day we see nore and nore on how software powers the
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nodern world that we live in in such things as consuner

el ectronics, appliances, cell phones and autonobiles. Also
in other areas where networks that we connect to and
enbedded systens that we tie to, also we see software

aut omati ng or doing our routine tasks that powers the

t echnol ogi es of our daily lives today.

Sof tware defects cost the U S. econony sone $60 billion a
year, anmounting to about six percent of the U S. Goss
Donestic Product according to the National Institute of
St andards and Technol ogy. Studies released in 2002 showed
that $22 billion of these costs could be recovered through

better software testing.

One aspect of tinme savings achieved with static analysis
tools should be fairly obvious: it takes you | ess to get
better code quality by doing this, again, at the devel opnent
time. Many studies include some concluded actually within

| BM cl ai mthat even sinple automated code reviews will find
anywhere fromfive to 15 percent of all defects in the code.
The sane study also clains that defect reporting by one of
our custoners costs them anywhere from 12 to $18, 000 per

defect if it actually gets out to the field.

If you consider a typically large piece of software that has
t housands of defects over its overall |ifespan, you quickly

realize that using automated code review static anal ysis

-6-



pi eces can save anywhere from $600, 000 to as much as $2.7
mllion. Regardless of which percentage of cost you
actually believe in, the potential savings with static

anal ysis tools is staggering.

MATHENY: Scott, thank you so much. This is really

great, learned a |lot today. Thanks for taking tinme out to
tal k about One Scan, One Anal ysis, One Decision and Only One
Conmpany Has the Static Analysis Framework. We really
appreciate it.

NORDSTROM Thank you

MATHENY: That was Scott Nordstrom senior product
manager for Rational Software Analyzer. |If you're
interested in nore podcasts like this one, check out the
Rational Tal ks to You podcast page at

wwwv. | bm confrational / podcasts. This has been an | BM
Rati onal podcast. |'m Angelique Matheny. Thanks for
listening. Keep tuning in as Rational Talks to You.

[ END OF SEGVENT]



