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July 26, 2012

The Honorable Harry Reid The Honorable Mitch McConnell
Majority Leader Minority Leader
United States Senate United States Senate
Washington, DC  20510 Washington, DC  20510

Dear Senators Reid and McConnell:

As the United States Senate prepares to consider cybersecurity legislation this week, IBM writes 
to express its opposition to S. 3414, the Cybersecurity Act of 2012, as currently drafted.  

We recognize that the sponsors of S. 3414 have made substantial changes in their legislation, 
which is an improvement over previous versions of cybersecurity legislation introduced in the 
Senate.  But the approach taken in the bill remains flawed.  For example:  

• The “voluntary” performance requirements envisioned in S. 3414 would quickly 
transform into a de facto government regulatory scheme on privately-owned critical 
infrastructure.  While private industry would provide limited and non-binding advice, a 
council of Federal agencies would have the final say on setting cybersecurity 
performance requirements, and those standards would quickly become mandatory in 
practice.  Moreover, the process of deciding which sectors are to be covered by such 
government-sponsored requirements is open-ended and poorly defined.  

• The liability protections designed to be an incentive for adopting “voluntary” standards 
are far too limited, and they specifically exclude operators of critical infrastructure.

• The information-sharing provisions of S. 3414 would slow down the vital sharing of 
threat information between industry and government, imposing more bureaucracy on a 
process that needs to be fast to be successful.  

In general, the bill does not account for the varied and complex infrastructures, relationships and 
architectures that exist in the private sector. Nor does the bill recognize the speed and flexibility 
with which private sector must – and does – respond to matters of this type.  We believe the 
needs of both government and industry would be better served by a changed approach that 
reflects the realities faced by industry and the ever-changing nature of cybersecurity threats.



“Voluntary” Top-Down Standards Will Not Work

IBM secures the operations and proprietary information for a globally integrated enterprise that 
spans 150 countries, more than 400,000 employees, 120,000 servers and half-a-million 
networked devices.  Our IBM Security Solutions division provides a range of security products 
and services to companies large and small, in the United States and around the globe.  

We have seen first-hand how companies in various sectors of the economy, including critical 
infrastructure providers, have strong incentives – and are acting now – to secure their systems, 
preserve continuity of operations and maintain their brand reputations.  Our clients best 
understand the need to protect themselves from cyber-threats and they are investing accordingly. 

The Cybersecurity Act is based on the premise that government-sponsored standards will lead to 
increased network security.  We disagree.  In our experience, online threats evolve quickly, 
literally on a daily basis.   Businesses must respond faster than any regulatory process can move. 

We would note that under the process outlined in S. 3414, industry input into cybersecurity 
performance requirements is purely advisory.  The ultimate decision on which requirements to 
adopt, and to whom they would apply, rests solely with Federal agencies under the leadership of 
the Department of Homeland Security.  The bill would quickly transform “voluntary” standards 
into mandatory ones for any industry sector regulated by any Federal agency or commission. 
Indeed, the bill defaults toward regulation by demanding that any agency which chooses not to 
impose mandatory regulations report on such failure to Congress.  It is not difficult to see how 
this process could quickly become a de facto regulatory scheme.

The threats faced by our clients change daily, and the threats confronted by one industry sector 
can be significantly different than those faced by another.  Given the constantly evolving nature 
of cyber-threats, responding to them requires great speed and agility, practical risk-based 
management, and innovative defensive measures.   A static and standards-driven compliance 
model, in which companies are encouraged to “check the box” against already-outdated security 
threats, is unlikely to succeed.  In fact, such an approach could even be counterproductive, as 
some companies may stop innovating and investing in security once they have met government 
performance requirements that will be outdated the moment they are published.    

Liability Protection Must Be Meaningful and Broad

IBM supports the concept of liability protection for owners and operators of critical 
infrastructure, and for taking action based on information shared between industry and 
government.  But to be effective, such protection must be meaningful and sufficiently broad to 
cover all of the key players involved in building and operating modern IT networks.  

While we applaud the notion of using liability protection as an incentive, limiting such protection 
only to punitive damages ignores the much larger threat of consequential damages.  And 
disturbingly, S. 3414 specifically limits liability protection only to owners of critical 
infrastructure, and not to those who operate IT networks on behalf of, or under contract to, an 
infrastructure owner.  This demonstrates a lack of understanding of how most critical 
infrastructure networks are operated today, in which companies choose to partner with expert 
and experienced providers such as IBM to handle IT network operation and management.  



Information Sharing Must be Fast and Efficient

Our experience in dealing with cyber-threats leads us to conclude that the single most effective 
step government can take to address the challenge is to improve the ways in which government 
and industry share information to counter and respond to attacks.  Because cyber-attacks happen 
without notice and threats evolve with astounding speed, it is vital that mechanisms for sharing 
information be non-bureaucratic and efficient.  For this reason, IBM endorsed H.R. 3523, the 
Cyber Intelligence Sharing and Protection Act, which passed the House earlier this year with 
significant bipartisan support.   

By contrast, we are concerned that S. 3414 would limit and complicate the sharing of 
information between industry and agencies such as the Department of Defense, which is often 
the best source of timely cyber-threat information.  The process envisioned in Title VII of the bill 
would slow down a process that is vital to rapid response and containment of cyber-attacks.

IBM supports cybersecurity information-sharing with appropriate protections for privacy and 
civil liberties, and with appropriate liability protections for organizations who share 
cybersecurity information.  The liability provisions in Title VII of S. 3414 are inadequate 
because they do not incent the full range of disclosures necessary for a robust information-
sharing program. We also note the lack of liability protection for a company that undertakes the 
operating countermeasures specifically authorized earlier in the title.  

IBM hopes that Congress can pass bipartisan, common-sense cybersecurity legislation.  In fact, 
there are many areas in which there is broad consensus that Congress should act now, such as 
information sharing; better securing Federal IT networks through FISMA reform; updating 
criminal penalties for cyber-crime; and investing in cybersecurity research and development.  

We are encouraged that Sen. Reid has announced an open amendment process for S. 3414, and 
we hope this will result in significant changes as the legislation proceeds.  We look forward to 
offering additional input as the legislative process moves forward.

Thank you for your consideration of our views. 

Sincerely,

Christopher A. Padilla
Vice President, Governmental Programs


