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This tutorial drives through three WebSphere Application Server/Tivoli Access
Manager integration scenarios. You'll learn how to share the user registry, and to
protect Web resources with WebSEAL via both LTAP and TAI. Setup and
configuration details are provided for testing and configuring all the scenarios in the
tutorial.

Section 1. Before you start

About this tutorial

The objective of this tutorial is to show different scenarios for integrating WebSphere
Application Server and Tivoli Access Manager.

The tutorial includes a quick installation guide for a simple system on which you can
run the scenarios introduced here. You will find details for the scenarios and detailed
configuration samples that you can run on your system.

The tutorial should take you about 30 minutes to complete, not including the
installation time.

This tutorial is a valuable resource for those who want to get quick hands-on
experience with WebSphere Application Server and Tivoli Access Manager
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integration.

This material is useful for architects who want detailed information about
WebSphere and Tivoli integration in the enterprise. It can also help system
administrators get a feel for the system administration tasks in a WebSphere/Tivoli
domain.

Prerequisites

To complete the steps in this tutorial, you'll need the following software installed on
your computer:

* WebSphere Application Server V5 for NT (download a trial version)
« Tivoli Access Manager V4.1
» Tivoli Access Manager V4.1 Web Security (WebSEAL)

Architecture

The diagram below depicts the enterprise architecture for WebSphere Application
Server and Tivoli Access Manager.
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The WebSEAL server usually sits in the demilitarized zone (DMZ). WebSEAL can be
combined to run as a plug-in with the WebSphere Edge Server to provide load
balancing for the servers behind the second firewall.

The Access Manager authorization server is positioned in the secure network zone,
together with the directory server.

The WebSphere Application Server can use both the authorization server and the
directory server for authorization and authentication purposes.

The IBM HTTP Server can move to the secure network zone; in this case,
WebSEAL forwards and routes the requests to the static content on the Web server.

This architecture could be extended with the Tivoli Web Portal Manager, which is a
graphical interface used to manage the Access Manager domain.
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Scenario system requirements

The scenarios in this tutorial can be run on one system if it meets the minimum
requirements:

* Intel Pentium Il or 4 processor or equivalent, 1 GHz minimum
e 1 GB memory minimum

* Windows 2000 Server (Professional also works, although it is not a
supported platform)

» ServicePack 3 with the latest critical updates

This one system can run all the components introduced in the previous panel.

We'll use dwser ver as the server name in this tutorial. Make sure that you replace
this server name with your own hostname when appropriate.

Section 2. Installation and configuration

Installation steps

In this section, we will:

1. Install WebSphere Application Server V5.0 base
2. Install Tivoli Access Manager base, including:
1. IBM Directory Server V4.1
2.  Tivoli Access Manager Runtime
3. Tivoli Access Manager Authorization Server
3. Install Tivoli Access Manager WebSEAL
The installation process may take from a half an hour to a couple of hours,

depending on the speed of your system. We'll take a look at each step in turn in the
next few sections.
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Install WebSphere Application Server V5

The installation steps here are provided for the tutorial environment. If you already
have an infrastructure set up, you can skip most of the upcoming installation steps;
you only have to make sure that you have all the components installed.

The very first step is to install the application server. WebSphere Application Server
provides the runtime environment for the J2EE applications.

1. Install WebSphere Application Server V5.0.

2.  Select a custom installation; do not install the Application Server
Samples, Embedded Messaging, IBM HTTP Server, Web Server Plugins,
Performance And Analysis Tools, or Javadocs, as they are not required
for this tutorial.

3. Setthe application server directory to C. \ WebSpher e\ Appser ver.

4. Set the node name -- to dwSer ver Node, for example; then set the
machine name.

5. Continue with the installation until it is done.

If you'd like, you can install the IBM HTTP server, which can be used for the
directory server for management purposes. If you choose not to install the Web
server, Tivoli Access Manager will install an earlier version of IBM HTTP Server for
the directory server. Later in the tutorial (in the sections Using LTPA to integrate
WebSphere and WebSEAL and Using TAI to integrate WebSphere and WebSEAL ),
to forward the requests to the application server, we use the WebSEAL security
proxy rather than the IBM HTTP server. If you decide to keep the Web server for
management purposes for the directory server, set the Web server port during
installation to a nondefault port (i.e., to a port other than 80).

Install Tivoli Access Manager directory server

The directory server stores user information for authentication purposes. It can also
store any other data in a directory structured format. To install it, first run the install
scriptezinstal | _| dap_server. bat. (You'll find this and other batch scripts
mentioned in this section in the root directory of the appropriate install CD.)

Once you've run the script, answer the questions on the panels you're presented as
follows (use passwOr d, with a numeric zero substituted for the letter O, for every
password request):
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IBM DB2 configuration options:

Opti on Val ue
1. Administration ID ........................ db2admi n
2. Administration Password .................. *krkkxxkkx (password)
3. Installation Directory ................... c:\sqgllib

IBM HTTP Server configuration options:

Option Val ue

1. Administration ID ........................ Adm ni strat or

2. Administration Password .................. ¥rkkxxkx* (password)
3. HTTP Port . ... . i 80

4. Installation Directory ................... c:\ibmttp

IBM Global Security Toolkit configuration option:

Opti on Val ue
1. Installation Directory ................... c:\ibmgsk

IBM Directory Server configuration options:

Option Val ue
1. LDAP Adnministrator ID (DN ............... cn=r oot
2. LDAP Administrator Password .............. ¥r&kxxxkx* (password)
3. LDAP Server Hostname ..................... dwserver
4. LDAP DN for GSO Database ................. o=myconpany
5. LDAP Server Port ........... .. .. .. .. ... ... 389
6. LDAP SSL Keyfile ...... ... ... ... ... ...... D: \ cormmon)\ pd_| dapkey. kdb
7. LDAP SSL Key File Password ............... Kok koK
8. SSL Cient Certificate Label ............. PDLDAP
9. Installation Directory ................... c:\ibmldap

Finally, install the patch for the LDAP server, using the script:
apply_| dap41l_patch. bat .

Install Tivoli Access Manager runtime

You'll need to run the Tivoli Access Manager runtime environment on every node in
the Access Manager domain that has a connection to Access Manager. Install the
Runtime component using the ezi nstal | _pdngr . bat script.

Once you've run the script, answer the questions on the panels you're presented as
follows (leave those fields for which no value is indicated blank):

IBM Tivoli Access Manager runtime configuration options:
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Opti on

. Configure Using This Registry Type
LDAP Server Host nanme
LDAP Server Port
LDAP DN for GSO Dat abase
Enabl e SSL with LDAP Server
LDAP SSL Keyfile
LDAP SSL Keyfile DN
LDAP SSL Key File Password
LDAP Server SSL Port
Installation Directory

1
2
3
4
5.
6.
7
8
9
10

developerWorks®

Val ue

| dap
dwserver
389

o=nyconpany

636
c:\tivoli\policydirector

IBM Tivoli Access Manager policy server configuration options:

Opti on
1. LDAP Admi nistrator |ID (DN)
LDAP Adm ni strator Password
Security Master Password
SSL Server Port
Policy Server SSL Certificate Lifetine ...
Enabl e Downl oad of Certificates

NSNS

Val ue

cn=r oot

*kkkkk kK (passv\ord)
*kkkkk k% (passv\ord)
7135

365

Install Tivoli Access Manager authorization server

The Tivoli Access Manager provides authorization services for different applications
and servers. Install the authorization component using the

ezi nstal |l _pdacl d. bat script.

Once you've run the script, answer the questions on the panel you're presented as
follows:

IBM Tivoli Access Manager authorization server configuration options:

Opti on Val ue
1. LDAP Administrator ID(DN) ............... cn=r oot
2. LDAP Administrator Password .............. FrxExx%kF (passwor d)

3. Security Master Password ................. FxxFxx%k* (password)

Install Tivoli Access Manager WebSEAL

Tivoli Access Manager WebSEAL is a security reverse proxy providing security
services for the Web clients. Install the WebSEAL component using the
ezinstall _pdweb. bat script.

Once you've run the script, answer the questions on the panel you're presented as
follows:

Secure your Web resources
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Access Manager WebSEAL Server (PDWEB) configuration options:

Opti on Val ue

1. Security Master Password ................. kxkxxx (password)
2. Enable SSL with LDAP Server .............. n

3. LDAP SSL Keyfile ............ ... ..........

4. LDAP SSL Keyfile DN ......... ...

5. LDAP SSL Key File Password ...............

6. LDAP Server SSL Port .....................

Installation check

Open the Windows Services panel and make sure you have the following services
up and running, and that the startup type is set to the right value for each:

1. Access Manager Authorization Server (Manual)

2. Access Manager Auto-Start Service (Automatic)

3. Access Manager Policy Server (Manual)
4.  Access Manager WebSEAL (Manual)
5. DB2 - DB2 (Automatic)

6. DB2 - LDAPDB2 (Automatic)
7. IBM Directory Server (Automatic)
8. IBM HTTP Administration (Manual)

9. IBM HTTP Server (Manual)

Section 3. Tivoli Access Manager scenarios with
WebSphere

Scenarios overview

You can integrate Tivoli Access Manager and WebSphere Application Server on
different levels. This tutorial aims to introduce the different options for integration and
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to give detailed information on how to do it. The following scenarios are described in
this tutorial:

* Sharing a user registry: WebSphere and Access Manager share the
same user registry.

* Using WebSEAL to protect Web resources: We'll see two different
scenarios on this topic:

* Integrating WebSEAL and WebSphere using lightweight third-party
authentication (LTPA)

* Integrating WebSEAL and WebSphere using trust association
interceptor (TAI).

These scenarios can be used separately, in any combination, or all together in a
solution. We'll cover these scenarios in detail in the following sections.

Section 4. Sharing a user registry

Configuring TAM

If you plan to share the user registry between the security server, Tivoli Access
Manager, and the application server, WebSphere Application Server is essential in
order to have the same source for authentication and authorization services. (If you
decide not to share the user registry, you will need to maintain two separate user
registries such that both have the same users and user information.)

The first step is to set WebSphere to use the same user registry as Tivoli Access
Manager. Later, we will enable security for WebSphere, and it will use the user
registry we configure. For an application, it would be nice to have the same user
registry for security purposes, for authentication, in WebSphere, and in Tivoli Access
Manager.

On this panel, you will start by creating a couple of users and groups in Access
Manager for the tutorial. Keep in mind that creating users with Access Manager and
creating users with the Directory Management Tool are separate processes. If you
fail to realize the difference, you will end up failing to find users in the security
domain.

To create users and groups in the users registry:
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1. Start the Administration Command Prompt for Tivoli Access Manager; you
can also use the Web Portal Manager for Tivoli Access Manager in your
environment. At the command prompt, type in | ogi n, then provide the
username sec_nast er and the password passwor d.

2.  Create the WebSphere server administrator user by issuing the following
command:

user create -no-password-policy wsadm n cn=wsadni n, o=nmyconpany wsadni n
"Adm ni strator" password

3. Enable the administrator user:

user nodi fy wsuser0l1 account-valid yes

4. Create a Web user:

user create -no-password-policy webuser01 cn=webuser 01, o=nyconpany webuser 01
"User 01" password

5. Enable the Web user:

user nodi fy webuser0l1 account-valid yes

6. Create a WebSEAL user:

user create -no-password-policy webseal 01 cn=webseal 01, o=nyconpany webseal 01
"WebSEALO1" passwOrd

7. Enable the WebSEAL user:

user nodi fy webseal 01 account-valid yes

8. Create a group for the Web users:

group create webgroup cn=webgroup, o=nyconpany webgroup

9. Add the Web user to the group:

group nmodi fy webgroup add webuser 01
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10. Typeinexit to leave the application.

Configuring WebSphere

Next, we will configure WebSphere to use the same directory server that Access
Manager is using.

1. Start the WebSphere Administrative Console.

2. Log in with a name -- wsadmi n, for example.

3. Navigate to Security=>User registries=>LDAP. Enter the following data:

Server User |D: wsadm n
Server User Password: password
Type: Cust om
Host : Put your server's nanme here

Base Di stingui shed Nane (DN): o=nyconpany
Bi nd Di stingui shed Nane (DN): ch=r oot
Bi nd Passwor d: password

The screen should look like this:
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; WebSphere Administrative Console - Microsoft Internet Explorer

File  Edit  Wiew Favorites TJools  Help [

$Back ~ = - @ (2] A | Qoearch FFavorites WMeda (B | B S Links **
il i i = :

Home | Save | Preferences | Logout | Help | -Il‘j
User = weadmin Configuration =
H Servers i [

) Server User ID | # lwvsadmin i] The uzer ID under which the
B Applications I server will execute (for security
B Resources s A I
B Securty Server User Password | 4 Ixxuaxxx [ The password corresponding to
the serverid.
Global Security | 1 H
Type Custom w | | Lil The type of LDAP server being
=2k | | _I connected to.
[ Authentication b 7 ok
. e Host " |dwsarvct [i] Specifies LDAP server host =
B User Registries NaImE.
Local O | Part [es [i] Specifies LDAP server port,
LDAP + H
Base Distinguished o=myCompany i| The base distinguished name of
Custom Mame (D) I the directory service, indicating the
B JAAS Configuratio starting point for LDAP searches of
Avtthendicstion Prob the directary service.
. Bind Distinguished emrook [il The distinguished name for
H: Eowronnent Mame (D) | application server to use to bind to
B System Administration the directory service.,
B Troubleshooting Bind Password I**guu*u*kuu* [il The password for the application ||
| server o uge to bind to the direclory || =
4] Ll | =
&)oore 1| B Localintranet
4.  Click Apply.

5. Click Advanced LDAP Settings. Modify the User Filter field so that it
contains the following expression:

(&(ui d=%) (obj ect cl ass=i net Or gPer son) ( obj ect cl ass=ePer son))
Modify the Group Filter field so that it contains the following expression:

(&(cn=%) (| (obj ect cl ass=gr oupOf Nanes) ( obj ect cl ass=accessG oup)
(obj ect cl ass=gr oupO Uni queNanes) ) )

Modify the Group ID Map field so that it contains the following expression:

gr oupOr Nanes: menber ; accessG oup: nenber; groupO Uni queNanes: uni queMenber

Trademarks
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6. Click Apply and then save the WebSphere configuration. When you apply
the changes under the Advanced LDAP Settings, the LDAP type will
change to Custom.

7. Atthis stage, security is not yet enabled for the application server.
Navigate to Security=>Global Security.

8.  Enable security by checking the first checkbox. Disable the enforcement
of Java 2 security; we do not need it for this tutorial. At the bottom of the
screen, select LDAP as the active user registry

9. Click OK, then save the configuration for WebSphere.

10. Log out from the Administrative Console and close the browser.

11. Restart the application server with the following command:

st opserver serverl
startserver serverl

After security is enabled, use the following command to stop the application server:

stopserver serverl -usernane wsadmi n -password password

Test your configuration

The easiest way to test the configuration is to launch the WebSphere Administrative
Console and log in with the server ID wsadm n. You should be able to log in without
any problem. Note that the browser starts a secure session (via HTTPS) for the
administration application.

You can also turn on tracing for the application server and check the trace file and

look for the authentication action to see where the user was found. The tracing
expression for security is:

comibmws. security. *=al | =enabl ed: SASRas=al | =enabl ed:

Section 5. Using WebSEAL to protect Web resources

Secure your Web resources Trademarks
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Using WebSEAL to protect Web resources

Tivoli Access Manager WebSEAL is a high-performance Web server with a proxy
plug-in and security services. Therefore, it acts as a security reverse proxy in the

system. WebSEAL can be a proxy for any Web server, so it can serve as such for
the WebSphere embedded Web server running in the Web container. WebSEAL

captures all the incoming requests from the Web, authenticates them, and routes

them to the appropriate Web server.

For more information about WebSEAL, refer to the Tivoli Access Manager
documentation.

Simply using WebSEAL to protect Web resources will not help an application
propagate user information to WebSphere. For example, if a user logs in to the Web
application and starts browsing, the first time the Web module accesses a secured
EJB method from the EJB module, it will fail because of the lack of user credentials.

To pass user credentials from WebSEAL, we can use either trust association
interceptor (TAI) or lightweight third-party authentication (LTPA). The common
element in both situation is the need to set up trust between the security reverse
proxy (WebSEAL) and the application server (WebSphere Application Server). We'll
do that in this section, and then consider the two individual scenarios in the
subsequent sections.

WEDS EAL | Webh server

-(—‘ Trust }—)—
LT FA
T."-'-.I

Exporting an SSL certificate from WebSphere

In order to set up trust between WebSEAL and WebSphere using an SSL
connection, we have to exchange the public certificates between the two servers.
The first step is to export the WebSphere server certificate from WebSphere.

1. Starti keyman from the WebSphere bi n directory.

2. Open DummySer ver Trust Fi | e. j ks from the WebSphere et c
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directory, using the password V\ebAS.

3.  Extract the certificate webspher e dumry server into afile --
c:\tenp\ webspherecert. ar m for example.

4. Close the application.

=10] x|

Key Database File Create View Help

NEEE IR

-Key database information:

DB-Type:  JKS database file
FileName:  C'WebSphereppSenveriettDummyServerTrustFilejks

Token Label: | |

—Hey database content
Signer Certificates ||  Add. |

Iy I T L e L T L Tt e 110 I

I Extract Certificate to a File i x|

Data type Base6d-encoded ASCH data -

Certificate file name: |webs pherecer.am | Browse...

Location: |Cternp| |

| weebsphers dummy client
| thawte personal premium ca
ehsphere dummy sener

Import SSL certificates into WebSEAL

Next, we'll import the WebSphere server certificate into WebSEAL.

1. Launch the key management utility for WebSEAL,; it was installed
together with the IBM HTTP Server.
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2. Open the webseal d. kdb file under the WebSEAL cert s directory
(C:\Program Fi | es\ Ti vol i \ PDWeb\ ww)\ cert s); use the password

pdsrv.

3. Add the certificate you have just exported from the WebSphere Server
keystore as a signer certificate. Use the Iabel name WebSpher eSer ver.

[B.IBM Key Management - [C:\Program Files\Tivoli\PDWeb?
KeyDatabase File Create View Help

D E R

=18 x|

Kw database information
DB-Type: CMS kaar database file
File Hame: CProgram Files\TivoliP DWWebwiwwwicersipdsm kclb

Key database content —

‘ Signer Certificates

[Thawde Personal Premium CA
Add CA's Certificate from a File

Data type | Basefd-encoded ASCll data

Certificate file name: |wehsphere cert.arm

Location: [CATemp

I

4. Close the application.

5. Restart WebSEAL. Open the Services window, then stop and start the

Access Manager WebSEAL service.

Section 6. Using LTPA to integrate WebSphere and

WebSEAL

What is LTPA?
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LTPA stands for lightweight third-party authentication. It is an authentication
mechanism that enables multiple or heterogeneous servers to share authentication
information during a session; thus, the user does not have to reauthenticate when
accessing another server.

Client

Web5SEAL

I 1. Request

>

|
< 2. Auth. Challenge
|

BA Header: -
¢_userc_pwd T

i, Challenge Response :>

< 7. Response

User Registry

4, Authenticate >
_user
_pwd

—[ 5. Request

LTPA
Cookie

LTPA Token:
User: c_user N

WebSphere
Application Server

< 6. Response

‘-‘-""-L user:
C_user

LTPA uses an encrypted token to store user credentials. This token is passed
between servers during the session. When a server receives the token, it decrypts
the token first to get the user credentials, then uses the user information for
authorization purposes. The process requires a trust setup between the servers that
are passing the token back and forth, like the one we established in Using

WebSEAL to protect Web resources .

WebSphere configuration

To configure LTPA for WebSphere and WebSEAL:

1. Launch the WebSphere Administrative Console. Navigate to
Security=>Authentication Mechanisms=>LTPA.

2. Set the password and confirm password fields. We'll still use passwOr d
for this example.

3. Click Generate Keys, then save the configuration for WebSphere.

4. Navigate to Security=>Authentication Mechanisms=>LTPA again.

5. Type in a file name and path in the Key File Name field --
C.\ WbSpher e\ Appserver\etc\l|tpa. key, for example. Click the

Secure your Web resources
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Export Keys button.
6. Navigate to Security=>Global Security.

7. Set the active authentication mechanism to LTPA.

iﬁdi\-‘e Authertication Mechanism | « !LTPA (Light weight Third Party Authentication) ll ElSpecifies the |
aCtwe
authentication
mechanism
when securty

iz enabled,

8. Click Apply, then save the configuration for WebSphere.

9. Restart WebSphere.

Configuring the WebSEAL junction

To configure a junction for WebSEAL with LTPA enabled:

1. Launch the Administration Command Prompt for Tivoli Access Manager.
You can also use the Web Portal Manager for Tivoli Access Manager in
your environment.

2. Typeinl ogi n, then provide the username sec_mnast er and password
passwOr d at the command prompt.

3.  Create the junction with the following command:

server task webseal d-dwserver create -t ssl -b filter -A -F
"C:\ WbSpher e\ Appserver\etc\l|tpa. key" -Z "password" -h dwserver -p 9443 /I|tpa

In this tutorial, we have the application server and WebSEAL running on the same
system; therefore, in this example, the server name for the junction is the same
name as that for the application server: dwser ver . In a production environment,
WebSEAL and the application server would probably run on different systems, or
even on different networks. When creating a junction in a production environment,
use the application server hostname with the - h option.

In addition, we've used webseal d- dwser ver as the name of the server task here.
Replace that name with the real name of the task on your own server. You can get
the name with the server |i st command.

Testing LTPA

Secure your Web resources Trademarks
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To determine if your system is properly using LTPA or not:

1. Open a Web browser and access the snoop servlet at
http://1 ocal host: 9080/ snoop. This link will go directly to the
embedded Web server to access the servlet. Since the application is
secured, and security is enabled for the application server, the browser
will ask for a username and password. You can use the server ID
webuser 01 and password passwOr d to log in.

2. Check the LTPA token, stored as a cookie on the client side. Type in
javascri pt:al ert (docunent. cooki e) asthe URL in your browser.

3.  Close the browser, then open a new one and access the servlet at
https://1ocal host/ |t pal/ snoop. Try the method from the previous
step to get the LTPA token; you should not be able to see the cookie. The
token is stored by WebSEAL this time, and WebSEAL maintains the
session for the Web browser client and the application server.

4. You can also enable tracing for WebSphere, and look for the LTPA token
in the trace file and see how it is used by WebSphere. Here's an example
WebSphere trace; it's been modified in order to fit on the page, with some
of the irrelevant details removed:

[4/ 14/ 03 12:01: 36: 446 EDT] 20f1948c > UOW

sour ce=com i bm ws. security.web. WebAut hent i cat or
get Cooki eVal ue par ml=Lt paToken

[4/14/ 03 12:01: 36: 446 EDT] 20f1948c < UOW

sour ce=com i bm ws. security. web. WebAut hent i cat or
get Cooki eVal ue par ml=9x8KFJ. . .| YA==

[4/14/03 12:01:36: 446 EDT] 20f1948c d UOW:

source=com i bm ws. security.web. WebAut henti cator ..
A cookie was received. The nane is Lt paToken and the value is 9x8. ==

[4/14/03 12:01: 36: 446 EDT] 20f1948c d UOW

sour ce=com i bm ws. security. web. WebAut hent i cat or
base64 |tpa token: parnl=9x8KF.. .| YA==

[4/14/03 12:01:36: 446 EDT] 20f1948c d UOW:

sour ce=com i bm ws. security. web. WebAut hent i cat or
Validating the LTPA token that was retri eved from the cooki e.

[4/14/03 12:01: 36: 446 EDT] 20f1948c > UOW

source=com i bm ws. securi ty. web. WebAut hent i cat or
val i date

[4/14/03 12:01: 36: 446 EDT] 20f1948c > UOW

source=com i bmws. security.util.Cache ...
get

[4/14/03 12:01:36: 476 EDT] 20f1948c d UOW

source:comdi bm WlsI security.server.|I mltpalLogi nModule ...
uid = nu

[4/14/ 03 12:01:36: 476 EDT] 20f1948c d UOW

source=com i bm ws. security.server.| mltpalLogi nMbdule ...
real m= null

[4/ 14/ 03 12: 01: 36: 476 EDT] 20f1948c d UOWM

source=com i bm ws. security.server.| mltpalLogi nMbdule ...
password = XXXXXXXX

[4/ 14/ 03 12: 01: 36: 476 EDT] 20f1948c > UOWM

sour ce=com i bm ws. security. comon. auth. util.Util
toString(array)
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[4/14/03 12:01:36:476 EDT] 20f1948c d UOW
source=com i bm ws. security.comon. auth. util. Uil
array copi ed
[4/14/03 12:01:36:476 EDT] 20f1948c < UOW
source=com i bm ws. security.comon. auth. util.Util
toString(array)
[4/14/03 12:01:36:486 EDT] 20f1948c d UOW
source=com i bmws. security.server.| mltpalLogi nMbdule ...
cred token = ...
[4/14/03 12:01: 36: 486 EDT] 20f1948c d UOW
source=com i bm ws. security.server.| mltpalLogi nMbdule ...
Successful |y gathered authentication infornation
[4/14/03 12:01: 36: 486 EDT] 20f1948c d UOW
source=com i bm ws. security.server.| mltpalLogi nMbdule ...
Usi ng credential token for authentication
[4/14/03 12:01: 36: 486 EDT] 20f1948c > UOW
sour ce=com i bm ws. security.|tpa. LTPAServer Qbj ect
val i dat e
[4/14/03 12:01: 36: 496 EDT] 20f1948c > UOW
source=com i bm ws. security.|tpa. LTPAToken ...
LTPAToken 2
[4/ 14/ 03 12:01: 36: 496 EDT] 20f1948c d UOW
sour ce=com i bm ws. security.|tpa. LTPAToken ...
user: dwser ver: 389/ cn=webuser 01, o=myconpany Expiration tine: 03.04.14...
[4/14/03 12:01: 36: 496 EDT] 20f1948c < UOW
sour ce=com i bm ws. security.|tpa. LTPAToken ...
LTPAToken 2
[4/14/03 12:01:36: 506 EDT] 20f1948c d UOW
sour ce=com i bm ws. security.|tpa. LTPAServer Qbj ect
val i dati on successful - to create credenti al
[4/14/03 12:01:36: 506 EDT] 20f1948c > UOW
sour ce=com i bm ws. security.|tpa. LTPAServer Qbj ect ...
get Securit yName parnil=user: dwserver: 389/ cn=webuser 01, o=nyconpany
[4/14/03 12:01: 36: 506 EDT] 20f1948c > UOW
source=com i bm ws. security.registry. User Regi stryl npl
get Real m
[4/14/03 12:01:36: 506 EDT] 20f1948c > UOW
source=com i bm ws. security.registry.| dap. LdapRegi stryl npl
get Real m
[4/ 14/ 03 12: 01: 36: 506 EDT] 20f1948c < UOWM
source=com i bm ws. security.registry.| dap. LdapRegi stryl npl
get Real m par niLl=dwser ver : 389
[4/14/03 12:01:36: 506 EDT] 20f1948c < UOW
source=com i bmws. security.registry. User Regi stryl npl
get Real m par niLl=dwser ver : 389
[4/14/03 12:01:36: 506 EDT] 20f1948c > UOW
source=com i bmws. security.registry. UserRegistrylnpl ...
get User Securi t yNane par mil=cn=webuser 01, o=nyconpany
[4/14/03 12:01: 36: 506 EDT] 20f1948c > UOW
source=com i bmws. security.registry. | dap. LdapRegi stryl npl
get User Securi t yNane par mi=cn=webuser 01, o=nyconpany

Section 7. Using TAI to integrate WebSphere and
WebSEAL
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What is TAI?

TAI stands for trust association interceptor. It is a mechanism that lets a server
forward user credentials to the WebSphere Application Server.

Client WebSEAL User Registry
I 1. Request 4, Authenticate >
| €_User
2. Auth.Challenge l <_pwd =
| i1 oo
—| 3. Challenge He;p-unse> 5. Request > E :: u::é
: BA Header &1 p
T -~ - tal_usertal_pwid 2
p ettt . S— TAI || WebSphere
S=ap | Iv_userc_user Application Server
IV_groups: ©_groups —

Iv_creds:c_creds . _
T o [Cuser
C_user
< 8. Response ] < 7. Response I

Using TAI, WebSEAL puts the user credential information into the HTTP header and
sends it to WebSphere together with the original request. The application server
captures the request, and the interceptor module, specific to WebSEAL, has to
extract the information from the HTTP header and insert it into the security context.
In order to use TAI, you have to set up TAI for WebSphere and create a junction for

WebSEAL.

Configuring WebSphere
To configure TAI for WebSphere:
1. Launch the WebSphere Administrative Console. Navigate to
Security=>Authentication Mechanisms=>LTPA.
2. Select the Trust Association link at the bottom of the page.

3. Check the enabled button for the Trust Association Enabled option, then
click Apply.
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LTPA >
Trust Association

Enable Trust Associstion. Trust Associgtion is used to connect reversed proxies to Websphere, [i]

Configuration

General Properties

Trust Aszociation Enabled v [i] Enables Trust Association.

.ﬁ.pplylﬂ Reset| Cancel

Additional Properties
Interceptors | Specifies a list of Trust Association Interceptor implementations.

4.  Select the Interceptors link, then select the
com.ibm.ws.security.web.WebSealTrustAssociationinterceptor link.

5. Select the Custom Properties link, then set the following properties
(keeping in mind that property names are case sensitive):

Key Value
com.ibm.websphere.security.webseal.hostnames dwserver
com.ibm.websphere.security.webseal.ports 443
com.ibm.websphere.security.webseal.id iv-user
com.ibm.websphere.security.webseal.loginld webseal0l

Make sure you use your own hostname instead of dwser ver for the first
property.

6. Save the configuration for WebSphere.

7. Restart the application server to enable the interceptor.

Configuring WebSEAL
To configure TAI for WebSEAL.:
1. Launch the Administration Command Prompt for Tivoli Access Manager.

You can also use the Web Portal Manager for Tivoli Access Manager in
your environment.
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2. Typeinl ogi n, then provide the username sec_nast er and password
passwOr d at the command prompt.

3.  Create the junction with the following command:

server task webseal d-dwserver create -t ssl -B -U "webseal 01" -W
"passwOrd" -c iv_user -h dwserver -p 9443 /tai

In this tutorial, we have the application server and WebSEAL running on the same
machine; therefore, in this example, the server name for the junction is the same
machine name as that for the application server: dwser ver . In a production
environment, WebSEAL and the application server would probably run on different
machines, or even on different networks. When creating a junction in a production
environment, use the application server hostname with the - h option.

In addition, we've used webseal d- dwser ver as the name of the server task here.
You need to replace it with the real name of the task on your own server. Get the
name using the server |i st command.

Testing TAl

The following three steps will help you to test your TAI configuration and determine if
your system is using TAI properly or not.

1. Testthe TAI connection using the snoop servlet from the default
application that comes with WebSphere. Launch a browser and type in
https://1 ocal host/tai/snoop as the URL.

2. The browser will ask for a valid username and password; use webuser 01
and passwOr d. Once the results of the snoop servlet come up within the
browser, check the Remote User and the Principal fields. They should
reflect the webuser 01 value.

3.  You can also enable tracing for WebSphere and look for the WebSEAL
TAl invocation in the trace file to see how it is used by WebSphere. Here's
an example WebSphere trace; it's been modified in order to fit on the
page, with some of the irrelevant details removed:

[4/14/03 18:19:11: 860 EDT] 2d8cld6 d UOW

source=com i bm ws. security. web. WbAut henti cator ...
Trust Associ ation is enabl ed.

[4/14/03 18:19:11:860 EDT] 2d8cld6 > UOW

sour ce=com i bm ws. security.web. Trust Associ ati onManager . ..
get | nt er cept or

[4/14/03 18:19:11:860 EDT] 2d8cld6 d UOW
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source=com i bm ws. security.web. Trust Associ ati onManager
Check if target interceptor ...

[4/14/03 18:19:11: 860 EDT] 2d8cld6 > UOW:

source=com i bm ws. security.web. WebSeal Tr ust Associ ati onl nt er cept or
get Checkl D

[4/14/03 18:19:11: 860 EDT] 2d8cld6 < UOW

source=com i bm ws. security.web. WebSeal Tr ust Associ ati onl nt er cept or
get Checkl D

[4/14/03 18:19:11:860 EDT] 2d8cld6 d UOW

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
i sTarget | nteceptor: header nane=authori zation

[4/14/03 18:19:11:860 EDT] 2d8cld6 d UOW

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
i sTarget | nteceptor: header nane=via

[4/14/03 18:19:11:860 EDT] 2d8cld6 d UOW

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
i sTargetInterceptor: VIA=HTTP/ 1.1 dwserver: 443

[4/14/03 18:19:11:860 EDI] 2d8cld6 > UOWM

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
checkVia for dwserver: 443

[4/14/03 18:19:11:860 EDI] 2d8cld6 < UOWM

source=com i bm ws. security. web. WebSeal Tr ust Associ ati onl nt er cept or
get ChecklD: O

[4/14/03 18:19:11: 860 EDT]
sour ce=com i bm ws. security.
i sTar get | nt ecept or:
[4/14/03 18:19:11: 860 EDT]
sour ce=com i bm ws. security.
i sTar get | nt ecept or:
[4/14/03 18:19:11: 860 EDT]
sour ce=com i bm ws. security.
i sTar get | nt ecept or:
[4/14/03 18:19:11: 860 EDT]
sour ce=com i bm ws. security.
i sTar get | nt ecept or:
[4/14/03 18:19:11: 860 EDT]
source=com i bm ws. security.
i sTarget | nt eceptor:
[4/14/03 18:19:11: 860 EDT]
source=com i bm ws. security.
i sTarget | nt eceptor:
[4/14/03 18:19:11: 860 EDT]
source=com i bm ws. security.

2d8cld6 d UOW

web. WebSeal Tr ust Associ ati onl nt er cept or
header nane=user - agent
2d8cld6 d UOW

web. WebSeal Tr ust Associ ati onl nt er cept or
header nanme=host
2d8cld6 d UOW

web. WebSeal Tr ust Associ ati onl nt er cept or
header nane=accept
2d8cld6 d UOW

web. WebSeal Tr ust Associ ati onl nt er cept or
header nane=connecti on
2d8cld6 d UOW

web. WebSeal Trust Associ ati onl nt er cept or
header nane=accept - | anguage
2d8cld6 d UOW

web. WebSeal Tr ust Associ ati onl nt er cept or
header nane=i v-user
2d8cld6 d UOW

web. WebSeal Tr ust Associ ati onl nt er cept or

i sTarget| nteceptor: header nane=accept-encodi ng

[4/14/03 18:19:11: 860 EDT] 2d8cld6 d UOW

source=com i bm ws. security.web. WebSeal Tr ust Associ ati onl nt er cept or
Yes, it is via WebSeal .

[4/14/03 18:19:11:860 EDT] 2d8cld6 d UOW

source=com i bm ws. security. web. WebAut henti cator ...
A Trust Associ ation interceptor is available for this request.

[4/14/03 18:19:11:860 EDIT] 2d8cld6 > UOWM

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
Entering val i dat eEst abl i shedTrust. ..

[4/14/03 18:19:11:860 EDT] 2d8cld6 d UOW

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
Going to authenticate webseal 01.

[4/14/03 18:19:11:860 EDI] 2d8cld6 > UOWM

sour ce=com i bm ws. security. web. WebAut hent i cat or
basi cAut henti cat e

[4/14/03 18:19:11:860 EDI] 2d8cld6 > UOWM

source=com i bmws. security.util.Cache ...

get
[4/14/03 18:19:11:870 EDT] 2d8cld6 d UOW
sour ce=com i bm ws. security.util.Cache ...
Key = comibmws.security.util.Credential Cache$Basi cAut hCacheDat a@ 1c34512,
key class is comibmws.security.util.Credential Cache$Basi cAut hCacheDat a
[4/14/03 18:19:11:870 EDT] 2d8cld6 d UOW
sour ce=com i bm ws. security.util.Cache ...
comibmws. security.util.Credential Cache nunber of entries: O
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[4/14/03 18:19:11: 870 EDT] 2d8cld6 > UOW
source=com i bmws. security.util.Credential Cache ...
updat e
[4/14/03 18:19:11: 870 EDT] 2d8cld6é d UOW
source=com i bmws. security.util.Credential Cache ...
for nCredenti al
[4/14/03 18:19:11: 870 EDT] 2d8cld6 d UOW
sour ce=SASRas . ..
[ Principal Aut henticatorl npl.authenticate], [ServerlD: server1]
Begi nning to authenticate principal: webseal 01.

[4/14/03 18:19:11:940 EDT] 2d8cld6 d UOW

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
Successful authentication for validateEstablishedTrust.

[4/14/03 18:19:11:940 EDT] 2d8cld6 d UOW

sour ce=com i bm ws. security. web. WebAut henti cator ...
Trust Associ ati on has been validated successfully.

[4/14/03 18:19:11:940 EDT] 2d8cld6 > UOW

source=com i bm ws. securi ty. web. WebSeal Tr ust Associ ati onl nt er cept or
get Aut hent i cat edUser nanme

[4/14/03 18:19:11:940 EDT] 2d8cld6 < UOW

source=com i bm ws. security. web. WbSeal Tr ust Associ ati onl nt er cept or
Exi ti ng get Aut henti cat edUser nanme: webuser 01

[4/14/03 18:19:11:940 EDT] 2d8cld6 d UOW

sour ce=com i bm ws. security.web. WebAut hent i cat or
Usernanme retrieved is [webuser01]

Section 8. Summary

In this tutorial, you have learned to use the following WebSphere Application Server
and Tivoli Access Manager scenarios:

1. You've shared a user registry between Access Manager and WebSphere.
Both components used the same LDAP directory for a user registry. The
registry is maintained from Access Manager.

2. You've used security Web resources with WebSEAL using LTPA
(lightweight third-party authentication). WebSEAL sits at the front of the
application server and takes care of the authentication on behalf of the
application server. This scenario illustrates how to use LTPA to pass the
authentication information to the server.

3. In a solution similar to the previous one, you've had WebSEAL perform
the authentication, with the system using TAI (trust association
interceptor) to propagate the user information from the security
reverse-proxy server to the application server.

You should now have a better idea of how to use Tivoli Access Manager to add
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security features to your own WebSphere applications.
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Resources

Learn
* IBM WebSphere Application Server V5.0 product documentation and InfoCenter
» Tivoli Access Manager V4.1 product documentation

* IBM WebSphere V5.0 Security WebSphere Handbook Series , a Redbook from
IBM.

» Securing Web portals with Tivoli Access Manager , Paul Ashley and Sridhar
Muppidi (developerWorks, June 2002).

» Third-party security servers and WebSphere , Nataraj Nagaratnam, Wilfred
Jamison, and Gennaro Cuomo (developerWorks, July 2001).

« Stay current with developerWorks technical events and Webcasts.
Get products and technologies

» Build your next development project with IBM trial software, available for
download directly from developerWorks.

Discuss

» Participate in the discussion forum for this content.
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