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This tutorial is Part 2 of a three-part "Learning PHP" series teaching you how to use
PHP through building a simple workflow application. Take this tutorial if you have a
basic understanding of PHP and want to learn about uploading files from the
browser, sessions, or using PHP to process XML.

Section 1. Before you start

About this tutorial

This tutorial teaches you how to use PHP by demonstrating the construction of a
Web-based workflow application. "Learning PHP, Part 1" covered the basics, such
as syntax, functions, working with HTML forms submissions and databases, and
creating a process by which a new user can register for an account.

In this tutorial, you're going to enable users to upload files to the system by using
their browsers, and you're going to use XML to store and display information about
each file.

Part 3 looks at using HTTP authentication, as well as protecting files by streaming
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them from a non-Web-accessible directory. You'll also look at creating objects and
using exceptions.

In the course of this tutorial, you'll examine:

» Creating and using sessions and session information.

» Uploading files from the browser.

» Creating XML using the Document Object Model (DOM).
* Manipulating XML data using DOM.

» Creating a Simple API for XML (SAX) content handler.

* Reading XML data using SAX.

Who should take this tutorial?

This tutorial is Part 2 in a three-part series designed to teach you the various
aspects of working with PHP while building a workflow application. Take this tutorial
if you have a basic understanding of PHP and want to learn about uploading files
from the browser, sessions, or using PHP to process XML.

This tutorial assumes a basic familiarity with PHP to the level discussed in Part 1 of
this series. That includes basic understanding of control structures, such as loops
and if-then statements, as well as functions, and working with HTML forms
submissions and databases. Familiarity with XML is helpful, but not required. (You
can find more information about these topics in Resources.)

Prerequisites

To follow along, you need a Web server, PHP, and a database installed and
available. Unless you will be using an external hosting account, download and install
the following packages:

Web server -- Whether you're on Windows® or Linux® (or Mac OS X, for that
matter), you have the option of using the Apache Web server. Feel free to choose
V1.3 or V2.0, but the instructions in this tutorial will concentrate on 2.0. Download
Apache. If you're on Windows, you also can use Internet Information Services, which
is part of Windows.

PHP -- Of course, you will also need a distribution of PHP. Both PHP V4 and PHP
V5 are in use at the time of this writing, but because of changes in PHP V5, we'll
concentrate on that version. (The version isn't terribly important in this tutorial, but it
makes a difference for the last part of this series.) Download PHP.
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Database -- Part of this project involves saving data to a database, so you'll need
one of those, as well. In this tutorial, we'll concentrate on MySQL because it's so
commonly used with PHP. Download MySQL.

developerWorks®

Section 2. Getting started: creating a session

The login process, Part 1

Part 1 of this series examined working with information submitted from an HTML
form and interacting with a database by creating a registration system for new users.
You can find the final files in Resources.

One thing you did not do, however, was create a page by which the user could log
into the system. You'll take care of that now, with a brief review of what has already
been covered.

First, create a new blank file, and save it as login.php in the same directory as
registration.php. Add the following code:

<?php

include("top.txt");
require("scripts.txt");
?>

<h1>Pl ease

| og

i n</ hl>

<form
action="1ogi n_action. php"
met hod="post" >
User nane:

<i nput
type="text"
name="user nanme"
[ ><br

/>

Passwor d:

<i nput

t ype="passwor d"
nane="passwor d"
[ ><br

/>

<i nput
type="submt"
val ue="Log

In" />

</fornm

<?php
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i nclude("bottomtxt");
?>

ibm.com/developerWorks

To review, when the user submits the form, PHP will create an array of information,
$_POST, with two entries: user nane and passwor d. You'll check that information
against the database. When you load this page in the browser, the server includes

the interface elements.

Figure 1. Login.php page with interface elements

File Edit view Go Bookmarks Tools Help

@ »- 00

The Workflow System

| http:/flacalhostflogin. php

Navigation Please lﬂg iﬂ

Rezister
Uzername: froadnick
I_.{"l"= i]1 MPassword: 'r:r:' ol
Loy In

The login process, Part 2

Create another new page and save it as login_action.php. Add the following code:

<?php

include("top.txt");
require("scripts.txt");

db_connect ();

$username = $_POST[ "user nanme"] ;
$password = $_POST[ " password"] ;
$sql = "select * fromusers where usernane='". $user nane.

and password='".$password.""'";

$result = nysqgl _query($sql);
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$row = nysqgl _fetch_row $result);
if ($row {
echo "You are logged in. Thank you!";
} else {
echo "There is no user account with that usernanme and password.";

nysql _cl ose();

i nclude("bottomtxt");
?>

After including the interface elements for the top of the page, open a connection to
the database using the db_connect () function, which is defined in the scripts.txt
file. Once you have a connection, use the submitted information to create a SQL
statement that looks for a matching account and execute it against the database.

Starting a session

You ask the user to log in so the site knows which user he is. This way, the site
knows which files the user is allowed to see. You have to do more than simply log
the user in, however. As things stand right now, once you leave this page, the user's
information is gone.

What you want to do is create a session so the server knows which requests to
group together. You can also associate information -- such as the username -- with
the session.

To start with, you'll have to create the session. The sessi on_start () function
checks to see if a session exists, and if no session exists, the function starts one.

The use of sessi on_start () or, in fact, anything done to set session information
has a major restriction. It must happen before any content, including interface
elements, goes to the browser.

So, first off, let's add the session and restructure login_action.php:

<?php
session_start();

requi re("scripts.txt");

db_connect () ;

$usernanme = $_POST[ "usernane"];

$password = $_POST[ "password"];

$sql = "select * fromusers where usernane='". $user nane.
and password="".$password.""'";

$l ogi nCk = fal se;

$result = mysql _query($sql);
$row = nysqgl _fetch_row $result);
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if ($row {
$l ogi nOk = true;

nysql _cl ose();
i nclude("top.txt");
if ($loginkk) {

echo "You are logged in. Thank you!";
} else {

echo "There is no user account with that usernane and password.";
i nclude("bottomtxt");

?>

What you've done here is restructure the page so you can do all your session work
before outputting anything to the browser.

Populating the session

Of course, there's no point in creating a session unless you have information to pass
around from request to request. In this case, you want to pass the username and the
e-mail address, so you add them to the session:

<?php
session_start();

require("scripts.txt");

db_connect ();

$usernane = $_POST[ “user nane"] ;
$password = $_POST[ " password”];
$sgl = "select * fromusers where usernane='".$user nane.

and password='".$password. "' ";

$result = mysql _query($sql);
$row = nysqgl _fetch_row $result);
$l ogi nOk = fal se;
if ($row) ({

$l ogi nOk = true;

$_SESSI ON[ "user nane"] = $row "usernane"];
$ SESSION["emai | "] = $rowf"emmil"];

nysql _cl ose();
i nclude("top.txt");
if ($loginck) {
echo "You are logged in. Thank you, ".$usernane."!";

} else {
echo "There is no user account with that username and password.";

i nclude("bottomtxt");
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?>

Like $_POST, $_SESSI ONis an associative array. It's also a super global variable,
which holds its value through multiple requests. This way, you can reference it from
another page.

Now, if you're using a version of PHP later than V4.3.2, you may see a message
telling you that your script may be relying on a bug that enables you to set the
$_SESSI ONvariable in the global scope. If so, you need to find your php.ini file and
make sure the following variables are set:

sessi on. bug_conpat _42 =1
sessi on. bug_conpat_warn = 0

After changing these values, you need to stop and restart your Web server for the
changes to take effect.

Using an existing session

The sessi on_start () function is smart enough to know whether there's an
existing session, so you can go ahead and add it to the include for the top of the
top.txt file:

<?

session_start();
?>
<htm >
<head>
<title>Workflow Systenx/title>
</ head>
<body>
<t abl e cel | spaci ng="10">
<tr><td col span="2"><h2>The Wbrkfl ow Syst enx/ h2></td></tr>

When PHP encounters the sessi on_st art () function, it joins the existing session
in progress, or starts a new one if necessary. This way, other pages have access to
the $_SESSI ON array. For example, you can look for the

$_SESSI ON[ "user nane"] value in the navigation section:

<tr>
<td wi dth="30% valign="top">
<h3>Navi gat i on</ h3>

<?php
if (isset($_SESSION "usernane"]) || isset($usernane)){
?>
Upload files and use XML to store and display file information Trademarks
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<p>You are | ogged in as <b><?=$_SESSI ON "user nane"] . $user nane?></b>. You can
<a href="1ogout. php">l ogout</a> to login as a different user.</p>

<?ph
} else {
?>
<p><a href="regi stration. php">Regi st er </ a></ p>
<p><a href="1o0gi n. php">Logi n</ a></ p>
<?php
}
?>
</td>
<td>

<t d>

Now, you may be wondering why you're also checking for the $user nane variable.
The reason is this: When you set the $_SESSI ON variable, the changes don't
become available until the next time sessi on_start () gets called. So, on the
actual login_action.php page, it won't be available yet, but $user nane will, as
shown in Figure 2.

Figure 2. Login_action.php page with $username variable
hd Workilow System - Mozilla Firefox i A
Fle Edit Vview Go Bookmarks Tools Help

(:_‘1 T —'; - lf_’%] . é;] LI http:/flocalhost/login_action.php

The Workflow System

Navigation

You are logged in as roadnick.
You can logout to login asa Y ou are logged in. Thank you, roadnick!

different user.

U pload a file

Clearing data

When you've finished your session, you can clear out its data or end the session
altogether. For example, you may want to log a user out without ending the session.
Create a new file called logout.php and add the following code:
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<?
session_start();
unset ($_SESSI ON[ "user nane"] ) ;
unset ($_SESSI ON[ "enai | "]);

i nclude("top.txt");

echo "Thank you for using the Wirkflow System You nay <a href=\"Iogi n. php\
">l og in again</a>";

i nclude("bottomtxt");
?>

Executing this page by pointing the browser to http://localhost/logout.php shows that
the values have been cleared, as shown in Figure 3.

Figure 3. Page with values cleared

Ll Workflow System - Mozilla Firefox . !

Fie Edt View Go Bookmarks Tools Help

(33 =k E [gl . ‘3\[ | httpfiecabhostlogout phi [-..- D co
The Workflow System
Navigation
Register Thank you for using the Workflow Sysiem. You may log inagain.
Lugins

A simpler way to clear out data is to end the session:

<?
session_start();
sessi on_destroy();

i nclude("top.txt");
echo "Thank you for using the Workflow System You may <a
href =\"I ogi n. php\ ">l og i n agai n</a>.";
i nclude("bottomtxt");
?>

Notice that you still have to use sessi on_start () to join the current session
before you can destroy it. This step clears all values associated with the session.
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Section 3. Uploading files

How uploading works

In addition to text information, you can use HTML forms to send documents, and
that's how you enable users to add files to the system. Here's how the process
works:

1. Users load a form that enables them to choose a file to upload.
2.  Users submit the form.

3. The browser sends the file and information about it to the server as part of
the request.

4. The server saves the file in a temporary storage location.

5. The PHP page processing the form submission moves the file from
temporary to permanent storage.

Let's start the process by creating the actual form.

The upload form

The form being used for uploading files is similar to those used for the registration
and login pages, with two important exceptions:

<?php
include("top.txt");
?>

<h3>Upl oad a fil e</h3>

<p>You can add files to the system for review by an adm ni strator.
Click <b>Browse</b> to select the file you'd |like to upl oad,
and then click <b>Upl oad</b>. </ p>

<form acti on="upl oadfi |l e_acti on. php" met hod="POST"
enctype="nul ti part/form data">

<i nput type="file" name="ufile" \>

<i nput type="submit" val ue="Upl oad" \>

</forne

<?ph
i nclude("bottomtxt");
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2>

The enct ype attribute tells the browser that the information it sends must be in a
particular format that allows for multiple sections of information rather than just a list
of name-value pairs.

The file input provides a box that enables the user to click Browse... and choose the
file, as shown in Figure 4.

Figure 4. Choose a file to upload

W Workflow System - Mczilla Firefox - = X
File Edit View Go Bookmarks Teods Help
Q- -5 ¥l | L) hnpjlocalhotjuploadtie. php [: Oco |[CL

The Workflow System

Navigation Uplozad a fle

You are logged in as readnick. You can add Dles tothe system for review by on admin strakor, Click “Browse™ o

1'_“!" n logout 1o logim as sebect the file you'd Bke v upload, and then click " Upload™
different vscr.

| Browse . | Uslsad

l'[:-'.'nu.-l| a file
Look inc ||'1'me..'ynhm _v] [ '“‘—| ':/;'"
HName | Size | Last Modified | =
Screenshotllong 44460 05/11/2006 OT0848 ... [
S rnans hot 12 png 25161 el 202006 OF 2104
Screenshotl3png 42228 05/1272006 12:16:55 ...
Screenshol20png 552 05162006 1144:36 .., ]
yaehtenl B850 057162006 01 41°53 ..
3, hernl- 213 057152006 02185048 ... =
T - D T T TR N T T
File name: Seneens hot20, png
Files of yype: | Al Files () =l
L] show hidden files and [ 1
Done e Cancsl l Open

Notice that a link to this file has been added, upl oadfi | e. php to the t op. t xt
page, so it appears in the browser.

The uploaded information

When you upload a file through the browser, PHP receives an array of information
about it. You can find this information in the $_FI LE array, based on the name of
the input field. For example, your form has a file input with the name ufile, so all the
information about that file is contained in the array $_FI LE[ " ufile'].
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This array allows the user to upload multiple files. As long as each of the files has its
own name, it will have its own array.

Now, notice "$_FI LE" is being called an array. In Part 1 of this series, you had a
situation in which an array value was itself an array when you passed multiple form
values with the same name for the password. In this case, each value of the $_FI LE
array is itself an associative array. For example, your ufile file has the following
information:

e $ FILE['ufile'][' nanme'] -- The name of the file (for example,
uploadme.txt)

$_FILE["ufile ]['type']: The type of the file (for example,
i mage/j pg)

$_FILE['ufile" ]["size'] --The size, in bytes, of the file that was
uploaded

$_ FILE['ufile" ]J['tnp_name'] -- The temporary name and location
of the file uploaded on the server

$ FILE['ufile ]J["error'] -- The error code, if any, that resulted
from this upload

Knowing what information should be present, you should check to see whether a file
was actually uploaded before you perform any processing.

Check for a file

Before you take any action regarding the file, you need to know whether a file was
uploaded in the first place. Create the action page for this form,
uploadfile_action.php, and add the following code:

<?php
i nclude("top.txt");
if(isset($_FILES['ufile ]["'nane'])){
echo "Uploading: ".$_FILES['ufile ][' name']."<br />"

} else {
echo "You need to select a file. Please try again.";

i nclude("bottomtxt");
?>

Next you'll save the file.

Save the file

Upload files and use XML to store and display file information Trademarks
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Before you even start the process of saving the uploaded file, you need to decide
where to put it. Until the file's been approved, you don't want it accessible from the
Web site, so create a directory that's not in the main document root.

In this case, you will use /var/www/hidden/. That's where all your files will go, so it's
probably a good idea to define a constant. Open scripts.txt and add the following
definition:

- ﬁysql _sel ect _db($db);

def i ne( UPLOADEDFI LES, "/var/ww/ hi dden/");
?>

Now you can use this definition in the upload page, as long as you include scripts.txt
in that page, as well:

<?php
i nclude("top.txt");
i nclude("scripts.txt");

if(isset($_FILES['ufile ]["nane'])){
echo "Uploading: ".$_FILES['ufile' ][ nane']."<br>";

$t npNane
$newNane

$_FILES['ufile' ]['tmp_name'];
UPLOADEDFI LES .~ $_FILES[' ufile' ][ nane'];

i f('is_uploaded_file($tnpNane) ||
I nove_upl oaded_fi |l e( $t npNane, $newNane) ) {
echo "FAILED TO UPLOAD " . $ FILES['ufile' ][’ name'] .
"<br>Tenporary Name: $tnpNane <br>";
} else {
) echo "Fil e upl oaded. Thank you!";

} else {
echo "You need to select a file. Please try again.";

i nclude("bottomtxt");
?>

First you're getting the current location of the file and its temporary name
(t mp_nane), and determining where you want it to go using the constant you
defined.

Next, right there in the if-then statement, you're doing two things. You're checking to
make sure that the file you're trying to move is actually a file that's been uploaded to
the server, rather than a file such as /etc/passwd that the user's tricked us into acting
upon. If thei s_upl oaded_fil e() function comes back false, then its opposite,
l'is_upl oaded _fil e(), istrue, and PHP moves on to display the error message.

If, on the other hand, that test comes back true, which means it is an uploaded file,

Upload files and use XML to store and display file information Trademarks
© Copyright IBM Corporation 2005. All rights reserved. Page 13 of 37


http://www.ibm.com/developerworks/ibm/trademarks/
http://www.ibm.com/legal/copytrade.shtml

developerWorks® ibm.com/developerWorks

you can then attempt to move it from its current location to a new location. If that
move doesn't work, it returns false, and again its opposite is true, so you display the
error message.

In other words, if it's not an uploaded file or you can't move it, you'll display an error
message. Otherwise, you will display the success message (see Figure 5).

Figure 5. The success message

| ystem - Mozilla Firefox
Ele Edit view Go Bookmarks Tools Help

<:;1 ™ _; > E@ . @ |_| http://loca hostfuploadfile_action.php
The Workflow System
Navigation

You are logged in as roadnick.
You can Jogout to login as a
different user.

Uploading: Sereenshot20.png

Upload a filc

Now that you have the file, you need to record its information for later retrieval.

Section 4. Using XML: DOM

What is XML?

These days, it's hard to do very much programming without running into XML in
some form. Fortunately, it's not a difficult subject to understand. In fact, chances are,
you've already been dealing with a relative of XML: HTML. Consider this HTML
V4.01 page:
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<! DOCTYPE
HTML
PUBLI C
"-//WBC/ / DTD
HTML
4.01
Transitional //EN'
"http://ww. w3. org/ TR/ htm 4/1 oose. dt d" >
<HTM_>
<HEAD>
<TI TLESWor kf | ow
Syst enx/ Tl TLE>
</ HEAD>
<BODY>
<H1
al i gn="cent er " >Wel conme
to the
Wor kf | ow
System </ H1>
We're
gl ad
you
coul d
meke
it.
<pP>
Don' t
f or get
to | og
in!
</ BODY>
</ HTML>

This page has a lot in common with XML. First off, it's made up of elements, such as
HEAD or BODY, marked off by tags, such as <BODY> to start, and </ BODY> to end.
These elements can contain other elements (such as Tl TLE) or text (such as

Wor kf | ow Syst em). They can also have attributes, such as al i gn="center".

But XML has some restrictions that don't apply to HTML. For example, XML must be
well formed, which means that for every start tag (such as <H1>), you must have an
end tag (such as </ H1>. That means your <P> tag must have an end tag: </ P>.
(Alternatively, you can write it as the shortcut empty element: <P / >.) Also, XML is
case-sensitive, so you'd have to close <P> with </ P>, and not </ p>.

In this section, you'll create an XML file that records information about documents
uploaded by users.

How you're going to store information

Over the course of the next two sections, you'll deal with an XML file that lists
information about documents users have uploaded. The file will list each document,
its status, who uploaded it, and information about the document itself. The file will
also list statistical information about the overall system.

The file will look something like this:
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<?xm version="1.0"?>
<wor kf | ow>
<statistics total ="2" approved="1"/>
<filelnfo status="approved" subnittedBy="roadni ck2">
<appr ovedBy>t at er </ appr ovedBy>
<f1 | eName>t i meone. j pg</fil eName>
<l ocat i on>/ var/ ww/ hi dden/ </ | ocat i on>
<fil eType>i nage/j peg</fil eType>
<si ze>2020</ si ze>
</filelnfo>
<filelnfo status="pendi ng" submnittedBy="roadnick">
<appr ovedBy/ >
<fi1 |l eName>t i meone. j pg</fil eName>
<l ocati on>/ var/ ww/ hi dden/ </ | ocat i on>
<fil eType>i nage/j peg</fil eType>
<si ze>2020</ si ze>
</filelnfo>
</ wor kf | ow>

We added spacing here to make things more clear, but this is the overall structure of
the file. Each document will have its own f i | el nf o element, which includes
attributes on its status and owner, and contains information about the file itself. The
statistics document also lists information about the file itself.

To manipulate this information, you'll use the Document Object Model (DOM).

What is DOM?

The Document Object Model (DOM) is a way of representing XML data as a
hierarchical tree of information. Take, for example, this f i | el nf o element:

<filelnfo status="approved" subnittedBy="roadni ck2">
<appr ovedBy>t at er </ appr ovedBy>
<f1 | eName>t i meone. j pg</fil eName>
<l ocati on>/ var/ www/ hi dden/ </ | ocat i on>
<fil eType>i mage/j peg</fil eType>
<si ze>2020</ si ze>
</filelnfo>

Each piece of information in an XML document is represented as a type of node. For
example, here you see afi | el nf o element node; a st at us attribute node; and
multiple text nodes, including t at er, ti neone. j pg, and 2020. Even each piece of
whitespace between elements is considered a text node.

DOM arranges nodes in a parent-child relationship. For example, the appr ovedBy
element is a child of the f i | el nf 0 element, and the t at er text is a child of the
appr ovedBy element. This relationship means that the fi | el nf o element has 11
child nodes; five elements, and six whitespace text nodes.

Various APIs exist to enable you to work with DOM objects. Earlier versions of PHP
implemented a DOM-like structure, but the structure didn't really mesh well with the
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methods and definitions in the actual DOM recommendations (maintained by the
W3C). So, PHP V5 has a new set of DOM operations that are much closer to the
standard.

You'll use this new API to create and modify the document information file.

A quick word about objects

Part 3 of this series will talk about objects and object-oriented programming in PHP
in more detail, but both the DOM API and the SAX API discussed in the next
sections use them, so before going any further, you'll need to have at least a basic
understanding of what objects are and how they work.

Think of an object as a collection of functions; for example, you might create a class,
or object template, that looks something like this:

class Geeting{
function getGreetlng(){
return "Hello!"

function get Personal G eeti ng($nane){
return "Hello, ".$nane.'

}

When you create an object, you can then reference its functions. For example:

$myoj ect = new Greeting();
$start = $nyhj ect - >get Per sonal G eeti ng("Ni ck");

In this case, you create the myQbj ect object, which you can reference with a
variable, just like a string or a number. You can then reference its functions using the
- > notation. Other than that, it's just like calling a regular function.

That's all you need to know about objects for now.

Preparing to save the information

Now you're ready to start creating the document information file. Ultimately, you'll
create a function called save_docunent _i nf o(), so start by adding a call to this
function in uploadfile_action.php:

i f(!'is_uploaded_file($tnpNane) ||
! move _upl oaded_fil e($t Name, $newNane)) {
echo "FAILED TO UPLOAD " . $_FILES['ufile"][' name'] .
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"<br>Tenporary Nane: $tnpName <br>";
} else {

save_docunent _i nfo($_FI LES['ufile']);

You want to pass information only on the file that's been uploaded, so you'll make
things easier for save_docunent _i nf o() by passing only the information on the
ufile file, rather than the entire $_FI LES array.

Now it's time to create the function.

Section 5. Functions

Create the DOM document

First, you create a DOM Docunent object you can use to manipulate the data. Open
the scripts.txt file and add the following code:

def i ne( UPLOADEDFI LES,
"/ var/ww/ hi dden/");

function
save_docunent _i nfo($fil el nfo){

$doc =
new
DOVDocunent (' 1.0');

}

?>

The actual process of creating a Docunent object, in this case called $doc, is
straightforward. The DOVDocunent class is part of the PHP V5 core. You use this
object to perform most of your actions on the data.

Create an element

Now that you've got a working Docunent , you can use it to create the main, or root,
element of the document:
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function save_docunent _i nfo($fil el nfo){
$doc = new DOVDocurnent (' 1.0");

$root = $doc- >creat eEl enent (' wor kfl ow ) ;
$doc- >appendChi | d( $root);

Here you tell the $doc object to create a new element node and return it to the
$r oot variable. You then tell the Docunent to add that element as a child of itself.

But what happens if you save this document as a file?

Save the document to a file

One advantage of using PHP to process your XML is that PHP provides an easy
way to save the contents of a Docunent to a file. (Believe it or not, it's not always
this easy.) To see what is actually being generated, add the following code to
save_docunent _info():

function save_docunent _i nf o( $fi | el nf o) {
$doc = new DOVDocunent (' 1.0');
$root = $doc->creat eEl ement (' wor kfl ow );
$doc- >appendChi | d( $root) ;

$doc- >save( UPLOADEDFI LES. "doci nf o. xm ") ;

You defined the UPLOADEDFI LES constant earlier, so you can just go ahead and
reference it now, placing the new file in the same directory. If you now upload a file
through the browser, the docinfo.xml file should look like this:

<?xm version="1.0"7?>
<wor kf | ow/ >

Don't worry about the first line; it's the XML declaration, and it's standard, but
optional (in most cases).

Notice that your element's been saved, but because you haven't actually added any
children, or content, to it yet, it's written as an empty element.

Now let's add a more complicated element.
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Create attributes

Start adding actual information to the file. You've already created a file by virtue of
testing the previous step, but until you've got the first file's information completely
saved, you can assume you're still creating the docinfo.xml file.

Start by creating the st ati sti cs element:

function save_docunent _i nfo($fil el nfo){

$doc = new DOVDocurent (' 1.0");
$root = $doc- >creat eEl enent (' wor kfl ow ) ;
$doc- >appendChi | d( $root ) ;

$statistics = $doc->creat eEl errent( statistics");
$statistics- >setAttr|bute( total " "1)
Sstatistics->setAttribute(” approved , 4 gy );

$r oot - >appendChi | d($stati stics);

$doc- >save( UPLOADEDFI LES. "doci nf o. xm ") ;

Notice that you still use the Docunent to create the new element, this time called
statistics. The Docunent acts as a "factory” for most of your objects.

Once you've got the El ement object, $st ati sti cs, you can use its built-in
functions to set two attributes: t ot al and appr oved. Once you've done that, you
want to add this element as a child of $r oot , rather than as a child of $doc. If you
save the file, you can see the difference:

<?xm version="1.0">
<wor kf | ow><statistics total ="1" approved="0"/></wor kf | ow>

You'll notice two things here. First, notice that the st ati sti cs element is a child of
the wor kf | ow element. Notice also that there is no extraneous whitespace here.
The st ati sti cs elementis the first child of wor kf | ow.

Now let's look at adding real information.

Create the file information element

Now you can go ahead and create the actual document information. The process
uses the techniques you just learned:
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function save_docunent _i nfo($fil el nfo){

$doc = new DOVDocurent (' 1.0");
$root = $doc- >creat eEl enent (' wor kfl ow ) ;
$doc- >appendChi | d( $root);

$statistics = $doc->creat eEl errent( statistics");
$statistics->setAttribute("total” "1)
$statistics->setAttribute("” approved , 5 gy );

$r oot - >appendChi | d($stati stics);

$filename = $filelnfo[' nane'];
$filetype = $filelnfo['type'];
$filesize = $filelnfo['size'];
$filelnfo = $doc->creat eEl enent ("fil el nfo");
$filelnfo->setAttribute("status", "pending");

$fil el nfo->setAttribute("subnmittedBy", $ SESSI ON["usernanme"]);

$approvedBy = $doc- >creat eEl ement (" approvedBy") ;
$fi |l eName = $doc- >creat eEl ement ("fi |l eNane") ;

$fi | eNameText = $doc- >cr eat eText Node( $f i | enane) ;
$f i | eName- >appendChi | d( $f i | eNameText ) ;

$l ocati on = $doc- >creat eEl ement ("l ocati on")

$l ocati onText = $doc- >cr eat eText Node( UPL OADEDF LES) ;

$l ocat i on- >appendChi | d( $l ocati onText);

$type = $doc- >creat eEl enent ("fil eType");
$t ypeText = $doc- >creat eText Node($f1 1 et ype);
$t ype- >appendChi | d( $t ypeText);

$si ze = $doc- >creat eEl enent ("si ze") ;
$si zeText = $doc- >cr eat eText Node($fi | esi ze);
$si ze- >appendChi | d( $si zeText);

$fi | el nf o- >appendChi | d( $appr ovedBy) ;
$fi |l el nf o- >appendChi | d( $fi | eNane) ;
$fi | el nf o- >appendChi | d( $l ocati on);
$fil el nf o- >appendChi | d( $t ype) ;

$f il el nf o- >appendChi | d( $si ze) ;

$r oot - >appendChi | d($fil el nfo);
$doc- >save( UPLOADEDFI LES. "doci nf o. xm ") ;

developerWorks®

Even though there's a lot of code here, very little is new. First you extract the actual
information about the file from the information passed to the function. Then you
create the f i | el nf 0 element that will contain all the information you're adding. You
set the st at us and subm t t edBy attributes on this element, and then look at

creating its children.

The appr ovedBy element is easy. It's not approved yet, so that will stay empty. The
fi | eNane element, on the other hand, is a bit more difficult because you need to
add a text child to it. Fortunately, that's also pretty straightforward. You create the
element, then use the Docunent to create a new text node that has as its content
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the name of the file. You can then add that text node as a child of the fi | eNane
element.

You progress in this way, creating all the elements that will eventually be children of
fil el nfo. After you're finished, you append all of them as children of the

fil el nfo element. Finally, you add the fi | el nf o element itself to the root
element, wor kf | ow.

The results, with spacing added for clarity, look something like this:

<?xm version="1.0"?>
<wor kf | ow>
<statistics total ="1" approved="0"/>
<filelnfo status="pendi ng" subnittedBy="roadnick">
<appr ovedBy/ >
<f1 | eName>si gned. penx/fil eNanme>
<l ocat i on>/ var/ ww/ hi dden/ </ | ocat i on>
<fil eType>applicati on/octet-streanx/fileType>
<si ze>2754</ si ze>
</filelnfo>
</ wor kf | ow>

Of course, you can't keep overwriting the information file every time someone
uploads a document, so next, you'll look at working with an existing structure.

Loading an existing document

Now that you know how to add information to the file, you need to look at working
with the file on subsequent uploads. First you need to see whether the file already
exists, then act accordingly:

function save_docunent _i nfo($fil el nfo){
$xm file = UPLOADEDFI LES. "doci nfo. xm “;

if(is_file($xmfile))({
$doc = DOVDocunent:: | oad($xm file);
$wor kf | owEl ement s = $doc- >get El enent sByTagNanme( " wor kf | ow") ;
} I$ro~?t = $wor kf | owEl enent s->i ten( 0) ;
el se

$doc = new DOVDocunent (' 1.0');
$root = $doc- >creat eEl enent (' wor kfl ow ) ;
$doc- >appendChi | d( $root) ;

$statistics = $doc->creat eEl enment ("statistics");
$statistics->setAttribute("total", "1");
$statistics->setAttribute("approved", "0");

$r oot - >appendChi | d($st ati stics);

}
$filenamre = $filelnfo[' name'];
$filetype = $filelnfo['type'];
$filesize = $filelnfo['size'];
Upload files and use XML to store and display file information Trademarks
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$filelnfo = $doc->createEl ement ("filelnfo");
"$filelnfo- >appendChi | d( $si ze) ;
$r oot - >appendChi | d($fil el nfo);
$doc- >save($xnmi file);
}

Starting at the top, you create a variable to represent the location of the file, since
you'll now reference it in more than one place. Next, you check to see if that file
already exists. If it does, you call the | oad() function, rather than creating a new
object.

This static function -- which we will talk about more in Part 3 of this series; for now,
understand that they're functions you can call from the class, rather than from an
object -- returns a Docunent object that's already populated with all the elements,
text, and so on that are represented in the file.

Once you have the Docunent object, you need the wor kf | ow element because
you'll ultimately need to add the new fi | el nf o element to it. You get the

wor kf | ow element by first retrieving a list of all the elements in the document called
wor kf | ow, and then selecting the first one in the list.

From there, you can simply add the new f i | el nf o element, and it will appear after
the original. Again, with space added for clarity:

<?xm version="1.0"?>
<wor kf | ow>
<statistics total ="1" approved="0"/>
<filelnfo status="pendi ng" subnittedBy="roadnick">

</filelnfo>

<filelnfo status="pendi ng" subnittedBy="roadnick">
<appr ovedBy/ >
<f1 |l eName>ti meone. j pg</fil eName>
<l ocati on>/ var/ ww/ hi dden/ </ | ocat i on>
<fil eType>i mage/j peg</fil eType>
<si ze>2020</ si ze>

</filelnfo>

</ wor kf | ow>

But what about the st ati sti cs? Obviously, they're no longer correct. That will
have to be fixed.

Manipulating existing data
In addition to adding information to the document, you can alter information that's

already there. For example, you can update the t ot al attribute on the
statistics element:
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if(is_file($xmfile))({
$doc = DOVDocumnent:: | oad($xm file);
$wor kf | owEl ement s = $doc- >get El enent sBy TagNane( " wor kf | ow'") ;
$root = $wor kfl owEl ement s->i t em(0) ;

$statistics = $root->get El ement sByTagNane("statistics")->iten(0);
$total = Pstatistics->getAttribute("total");
$statistics->setAttribute("total”, $total + 1);

} el se{

First off, you get a reference to the existing st ati st i cs element the same way you
got one to the existing wor kf | ow element, only you combine both steps into one.
Once you have a reference to the element, you can get the current value of the

t ot al attribute using the get At t ri but e() function. Then you can use that value
to provide an updated value for the t ot al attribute using set Attri bute().

The results are as you might expect, this time with no space added:

<?xm version="1.0"?>
<wor kf | ow><stati stics total ="2" approved="0"/><filelnfo status="pendi ng"
subni tt edBy="r oadni ck">. ..

Now that you know how to use DOM to create the file, let's look at reading it back
using another XML API, SAX.

Section 6. Using XML: SAX

What is SAX?

In the previous section, you learned about DOM, which treats XML data like a series
of objects arranged in a hierarchy. As such, it's known as an object-based API. In
this section, you're going to learn about the Simple API for XML, or SAX, which is an
event-based API. You'll use this API to display information about the files available
for a particular user to see.

SAX works by using a content handler to monitor a stream of events. Consider, for
example, this XML document:

<wor kf | ow>
<statistics
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total ="3"

appr oved="2"

/>

<filelnfo

submi tt edBy="r oadni ck"

st at us="approved" >

<fil eName>ti meone. j pg</fil eName>
</filelnfo>

</ wor kf | ow>

In parsing this document, a SAX content handler would see the following events:

Start document

Start el enent (workfl ow)
Characters (whitespace)
Start el enent (statistics)
End el enent (statistics)
Characters (whitespace)
Start el enent (filelnfo)
Characters (whitespace)
Start el enent (fil eNane)
Characters (timeone.jpg)
End el enent (fil eNane)
Char act ers (whitespace)
End el enent (filelnfo)
Char act ers (whitespace)
End el enent (workfl ow)
End docunent

Because the content handler sees these events, you can assign it a function to
perform for each of them.

Create the content handler

The first step is to create the content handler itself. In this case, you're dealing with a
class called Cont ent _Handl er, but in PHP, the name is entirely arbitrary. Open
scripts.txt and add the following:

cl ass Content_Handl er{
function start_el ement ($parser, $name, $attrs){

echo "Start elenment: ".$nane."<br />";

function end_el ement ($parser, $nane) {

echo "End el enent: ".S$nane."<br />";

function chars($parser, $chars){

echo "Text: ".S$chars."<br />";
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For the moment, you want the functions to output just enough so you know they've
been called. Now you need to tell the parser where to find the content handler.

Assign handlers

In order for PHP to parse the file, it needs to know which functions to execute for
which events. Add the di spl ay_fil es() function, seen below, to scripts.txt:

function display files(){
$handl er = new Cont ent _Handl er () ;
$doc_parser = xm _parser_create();
xm _set _obj ect ($doc_parser, S$handl er);

xm _set _el enent _handl er ($doc_par ser,
"start _el ement",
"end_el ement");
xm _set _charact er _dat a_handl er ($doc_par ser, "chars");

xm _parser_set_option($doc_parser,
XM__OPTI ON_CASE_FOLDI NG, 0);

First, you create a new Cont ent _Handl| er object, $handl er . Next, you get a
reference to the XML parser that's built into PHP, and use the xm _set _obj ect ()
function to tell it where to find the functions you're going to reference in a moment.

Next, tell the parser which functions you want to use to handle various events. In
some APIs, these function names are set in stone, but in PHP, they're arbitrary. So,
you have to specifically tell PHP, using the xm _set el enent _handl er ()
function, that it should handle the "start element" event with the st art _el enent ()
function.

Note that you could have skipped xnl _set obj ect () and simply used:

xm _set _el enment _handl er ($doc_par ser,
"$handl er->start_el enent",
"$handl er - >end_el ement ") ;

Finally, you turn off the case folding option so the parser doesn't convert all element
names to all capital letters. Now you're ready to parse the actual file.

Open and parse the file
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At this point, you're ready to parse the file, but nothing's going to happen until you do
two things. The first is to actually add the parsing of the file to di splay_fil es():

Cxm _parser_set _option($doc_par ser,
XML_OPTI ON_CASE_FOLDI NG, 0) ;

$xm fil e = UPLOADEDFI LES. "doci nfo. xm ";
$file to parse = fopen($xmfile, "r");

if($ le_to_parse) die(" CantopenXNLflle )5

whil e($data = fread($file_to_parse, 4096))
xm _parse($doc_parser, $data, feof ($file_to_parse));
}

}

For the process to be efficient (and more maintainable), you also use the
UPLOADEDFI LES constant here to specify the location of the document information
file. From there, you use PHP's built-in file management capabilities to create a file
handle for that file, $fi | e_t o_par se, and if that doesn't work, you display a
message to that effect.

Once you have the reference to the file, you run through it in chunks of up to 4,096
bytes. For each chunk, you send the data to the parser. The loop continues until it
gets to the end of the file and stops.

The second thing you need to do for anything to happen is to call
di splay files() from uploadfile_action.php:

" echo "FAILED TO UPLOAD " . $_FILES[' ufile ][’ name'] .
"<br>Tenporary Name: $tnpNane <br>";
} else {

save_docunent _i nfo($_FI LES['ufile']);
display_files();

Now it's time to see what happens.

The most basic results

At this point, if you upload a file, PHP will save the file, add the information about it
to the docinfo.xml file, and call the parser (and with it, the Cont ent _HandlI er
object) to parse the data. When that process happens, each function gets called for
its own specific event, and you get results like these:
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Start el enment: workfl ow
Start elenment: statistics
End el enent: statistics
Start elenment: filelnfo
Start el enent: approvedBy
End el enent: approvedBy
Start elenment: fil eNane
Text: tineone.jpg

End el enent: fil eNane
Start elenment: |ocation
Text: /var/ww/ hi dden/
End el enent: |ocation
Start elenent: fileType
Text: imagel/]jpeg

End el enent: fileType
Start elenent: size
Text: 2020

End el enent: size

End elenent: filelnfo
Start element: filelnfo
Start el ement: approvedBy
End el enent: approvedBy
Start element: fileNane
Text: timeone.jpg

End el enent: fil eNane
Start elenment: |ocation
Text: /var/ww hi dden/
End el enent: | ocation
Start elenent: fileType
Text: image/]jpeg

End el enent: fileType
Start el enent: size
Text: 2020

End el enent: size

End el enent: filelnfo
End el enent: workfl ow

These results are informational, of course, but not exactly pretty. Now let's look at
creating a page that actually displays information in a useful way.

The overall display
At this point, you have output and you can see how the handler is getting called, but
you need to massage this information into some kind of reasonable output.

Ultimately, you want a table of information that looks something like Figure 6.

Figure 6. Readable table of information
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@ - - & () ¥ L hapjlocalhostuploadtie_actionphp [: Do ||GL

The Workflow System
Navigation Uploading: bespin-lunch-1.jng

You are lagged in as readnick. Available files

You can logoul W login as a

differeni uscr. File Namc Submiticd By Size Sindus
- . e P roadnick 020 pending
Upload a fike i s . s
umetwo, jpg roadnick 1416 pending
signupA.ctivatehiml tier 37594 approved
signup html tater 32194 approved
bespin-lunch-1.jpg roadnick 2304 pending
Do

This table translates into an HTML page of:

Upl oadi ng: bespi n-1unch-1.jpg<br />
<l-- At the start of the docunent -->
<h3>Avail abl e fil es</h3>
<tabl e w dt h="100% >
<I-- At the start of the docunent -->
<I-- For each filelnfo elenent -->
<tr><th>Fi| e Name</th>
<t h>Subni tted By</th><th>Si ze</th>
<th>Status</th></tr>
<I-- For each filelnfo elenent -->
<tr><td>ti meone. j pg</td>
<t d>r oadni ck</t d><t d>2020</ t d>
<t d>pendi ng</td></tr>
<tr><td>tinmetwo.jpg</td>
<t d>r oadni ck</t d><t d>1416</td>
<t d>pendi ng</td></tr>
<tr><td>si gnupActivate. htm </td><td>tater</td>
<t d>37594</ t d><t d>approved</td></tr>
<tr><td>signup. htm </td><td>tater</td>
<t d>32194</td>
<t d>approved</td></tr>
<t r ><t d>bespi n- 1 unch- 1. j pg</ t d><t d>r oadni ck</t d>
<t d>29304</ t d><t d>pendi ng</td></tr>

<I-- At the end of the docunent -->
</tabl e>
<I-- At the end of the docunent -->
Upload files and use XML to store and display file information Trademarks

© Copyright IBM Corporation 2005. All rights reserved. Page 29 of 37


http://www.ibm.com/developerworks/ibm/trademarks/
http://www.ibm.com/legal/copytrade.shtml

developerWorks® ibm.com/developerWorks

</td>

Looking at the comments, you can see how you need to break this up for the various
events. Let's go ahead and do that.

The start and end of the document

In some languages, you can set a specific function to handle the start and end of a
document, but PHP doesn't make it quite that simple. You could handle these events
separately, but in this case, you also have the option to simply treat the start and
end of the wor kf | ow element as the start and end of the document. For example,
add the following to the Cont ent _HandlI er class definition:

cl ass Content _Handl er {
function start_el ement ($parser, $name, $attrs){
if ($nane == "workflow"){
echo "<h3>Avail able files</h3>";
echo "<table w dth="100% ><tr>".

"<t h>Fi | e Nane</th><th>Subm tted By</th>".
"<t h>Si ze</ t h><t h>St at us</t h></tr>";

}

function end_el enent ($parser, $nane){

if ($nane == "workfl ow"){
echo "</tabl e>";

}

function chars($parser, $chars){
//echo "Text: ".$chars."<br />";

}

}

When the parser sends the st art el enent event, it calls the start _el enent ()
function and passes the parser, the name of the element, and any attributes to that
function. You can use that output to decide whether to display the information.

In this case, you get just a single row for the top of the table and the </ t abl e> tag
for the bottom of the table, as you can see in Figure 7.

Figure 7. Display information from the start element
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'[_)-i“sﬁlaying the individual rows, however, is not nearly that simple.

The start_element() method

Stalus

One important aspect of an event-based API is the fact that at any given time, the
parser has information only about that specific event. That means that while you can
move up and down the tree when you're dealing with DOM, when you use SAX, you
have no way of knowing what's come before unless you've explicitly saved it. In
other words, when you get to the f i | eNane element, you don't know whether that
fil el nf o elementis available for display or not, unless you've explicitly noted it:

cl ass Content _Handl er {
private $avail able = fal se;
private $submttedBy = "";
private $status = "";
function start_el ement ($parser, $name, $attrs){

if ($name == "workfl ow"){
echo "<h3>Avail able fil es</h3>";
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echo "<table w dt h="100% ><tr>".
"<t h>Fi | e Nane</th><t h>Subm tted By</th>".
"<t h>Si ze</t h><t h>St at us</th></tr>";

}

if ($nanme == "filelnfo"){

if ($attrs['status'] == "approved" ||

$attrs[' submittedBy'] == $_SESSI ON[ "username"]) {

) $t hi s->avail abl e = true;

if ($this->available){

$this->submttedBy = $attrs[' submttedBy'];
) $this->status = $attrs['status'];
}

}

function end_el enent ($parser, $nane) {

When you get to the beginning of afi | el nf o element, you want to check the
st at us attribute and the submi t t edBy element to see if either of them is a reason
to show the document. You can do that by using the $at t r s array.

If the st at us is approved or the file was submitted by the current user, you want to
note that any data that's coming within this element is available. To do that, you've
created a variable called avai | abl e within the class itself. (Don't worry about that
pri vat e stuff; we will discuss it in Part 3.) Because the variable is part of this
object, you can reference it using $t hi s- >avai | abl e, and this value will remain
set even when you move on to the next event.

If the information is available, you want to save it so it can be displayed when the
time comes. To that end, you save it in the submi t t edBy and st at us variables.

You need to do the same thing in dealing with certain text.

The characters() method

Some of the information you want to display is stored as attributes of the fi | el nf o
element, but some is stored as text nodes of other elements. To save the
information, however, you need to know which element you're processing:

cl ass Content_Handl er{

private $avail able =
private $subm ttedBy
private $status = ""

fal se;
private $currentEl emrent = ""

private $fil eNane
private $fileSize

function start_el ement ($parser, $nane, $attrs){
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$t hi s->current El enent = $nane;

}
function end_el enent ($parser, $nane){
if ($nane == "workfl ow"){
echo "</tabl e>";
$thi s->current El ement = ""
}

function chars($parser, $chars)({

i f ($this->avail abl e){
if ($this->currentEl enent == "fil eNane"){
$this->fileNane = $this->fileName . $chars;

}
if ($this->currentEl enent == "size")({
$this->fileSize = $this->fileSize . $chars;

}
}

}
}

Let's start at the top. First of all, you create a variable to store the name of the
current element and store it each time you execute the st art _el enent () function.
You clear it out every time you hit the end_el enent () function, but it's important to
note that just clearing it doesn't revert it to its previous value. It's not like walking the
XML tree.

The important part is that you know which element you're dealing with when you get
to the char s() function, which is executed one or more times for each text node.

Each time it's executed, if the file is available for display, you're checking the current
element and adding the current characters to the appropriate variables if necessary.

The end_element() method

Now that you've stored all this information, you need to display it for each fi | el nfo
element. The easiest way to display it is to output when you get to the end of each
fil el nfoelement:

" function end_el enent ( $par ser, $nane) {

if ($nane == "workfl ow"){
echo "</tabl e>";

if ($nane == "filelnfo"){
echo "<tr><td>".$this->fil eNane."</td>".
"<td>".$this->submittedBy."</td>".
"<td>".$this->fileSize. "</td>".
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"<td>".$this->status."</td></tr>";

$this->fileNanme = "";
$t hi s->submittedBy = "";
$this->fileSize = "";
$t hi s->status = "";

$t hi s->avai |l abl e = fal se;

}

$t hi s->currentEl enent = ""

ibm.com/developerWorks

When the end_el enent () function executes, you first display a table row with the
appropriate information in it. Once that's done, you need to clear out all the
variables, including the $avai | abl e variable, so that you're ready to process the

nextfil el nf o element.
The result is a table of information as shown in Figure 8.

Figure 8. Resulting table of information
hd Workflow System-McxillaFirefox ...
File Edit Viw Go Bookmuks Tocds |Hedp

@ - - & 0 DL mpocahosuploadtie_action ph [v @co |Gl

The Workflow System
Navigation Uploading: bespin-lunch-1.ipg

You are lagged in as readnick. Available files
You cn logout 10 logm as a

differem user. File Name Submitted By
E tiine “"'-'-_il'"E roadnick:

Upload a file 3 :
Lmetwo,ipg roadnick
signupActivaletml tater
sagnup himl ter
bespin-lunch- 1 jpg roadnick

| Done

Bize
240
1416
37504
N
29304

Status
pending
pending
approved
approved
pending

In Part 3, you'll look at enhancing this table with links and other information and

functionality.
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Section 7. Summary

In this tutorial, you started to create the heart of the workflow application: the user's
ability to add files. You enabled users to log into the system and create a session
that recognizes them and upload a file. You saved the file on the server, and you
used XML to save information about it. Along the way, the following topics were

covered:

Creating a session

Using an existing session
Uploading a file

Creating an XML file using DOM
Loading XML data using DOM
Manipulating XML data using DOM
Creating a SAX content handler
Parsing an XML file using SAX
Tracking XML data using SAX

In Part 3, you'll complete the application.
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Resources

Learn

For an excellent primer on objects in PHP, read Using PHP Objects.

Read Part 1 of this series: "Learning PHP, Part 1."

Read through the official PHP Manual.

Check out PHP Manual: Session Handling Functions.

Read PHP Manual: DOM Functions.

Don't miss PHP Manual: XML Parser Functions.

And see PHP Manual: php.ini directives.

Also check out "SAX-like apps in PHP."

Visit IBM developerWorks' PHP project resources to learn more about PHP.
Stay current with developerWorks technical events and webcasts.

Check out upcoming conferences, trade shows, webcasts, and other Events
around the world that are of interest to IBM open source developers.

Visit the developerWorks Open source zone for extensive how-to information,
tools, and project updates to help you develop with open source technologies
and use them with IBM's products.

To listen to interesting interviews and discussions for software developers, be
sure to check out developerWorks podcasts.

Get products and technologies

Innovate your next open source development project with IBM trial software,
available for download or on DVD.

Discuss

Get involved in the developerWorks community by participating in
developerWorks blogs.
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