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= Security changes

= J2EE 1.2 Security Architecture

= EJB 1.1 Security Responsibilities

= \Web Components Security

= \WebSphere V4.0 Security Administration

= Pluggable Authentication Registry
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WebSphere Security: Changes |

= \WebSphere security model is modified to fit J2EE 1.2
requirements (EJB 1.1 and Servlet 2.2)

= In WebSphere V3.5, each method has a list of
users/groups who could access the EJB methods

»WAS V3.5 has method permission based model
»EJB 1.0 addressed security only in a limited fashion

= J2EE 1.2 uses the concept of security roles to
administer method permissions

» Authorization model is changed from Permission-based model
to Role-based model

»Method permissions are addressed differently

» With J2EE comes the EJB 1.1 specification, which has a whole section (section 15) on
security. The introduction of the Security Management begins "The deployment aspect of
security management has changed significantly since EJB 1.0."

» In WAS V3.x, we grouped methods into Method Groups to assign permissions. These
permissions were created and mapped to end users (or groups) after the application was

installed.

» In the EJB 1.1 security model, only the mapping can be modified after install. Everything
else is accomplished (by the Assembler or the Developer) before the Deployer gets the
.ear file to install.
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Security Architecture--AE

"

Web Browser

HTTP Server

- Custom
_ @ Registry
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| Embedded HTTP Server | Admin. | Server

Application | Server

Security| Server
WebContainer Security

EJS Web Collaborator Authentication) Applicatio

Java Client
Application

| '
) IoP EJB Container O

= 2 -
EJS Security Collaborat:
v, Repository

» AEs/AEd uses Local OS security only.
» Security Flow::
1. Request comes in.
» Request goes to Collaborator.
» Collaborator sends 401 to plug-in/HTTP Server.
» 401 goes back to browser.
» Request comes back with user ID/PW (or Certificate as appropriate).
2. If WebSeal is enabled, HTTP Server authenticates the user. The request goes to Collaborator
in the appropriate Application Server. Otherwise, request goes straight to Collaborator.
3. Collaborator forwards to Security Server, which either:

a) Authenticates user, or
b) Authenticates Web Server and trusts that the user is 'real' (WebSeal)
4. Security Server tells Collaborator that user is (or is not) valid.
5. Collaborator checks permissions in the deployment descriptor to determine if the request will be

served.

One thing to note: Because the security information is in the deployment descriptors, in the EAR
file, and because in a server group configuration the EAR file may be on more than one machine,
editing the EAR file directly can have some very serious side effects especially in respect to the
security policy. This is why editing the installed EAR file is not recommended. If it is necessary to
edit the installed EAR file, be EXTREMELY careful to keep all of the EAR files in synch.
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J2EE Security Architecture

= Forms of Container-Based Security
» Declarative - Outside the code (i.e., method level)
» Programmatic - Within the code

= User Authentication Requirements
»Must support login sessions - Web single signon

»Login Mechanisms:
HTTP Basic Authentication
SSL Mutual Authentication
Form-based login

» Unauthenticated access

= Authorization Requirements
» Code Authorization - i.e., Access for the bean
» Caller Authorization - i.e., Access for the end-user of the bean

» J2EE uses 'Single Signon' to mean that a user should have to authenticate only when
crossing a security policy domain boundary.

» Unauthenticated Access - Web containers report that a user has not authenticated by
returning 'null’ from the HttpServletRequest method getUserPrincipal. However, EJB
specification requires that getCallerPrincipal never returns null. When a call is made by a
servlet to a bean, the container must be able to provide a principal. This may be a single
distinguished principal, a principal per server, per session, or per application. The deployer
or system administrator will select which principal to use. See J2EE 1.2 Specification
Section 3.4.1.4.

» Code Authorization is based on J2SE and is J2EE component-specific.

» Client Authorization, as required by J2EE, says that the user's identity be propagated within
a single application within a single J2EE product. That is to say that getCallerPrincipal must
return the same value as returned for the first bean in the call chain. (J2EE 1.2
Specification, Section 3.5.2)
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EJB 1.1 Security - Who does what?

= 15.2 Bean Provider's Responsibilities

"The Bean Provider is responsible for declaring in the security-role-ref elements of
the deployment descriptor all the security role names used in the enterprise bean
code."

m 15.3 Application Assembler's Responsibilities

"The Application Assembler (which could be the same party as the Bean Provider)
may define a security view of the enterprise beans contained in the ejb-jar file."

"If the Bean Provider has declared any security role references using the
security-role-ref elements,the Application Assembler must link all the security role
references listed in the security-role-ref elements to the security roles defined in the
security-role elements."

"The Applications Assembler defines method permissions for each security role."

= 15.4 Deployer's Responsibilities

"The Deployer is responsible for ensuring that an assembled application is secure
after it has been deployed in the target operational environment."

"The Deployer’s job is to map the security view that was specified by the Application
Assembler to the mechanisms and policies used by the security domain in the target
operational environment."

I
!
i
@

» Section numbers correspond to EJB 1.1 Specification sections of the same name.
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For the sake of illustration...

= Developers are going to write "Account and Transfer"
»\WebSphere sample extracted for labs and renamed "MyBank"
» Transfer bean developer will use "Manager" and "Client"

» Account bean developer will use "Supervisor" and "User"

= Application Assembler dictates two roles:
»"Banker_Role" to handle 'Manager' and 'Supervisor' tasks

»"Customer_Role" to handle 'Client' and 'User' tasks
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Layers of Abstraction for EJBs

B~ MyBank Application
=-E3 EJB Modules
. =48 WyBank EJB Mod
-1 Session Beans

]

— Mame ————__ Description
=r Banker_Rale
fa Customer_Role

Eﬂ Security Roles
-3 Method Perrmissions

The Application Assembler may define a
security view of the enterprise beans

contained in the ejb-jar file.
WP

Mok Wadnlac

[ Application Assembler - D:MyBank.ear
=~ WyBank Application
=03 EJB Modules
=52 hyBank EJB hodule
B~ Session Beans
. E-@) Transfer

A Environment Entries

= Bean Level (Programmatic) Security Role Reference

"The Bean Provider is responsible for declaring in the
security-role-ref elements of the deployment descriptor
Fesource References

-0 Security Role References

o ethod Extensions
- Entity Beans

all the security role names used in the enterprise bean
code."

Note that the name used in code, "Manager" is not yet
mapped to the role "Banker_Role"

Example: isCallerinRole("Manager");
= = ®

» In this example, the Application Assembler defines the roles of Banker_Role and
Customer_Role in the first step.

» Developers may or may not use the same names for these capabilities. In this case, the
developer calls the super user "Manager", and the not-so-super user "Client".

» On the next slide, these will be linked.
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Application Assembler's Task - Linking

= Developer has provided security role refrences

= Assembler links them to security roles

[-? Application Assembly Tool
File Edit “iew \Window Help

I [=] H

OB E|4EEXE Qa8 N

[ Application Assembler - D:MyBank.ear

=8 MyBank Application Mame Link Description
=-E2 EJB Modules ) Client
=4 hyBiank EJB Madule =) Manager Banker_Rale
=3 Session Beans
E-(@) Transfer General I

Environment Entries| | 4 security role reference links the name of a role used in a module to the corresponding
-3 EJB References name of a rale in the encompassing application.

- Resoqrce Reference | o |C|ient
- Security Role Refare

- Method Extensions Link:

|

F- Entity Beans . [Banker Role
(3 Gecurity Roles Description: =

- Method Permissions

Customer_Raole

- Container Transactions

-0 Files
H-E3 Webh Madules

F.F7 fnnlicatinn Cliante
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Layers of Abstraction

F Application Assembler - D:MyBank_ear
El 1 MyBank Application
=3 EJB Modules

=3 Web Modules
=& MyBank web Module
-3 Web Components
Security Constraints
Context Parameters
EJB References
Ervironment Entries
Error Pages
FWME Mappings

Fesource References
SecUtity Roles

|

for Servlets

MName |

£3 Banker_Raole
Ba Customer_Role

Ptk i

evel (Progra

[ myBank Application

omponents

o
i Create Account Serviet

@ Initialization Parameters
f Pagelist Extensions

----Ia Transfer Funds Servlet

mmatic) Security Role References

Description

- el Marme |

=3 EJB Modules < IE3) Supenisor Banker_Role
E-E2 Web Modules | |Emy Liser Custormer_R
- =38 MyBank wweb Madule

Example: isUserinRole("Supervisor");

* Note that in this view, the Application Assembler has
already linked the Role References to Roles.
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Security Roles

File Edit View Window Help

OB H4BEXE QBN mbutes 8

=module id="JavaClientModule_1"=
=java=hyBankClient jar=fiava=
=
=gecurity-role id="SecurityRole_1"=
=role-name=Banker_Role=frole-name=
=lzecurity-role=
=gecurity-role id="SecurityRole_2"=
=rale-name=Customer_Rale=irole-name:=
=lzecurity-role=
=japplication=

F Application Assembler - D:'MyBank.ear

- MyBank Application j
8 EJB Modules
8 Web Modules
Fpplication Cliem
Security Roles

=r Customer_Role

1 |

Security role references

Transfer Bean 'Manager'

Account Bean "Supervisor’

Banker_Role

|
|
| Transfer Bean Client'
|

Account Bean 'User’

Transfer Funds servlet 'Manager'

Create Account servlet 'Supervisor'

Customer_Role

| Transfer Funds serviet 'Client’

| Create Account servlet 'User’

» Right-clicking objects in the properties notebook will often allow you to view the associated
deployment descriptor in raw XML form.
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Steps to configure EJB Method Permissions:

I-T Application Assembler - D:\MyBankApp.ear
=~ ttyBank Application
=3 EJB Modules
- E-5E MyBank EJB Modula
-3 Session Beans
I3 Entity Beans
-~ Security Roles

EJB Method Permissions

= Declarative form of security

MNew Method Permission E
General |

Method permissions map security roles to the methods that a member of tha_=
rale can invake.

Method permission name: |Elan|-:er
Description:

[mBlethod Permissions
EH C.nntalne 5 Methods:
9 Files Fagte
#-E3 Weh Modules Mame |Enterprise EI| Type | FParameters | Add .
H-E3 Application Clients
-3 Security Roles REMEVE
[m Files
Roles:
Role name Add L.
R aE
4 | _’lJ
ok | aew cancel | Hew |

1. Expand the EJB Module, right-click Method Permission s--> New
2. Assign a permission name
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EJB Method Permissions

= Declarative form of security

Add Methods
I-Tn.pplic on Assembler r B 14 MyBankEJE jar
=~ tWyBank Application =4 Account

2 EJB Modules =4 Home
=52 MyBank EJB Module T

countindTransfe

- Session Beans

Entity Beans
1 Security Roles untAndTr
- [l i untandTran

- Containe 5
I3 Files Paste
£32 wieh Modules B

82 Application Clients
Security Roles

TP Files

------ L Wadidifloat)
B[] AccountBh
=4 Transfer

EIJ Home -
Al | »

(0]34 I Apphy Cancel | Help |

3. Add methods from the beans to the permission
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EJB Method Permissions

= Declarative form of security

[% &pplication Assembler -
=~ WyBank Application
=032 EJB Modules
- =-55 MyBank EJB Module
- Session Beans
1 Entity Beans

---F'_'I ‘Weh Modules

IIMyBankApp.ear

Mew Method Permission

General |
Method permissions map security roles to the methaods that a member aftha_~
role can invoke.
Method permission name: |Elan|-{er
Description:
Methods:
Mame Enterprizse .. Type Parameters Add .
remaove Accaunt Remote :l
subtract Account Remaote float = e
create Transfer Hame
getHomeH... [Transfer Home
getHameH... Account  Home =
Roles:
T A
Banker_Role
FEmnvE
4 |
ok | apew cancel | Hep |

4. Assign one or more roles that will have access to these methods
5. Click Apply or OK
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Servlet Method Permissions

= First, Create a Security Constraint

» Add one or more Role Names

[ Application Assembler - D:MyBankApp.ear

E-C1 MyBank Application
-3 EJB Modules
E-E3 Weh Modules
- B8 MyBank Weh Module
5 (1 Web C

Mew Securty Constraint
General |

A security constraint describes how Web content is to be protected.
Security canstraint name: |CreateAccount
mponents

—Authorization Caonstraints
Rales:

Role name
~[1 Error Pages Remave |
feo L MIMF Manninns

Description:

User Data Caonstraint

Transportguarantee: [None

Description:

|

» A security constraint consists of a Web resource collection, an authorization constraint, and
a user data constraint.

» Authorization Constraints specify the user roles that are permitted access to this resource
collection.

» User Data Constraints - Transport guarantee indicates how data communicated between
the client and the server is to be protected. Specifies that the protection for communications
between the client and server is None, Integral, or Confidential.

» None means that the application does not require any transport guarantees.

» Integral means that the application requires that the data sent between the client and the
server must be sent in such a way that it cannot be changed in transit.

» Confidential means that the application requires that the data must be transmitted in a
way that prevents other entities from observing the contents of the transmission.
» In most cases, Integral or Confidential indicates that the use of SSL is required.
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Servlet Method Permissions

m Next, Create a Web Resource Collection
>IAdd HTTP MethOdS Mew Web Rezource Collection
»Add a URL pattern oeneral |

Avteb resaurce collection defines a set of URL patterns {resources) and o
HTTF methods belonging to the resource.
[% Application Assembler - D:\MyBankApp.ear Weh Resource Name: [CreateAccountServiet
=1 MyBank Application Description:
-3 EJB Modules
E-£2 Weh Modules

=18 MyBank Web Module HTTP methods:
-] ¥Weh Components
B~ Security Constraints HTTF method Add
. Bl CreateAccount GET
e l'eb Resource Collections POST Eetmnye
~ () Cartest Pars PUT
-] EJB Referen  Faste DELETE
URLs:

URL pattern
IsendettebSphereSamples AccountdndTransfar Create. .

4 | o

(0]34 I Apply Cancel | Help |

» If no HTTP methods are specified, then the security constraint applies to all HTTP methods.

» If multiple security constraints are specified, the container uses the "first match wins" rule

when processing a request to determine what authentication method to use, or what
authorization to allow.
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Administrative Console

= Role Mappings can be part of the installation process

¥ Install Enterprise Application Wizard

Mapping Users to Roles

Each role defined in the application
frorn the domain's user registry.

Select Users/Groups - Web Module User

[ Everyane (no authentication)
% Select a role from the list bel
= M= map o that role.

Roles
Customer_Role

[ All authenticated users(

v Selectusersigroups
Search:F

Puailable UsersiGroups

T

Search Stop

Selected UsersiGroups

Jsers

DOMAIMNALDITOrS
DOMAINDeplovers
DOMAIMDevelopers
DOMAIMIPEORIE
DOMAIMEmMart People
DOMAINYWYebSphereians
HOSTHAMEWdministrato
HOSTHAME\Gue sts
HOSTHAME \Locallsers

HOSTHAMEWMotS oF ower
HOSTN.’i\MEIiner Users 'l
3

o HOSTNAME\DBZAdmIR
_4 Groups
o HOSTHAMEWP ower Users

Remave |

ssssssssses

4]

Qk Cancel Help

» WWhen you search the user registry as part of a large domain, it may require several
seconds to several minutes to fetch all the users and groups.
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Administrative Console

e
Wizards
Trace

Import frarm XML
Export to =ML

4

-

% webSphere Advanced A -:J'

Yiew Tools He

Start
Stop
Farce Stop
Bt

Fermaye
Eraperies
Find..

Cormand History...

Exit

...0r a manual process after an .ear is installed

- ¥ Security Center Hi=
General| Authentication  Role Mapping | Run As Raole Mapping|

—t- Select ane enterprise application and press "Edit Mappings..".
Sir:

samplespp

WyBank Application
on
ult
Sel Fole Mapping
cal

Every role mustbe mapped to at least one user or
lic group. Select a role from the list and then select the
IC3 useris) and groupis) thatwill be mapped to that role
ui [ Roles | |IsersiGroups
Ok | Cancel | Help |
0K | Cancel | Apply | Help
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T i

EJB Delegation - "Run As" Mode - at Assembly

l-? Application Assembler - D:\MyBankApp.ear
E|:1. MyBank Application MNarme | FParameters |
E-E0 EJB Modules
=52 hyBank EJB hodule Home
E- Session Beans * Remoate
=-(@) Transfer EJB create Home
~-f Emvironment Entries
“-f EJB References General Ad\rancedl
=~ Resource Referenc - ;
------ £ Security Rale Referg o B e
-1 Method Extensions
[ Entity Beans
- Security Roles
- hWethod Permissions
-~ Container Transactions
[@ Files
2-E31 Wb Modules = Use identity of EJB server
¢ - myBank Weh Module
H-£2 Application Clients & Use identity assigned to specified role (helow)
=~ Security Roles

Type
Unspecified

+ + + +
+

Description:

Run-As mode:

© Use identity of caller

Role name; |

|

Description:
Customer_Role

I
!
i
@

» To set the delegation mode on an EJB or a method on a bean, use AAT to specify the

security identity. Selecting a role here will allow the Deployer to assign a user ID within that
role to be the delegated identity.

» Note that delegation roles can be set on the whole bean, all the Home Interface methods,
all the Remote Interface methods, or on individual methods.
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¥ Install Enterprise Application Wizard

Mapping EJB Runis Roles to Users

The EJBs you are installing contain predefined RunAs roles. RunAs rales are used
by EJBs that need to run as a particular role to be recognized while interacting with

anather EJB.
% Select a Run As role from the list below and click the Select button 1o map a user to that
= == RunAs rale. Youwill be ahle to only select from users previously defined for that rale.
Select User - Banker_Role
Roles Users
HOSTHAME\Powerl)ser
Help | = Back I Memt = I
] Password | ******
0K | Cancel Help

» Only users specified as part of the 'Banker_Role" role are visible at this point. You must
select an individual user from the list
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¥ Security Center

EJB Run-As Role Mapping - Existing Application_

General | Authentication | Role Mappin

g RunAs Role Mapping

Select one enterprise application and press "Edit Mappings...".

Run Az Hole Mapping

Every rale must he mappedio anly
role fram the list and then se

electa
ertHha-usertiiat will he
mapped to that role.
Foles Users
Select |
Ok Cancel Help

» If not mapped at Deployment, or if the mapping is to be changed, use the Run As Role
Mapping tab in the Security Center.
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Function Responsibity (Role) Tool
Security role names used Application Component .
internally within the code Provider il (=i
Specify Security Roles Application Assembler AAT
Method Permissions (map .
security role to methods) Application Assembler il

. Application Assembler or

Security Role Reference Deployer AAT
Security Role Binding to
Principal
- User Deployer AAT, Admin Console
- Group
= Special Subjects
Principal mapping for
inter-enterprise bean calls Deployer Admin Console
(RUN-AS)
IEE,

» Bean Provider
» Implement the EJB without hard-coding the security policies and mechanisms into the
business methods.
» Application Assembler (could be the Bean Provider)
» Define security roles for an application composed of one or more EJBs.
» Security role is a semantic grouping of permissions that a given type of users of the
application must have to use the application.
» Define method permissions for each security role.
» Its is a permission to invoke a specified group of methods of the enterprise beans’ home
and remote interfaces.
» Present a simplified security view of the EJB to the Deployer.
» Deployer
» Deal with small set of security roles rather than a large number of individual methods.
» Responsible for assigning principals or groups (of principals) to the security roles defined
by the Application Assembler for the EJB in the deployment descriptor.
» Configure principal mapping for inter-enterprise bean calls (RUN-AS) and principal
mapping for resource manager access (JDBC, etc).
» "Special Subjects” under Security Role Binding refers to "Everyone" or "All Authenticated
Users" options for access.

WS40ST09.prz

10/02/01
Page 22 of 32

Page 237 of 401

© Copyright 2001 IBM Corporation



WebSphere V4.0: Default Security Settings

For EJB and Web-Resources

Setting WAS 3.5.x WAS 4.0

Security NOT defined for e EJB: Denied

e EJB: Grant
any method in EJB, servlet | e Web-Resource: Grant

e \Web-Resource: Grant

Default setting for methods
with NO security definition

in resources, where at least * 5\;“3: genled ‘G ® 5\;”3: FD{emed ‘G
one method has Security e \Web-Resource: Grant e \Web-Resource: Grant
defined

Il
!
I
@

» When security is turned on and at least one bean method has security defined, access to
all other methods of any instance of that EJB in the domain will be denied. That s, if you
define security on the Transfer bean, the Account bean will still be unprotected.

10/02/01
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WebSphere V4.0 AEs: Where is security info save

Doe.

Security Info

Tool

Location Stored

e Global security
o Authentication
o SSL settings

Admin Console

e server-cfg.xml
e server-cfg.xml
e server-cfg.xml

Application Security Roles

AAT

EAR DD application.xml

Security Role Binding to
Users, Groups, Special
Subjects

AAT, Admin Console

EAR DD ibm-application-bnd.xmi

EJB

e Security Role

e Role Reference

e Method Permission

e Sec. |ldentity - RunAs
® RunAs Mapping

o AAT
o AAT
o AAT
o AAT
e Admin Console

e EJB DD ejb-jar.xml

e EJB DD ejb-jar.xml

e EJB DD ejb-jar.xml

e EJB DD ibm-ejb-jar-ext.xmi

e EAR DD ibm-application-bnd.xmi

Web Resources
e Security Role

e Role Reference
e Sec. Constraints

o AAT
o AAT
o AAT

e WAR DD web.xml
o WAR DD web.xml
o WAR DD web.xml
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WebSphere V4.0 AE: Where is security info save ?

R

il

Security Info

Tool

Location Stored

e Global security
e Authentication
o SSL settings

Admin Console

WAS repository

Application Security Roles

AAT

EAR DD application.xml

Security Role Binding to
Users, Groups, Special
Subjects

AAT, Admin Console

EAR DD ibm-application-bnd.xmi,

WAS repository

EJB

e Security Role

e Role Reference

e Method Permission
e Sec. Identity - RunAs
e RunAs Mapping

o AAT
o AAT
o AAT
o AAT
e Admin Console

e EJB DD ejb-jar.xml

e EJB DD ejb-jar.xml

e EJB DD ejb-jar.xml

e EJB DD ibm-ejb-jar-ext.xmi
o WAS repository

Web Resources
e Security Role

® Role Reference
e Sec. Constraints

o AAT
o AAT
o AAT

e WAR DD web.xml
o WAR DD web.xml
e WAR DD web.xml

I
!
i
@

» Only Mappings are stored in the repository. The rest of security information, roles, role

references, permissions, and so on, is stored in the appropriate XML files in the expanded
representation of the .ear file in the <was_home>/installedApps directory.

» Mappings can be stored by AAT in the ibm-application-bnd.xmi file as preferences. If there

is mapping information in the repository, it takes precedence over the information in the
xmi file.

10/02/01

© Copyright 2001 IBM Corporation
Page 240 of 401

WS40ST09.prz
Page 25 of 32



WebSphere V4.0: Authentication Registries

= \WebSphere V3.5 supports following registries
»Local OS registries

» Centralized registries- LDAP using supported LTPA service

= New addition in WebSphere V4.0 AE

» Pluggable CUSTOM-REGISTRY interface
Implemented as LTPA

Allows WebSphere applications to take advantage of new registries.

Authentication

Local OS LTPA

Y N

LDAP Custom
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WebSphere V40 Security: Custom Registry

WebSphere Runtime —
] LTPA ~
Authentication ====lie LDAP
S
_ 5 N
Admin | = > Local OS [
o Authentication ===l Local OS
Server 2 Layer _User Registry
<
NG

Pluggable
Custom -t

Authentication

EWebSphere Provided Layer
|:| Custom Provider

Custom
User Registry

» WebSphere Security in Version 3.5 supported two ways to look up users for authentication:
» Lightweight Third Party Authentication (LTPA) verifies users stored in a Lightweight
Directory Access Protocol (LDAP) directory.
» Local OS verifies users stored in the Local Operating System registry.

» WebSphere Version 4.0 adds a new option for Pluggable Custom Authentication to verify
users stored in a custom user registry.

» This allows WebSphere to cooperate with any given registry through a custom
authentication layer, implemented by the customer.
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How Pluggable Custom Registry Works

= Application developer

» Implements the methods in the CustomRegistry interface

com.ibm.ejs.security.registry package

» This layer of code interacts with the custom user registry

= Administrator

»Selects Custom pluggable Registry option and specifies the
class

= Admin/Security Server

»Calls CustomRegistry methods to perform authentication for
applications

» CustomRegistry interface in com.ibm.ejs.security.registry package

» GUI for pluggable Registry is being designed
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WebSphere V4.0 AE: Pluggable Registry ...

Some of the methods of CustomRegistry interface:

Il User-related methods

public boolean isValidUser(String securityName)

public List getUsers()

public List getUsers(String pattern)

public String getUserDisplayName(String securityName)
public String getUniqueUserld(String securityName)

Il Group-related methods
... I/ Similar to user methods

Il Authentication methods
public String checkPassword(String userld, String password)
public String mapCertificate(X509Certificate cert)
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Security Center GUI

|| authentication | Role Mapping | Run

Security must be enahled for any st
without enabling security, but the s
security, you will need to restart you
glohal changes to your security sefl

[~ Enable Security
* Security Cache Timeout ﬁ

¥ Security Center

General Authentication | Rale Mappingl Run &5 Rale Mapping|

Authentication Mechanism: " Local Operating System

' Lightweight Third Party Authentication (LTPA)

—LTPA Setting
* Token Expiration: IBD
[~ Enable Single Sign On (S50%

Do i |

= Wit i G510 conmection s anly:

[ Enahle WehSeal trust associatian

Generate Keys IpEEey.. | Epnrt Key. .

LOAP & Custom User Registry

tam User Registry Settings

sustom User Registry is a user defined registry. Custom user registries are defined

Specify Custom Settings
Marne Yalue
4
~
oK Gancel Heln |

n.ibmawvehsphere security. CustomRegistry interface. The CustomRegistry interface a
alementation can be found in the security section ofthe WebSphere documentation.

Special Custom Seltings
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= Topics Covered
» Security changes - Method-based to Roles-based
»J2EE 1.2 Security Architecture
»EJB 1.1 Security Responsibilities
»Web Components Security
»WebSphere V4.0 Security Administration
» Pluggable Authentication Registry

= Resources
»InfoCenter
» Specifications
http://java.sun.com/j2ee/docs.html - Scroll down to Specification links

10/02/01
Page 246 of 401

© Copyright 2001 IBM Corporation

WS40ST09.prz
Page 31 of 32



Lab Preview - Security Lab

= Put on the System Administrator hat
= Create users in Operating System user registry
= Put on the Application Assembler hat

= Configure security in AAT
» Assign Security Constraints
»Create web resource collections
»Map roles to permissions

= Turn on Security in the Admin Console
= Put on Deployer hat

= |nstall and test Enterprise Application in AE
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